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Abstract—This study proposes an advanced framework for
predicting optical amplifier failures in optical networks by
integrating Digital Twins (DT) and Machine Learning (ML).
Utilizing the GNPy open-source framework, DTs replicate am-
plifier behavior under various conditions, resembling faults and
captures the network conditions and performance metrics of
the optical networks. The telemetry data generated from these
simulations represents both short-term dynamics and long-term
trends in amplifier performance, enabling the training of a Long
Short-Term Memory (LSTM) model. The ML model demon-
strates an ‘amplifier fault level’ classification accuracy of 98 %,
effectively identifying soft failures and assessing fault severity.
By leveraging the ability to model complex fault scenarios in a
controlled environment, the framework provides a comprehensive
solution for generating datasets that are otherwise difficult to
obtain from live networks. This approach enables early detection
and intervention, minimizes service disruptions, and enhances
network reliability. The integration of DTs and LSTM-based
ML offers a scalable and data-driven solution for improving
the resilience, efficiency, and operational continuity of modern
optical communication systems.

Index Terms—Machine Learning, Digital Twin, Optical Am-
plifiers Fault Detection, Soft failures, Proactive Failure Manage-
ment, Network Resilience.

I. INTRODUCTION

Today’s optical networks are constrained by rigid opera-
tional approaches, which can restrict network availability and
efficiency, leading to a longer time to restore interruptions in
their network infrastructure [1]. Long network down-time can
cause heavy monetary loss for the operators and provides the
motivation to invest in proactive maintenance strategies for
optical networks. Effective prediction of failures can result in
the avoidance of service disruptions, thus enhancing the avail-
ability and stability of these networks. With early detection of
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soft failures, the desired optical signal-to-noise ratio (OSNR),
bit error rate (BER), and high Quality of Transmission (QoT)
can be achieved while ensuring the continuity of service in the
optical network. Effective failure management — by detecting
and localizing soft failures before they lead to hard failures —
can resort to various ML techniques [2].

ML provides powerful methods for automating the detection
and identification of soft failures, greatly improving failure
management and improving network reliability [3]. For the
best performance of the ML model, it is crucial that the
model is trained with a proper dataset. The collection of failure
datasets for the training of ML from live networks is limited
by the fact that the occurrence of failure events is irregular
in real networks, and may also only contemplate a sub-set of
the possible failure events. This can lead to imbalance datasets
raising concerns about the reliability and effectiveness in the
implementation of these ML models for practical use cases.

Recent research highlights the concern about the impact of
unbalanced data sets, due to the scarcity of certain failure
types, in the trained ML model [4], [5]. A potential alternative
for the generation of training data is the use of Digital
Twins (DT). In [6], telemetry twin based on soft failure
localization is demonstrated in which the faulty network device
is identified from the instantaneous values from the telemetry
without addressing the time-series properties. This limits any
possibility for the differentiation between the instant spike due
to network dynamics or the persistence of the real fault in the
network device. Thus, it can lead to compromised usability,
given the extent to which real-time synchronization of the
telemetry twin with the actual network is achievable.

The use of historical data from the DT is proposed in [7].
Howeyver, the collection of historical data from the DT of a real
network depends on the occurrence of failures in networks,
which is completely uneven and infrequent, prolonging the
time required to accumulate all types of failure data, rendering
this solution impractical at present. This study presents a
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Fig. 1: Fault forecasting using failure modeled copy of DT (GNPy), a schematic representation.

novel method for creating a comprehensive failure dataset
from QoT DT, GNPy. It involves modeling various types of
failure to assess their impact on transmission metrics such as
Generalized Signal to Noise Ratio (GSNR), OSNR, BER, and
channel power.

The framework of the overall process of dataset generation
using the DT and ML model for failure prediction is depicted
in Fig. 1. Several of the existing research works on ML for
soft-failures demonstrate high accuracy using complex models
trained on partial / limited data. This limitation may translate
into a compromised ability to identify and localize different
types of failures and their evolution over time [4]. In this
article, we demonstrate ML technique (LSTM) addressing
the time-series properties of failure scenarios by leveraging a
comprehensive dataset generated by simulating the evolution
of failures using GNPy. The following outlines the structure
of the remaining sections of this paper. DT and data acqui-
sition is demonstrated in Section II. In Section III, the ML
framework is explained. Furthermore, performance evaluation
of the model is elaborated in Section IV. Finally, concluding
remarks are presented in Section V.

II. DIGITAL TWIN AND DATA ACQUISITION

A. GNPy Powered Digital Twin of Optical Multiplexed Section

The concept of DT holds the potential to transform optical
communication networks by facilitating comprehensive life-
cycle management, such as planning, optimization, forecast-
ing, etc. There is significant advancement in DT applications
for optical networks, spanning from conceptualization, design,
simulation, and experimental validation. Contributing as a
virtual counterpart in real time to physical optical networks,
the DT is divided into three key components [8]:

1) Digital Model: A virtual representation of the physical
system, replicating its characteristics, parameters, and
behavior. In optical networks, this includes elements

such as amplifiers, fibers, and their associated param-
eters.

2) Real-Time Data Connection: A bidirectional flow of
data between the physical system and its digital coun-
terpart, enabling the DT to reflect the current state of
the system. These data can include telemetry, sensor
readings, or live measurements.

3) System Control and Optimization: The ability to ac-
tively manage and optimize the physical system through
the DT, leveraging real-time insights and simulations.
This includes adjusting operational parameters, mitigat-
ing failures, or improving overall performance.

The GNPy framework, which adopts the Gaussian Noise
(GN) model, focuses on QoT estimation (QoT-E) in optical
networks using coherent transceivers. GNPy models transpar-
ent lightpaths as channels with additive white GN, making
it suitable as a vendor-neutral DT for open network design
and management [9]. GNPy, as an open-source application, is
being widely used to estimate the capacity and performance of
a deployed network, ensuring more efficient network design
and operation [10].

The network topology, which includes components such as
transponders, Reconfigurable Optical Add/Drop Multiplexers
(ROADMs), amplifiers, and optical fibers, is modeled with the
DT (GNPy), as illustrated in Fig. 2. In this work, a 520 km
link of single-mode fiber comprising a total of eight spans of
65 km each is considered. The simulated network includes the
virtual twin of commercially deployed amplifiers consisting of
seven In-Line Amplifiers (ILA), booster and pre-amplifier in
both directions.

B. Amplifier Failure: Data Acquisition

Optical amplifiers play a crucial role in long-distance optical
transmission by directly amplifying optical signals without the
need for optical-to-electrical conversion. Performance degra-
dation in optical amplifiers can significantly impact OSNR
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Fig. 2: Network topology including device characteristics, fiber
span length etc. simulated in GNPy, an illustration.

leading to low QoT. The common issues that can arise with
optical amplifiers and lead to failures that negatively affect
network performance are as follows [1]:

o Amplifier Gain Reduction: Gain degradation in am-
plifier over time can be caused by aging pump lasers,
saturation of gain media, resulting in reduced overall gain,
and lower efficiency of the amplifier.

o Noise Increment: The Amplified Spontaneous Emission
(ASE) noise can increase due to instabilities, inefficien-
cies, aging, or wavelength drift of the pump laser.

o Output Power Anomaly: Fluctuations in output power
such as spikes or drops can be caused by variation in
pump current or pump failures.

The continued presence of these issues can result in critical
failures that disrupt services. Thus, it is essential to con-
tinuously monitor amplifier failures and implement proactive
failure management strategies, as amplifiers are vital compo-
nents in an Optical Line System (OLS) due to their role in
maintaining the required performance-level.

The network topology is simulated with GNPy to estimate
the effects of physical layer impairments such as ASE noise,
non-linear interference (NLI) and accumulated dispersion, on
signal quality. The tool accepts as input a description of the
network topology, which includes links, nodes, and optical
components, as well as equipment parameters like amplifier
gain, noise figure, and transponder specifications. It utilizes
this information to calculate metrics such as GSNR, OSNR,
and other QoT parameters.

GNPy performs signal propagation calculations by simu-
lating the interactions of optical signals with network ele-
ments, including fibers, amplifiers, and ROADMs. It accounts
for physical layer characteristics like fiber attenuation, span
lengths, wavelength-dependent gain profiles, and nonlinear
distortions. By iteratively applying the GN model over the
network path, GNPy emulates the cumulative effects of im-
pairments on the transmitted signal.

We utilized GNPy to generate the training dataset by sys-
tematically varying the input network topology and associated
parameters across multiple simulations. This approach allowed
us to simulate different network configurations and operating
conditions, including fault scenarios, which are challenging to
capture from real-world deployments due to their rarity and
the complexity of data collection in live systems.

By modifying elements such as amplifier gains, transponder
settings, and fault conditions, GNPy enabled the emulation of
a wide range of network behaviors and signal quality metrics.
Each simulation produced detailed QoT data, including GSNR
and OSNR values, which were added to the dataset. Subse-
quently, slow gain degradation is induced in the amplifier by
varying the gain in small incremental steps and adjusting the
Variable Optical Attenuator (VOA) in parallel to compensate
for the power loss so that it represents silent failures in
the network which are not detectable directly by the power
monitors. Three fault levels are assigned according to the
degradation value, until 2 dB is considered as no fault, between
2 dB and 3 dB as minor fault, and above 3 dB as major
fault. To avoid service interruptions, the maximum fault of
an amplifier must remain within the VOA limit, as it aims to
predict soft failures. Exceeding this threshold may lead to hard
failures.

The change in transmission parameters due to the impact
of failures is assessed. The step sizes are chosen randomly,
ensuring that the overall deterioration accumulates gradually
to simulate field defects. The particular step size for different
time periods is set randomly, in order to simulate the network
variations. The time-series dataset used for training of the ML
model comprise of variations in GSNR that correspond to
the degradation values of individual amplifiers, each having
different gain and tilt values.

The generated dataset serves as a valuable resource for train-
ing and validating ML models designed to predict and diag-
nose network performance, optimize resource allocation, and
enhance fault localization and mitigation strategies. However,
the synthetic dataset may not represent exactly the real-world
condition. Using GNPy’s flexibility, it is ensured to maximum
possible extent that the dataset includes realistic yet diverse
scenarios to improve the robustness and generalizability of
the ML models.

III. MACHINE LEARNING FRAMEWORK OVERVIEW

In this section, the background on the LSTM ML technique
is outlined, detailing its application to the amplifier fault
prediction and classification of fault levels.

A. LSTM - Background and Relevance

LSTM is a special type of Recurrent Neural Network
(RNN) specifically formulated to tackle the problem of the
vanishing gradient. The problem of vanishing gradient arises
while training if the loss function gradients pertaining to the
model parameters diminishes during backward propagation.
Very small gradients can be a challenging problem in up-
dating the weights of the model, which can be addressed by
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LSTM [11], [12]. LSTM networks were originally proposed
by Hochreiter and Schmidhuber [13]. Leveraging LSTM in
ML significantly boosts forecasting accuracy by incorporating
both recent and historical time-series data. [14]. LSTM is a
popular and effective model for input features with sequential
dependencies [11].

ht.1

Fig. 3: LSTM basic structure; x;: input vector, ¢;_1: memory
from the previous block, h;_1: output of the previous block,
c¢: memory from the current block, h;: output of the cur-
rent block, o: sigmoid, tanh: hyperbolic tangent, b: bias, -:
element-wise multiplication, +: element-wise summation.

The central component of the LSTM technique is the
memory cell, consisting of the input, output, forget gates,
and the activation function [13]. The flow of information to
memory cells is managed by these gates keeping past data over
time, and forecasts are given based on interactions between
input values, long-term and short-term memories [1]. Fig. 3
shows the basic structure of LSTM. The core of the model is
a bidirectional LSTM, which processes the sequence data in
both the forward and backward directions. A standard LSTM
model computes its output at each time step as follows:

o Forget Gate:
fe=o(Wywe + Ushy1 + by)
« Input Gate:
iy = o(Wixy + Uihy—1 + b;)
o Cell State Update:
¢ = tanh(Wexy + Uchi—1 + be)

o Cell State:
et = fr-ci—1+ i G

o Output Gate:
[ O'(WOLIJt + Uoht—l + bo)

o Hidden State:
hy = oy - tanh(cy)

where:

o Wy, Wi, W., W,: Weight matrices for the forget gate,
input gate, cell state, and output gate, respectively, with
respect to the input x;

e Uy, U, Ug, Uy: Weight matrices for the forget gate, input
gate, cell state, and output gate, respectively, with respect
to the hidden state h;_;

o by, bi, b, by: Bias terms for the forget gate, input gate,
candidate cell state, and output gate, respectively.

In a bidirectional LSTM, the input sequence is processed
in two ways, from past to future (forward LSTM) and from
future to past (backward LSTM). This results in a concatenated
output of both hidden states:

7 __ [p,forward 7 backward
hy = [h™, By ]

where hfovard and pbackward are the hidden states from the
forward and backward LSTM layers.

B. Amplifier Failure Prediction and Fault Estimation

The generated fault data pertaining to the amplifier failure,
as described in Section II.B, provides the dataset required for
the training of the ML model. The dataset is divided into
80% training data and 20% test data. The training is carried
out through 100 epochs. The ML framework is designed for
hierarchical multi-class classification using sequential data.
The model predicts the faulty amplifier and further classifies
the degradation level of the faulty amplifier. It employs a Bidi-
rectional LSTM network to process temporal dependencies
in sequences, combined with dense layers for classification.
The LSTM layers are followed by dropout layers to regularize
the network and prevent overfitting. The model is optimized
using the Adam optimizer [15], which adapts the learning rate
based on the gradients of the loss function with respect to
the model parameters. During training, early stopping is used
to prevent overfitting by terminating the training process if
the validation loss stops improving for a specified number of
epochs. The learning rate scheduling is also used to adjust
the learning rate during training. After training, the model
performance is evaluated using standard classification metrics.
The confusion matrix is generated showing the counts of true
positives, false positives, true negatives, and false negatives
for each class. This confusion matrix can assess the model
performance across each individual class. The classification
report, which provides precision [11], recall [11], and FI1-
score [11] is compiled for each class, giving more detailed
insight into the model performance on different types of errors.

IV. MACHINE LEARNING MODEL PERFORMANCE
EVALUATION

Effective fault detection and classification are essential to
ensure the reliability and performance of optical network
in operation. As described, this study employs LSTM to
accurately identify faulty amplifiers and also categorize the
gradual gain degradation into distinct fault levels. Fig. 4
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illustrates the progression of training of the proposed ML
model, showing the trends in accuracy (solid blue line) and
loss (dashed red line) over 100 epochs. The figure shows
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Fig. 4: Model Accuracy and Loss Over Training Epochs.

the relation of accuracy vs. loss over the training of the
ML model. It demonstrates a clear trend where accuracy
steadily increases while loss consistently decreases, reflecting
the model’s effective learning process. In the early epochs,
rapid improvements in accuracy and reduction in loss are
observed, indicating efficient parameter optimization in the
initial training process. After around 70 epochs, the model
tends to stabilize with a continuous slight improvement in
the accuracy and a reduction in the loss. The accuracy vs.
loss trend confirm the model’s convergence, enabling accurate
amplifier fault detection and the subclassification of the fault
level in each amplifier.

The evaluation results, including classification performance
metrics and confusion matrix are depicted in Fig. 5 and Fig. 6
respectively. Each amplifier is identified by a unique identifier
name, such as ilaxz, where x shows the number of ILA. The
ML model first detects the faulty amplifier and subsequently
classifies the gain degradation into three distinct fault levels:
0, 1, and 2, as detailed in Table I. Labels are used to include
both the amplifier identifier and the fault level; for instance,
ilax_y refers to the = amplifier with fault level y.

TABLE I: Amplifier gain degradation

Fault level | Gain degradation(dB) Severity
0 <2 No fault
1 2-3 Minor fault
2 >3 Major fault

The ML model achieved an overall classification accuracy
of 98%, indicating a strong generalization in the dataset. The
classification performance of the ML model was evaluated

1.00

0.98

0.96

Score

=0.94

Labels

-0.92

-0.90

Recall F1l-Score

Metrics

Precision

Fig. 5: Classification performance metrics across fault levels
for ILAs.
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Fig. 6: Confusion matrix showing model performance in
predicting amplifier fault levels.

to assess its effectiveness in detecting and classifying fault
levels in optical amplifiers. The evaluation metrics include
precision, recall, and F1-scores across most classes, which
are critical indicators of the model’s ability to generalize
and provide accurate predictions across all fault levels. In
Fig. 5, the model demonstrated consistently high performance,
with precision, recall, and F1-scores near or exceeding 0.90
for most classes. Specifically, the model achieved perfect
classification performance (precision, recall, and F1-score of
1.00) for labels such as ila2_0, ila4_2, and ila7_0, highlighting
its ability to correctly classify these fault levels. For ila3_1, the
model showed slightly lower recall, yet still maintained strong
performance with precision and Fl-scores of 0.94 and 0.92
respectively, demonstrating the model’s robustness. The macro
average across all classes was 0.97 for precision, recall, and
Fl-score, suggesting that the model performs well across all
fault levels without favoring any particular class. Furthermore,
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the weighted averages for precision, recall, and F1-score were
0.98, reflecting the effectiveness of the model. Overall, the
model demonstrates excellent performance, achieving both
high classification accuracy and balanced predictive power
across a diverse set of fault levels.

V. CONCLUSION

In summary, this paper introduced an innovative method for
predicting amplifier failures in optical networks through the
use of DT and machine learning technique. By constructing
DTs that mirror real-time network conditions, the proposed
approach enables the early prediction of amplifier failures.
This study focused on the application of LSTM, which is
trained on DT-time series data of the amplifier faults to predict
both short- and long-term fluctuations. The model has been
shown to achieve prediction accuracy of 98%, demonstrating
its ability to forecast failures with high precision. By antici-
pating potential failures before they occur, this methodology
provides the possibility of a proactive approach to managing
and minimizing network disruptions, ultimately improving the
reliability of optical networks.
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