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Abstract—The Internet of Things (IoT) is growing at an
unprecedented speed, with over 16.6 billion connected devices
in 2023 and projections of around 40 billion by 2030. However,
this exponential growth is accompanied by serious security issues
within an IoT device supply chain. By analysing case studies, the
research identifies how individual vulnerabilities in supply chain
can compromise the overall security of devices. Since firmware
development is an integral part of an IoT supply chain, any
weakness at this stage has large-scale security and reliability
repercussions. This research focuses on security vulnerabilities
arising from weaknesses in IoT firmware development, examining
key challenges. The paper also introduces the energy robustness
concept, which consists of encouraging developers to consider
the amount of joules consumed by a firmware in a specific time
frame for the purpose of determining the empiric degree of device
robusteness to its inherent vulnerabilities and to external attacks.
As a practical solution, we present Lich, a firmware analysis tool
that executes a sequence of security and energy consumption
tools with the objective of discovering vulnerabilities at an early
stage of development and before a firmware deployment. The
research aims to demonstrate, on a theoretical level, that the
implementation of continuous controls can improve the reliability
and security of the IoT supply chain.

Index Terms—Energy Robustness, Firmware, IoT, IoT Supply
Chain, Security, Vulnerability Assessment

I. INTRODUCTION

”The Internet of Things (1oT) refers to a network of physical
devices, vehicles, appliances, and other physical objects that
are embedded with sensors, software, and network connec-
tivity, allowing them to collect and share data.” This is a
relatively concise definition of the Internet of Things (IoT).
It captures an essential aspect: the underlying principle of the
IoT is precisely the interconnection between heterogeneous
devices, each with specific functions and operating in different
contexts, but united by the ability to collect and exchange data
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der the Italian Ministry of University and Research (MUR) programme “PRIN
2022” - grant number 2022598LMZ - AsCoT-SCE (Assessing Compliance of
IoT API for Security Critical Environments) - CUP: H53D23003430006.
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continuously. It is precisely this characteristic that makes the
IoT a pervasive technology in modern society. It is not an
exaggeration to say that it represents an innovation capable of
profoundly transforming our lives, bringing about significant
technological progress compared to twenty years ago.

According to the IoT Analytics report, 16.6 billion con-
nected IoT devices were active at the end of 2023, an increase
of 15% compared to 2022. Estimates indicate that this number
will continue to grow, reaching 40 billion by 2030. In its
latest 2023 IoT device market update, IoT Analytics has
slightly revised its forecast downwards due to new market
analysis and the latest developments. However, the number of
predicted connections remains exceptionally high, reflecting
the widespread deployment of these smart devices in society,
both in the private sphere, with devices aimed at individuals,
and in the corporate context. In particular, IoT Analytics shows
that 51% of companies adopting IoT solutions planned to
increase their budgets in this area in 2024, with 22% planning
an increase of more than 10% compared to 2023

Despite the undeniable benefits of smart devices in conve-
nience and ease of doing many daily tasks, their deployment
inevitably increases the attack surface. The National Institute
of Standards and Technology (NIST) describes it as follows:
"The set of points on the boundary of a system, a system
element, or an environment where an attacker can try to enter,
cause an effect on, or extract data from, that system, system
element, or environment” ﬂ From this perspective, each smart
device would represent ”a point on the boundary of a system”,
and with some 40 billion connected devices by 2030, this
extended network would drastically expand the attack surface,
increasing the security implications.

Most IoT device manufacturers compound this growing risk
of cyberattacks by making large-scale devices without con-
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sideration for security standards. For example, the European
Telecommunications Standards Institute (ETSI) EN 303 64f]
standard defines minimum security requirements for consumer
IoT devices. Its adoption, however, is fragmented due to sev-
eral reasons. First, the standard’s voluntary nature, as indicated
by the distinction between obligatory (“shall”) and advisory
(’should”) provisions, leaves ample room for interpretation
and allows for discretionary choices by manufacturers. While
this flexibility facilitates adaptability to different production
contexts, it also creates unevenness in implementing secu-
rity measures [1]. Additional implementation expenses are
another significant obstacle since employing robust security
mechanisms entails investment in human, technology, and time
resources that are hard for many producers, especially small
and medium-sized ones, to sustain [2]. At the same time,
competitive pressures in the marketplace push for increasingly
rapid development cycles to launch new products before the
competition, sometimes at the expense of thorough security
audits. Lastly, the same fragmentation of the IoT ecosystem,
as represented by many platforms, protocols, and technologies,
further aggravates the uniform application of security stan-
dards [1]], [3]. This heterogeneity of the IoT ecosystem hinders
standardization and creates a critical gap that makes these
devices vulnerable to a myriad of threats and vulnerabilities
[31-L50-

This paper presents an instrument to detect security threats
in an IoT device firmware, also improving the relative supply
chain. With our proposed tool, named Lich, we investigate the
possibility of identifying vulnerabilities through reports which
provide a reliable overview of different firmware aspects.
Lich has been conceived for IoT industries which desire to
improve the security of their devices supply chain through
automated means. Furthermore, energy measurements help a
manufacturer estimate the energy efficiency of a device, thus
the bills prices, but also its environmental impact. Even the
broader software industries can benefit from Lich, as it only
requires a binary as input to generate all the necessary reports.

We have structured this paper in the following sections. In
Section [[I} we define and describe IoT supply chain, its strong
points, but also its defects. We then focus on a specific part
of IoT supply chain: firmware development. Always in this
section, we have introduced the energy robustness concept,
which encourages developers to consider the amount of joules
consumed by a firmware in a specific time frame for the
purpose of determining the empiric degree of robustness of
a device to its inherent vulnerabilities and to external attacks.
In Section we present all purposes behind the Lich devel-
opment and the research questions of this paper. In Section
we list some vulnerabilities affecting IoT devices. Section
describes Lich in every aspect, from its development to its
current limitations. In Section we discuss the strengths and
the limits of our work, outlining potential future developments.

4ETSI, Consumer IoT Security. [Online]. Available:
https://www.etsi.org/technologies/consumer-iot-security, Accessed on:
Mar, 10, 2025

The last Section summarizes what we have achieved in this
paper.

II. IoT SuppPLY CHAIN

The supply chain represents the activities, processes and
actors involved in a product or service’s design, production,
assembly, distribution and maintenance. According to Yang et
al., the complexity of IoT supply chains grows even further:
devices are often assembled in international factories, with
components from different suppliers, and traverse numerous
globally distributed entities before reaching final applications
[3]]. In this context, specific risks must be considered, such as
the inadvertent or intentional introduction of counterfeit com-
ponents [[6], malicious circuit alterations during both design
and manufacturing called hardware Trojans [7]], cloned devices
[8-[10], the possibility of physical tampering and unautho-
rized access [11]]. It is, therefore, clear that every device goes
through its specific supply chain where vulnerabilities can
be introduced either accidentally, and thus due to design or
implementation flaws, or intentionally as part of a targeted
attack.

Addressing IoT security requires a holistic approach across
the entire device lifecycle [12]. To support this view, the Eu-
ropean Union Cybersecurity Agency’s (ENISA) IoT Security
Guidelines propose the IoT secure supply chain, which aims
to define guidelines for an Internet of Things supply chain,
focusing on the actual production processes.

A. Emblematic cases of supply chain compromise

We examine three cases to understand the real implications
of such vulnerabilities better. While these provided here do
not apply exclusively to the IoT environment, they show
how supply chain vulnerabilities can compromise a system’s
security, trust and compliance, highlighting the importance of
considering security at every stage of the product supply chain.

1) The Volkswagen scandal (Dieselgate): The Dieselgate
scandal is a case of how intentional alteration of software
components can undermine the integrity of a product,
even critical in IoT devices. From 2009 to 2015, Volk-
swagen intentionally included software in the engine
control unit of approximately 11 million diesel cars to
manipulate their performance during emissions testing.
This “defeat device” was detected when the vehicle
underwent laboratory testing and activated emission
controls. However, it deactivated these systems during
everyday driving, allowing nitrogen oxide emissions 40
times the permitted amount [[13]], [[14].

2) BlackTech attack on routers The BlackTech group’s
actions illustrate how adversaries can exploit technology
vulnerabilities in the supply chain to infect key systems.
BlackTech actors have demonstrated an ability to intro-
duce firmware modifications to routers undetected and
use those modifications to exploit trust relationships be-
tween global headquarters, Japanese and United States-
based subsidiaries [[15]]. This incident underscores the
prime importance of firmware integrity along the whole



product life cycle and the application of Zero Trust
models to constrain the spread of compromises in the
supply chain [16].

3) The SolarWinds Orion compromise: The SolarWinds
attack is a prominent example of a software supply
chain compromise conducted by the threat actor APT29
(also known as Cozy Bear). Discovered in December
2020, the attackers managed to inject malicious code
into the build process of the SolarWinds Orion soft-
ware platform. This malware, later distributed through
a routine software update, allowed attackers to gain
unauthorized access to government, consulting, technol-
ogy, telecommunications, and other organizations across
North America, Europe, Asia, and the Middle East. In
addition to tampering with software builds, the campaign
included techniques such as password spraying, token
theft, spear phishing, and API abuse ﬂ The incident,
highlighted how compromising a single point in the
software development pipeline can propagate across
thousands of downstream targets [17].

B. Summary and insights from real-world cases

The three cases discussed above demonstrate how supply
chain vulnerabilities can manifest themselves, from software
manipulation to firmware tampering. Despite their diversity,
they share a common lesson: even a single point of failure
in the supply chain can have large-scale consequences for
security, trust, and compliance.

Table [ provides a comparative overview to illustrate the
diversity and implications of the three attacks.

TABLE 1
COMPARISON OF EMBLEMATIC SUPPLY CHAIN COMPROMISE CASES

Case Compromise Impact Scope Key Takeaway
Vector
Volkswagen Software Regulatory Software integrity
Dieselgate | manipulation in violations, violations can be
the engine environmental intentional and
control unit impact systemic
BlackTech Unauthorized Targeted Firmware must be
firmware firmware cyber-espionage treated as a critical
attack modification in between attack surface
routers branches and requiring lifecycle
HQs protection
SolarWinds | Malicious code Broad-spectrum Secure
Orion injection compromise development
compro- during software across pipelines are
mise build governments and essential to
enterprises prevent large-scale
propagation

C. Firmware security in the IoT supply chain

These emblematic cases highlight how vulnerabilities in the
supply chain, introduced deliberately or due to insufficient
control mechanisms, can have devastating consequences. As

SMITRE ATT&CK, SolarWinds Compromise, 2023. [Online]. Available:
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highlighted by several studies, a critical aspect of IoT se-
curity lies in the responsibilities of suppliers and vendors.
These actors are integral parts of the IoT supply chain, as
they contribute to the design, production, and distribution
of devices and their components. Kosuke ef al. note that
although researchers have achieved significant development in
IoT security, vendors rely on third-party mitigation services
instead of taking direct responsibility for security [18]]. This
trend not only outsources product security tasks to external
entities but also reduces the overall quality of devices. A
product with structural vulnerabilities or defective components
is more susceptible to attacks and may fail under real operating
conditions [19], compromising reliability. In addition, latent
vulnerabilities in third-party components can compromise the
functioning of the firmware and make it more susceptible to
attacks, as highlighted by Zhao et al. [20].

Given these challenges, this paper focuses on the IoT sup-
ply chain’s software development and implementation phase,
particularly on firmware. This choice is motivated by poor
transparency, limited control over third-party components, and
a lack of effective mechanisms for verifying code integrity that
characterize the development phase [3]], [20]], [21]. Firmware
plays a crucial role in device security as it is the direct point of
contact between hardware and software, and its compromise
can result in privileged access to devices, data manipulation,
or disabling security features [[20[]—[23]].

It is important to note that while recent studies have mainly
focused on the security of networks, authentication and au-
thorization protocols, and user interfaces of IoT devices, there
has been relatively less focus on IoT firmware vulnerabilities
[23]]. These vulnerabilities represent a particularly subtle threat
vector. Consequently, improving security measures in software
development and firmware validation is one of the most urgent
and strategic challenges to safeguarding the IoT ecosystem
[22]], [23]].

However, securing firmware is a complex task that requires
traditional validation techniques and innovative approaches to
detecting vulnerabilities.

D. Energy consumption role in firmware security

As IoT setups become increasingly complex, recent research
has explored new methods to evaluate firmware security. A
promising approach consists in detecting security threats from
the energy measurements conducted on a running firmware in
a specific time frame. Therefore, either a sequence of sudden
spikes or a prolonged energetic variability during use may
reflect unauthorized accesses, malicious activities, or failures
caused by faulty firmware [24]—[26].

As emerges from a survey by Merlino et al., the analysis of
energy consumption values leads to defining a nonintrusive
high-level abstraction to detect security anomalies without
subjecting any software and internal device structure to minute
inspection [26]. Nimmy et al., for example, propose an energy
consumption analysis-based method to discriminate among
the processes with a normal behaviour and the suspicious
ones started during a DDoS attack [24)]. The experiment has



been conducted on an IP camera connected to a Raspberry PI
running within a smart home environment. Similarly, Frawley
illustrates how alterations in energy consumption measure-
ments might emphasize the anomalous behaviours caused
by vulnerabilities present in a software, with the evident
distinction between idle and active functionality [25].

Based on the considerations above, we have outlined the
energy robustness concept to assess the security of an IoT
device. Energy robustness encourages developers to consider
the amount of joules consumed by a firmware in a specific
time frame for the purpose of determining the empiric degree
of robustness of a device to its inherent vulnerabilities and to
external attacks. Therefore, the general rule is: the higher the
joules, the lower its robustness. We want to specify that the
energy robustness concept does not represent a precise and
deterministic metric, but more of a hint to help developers
in identifying anomalies which might be potential security
threats.

For example, if a device exhibits significant energy fluc-
tuations under typical high workloads, this behaviour might
indicate an inherent instability in handling resource-intensive
tasks. A device in this state of inconstancy is more susceptible
to failure under a DDoS attack, where the increased workload
could push the system beyond its operational limits, leading
to crashes or severe performance degradation.

Although current researches privilege the detection of en-
ergy anomalies while a device is performing its functions in
an environment, with our approach we are instead suggesting
developers to carry out all energy consumption checks during
the firmware development phase, probably reducing a good
amount of vulnerabilities before its effective deployment.

III. LiCH PURPOSES

In Section |lIl we have seen how vulnerabilities can sneak
into IoT firmware devices either accidentally, because of de-
sign or implementation issues, or consciously, due to targeted
attacks. Using mechanisms to control firmware development
or deployment continuously can lead to an early detection of
security issues, thus reducing the probability of compromise.

Analysing the IoT supply chain information reported in the
previous sections, we have identified some limitations for the
tools which perform security and energy consumption checks
on firmware:

o Lack of integration: security and energy profiling tools
often operate independently, making a comprehensive
cross-analysis difficult.

o Complex and costly setup: developers must manually
install and configure each tool, increasing setup time at
risk of incompatibility.

o Limited automation: many tools are not designed to
integrate directly and without modification into Continu-
ous Integration systems. Consequently, it is not easy to
implement automated and repeatable tests.

In this paper, we are trying to provide a possible solution to
the limitations above, asking the following research questions:

1) Is it possible to develop a tool which improves the
security state of an IoT supply chain through reports
produced by open source tools outputs?

2) Can these reports provide an accurate description of
different firmware aspects?

The research questions require analysing the limitations in
more detail. Therefore, the following subsections explore three
key aspects which revolve around these limitations: the multi-
tool approach, containerization, and continuous integration.
Each of these component plays a crucial role in overcoming
these challenges, contributing to a more integrated, automated,
and efficient firmware analysis process.

A. Why is a multi-tool approach necessary?

Firmware testing involves several domains, from security
vulnerabilities to performance measurements, and no single
tool can address all of them. A multi-tool approach has several
advantages:

1) Broader coverage: Integrating several tools into one
minimizes blind spots, improving the accuracy of se-
curity and performance tests.

2) Customization: Programmers can customize Lich by
adding the necessary tools to meet their specific require-
ments.

3) Extension: Lich allows programmers to add more tools
in the future, evolving to meet changing security de-
mands.

B. Why is containerization necessary?

The need to download and install each tool separately used
in Lich entails extra time and technical know-how, resulting
in an installation process that is error-prone and cumbersome.

Lich addresses this issue by using Docker [27], a software
that uses virtualization, at the operating system level, to run
applications within isolated environments called containers.
Docker coordinates the installation and execution of various
analytic tools, without any manual configuration.

C. Why is Continuous Integration necessary?

Continuous Integration (CI) [28]], [29] is a development
practice where developers frequently commit small, incre-
mental changes to the project codebase, allowing multiple
developers to collaborate efficiently and keep the code current.
CI tools automatically run a test-bed or checks to validate
properties such as security vulnerabilities, performance re-
gressions, unexpected power consumption spikes, and failures.
By including these checks early in the firmware development
cycle, problems can be detected and fixed before release,
reducing risks and increasing overall reliability.

IV. VULNERABILITIES

An IoT firmware is a fusion of multiple technologies. Each
technology may present a series of threats which can affect
the security of an IoT device [21]. Memory vulnerabilities
such as buffer overflows, pointer violations, integer overflows,
uncontrolled format strings, missing bound checks, and type



confusion are among the most common threats affecting IoT
devices [30]. The presence of these memory corruptions can
lead to system crashes, privilege escalation, and code injection
exploits.

At the firmware-level, attackers mainly focus on exploit-
ing vulnerabilities which developers often overlook during
firmware development [31]. Therefore, a firmware exploitation
usually results in a complete hijacking of the entire device.

Nowadays, most IoT devices connect to the Internet, thus
the possibility for an attacker to exploit the vulnerabilities
present in their firmware is quite high [21]]. Through web inter-
faces, a device can communicate and share data with numerous
devices, but even the APIs associated with these interfaces
suffer from a considerable amount of web insecurities [32]].

Furthermore, older IoT devices do not present any update
mechanism, hence a single firmware vulnerability can cause
serious damages over a wide spectrum of devices [33]]. Indeed,
an old and unmaintained codebase, with the relative dependen-
cies, might lead to have an insecure firmware [34].

A. Detecting Vulnerabilities

Vulnerability detection consists of a series of methods to
protect IoT devices from zero-day attacks [35]]. Through static
and dynamic firmware analysis, these methods might detect a
considerable amount of threats which affect IoT devices.

Static binary analysis involves examining a firmware binary
in search of function calls, control flows, and system-level
interactions [36]. For example, it can discover all binary
execution paths and reveal all those hidden logics, which may
result in vulnerabilities, such as remnants of old functionalities
or debugging codes. This analysis can detect unreachable
paths, i.e. dead code, and some information exploitable by
an attacker to take control of a firmware.

Dynamic binary analysis performs a series of checks while a
binary is running [|37]]. The most popular tools in this category
are error checkers and profilers. The former detect a list of
errors which may become threats for an executing firmware,
while the latter profile the entire binary in search of those
parts which need a specific optimization in terms of time and
memory consumption. As a practical case, this analysis gives
the opportunity to detect dangerous uses of undefined values
by tracking undefined bit values, thus identifying all those
values derived from undefined values or not initialized in any
way.

Even energy consumption plays a significant role in detect-
ing vulnerabilities. Indeed, there exists a negative correlation
between the number of defects fixed in a software and its
energy consumption [38]]. Greater the number of fixed defects
and less the software energy consumption. Since a vulnera-
bility is also a software defect, the relation among these two
parameters has been established.

Furthermore, applying software security mechanisms to
avoid vulnerabilities leads to the execution of more instruc-
tions, and consequently, adding more energy penalties [39].
Conversely, in order to improve performance and energy effi-
ciency, a developer can indirectly introduce new defects which

affect software security. Therefore, the incremental addition
of security mechanisms may lead to a considerable increase
in energy consumption, whereas energy-related improvements
may introduce vulnerabilities.

As pointed out in Section |l1I} Lich executes various analysis
tools in an automated manner and provides their results in
structured reports which give a general overview of the secu-
rity status of a firmware. At the time of writing, Lich contains
only a single tool for dynamic binary analysis and some energy
consumption tools. Every tool outputs information on different
firmware aspects. It will be Lich the one which will define
reports starting from this data. A developer can then analyse
these reports: some of them clearly notify the presence of
vulnerabilities in a firmware, while others might discover them
from the anomalies in their data, such as for the tools related to
energy consumption. Whatever the case, Lich provides a set of
information which help in identifying firmware vulnerabilities.

V. LICH ANALYSER

Lich is an IoT firmware analyser. It executes a series of
analytic tools in sequence on firmware, and inserts each of
their results into different files called reports. As the last
operation, Lich creates an index file containing the list of
file paths to access reports, divided by sections according
to the analytic tool categories. We refer to tools with the
term analytic to focus on their ability to perform analysis. We
have defined the categories concept to establish the execution
order of the analytic tools. For example, all analytic tools
assigned to the vulnerability category execute before the ones
contained in the energy consumption category. This choice has
been made to prioritize the vulnerability detection phase over
the energy phase and to avoid allocating further resources in
advance. Indeed, if an error occurs while executing a tool, Lich
terminates immediately, and the following categories do not
even instantiate their own tools. Tools belonging to the same
category does not have a precise execution order though.

Lich has been written in Rust language. Rust is the first
programming language to overcome the longstanding trade-
off between the control over resource management provided
by lower-level languages, and the safety guarantees of higher-
level languages [40]. It is a systems programming language
which prevalently focuses on memory safety, without requiring
the use of a garbage collector, and performance through
the C++ approach of zero cost abstraction [41]. It offers
an ecosystem aimed at simplifying software development.
Among the main Rust tools, there is Cargo, which is both
a build system and a package manager. Cargo offers fea-
tures such as dependency management (downloading and
compiling projects), build management (debug, release, and
custom profiles), testing (unit testing and integration testing),
benchmarking of performance, documentation generation, and
plugin installation. As a memory safety language, Rust can
eliminate up to approximately 70% of security bugs [42]], and,
in addition, it is also among the five languages which builds
binaries with the lowest energy and time consumption during
execution [43]].



At the time of writing, Lich executes four tools. All of them
are open source, hence anyone may change their source code
and build a specific variant if deemed necessary. Lich searches
for these tools binaries within default system paths, and it
arises an error when not found.

Valgrind [44] is the only analytic tool in the vulnerability
category. Valgrind is an instrumentation framework for build-
ing new dynamic binary analysis tools. It can run on different
hardware architectures, and it makes use of a technique called
shadow values to shadow every register and memory value
with another value which describes the register itself. Valgrind
can detect dangerous uses of undefined values, memory man-
agement errors, such as memory leaks, dangling pointers, and
threading bugs. Binaries written in C, C++, and Rust languages
make great use of Valgrind to search for all possible threats
hidden in their structure.

Three analytic tools constitute the energy category. The
first is Perf, a tool which provides subcommands to conduct
performance or energy consumption analysis on Linux systems
[45]. In our case, we have employed the stat subcommand to
estimate the amount of energy consumed by both CPU and
dynamic memory while the firmware is in execution. Perf
uses Joules as a measurement unit for its results. Internally,
this subcommand invokes some Linux kernel syscalls which
interact with the underlying hardware to retrieve the necessary
information. Perf requires some root privileges to perform its
operations, producing more accurate results instead of rough
estimates. For its tight connections with the Linux kernel, Perf
only supports Linux systems.

The second energy tool is PowerStat. It makes use of
Intel sensors, Running Average Power Limit (RAPL), to
measure firmware energy consumption [46]. We have chosen
to add PowerStat for firmware specifically implemented for
Intel processors. On this kind of platforms, it can produce
more accurate data with a very low overhead. As a clear
limitation though, PowerStat cannot retrieve any information
from microcontrollers which are outside the Intel brand.

PowerTOP is the last tool contained in the energy category.
It is an Intel tool designed to measure, explain and minimize
energy consumption [47]]. Differently from PowerStat, it works
for Intel, AMD, ARM and UltraSPARC processors [48].
PowerTOP is particularly useful for firmware which need
information to prolong their battery life and reduce their
electrical costs.

As mentioned in Section [II} developers can also obtain Lich
reports without installing any tool on their machines. This
is possible through the operating system-level virtualization,
which delivers Lich, along with all of its dependencies, into a
single package called image. When an image is in execution on
a host system, it takes the name of container. We have created
two images using Docker. The first image packages the Alpine
Linux operating system, renowned for its small size and rapid
startup, while the second one packages Debian, a more known
and adopted system. Each container executes an independent
instance of Lich. A developer only has to specify to Docker
the path to the directory containing both the configuration file

and the input binary before issuing the command to execute
the container.

To test the Docker images on a reproducible and always
accessible environment, we have defined a workflow for the
Continuous Integration system provided by GitHub. The work-
flow invokes a total of four Linux runners.

o x86_64 architecture and Alpine operating system

o x86_64 architecture and Debian operating system

o ARM architecture and Alpine operating system

o ARM architecture and Debian operating system

Each of these runners executes a different Docker container
passing a simple light firmware as input. As a last operation,
a runner prints all produced reports on screen to verify their
content. Through this approach, we have also demonstrated
the feasibility of executing Lich in an automated way.

A. Configuration File

Defining input arguments for the firmware in analysis and
for every analytic tool through command line would have been
very confusing and cumbersome for developers. Therefore,
we have decided to conceive a configuration file to provide a
more structured description for the necessary inputs. We have
chosen foml as file format because it allows to group each
tool data into separate sections. Within a section, a developer
can associate to an input argument of a tool, or to any other
parameter, a value or a set of values expressed as a key-value
pair. This way of representing information allows a more direct
data comprehension and the possibility to keep track of each
tool configuration.

The configuration file defines global parameters which are
outside sections. Some of them are mandatory, such as the path
to the firmware in analysis and the directory to save reports.
Among the option parameters instead, there is the boolean
parameter docker, whose main goal consists of enabling or
disabling specific configurations for the Docker environment.
When the docker value is true, Lich adds at the beginning
of the firmware and report directory paths, both contained
in the configuration file, the path to the directory containing
both the configuration file and the input binary on the Docker
image. The last global optional parameter is root, which allows
defining the name of the program to issue commands in
privileged mode on Linux operating systems.

There are only two parameters common to all sections,
while the others vary depending on the analytic tools. The first
one is the boolean parameter enable. It has been introduced
to enable or disable the execution of analytic tools. We have
created this parameter to offer some degree of flexibility
for those tools which are unmaintained or incompatible with
some platforms due to missing privileges or missing specific
hardware instructions. The second parameter is args. It defines
the list of input arguments for firmware and analytics tools.

Specific parameters can be of various data types: paths to
output directories, integer and floating points thresholds, and
even strings. They have not been defined along the other args
parameters because they require a specific parsing mechanism.
For example, the timeout parameter has been conceived to



stop firmware which have an infinite execution time, such as
servers. If its value is 0, Lich ignores the timeout parameter.

The sections of a configuration file are optional. When they
are not present, default parameters and input arguments replace
their values. This is the reason behind our choice of adding
firmware input arguments into a section called binary, since
not all firmware have input arguments.

B. Report Structure

A report presents the output of an analytic tool in a
structured way. At the time of writing, Lich only supports
reports written in markdown file format. Each report has a
single section whose header contains the exit status of an
analytic tool expressed as an emoticon. When an exit status is
an error, there is a negative emoticon, while there is a positive
one in case of success.

The section content shows the output of an analytic tool.
Lich does not elaborate this information in any way, it only
pipes the relative data into the report. Both stdout and stderr
flows converge their output into the same section. If an analytic
tool can only output data on a file, Lich reads the out-coming
file and prints its content into the report.

C. Limitations

Lich must have the same hardware architecture as the
IoT firmware in analysis. Since most of the tools perform
dynamic binary analysis, it is therefore necessary to execute
the firmware. Using QEMU as machine emulator might be of
help, but it might be, in some cases, about 4 times slower
than native code on integers, and 10 times slower on floating
points [49]. Furthermore, some of the tools present in Lich
might not be available on all kind of platforms and operating
systems, hence this narrows the field to only those systems
with a well-known machine instructions set, such as x86_64
and ARM.

VI. DISCUSSION

The mere existence of Lich fully replies to the first research
question. Through reports, derived from the output of some
open source tools, it provides a description of firmware
vulnerabilities, offering valuable information to improve the
supply chain of the associated IoT device. Since each report
contains data belonging to different categories, from security
to energy aspects, we can offer to developers an overview on
the firmware security level from different perspectives, hence
answering the second research question.

As of now, energy robustness is only a hint which encour-
ages developers to consider the amount of joules consumed by
a firmware in order to determine the empiric degree of device
robusteness to its inherent vulnerabilities and to external
attacks. However, a hint is not a deterministic metric, therefore
a developer cannot objectively compare the robusteness of two
different firmware. As future development, a detailed analysis
might yield some parameters to define a real metric.

Lich does not allow defining different firmware instances
in the configuration file. A developer must change firmware

arguments within the configuration file every time and ex-
ecute Lich, or Docker, one more time. The possibility to
write custom firmware configurations would further decrease a
developer effort because it would allow executing the instances
one after the another in an automated way.

The index file may also incorporate a description for the
Lich’s exit status, in addition to a series of recommendations
to improve firmware security and reduce energy consumption.
At the time of writing, Lich treats reports as endpoints of tools,
without processing their content in any way. The introduction
of artificial intelligence models, especially those involved in
recognizing and interpreting human language, might be a valid
support for the processing and analysis of reports, in order to
summarize more meaningful and high-level conclusions, or
visualizations, for the developer.

VII. CONCLUSION

The fast growth of the Internet of Things (IoT), with billions
of devices globally networked, has exposed material security
challenges confronting the IoT supply chain. Through the
analysis of real-world case studies, this paper brings to light
how vulnerabilities in any supply chain phase get propagated
downstream, thereby undermining the security and reliability
of devices. Focusing on firmware design as part of the IoT sup-
ply chain, we discussed specific security threats and introduced
the energy robustness concept. Furthermore, in an attempt to
overcome some security threats affecting the IoT supply chain,
we have implemented Lich, an instrument collecting firmware
vulnerabilities and energy consumption measurements in an
automated way. We have also created two Docker images
and a continuous integration script to configure Lich with
the intent of reducing the initial development effort. Through
the information retrieved from Lich execution, developers can
decide what are the best strategies to improve their firmware
security.
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