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Abstract—Global Navigation Satellite System (GNSS) signals
are increasingly vulnerable to jamming, disrupting critical ap-
plications like autonomous navigation and aviation. Traditional
jammer localization relies on centralized data processing, raising
privacy concerns. This work proposes a federated learning (FL)
framework for privacy-preserving jammer localization using
crowdsourced received signal strength (RSS) measurements. We
explore three models: a neural network (NN) for initial localiza-
tion, a path-loss model (PL), and an augmented physics-based
model (APBM) combining both PL. and NN models. Evaluations
in open-sky, suburban and urban environments show that PL
and APBM outperform a non-FL baseline in open-sky and
suburban settings, while urban scenarios remain challenging due
to multipath and shadowing. In addition, we analyze the impact
of client distribution, observation density, and measurement noise
on localization accuracy.

Index Terms—GNSS interference, jammer localization, feder-
ated learning, privacy-preserving machine learning.

I. INTRODUCTION

Global Navigation Satellite System (GNSS) has been in-
creasingly incorporated into civilian applications [1], and the
growing dependence on it within critical infrastructures such
as communications, autonomous vehicles, aviation and precise
timing has led to a proportional increase in the vulnerability
of these systems to jamming [2]. GNSS jamming occurs due
to the transmission of high-power radio signals in the L-
band spectrum, on which GNSS receivers operate [3]. Jam-
mer devices overpower GNSS receivers until denying their
operation. Even though the use of jammers is illegal in most
countries, they are easy and inexpensive to purchase online,
posing a significant risk to the normal operation of many
systems reliant on GNSS. Additionally, some devices can
unintentionally interfere with GNSS, such as continuous wave
(CW) interference from damaged electronics and signals emit-
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ted by Distance Measurement Equipment (DME) technology
designed for aircraft navigation [4], [5].

It is therefore crucial to monitor these interferences by
detecting, classifying and localizing the jammer sources that
cause them. Currently, this monitoring requires expensive
signal processing and significant manpower [6]. A viable,
cost-effective and efficient solution is to focus on congested
areas, where users are more likely to operate and from which
crowdsourced data can be leveraged. Crowdsourcing methods
involve a system where users navigate an area and share their
measured received signal strength (RSS) at a GNSS frequency
band with a central processing unit [7], [8]. Subsequently,
inference methods are used to learn the corresponding signal
propagation model and to make predictions about the RSS
at points without observations. If a large number of users
collaborate in this framework, the learned signal propagation
model can be used to localize the source of the jamming
interferences and, ultimately, take corrective measures.

Prior research on crowdsourced jammer localization has
addressed several challenges associated with this approach [7],
[9]-[12]. One key challenge is the requirement for an accu-
rate signal propagation model to enable reliable inference.
While the nominal path-loss model has been shown to be
well-suited for estimating the jamming RSS field in open-
sky environments, it falls short in more complex settings,
such as urban or indoor scenarios, which are often affected
by multipath and shadowing effects. A neural network-only
approach has also been explored; however, it underperforms
due to its lack of physical explainability and the absence of
prior knowledge about the path-loss physical model governing
jammer signal propagation. To address these limitations, an
augmented physics-based neural network model (APBM) was
proposed in [13], [14]. The APBM integrates the path-loss
model with a neural network serving as a nonlinear correction
term, demonstrating improved performance and adaptability in
these challenging environments.



Once a signal propagation model is employed to learn the
jamming RSS field, it can subsequently be used to estimate
and localize the source of jamming interference. For path-loss
and APBM models, the jammer position is inherently included
as a parameter within the model. Consequently, by accurately
learning the RSS propagation model, the jammer’s position is
also estimated. Conversely, in the case of a neural network-
only model, the jammer position is inferred as the location
associated with the highest predicted jamming RSS.

Prior research has identified and analyzed critical factors
that influence performance when dealing with degraded or
denied positioning in crowdsourced estimation. These factors
include user positioning accuracy, observation density and
measurement noise, all of which have been studied to better
understand the behavior of the aforementioned models [14].
Despite the promising results presented in [13], [14], certain
limitations remain. For instance, even the APBM model was
not able to completely characterize more complex urban
jamming fields, which seems to require more informed models.
Another issue concerns the centralized processing adopted by
these strategies which poses privacy concerns over users’ data.

Federated learning (FL) is a learning technique that enables
users to collaboratively benefit from shared models trained
on crowdsourced data without the need to centrally store the
data [15]. In this approach, each client retains a local training
dataset that is never uploaded to the central server. Instead,
clients receive the current global model, compute updates
based on their local data, and send only these updates to
the server. The central server then aggregates these updates
to refine the global model and the process is repeated. By
leveraging edge devices to perform local training, federated
learning effectively reduces latency, increases scalability and
optimizes resource usage, in addition to enhancing data privacy
and security, as previously mentioned.

Previous research has investigated the application of ma-
chine learning [16], [17], and more particularly federated
learning [18], in the GNSS domain. For instance, the jam-
mer classification method using machine learning algorithms
proposed in [19] was adapted to incorporate user data privacy
through federated learning in [20].

In this paper, we tackle both field-characterization and pri-
vacy limitations. Section II introduces the jammer localization
problem and outlines proposed improvements to the neural
network, path-loss and APBM models. Additionally, we adapt
these models for use within a FL. framework, requiring new
approaches to initialize the path-loss and APBM models, as
the central server can no longer rely on identifying the highest
RSS client’s position, as was done in non-federated settings.

Section III leverages federated learning to address privacy
concerns inherent to crowdsourced systems, by proposing the
integration of information from multiple agents accessing the
cloud asynchronously. Data generation and experiments are
provided in Sections IV and V respectively, where the three
models are evaluated in a) an open-sky environment where the
path-loss model is accurate, b) a suburban scenario generated
using ray-tracing techniques, and c¢) a complex urban scenario

also generated with ray-tracing. Furthermore, we assess the
robustness of jammer localization under varying conditions,
including different levels of agent positioning accuracy, obser-
vation density, measurement errors and the number of nodes in
the clients’ distribution. The final section discusses the main
conclusions of this work and outlines directions for future
research.

II. ESTIMATION OF JAMMER’S POSITION

In the proposed framework, we aim at estimating the jam-
mer’s position from N observations of its power, v, (dBW),

measured at agent locations x,, = (xg), o ,xng) in a D-
dimensional space. In this contribution, we assume D = 2.
The measured RSS signal y,, is a function of the jammer
position @ and the location, x,,, where the measurement took

place. That is
Yn = fTRUE(Xn; 0) +&n,

where fTRUE(.) represents the true underlying model gov-
erning the measurements. The literature [13], [14] presents
different parametric models for fTRUE(.) for different scenar-
ios (e.g., open sky and urban), which may include different
levels of non-ideal effects such as multipath. To estimate
the jammer’s position, we resort to parametric models of the
interference field which may, or may not, include the jammer’s
position as part of its parametrization, as will be discussed in
the next sections. Thus, the observed RSS is modeled as a
parametric function, given by:

Yn = fm(xn§ \I’m) +&ns

The family of functions {f,,}3 _, represents the specific
model being used, with m indexing the neural network, path-
loss, or augmented physics-based model respectively. The pa-
rameter set ¥,,, is defined based on the corresponding model.
The noise term &, accounts for additive measurement noise
and is assumed to be independent of x, and ¥,,; however,
in practice, spatially correlated effects such as multipath or
shadowing may arise, which can be implicitly captured by the
NN and APBM models.

This modeling approach is particularly well-suited to GNSS
interference scenarios, where signals typically fall below the
noise floor, making large signal powers strong indicators of
jamming activity.

Our practical experience modeling RSS fields shows that
accurately characterizing the power measurements constitutes
a modeling challenge due to the peaky nature of the RSS
field. To prioritize the accuracy of RSS peak detection while
ensuring overall field accuracy, a weighted loss function is
employed.

We define y = [y1,¥2,...,yn] as the vector containing
the observed RSS values at different locations, and y =
[§1, %2, - --,9n]" as the corresponding predicted RSS values,
where g, is the predicted RSS value at position x,,.

The weight for each observation is computed as:

= (Gt i ) E ®

n=1,...,N (1)

n=1,...,N. )

]T




where ¢ = 1076 prevents division by zero. These weights are
then normalized and applied to the weighted mean squared
error loss function, defined as:

N
ﬁ(Y?S’) = Z Wn, (yn - yn)z y “4)
n=1
Wn,
wy= —" fornp=1,...,N. )
Yt @m

The loss or cost function can be equivalently expressed in
terms of W,,:

N
L(\I/m; D) = Z Wnp, (yn - fm(xn; \Ijm))Q (6)

n=1

where the training dataset is defined as D = {y,,,x,})_; in
a centralized architecture. We assumed that &,, is zero-mean
such that g, = E{yn|D} = fim(Xn; ¥m).

The estimation problem is then formulated as an expected
loss optimization problem:

Uy = argmin By p) {L(Vn; D)}, @)

where E;(p) represents the expectation over the empirical data
distribution, available through the training dataset D.

Another challenge in estimating the RSS field concerns the
imprecise knowledge of agent locations. In practice, agent
positions are not perfectly known and are instead represented
by estimates &,, which are modeled as noisy observations
of the true positions x,. Here, we assume these estimates
follow a Gaussian distribution with an error characterized by
a standard deviation o, along the D dimensions:

Ty, ~ N(zy, 0'3051). 8)

Additionally, in real-world deployments, differences in sen-
sor hardware (e.g., phone models) may introduce systematic
biases in RSS or position estimates due to varying antenna
gains or calibration. While not explicitly modeled in this work,
such biases could be mitigated through calibration procedures
or domain adaptation methods in future extensions.

A. Neural Network-Based Initialization of Jammer’s Position

A purely data-driven model of the power values over space,
that is a neural network (NN), is not parametrized by the
jammer’s location. As a consequence, its effectiveness in
estimating the location of the jamming source is limited and it
is only considered here for initialization purposes. This NN-
based initialization of the estimated field is seen to be critical
when direct access to client data is restricted, as required
in federated learning. It corresponds to f1(X,; ¢), where the
parameter set ¥, = ¢ represents the weights and biases of the
NN. The NN is implemented as a feed-forward architecture
with three hidden layers of 500, 256 and 128 neurons, using
Leaky ReLU activation functions to avoid gradient vanishing,
and linear output layer, allowing negative dB as output. Xavier
initialization [21] is employed to initialize the weights, ensur-
ing proper gradient scaling and stable convergence. To enhance

training stability and prevent over-smoothing and overfitting
of the RSS field, batch normalization and dropout layers are
incorporated. Training is performed using the Adam optimizer
[22] with a learning rate of 0.001.

The NN predicts the RSS field over a grid and the jammer’s
position is identified as the grid point with the maximum
predicted RSS. Although the NN alone does not achieve the
lowest RMSE, as shown in Section V, it provides a robust
initialization of the jammer position for subsequent models.

B. Path-Loss Based Estimation of Jammer’s Position

For the path-loss model [23], fao(xp; 0, Py, ) is used, where
the parameter set U5 = {6, Py, v}. The function is expressed
as:

J2(X%n; 6, Po,v) = Po — v10logo d(x,, 8), )

where 0 represents the jammer’s position, P is the jammer’s
transmission power in dBW at the reference distance of 1
meter and +y is the path-loss exponent. The distance d(x,,, 0)
is the Euclidean distance between the observer at position x,,
and the jammer at position 6.

In the considered path-loss model, no assumptions about
the model parameters are made a priori. Instead, the jammer’s
position @ is initialized using the neural network’s estimate,
and the parameters Py and ~ are learned directly from the
data during the optimization process. This makes the path-loss
model autonomous and adaptable to diverse environments, as
it does not rely on pre-defined parameter values.

The parameters 8, Py and 7 are estimated by solving (7),
using learning rates of 0.5 for the jammer position € and 0.01
for both the transmission power Py and the path-loss exponent
v. The jammer’s position is retrieved from the optimized
parameter 6.

As discussed in [24], [25], the Gaussian assumption on the
noise term &,, is reasonable in a log-distance path-loss model.
In addition, when the weighting is uniform, the optimization
of the cost function (6) corresponds to finding the maximum
likelihood (ML) estimator for the parameters of the path-loss
model, as was derived in [13]. This is because minimizing
the squared error term in the cost function is equivalent to
maximizing the likelihood under the assumption of Gaussian
noise.

C. Augmented Physics-Based Estimation of Jammer’s Position

The augmented physics-based model combines into a single
function the path-loss model and a neural network correction
term to account for complex propagation phenomena, such as
multipath and shadowing expressed as:

fS(xn;O;POarYa ¢5 A) :)‘fQ(XTL;OaPOv’Y)

where fo(x,;0, Py,y) represents the path-loss model and
f1(xn; @) represents the NN correction term. The parameter
A is a learnable weight that controls the contribution of each
model and is constrained within the range A € [0, 1], ensuring
a balance between the two terms.

(10)



Initially, A is set to 0.8, favoring the path-loss model and
physical interpretability. The parameter A is optimized during
training with a small learning rate of 0.001 to ensure dynamic
adjustment to different environments.

The parameters 0, Py, v and ¢ are jointly optimized by
solving (7) and the same learning rates and optimizers as
in the PL and NN approach. Again, in this approach, the
jammer’s position is inferred from the optimized parameter
6. By dynamically adjusting the contributions of the two
models, the APBM should ensure robust and accurate RSS
field predictions and jammer localization.

III. FEDERATED LEARNING METHODOLOGY

We assume that the dataset D is composed of M IID disjoint
subsets D; = {ygf), xﬁf)}nezﬂ i€{1,..., M}, corresponding
to M collaborative nodes or clients. Here, Z; C {1,..., N} is
the set of indices corresponding to the IN; samples allocated
to client ¢, with the subsets satisfying UﬁlL- ={1,...,N}
and Z; NZ; = () for ¢ # j. This ensures that all data points are
uniquely assigned to exactly one client and the total dataset
size satisfies Zﬁl N;=N.

Under IID data settings, the standard FL approach is Feder-
ated Averaging (FedAvg) [15], where local models are trained
independently by clients using their respective datasets and
subsequently uploaded to a central cloud server. The server
aggregates these models by averaging their parameters to
compute a global model. For the three aforementioned models,
where yp, = fin(Xn; Usn) + &, the parameter set ¥, is the
one averaged across clients to produce the global parameters.

In FedAvg, the training objective is to minimize a single
global loss function £(y,¥), which is obtained as a weighted
combination of the local loss functions defined for each client

in Eq. (4), Li(yi,9:) = 5 Conez, ) (Yo — i)’

NN
L(y.9) :Zlﬁﬁi(yi,yn, (1n)
i=
where w,(f) (n € I;) represents the weights for individual
samples in training node +.

The learning problem is then an optimization of (11),
which is solved iteratively through multiple rounds of local
optimization at the clients, followed by model fusion at the
central server. At each communication round ¢, every client
¢ initializes its local model with the fused global parameters
W, + from the previous iteration and updates it by minimizing
the local loss function over its dataset D; for a certain number
of local epochs:

W) = argmin L (vi (V) 92),
where ¢ in the loss function indicates that the local parameters
were initialized with the fused global parameters, ¥, ;.
Once all participating clients complete their local training,
the central server aggregates the locally updated models using

a weighted averaging strategy to obtain the new global model:

Moo
Vo i1 = Z WZ‘I’SL),HU

=1

12)

13)

where W, ;1 represents the updated global model parameters
at iteration t+1 and \I/%)t 1 corresponds to the locally updated
model parameters of client i.

This iterative procedure is repeated until convergence, ef-
fectively learning a global model that optimally combines the
individual local models while preserving data privacy.

IV. DATA GENERATION

Synthetic data is widely used in GNSS studies, as real-
world data collection can be challenging in certain scenarios.
For instance, constructing a real-world scenario with active
jamming is difficult, particularly when testing different jam-
mer types, received power levels and propagation conditions.
Additionally, accurately simulating effects such as multipath
reflections or shadowing adds further complexity.

Therefore, in our analysis, we adopted similar data genera-
tion techniques to those reported in [14], while expanding to
additional scenarios and incorporating specific factors relevant
to this research.

We considered three propagation scenarios for the electro-
magnetic field produced by the jammer:

a) Open-sky path-loss scenario: an open-sky environment
entirely described by the path-loss formula in (9).

b) Suburban ray-tracing scenario: generated using ray-
tracing techniques in Chicago’s Grant Park, representing
a suburban or partially open-sky environment.

¢) Urban ray-tracing scenario: also generated using ray-
tracing in Downtown Chicago, where complex effects
such as multipath reflections and shadowing are prevalent.

Table I reports the values used for generating the open-
sky path-loss scenario (Fig. la), while Table II describes
the parameters for the ray-tracing simulation [26], [27] in
both suburban (Fig. 1b) and urban scenarios (Fig. 1c). In all
scenarios, the jammer is assumed to transmit with an omni-
directional gain pattern, simplifying the propagation model and
reflecting typical assumptions in interference modeling.

TABLE I: Open-sky path-loss scenario simulated parameters.

Parameter Value
Py 10 dBW
o7 2
Number of samples 10000
Observed area 1 km?

As our objective is to perform crowdsourced estimation,
where users navigate an area and share their measured RSS
with a central unit, we utilized building information from
OpenStreetMap [28] to ensure measurements are taken only
on the exterior of buildings. This filters out negligible power
measurements, which correspond to —oo in the logarithmic
dBW scale.

To further refine the data processing for the three models
used to predict the jammer field, we applied a threshold at
—150 dBW. Measurements below this threshold were excluded
to prevent the models from being influenced by extremely
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Fig. 1: Simulated jammer power field under open-sky path-
loss and suburban and urban ray-tracing.

TABLE II: Ray-tracing scenarios simulated parameters.

Value

Py 10 dBW

Jammer frequency 1575.42 MHz (L1)
Suburban location (Chicago’s Grant Park) | 41.876442 -87.618971
Urban location (Downtown Chicago) 41.880011 -87.629338
Max. no. of reflections 100

Ray-tracing method Shooting and bouncing

Parameter

rays (SBR)
Launched rays average separation 0.5391°
Number of samples 1000
Observed area 1 km?

low values, which are not informative for predictions. Instead,
we focus on the meaningful measurements that contribute
significantly to RSS field prediction.

In the open-sky path-loss and suburban ray-trace scenarios,
all measurements in our datasets are above this threshold.
However, in the urban ray-trace scenario, the dataset is signif-
icantly reduced due to multipath and shadowing effects, with
only 183 of the original 1000 samples remaining above the
threshold. This highlights the challenge posed by the urban
environment, where the number of informative observations is
considerably lower.

V. EXPERIMENTS

To evaluate the model’s performance, we partitioned the
dataset into 80% training and 20% testing points. The training
and testing losses for jammer field prediction were analyzed
and visualized to ensure convergence across all models and
to apply early stopping, preventing overfitting to the training
points. Furthermore, we performed 10 Monte Carlo (MC)
simulations to account for variations in data distribution across
nodes and to assess the model’s robustness.

A. Quantitative Analysis of Jammer Localization Performance

Table III provides a detailed analysis of the root mean
square error (RMSE) in jammer localization for the neural net-
work, path-loss and augmented physics-based models across
three propagation scenarios: open-sky, suburban and urban.
The experiments are conducted within a federated learning
framework, using 10 nodes for the open-sky and suburban
scenarios and 5 nodes for the urban scenario. The interference-
to-noise ratio (INR) is set to 10 dB and the observation density
is 0.001 obs/m® (equivalent to 1000 observations in 1km?
for open-sky and suburban settings). In the urban scenario,
the observation density is lower (1.83 x 107%) due to the
aforementioned multipath effects and shadowing.

A key reference point for evaluating the models is the
error associated with the closest training point to the jammer’s
location. In a non-federated setup, where all data is centrally
accessible, the closest training point could be directly used to
estimate the jammer’s location. In the open-sky and suburban
scenarios, the PL and APBM models successfully achieve
a lower error, even within a FL framework, demonstrating
the potential of these models to provide accurate jammer



TABLE III: Jammer Localization and Prediction Errors Across Different Scenarios.

Metric for Jammer ‘ Open-Sky Path-Loss ‘

Suburban Ray Tracing ‘ Urban Ray Tracing

Localization Error (m) ‘

NN PL APBM | NN PL APBM | NN PL APBM
Average 33.63 1.90 217 | 2557 439 796 | 50.54 36.48 22.09
Standard Deviation 14.13 0.97 1.09 | 825 2.60 3.03 | 19.09 83.22 44.71
Median 33.61 1.67 1.86 | 27.86 345 751 | 5372 10.72 4.55
Minimum 15.1 0.49 1.09 | 10.96 13 38 | 17.67 2.17 222
Maximum 5725 3.92 416 | 366 8.9 1298 | 88.61 285.79 155.07
Closest Training
Point to Jammer 18.13 & 9.04 13.69 & 0.00 14.63 & 1.59

localization while adhering to the privacy-preserving principles
of FL.

An essential advantage of the NN model lies in its ability to
initialize the jammer’s position in the FL. framework. Unlike
previous centralized approaches in past research, where the
jammer’s position was initialized as the point with the highest
received signal strength (RSS), the decentralized nature of FL
prohibits direct access to such global data. The NN model
addresses this challenge by providing an initial estimate of
the jammer’s location in a fully decentralized manner. This
initialization is crucial for enabling the PL and APBM models
to refine the jammer localization, as it allows FL to function
effectively while preserving data privacy.

Open-Sky Path-Loss Scenario: In the open-sky scenario,
the PL model achieves the best performance, with an average
localization error of 1.90 m, followed closely by the APBM
with 2.17 m. Both models outperform the baseline error asso-
ciated with the closest training point (18.13 £ 9.04m), which
highlights their ability to accurately capture the RSS field
and localize the jammer under ideal propagation conditions.
The NN model, while less accurate with an average error of
33.63m, provides a robust initial estimate that enables the
subsequent refinement by the PL and APBM models.

Suburban Ray-Tracing Scenario: In the suburban sce-
nario, which includes partial multipath effects, the PL. model
again achieves the lowest average localization error at 4.39m,
followed by the APBM at 7.96m. Even though the error
is higher than in the open-sky scenario, both models still
outperform the non-FL baseline error of 13.69 m associated
with the closest training point.

Urban Ray-Tracing Scenario: The urban scenario
presents the most challenging conditions, with significant
multipath effects and shadowing reducing the number of useful
observations to 183. In this scenario, the NN model achieves
an average localization error of 50.54m, while the PL and
APBM models achieve 36.48m and 22.09m, respectively.
Unlike the open-sky and suburban cases, none of the models
outperform the baseline error associated with the closest
training point in a non-FL framework.

However, the median localization error remains lower than
that of the closest training point, indicating that while the mod-
els often achieve accurate jammer localization, large outliers
occasionally occur. This suggests that the primary challenge
with the urban ray-tracing scenario is how data distributes

across nodes: some Monte Carlo (MC) simulations result in
precise localization, whereas others produce large errors.

B. Qualitative Analysis of Jammer Field Prediction and Lo-
calization

Fig. 2 provides a qualitative visualization of the jammer
field prediction and localization for the three scenarios: open-
sky, suburban and urban. Each scenario includes four subplots:
(1) the training points distributed across multiple nodes, (2)
the NN-predicted RSS field with the NN-predicted jammer
location, (3) the PL-predicted RSS field with the PL-predicted
jammer location, and (4) the APBM-predicted RSS field
with the APBM-predicted jammer location. The true jammer
location is indicated for reference in all subplots.

In the open-sky and suburban scenarios, the NN model fails
to accurately capture the peak RSS values, but it provides a
predicted jammer location (green marker) reasonably close to
the true location (red marker). The PL and APBM models
effectively fit the RSS field and achieve near-perfect localiza-
tion, as indicated by their yellow and blue markers, closely
overlapping the true jammer location.

The urban scenario illustrates the challenges of multipath
and shadowing. The NN model provides an approximate
jammer location, but the RSS field lacks detail. The PL model
peaks at the jammer’s true location but fails to capture high
RSS points in the main street where the jammer is placed
and surrounding areas. The APBM model, however, provides
a more detailed field, accurately capturing the main street and
peaking at the jammer’s location.

C. Factors Affecting Jammer Localization

To evaluate how different factors influence jammer local-
ization error within the FL framework, we conducted a series
of experiments by varying key parameters related to data
availability and FL settings. For the open-sky and subur-
ban scenarios, we established a baseline configuration with
10 nodes, an INR of 10dB and an observation density of
0.001 obs/m?. Given the limited number of useful observations
in the urban scenario, we used a reduced setting with 5 nodes
and 183 significant observations, maintaining the same INR
of 10dB.

We examined the impact of the number of clients per
node, observation density and measurement noise on jammer
localization error, presenting the results in boxplots. In each
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(c) Urban ray-tracing scenario.

Fig. 2: Jammer field prediction and localization across different scenarios: (a) open-sky path-loss, (b) suburban ray-tracing,
and (c) urban ray-tracing. Each scenario contains four subplots (from left to right): 1) the training points distributed across
multiple nodes used for model training, 2) the predicted NN field with the NN-predicted jammer location, 3) the predicted PL
field with the PL-predicted jammer location, and 4) the predicted APBM field with the APBM-predicted jammer location. The

true jammer location is indicated for reference in each subplot.



experiment, one factor was varied while the others remained
fixed at the baseline values.
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Fig. 3: Impact of the number of nodes on jammer localization
performance across different scenarios.

1) Impact of Number of Clients per Node: In open-sky and
suburban scenarios, increasing the number of nodes does not
reveal a clear trend in performance, as the RMSE remains low
across all cases, see Fig. 3. The maximum number of nodes
considered was 50, which corresponds to each client having
approximately 40 training observations. The lack of a strong
correlation between node count and localization error suggests
that the model is robust to data partitioning, meaning that
an increased number of clients does not necessarily degrade
performance.

In the urban scenario, however, a different trend emerges.
Since a lower maximum number of nodes (15) was used due
to the limited number of observations, each client only had

around 10 significant observations. This led to a significant
performance drop, suggesting that urban environments pose
greater challenges for jammer localization. In these scenarios,
the limited number of meaningful observations due to shad-
owing, rapid signal attenuation and multipath makes it more
difficult to obtain accurate jammer predictions under FL.
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Fig. 4: Impact of observation density on jammer localization
performance across different scenarios.

2) Impact of Observation Density: As expected, reducing
the observation density leads to an increase in RMSE, see
Fig. 4, indicating a degradation in performance. However, this
effect is not drastic. Even in the lowest-density case (where
each node had approximately 20 training observations), the
performance drop was moderate. In the open-sky scenario, the
localization error increased to only about 4 m for both the PL
and APBM models, while in the suburban scenario, the error
increased to approximately 20 m. These results suggest that
while higher observation densities improve performance, the
models can still achieve reasonable localization accuracy with
fewer observations.

3) Impact of Measurement Noise: The measurement noise
directly influences the Interference-to-Noise Ratio (INR), de-
fined as:

Py
INR = 10log;g 3, (14)
where Fp is the jammer’s transmission power (set to 10 dBW
in the considered datasets) and o2 represents the measurement
noise variance.
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Fig. 5: Impact of Interference-to-Noise Ratio (INR) on jammer
localization performance in an open-sky path-loss scenario.

As shown in Fig. 5, under ideal open-sky conditions, a
clear trend is observed: higher INR values correlate with lower
localization errors. This aligns with expectations, as improved
signal quality typically enhances localization accuracy. The
suburban and urban scenarios are excluded from the figure, as
no consistent correlation between INR and localization error
was found in those cases, suggesting that other factors—such
as multipath and shadowing—may overshadow its effect.

VI. CONCLUSION

This work presented a federated learning (FL) framework
for jammer localization using crowdsourced received signal
strength (RSS) measurements. By preserving data privacy,
FL overcomes limitations of centralized methods that require
direct access to user data. We evaluated three models: a neural
network (NN) for initialization, a path-loss (PL) model and
an augmented physics-based model (APBM), across open-sky,
suburban and urban scenarios.

In the open-sky scenario, the PL and APBM models
achieved localization errors of 1.90 m and 2.17 m, respectively,
outperforming the non-FL baseline of 18.13 m. In the suburban
scenario, errors remained low at 4.39 m and 7.96 m. However,
urban environments remained challenging due to multipath and
shadowing. The APBM achieved the lowest error (22.09 m)
but did not surpass the closest training point to the jammer
distance and exhibited high variability.

Further analysis of key factors affecting jammer localiza-
tion revealed that the number of clients per node does not
significantly impact performance in open-sky and suburban
scenarios. However, in urban environments, obtaining signif-
icant observations is more challenging due to factors such as
shadowing and multipath. This results in a reduced number
of meaningful observations per client, which significantly
hinders the ability to estimate the jammer’s position, leading to
performance degradation. Observation density has a moderate
effect, with the lowest density increasing errors to around 4 m
in open-sky and 20 m in suburban settings. Measurement noise
has a limited impact in complex environments but reducing it
improves localization in open-sky conditions.

Future work will enhance FL robustness by exploring
alternative data distributions, including non-IID settings and

improving jammer field estimation and localization in ur-
ban scenarios by integrating geographic information and city
layout to model shadowing effects. Additionally, refining
FL aggregation techniques and incorporating more advanced
physics-informed models could further enhance localization
accuracy while preserving privacy.
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