’:,9«:_%_2,& .' Politecnico S C U DO

ji 1.2
\’.Illnmm..‘..n, l

i 1) n di Torino
\\‘\ 1859 f«‘-"

ot WHAT YOU ARE, TAKES YOU FAR

Scuola di Dottorato - Doctoral School

Doctoral Dissertation

Doctoral Program in Chemical Engineering (36" cycle)

Process Safety Data Modelling for
Human-in-the-Loop Configurations in
Process Control:

Experimental results of alarm response procedure

optimisation and a real-time support strategy

By
Chidera Winifred Amazu

skeskeskokoskok
Supervisor(s):
Prof. Davide Fissore, Supervisor
Prof. Micaela Demichela, Co-Supervisor

Dr. Maria Chiara Leva, Co-Supervisor

Doctoral Examination Committee:

Prof. Sirin A. Okyayuz, Referee, Hacettepe University, Turkey

Prof. Alessandro Tugnoli, Referee, University of Bologna, Italy

Prof. Myrto Konstantinidou, National Centre for Scientific Research Demokritos, Greece
Prof. Emeritus Joaquim Casal, Universidad Politecnica de Catalunya, Spain

Prof. Marco Vanni, Politecnico di Torino, Italy

Politecnico di Torino
2025



Declaration

I hereby declare that, the contents and organization of this dissertation constitute my own
original work and does not compromise in any way the rights of third parties, including

those relating to the security of personal data.

Chidera Winifred Amazu
2025

* This dissertation is presented in partial fulfillment of the requirements for Ph.D. degree

in the Graduate School of Politecnico di Torino (ScuDo).



I would like to dedicate this thesis to God Almighty and my loving parents.



Acknowledgements

The journey of completing this PhD has been a transformative experience, one that has
shaped not only my academic and professional life but also my personal growth. Over
these past three years, [ have been fortunate to be surrounded by remarkable individuals
whose support, encouragement, and wisdom have made this achievement possible.

First and foremost, I am deeply grateful to God for His guidance, strength, and
provision throughout this journey. Every challenge, triumph, and lesson along the way
has been part of His plan, and I am profoundly blessed to have experienced His grace
during this phase of my life.

In no particular order to anyone mentioned or referred to:

I owe my deepest gratitude to my parents, Prof. and Dr. (Mrs.) L. U. Amazu. Their
resilience, determination, and unwavering commitment to their academic pursuits laid the
foundation for my belief in this path. Watching them overcome challenges to earn their
PhDs inspired me and instilled in me the conviction that I, too, could persevere. Their
spiritual and emotional support, as well as their continuous words of encouragement,
have been my anchor throughout this journey. To my husband, Anthony, thank you for
your unwavering support and ever-ready listening ears. Even though you joined me
during the latter part of this journey, you caught up ever so quickly on my research. Your
encouragement and belief in my abilities have been a driving force in these final years.
Your presence in these times has made this process meaningful. To my siblings, Steffi,
Triumphant, Sonia and Preciousgift, thank you for standing by me, for listening when I
needed to vent, and for always being a source of love and understanding. Your support
has been invaluable. - I love you all!.

I extend my heartfelt thanks to my academic and scientific supervisors. To Prof.
Davide Fissore, thank you for your guidance and supervision these past years. Your
expertise was a guiding light when I needed clarity. To Prof. Micaela Demichela, your

thoughtful guidance and words of advice ensured that I never felt overwhelmed by the



PhD process. You helped me see the challenges as opportunities for growth, and I will
always be grateful for your support and mentorship. To Dr. Maria Chiara Leva, your
passion and proactive approach inspired me to push my boundaries in certain ways.
Thank you for being such a supportive co-supervisor and for introducing me to Dr. John
McGrory. I am immensely grateful to you, John and the other colleagues for making my
research time in Dublin a memorable and enriching experience. John, your mentorship
in writing my thesis transformed what initially felt daunting into an enjoyable process.
You not only helped me appreciate and refine my work but also taught me to see myself
someday as a mentor to others. To Dr. Gabriele Baldissone, your technical assistance and
practical advice were invaluable, and your encouragement made a world of difference. To
my Examination Committee, my deepest appreciation for your time and special thanks
to Prof. Sirin A. Okyayuz and Prof. Alessandro Tugnoli for reviewing my work. - It has
been an honour! Thank you!.

I also want to acknowledge the incredible network of colleagues (some turned friends)
and collaborators I have had the privilege of working with. From administrative staff to
fellow researchers and industrial partners, each of you has contributed to my journey in
unique and meaningful ways. Thank you for making these three years not just a period of
hard work but also a time of growth and camaraderie. I am also incredibly grateful to my
friends and family from the International Church of Turin, who have been my confidants,
cheerleaders, and sources of comfort during the more trying moments of this process.
Thank you for letting me lean on you when I needed it most, for sharing in my struggles,
and for celebrating my victories. You know yourselves - You all are the best!.

Finally, I extend my gratitude to the European Union’s Horizon 2020 Research and
Innovation Programme under the Marie Skodowska-Curie Actions, for the grant awarded
(Agreement No. 955901) to the Collaborative Intelligence for Safety-Critical Systems
network (CISC) in which I was an early-stage researcher (ESR) and a beneficiary of
the funding. This financial opportunity has allowed me to contribute to groundbreaking
(with a multidisciplinary appeal) and to develop as an early-stage researcher - Thank you!

To everyone who has been part of this journey, including those whose research works
shaped mine, I can go on and on, but I would like to say, thank you for your impact
on my life. Your support, guidance, and encouragement have made this achievement

possible - God bless you!.



Abstract

This thesis explores the shortcomings in evaluating human-in-the-loop (HiTL)
performance and providing adequate situational awareness and decision support within
process control room HiTL settings. It examines how decision support tools, specifically,
alarm response procedures, can influence operators’ cognition, behaviour, performance
and consequently, safety, during human-system interactions. Secondly, it explores how
operators can be supported in real-time with an understanding of their potential
performance and risks. Therefore, two research phases and objectives are defined for this
thesis. The first phase, which focusses on situational awareness and decision support
through alarm response procedures, explores the benefits of transitioning to digital
procedure options, specifically electronic procedures (EP), from current paper-based
procedures (PBP). The key problem explored is how a setup with these two different
procedural formats influence operators with implications for process safety in the
process industry. The second phase explores a framework with a set of methods to
predict human performance in real-time, understand and guide operators’ behaviour

based on risk-informed decisions.

The main research objectives include: (1) analysing the impact of transitioning
from paper-based and digital procedure options on operator performance, behaviour,
and cognition. This will involve identifying factors that affect human performance in
current and near-future human-in-the-loop configurations and factors that can be used
to describe the impact of alarm response procedures on operators. (2) developing a
real-time, risk-based framework ( RZHiTL) to predict operators’ performance and make

risk-informed decisions to guide operator behaviour.

The methodology was split into two phases, one focused on the experimental
performance analysis to address objective one and the other on the development of a
novel framework. For the first phase, the outcomes from both PBP and EP experimental

study groups were compared using workload, situational awareness, behavioural, and



vil

performance metrics. Furthermore, a hybrid method was developed for the second phase
that integrates logistic regression and Bayesian Network standardised plant analysis
risk-human reliability for real-time prediction of operator failure probabilities, allowing
adaptive decision support tailored to individual needs.

Key findings reveal that while paper-based procedures were associated with a higher
perceived workload, they lead to better situational awareness and performance in the
most complex scenario. In contrast, electronic procedures, though they reduced
perceived workload, resulted in lower situational awareness and more errors in
high-stress situations. However, the electronic procedure from further analysis with the
eye tracking provided some cognitive and behaviour benefits compared to PBP’s. The
research also demonstrates that the real-time, risk-based decision support framework can
be applied for operator performance predictions by integrating expert knowledge with
live performance data, enhancing decisions on how to guide operators’ behaviour and
provide recommendations.

This work contributes to the field of alarm handling and process control for process
safety, decision making, human centred design, human performance and interaction
modelling. Potential applications include improving alarm management systems,
improving operator training programmes, and designing adaptive support tools for
high-risk industries such as process, manufacturing, energy, and healthcare. The
research offers valuable implications for improving safety, reducing operational risks,

and optimising human-machine interactions in critical environments.
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Chapter 1

Introduction

1.1 Introduction

Chapter 1 discusses the motivation for this thesis, providing a broad overview of the key
aspects that inform the motivation and research gaps (Section 1.2) and the objectives
(Section 1.5). It also presents the challenges identified (Section 1.3) and discusses
the ethical considerations relevant to this thesis (Section 1.4). Additionally, it briefly
mentions the methods to be applied and the basis behind choosing these techniques
(Section 1.6). The chapter concludes with a summary of the contents to be covered in

subsequent chapters (Section 1.7).

1.2 Background & Motivation

Process industries, such as chemical manufacturing, petrochemicals, etc., are distinct
process sectors that include high-risk, safety-critical operation facilities. One reason is
the type of materials used in these facilities and the high cost of potential consequences
to the environment, health, economy, and life in the event of an accident. Therefore,
measures to identify hazards and risks and, if possible, predict risks and proactively
manage them are paramount in these plants. The process safety management system is
one such strategy for achieving this. Although this has in some cases failed to holistically
fulfil its role due to inadequacy of the systems within some companies [1]. However,
except for management systems, control room operators are essential to ensuring safety

in such facilities.



2 CHAPTER 1. INTRODUCTION

These operators from their workstations, in at least manual and semi-automated
setups, can be involved in various functions, which can be classified into three primary
roles: Monitoring, Monitoring and control, and Fault Detection and Isolation [2]. They
perform plant operations such as setting process parameters, monitoring plant state,
troubleshooting faults, and responding to alarms. The operators can do these tasks
based on their experience, training, and, in some instances, using procedures that differ
depending on the process situation, such as start-up, shutdown, or alarm response. They
interface with the plant through multiple monitors and displays showing not only a
high-level detail of the overall plant process (level 1 displays) but also human interfaces
showing more specific systems, subsystems, and other information such as alarm lists,
procedures, trends, and more (level 2 - 4 displays).

The process control room serves as the hub for the operator-system interaction. The
layout of this hub and the design of the systems for the operators are said to make or mar
the operators’ performance and their ability to ensure safety. Tools such as supervisory
control and data acquisition (SCADA), distributed control systems (DCS), prioritised
alarms, alarm response procedures, etc., support operators in these settings [3], [4], [5].
The combination of these tools and the resulting setup to perform this sole function is
called the Human-in-the-loop (HITL). However, their ability to perform their functions
individually or combined has been challenged, particularly in procedures. In a study
of main accident contributors within the process industry from among 770 cases, [6]
recorded that 17% of accidents were due to operating procedures just after 19% from the

process failures.

Procedures are also critical for operations in nuclear and aviation sectors and have
been significant causes of major accidents [7], [8], [9]. The Three Mile Island accident
was a notable loss for the nuclear sector. One of the reported causes was an incorrect
operating procedure followed by the operators [7]. The national transport safety port
for the aviation sector [8] reported a cargo flight crash, which was due to a missing step
in the checklist, leading to the death of all three on board. Despite these concerning
task-related and organisational failures, attention has not been paid much to studying the
impact of these tools or tests done to verify and validate their prospects.

Instead, greater blame is assigned to the operators as the primary contributors to
human error rather than to a joint contribution of individual and organisational discipline
towards the design and support of operators. However, discussing the error contribution

of individuals such as pilots or control room operators is still essential. Stats in the
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process industry have shown that the operators’ errors make up about 70% of accidents
[10], [11], while the aviation sector recorded that 85% of general aviation crashes were
due to pilot error [12]. A counter-reaction by these industries has been to exclude
humans as much as possible from the loop and introduce more process automation to
plant processes, thereby complicating the existing operators’ dilemma. This response
is becoming the status quo in the nuclear and process industries, with very advanced
automated systems, autopilots in planes, and autonomous driving systems in cars. These
dynamic system advances are promising, but how do they, in turn, change the dynamics
for the operators? One common issue is the human-out-of-the-loop situations.

In a human-out-of-the-loop (HoTL) scenario, the automation takes control while
the frontline operator monitors. Initially, operators usually exhibit limited awareness
of the ongoing process, display higher levels of complacency, and experience mental
fatigue due to prolonged monitoring tasks [13]. Over time, their situational awareness
can be significantly more compromised. As can be seen, the impact is less physical
than cognitive for control room operators and mostly frontline operators in general. The
operators receive visual or audible information from the displays as a cue to a process
change or upset. Due to the heightened direct automation in the plant and the extra
cognitive demands it places on operators, these operators are already juggling numerous
responsibilities. As a result, they are likely to face challenges such as attention lapses,
higher cognitive burdens, and diminished situational awareness. All of these challenges
can impair their decision-making and response actions. They have to deal with systemic
factors like the comprehensiveness of the information from the interaction interfaces or
interface usability. To alleviate such cognitive efforts and support operators adequately,
ideally,

* A human-centred approach to designing tools such as procedures and appropriately
designed alarm systems should be the norm. Testing and Validation by the relevant
users is vital for such designs. There should be a process to test several areas of

impact, internally and externally, for operators.

* Automation or Artificial intelligence (AI) should likewise be directed to the design
or update of these support tools as much as it is for the plant operations.

* Testing for impact can also be done beyond just the product implementation,
commissioning, and training phases, as data from plants during operations can be

harnessed to provide support on demand/real-time.
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The nuclear and process sectors are advancing in addressing the human-centred gaps
in alarm systems [14]. However, the nuclear sector has seen more advances in the design
and development of procedures. Researchers in the nuclear sector are already exploring
level 2, 3 and 4 type procedures for the nuclear control rooms and taking a human-
centred approach to check for their impact on operators’ cognitive states [15], [9]. These
procedures allow for visualising the procedures in a portable document format (PDF) or
embedded files on display with the same procedure lists or flowchart format as that of
the paper procedures in the case of Level 2. Level 3 procedures, on the other hand, are
computer-based, provide more precise procedure steps, and allow for some automation
between the alarm message list and procedures. Finally, level 4 procedures have the
advantages of level 3 but include embedded soft controls to issue control commands to
plant equipment. [9] explored how such type two procedures in different formats or a
combination of two formats impact operators’ workload using subjective and objective
techniques. On the other hand, [15] has compared levels 1, 2, and 3 procedures on how
they impact situational awareness and workload using subjective techniques. Procedure
levels, formats and types are further discussed in Section 2.4. However, studying for
procedure advances and applying a more human-centred approach remains a gap in the

process industry.

1.3 Challenges

In the previous section, concerns about the issues stemming from current human-in-
the-loop (HITL) configurations were raised, and some recommendations were made.
Implementing some of these more human-centred approaches in the process industry is
rooted in the limited data available for human performance assessment, as often pointed
out by human reliability assessment (HRA) experts [16]. Secondly, situational awareness
and workload assessment techniques, such as NASA Task Load Index (NASA-TLX)
and situation awareness rating technique (SART), and other techniques like interviews,
are mainly subjective [17]. In addition, situational awareness and workload assessment
techniques are often used as standalone during implementation, commission or workload
reviews, limiting the assessment’s robustness.

Close to the previously highlighted challenge is the unavailability or poor exploration
of tools for assessing operators’ internal states or behaviour during human-system

interaction. This unavailability can be due to the cost of such tools, the capacity required
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for data processing and poor data recording that neglects operator-system interaction
records. Last but not least is the difficulty of perhaps empirically grouping multiple
factors at once and the interplay between these factors, that would ideally impact the
human-in-the-loop configuration. Finally, traditional reliability and risk assessment
methods already being impacted by some of the earlier mentioned points relating to data
have limitations for a more dynamic real-time human-in-the-loop study. This further

limits the potential for having targeted real-time adaptation of support for operators.

1.4 Ethics

An attempt to address these gaps, as would be detailed in this thesis through subsequent
chapters, would require human subjects for an experimental study, male and female,
across chemical, process and other process safety-related domains. To ensure ethical
compliance, participants in an experimental study in this work are briefed before the
study begins with a high-level explanation of what the experimental research would
involve. A consent form is to be signed by each participant before their participation.
The consent form and other documents of importance for the study have been approved
by the Collaborative Intelligence for Critical Safety Systems Ethical Committee after
authorisation by the Ethics Committee of the Technological University of Dublin (TU
Dublin), Ireland, with approval number REC-20-52 [18].

These documents are kept confidential, and there is no possibility to link them to the
database containing their personal data from the experiment. The researcher gives each
participant an anonymised hash code, which is also oblivious to them. After that, there is
no way an external can match the code names to the actual names except by using the
consent form, which is only available to the researcher. Their participation is voluntary,
and in no situation is a participant coerced to participate. If a student attends due to extra
points that can be added, it is verified that this is done voluntarily and does not impact
the standard grading format to avoid coercion by style.

Also, absolute respect and integrity are maintained throughout this thesis’s
development, implementation, data collection, analysis, and writing. The participants are
not discriminated against as the study is open to everyone of different backgrounds,
colour, race, age colours, races, and ages. Contributors to this research through

supervision, data collection, analysis, and co-authorship have also been acknowledged.



6 CHAPTER 1. INTRODUCTION

1.5 Objectives

Following the discussion of the motivation behind this thesis and a high-level overview
of challenges presented for specific tools like the procedures and the methods for a
human-in-the-loop performance assessment, this thesis addresses two (2) objectives as
broadly presented below:

1. Objective 1: The first objective of this thesis is to understand the state-of-the-
art alarm response procedures and to compare the effectiveness of the transition
from paper versus electronic alarm response procedures for process control room

operators in current HiTL configurations while handling abnormal situations.

2. Objective 2: Secondly, this thesis seeks to create a risk-based real-time framework
to evaluate human performance, improve situational awareness, and support
decision-making within current human-in-the-loop process control and safety
configurations. This provides a basis for guiding operators’ behaviour with an
understanding of its contribution to risky outcomes. The framework provides a
more robust process for streamlining alarm response procedures and optimising
other human system interfaces for effective decision support in process control

rooms.

The contribution section of Chapter 2 outlines the research questions associated with

each objective.

1.6 Methodology of the research

The methodologies employed in this work are presented in phases as they address the

objectives.

1. The first phase (Phase 1) involves a comprehensive literature review of the concepts
discussed in the early sections of this chapter. The aim is to clearly understand the
concepts and current status quo, identify gaps, and highlight the strengths of the
methods implemented in phase 2.

2. Inspiration from Phase 1 motivates the methods used in Phase 2. The second

phase addresses the second part of objective 1. Objective 1 covers a Top-down
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analysis of the influence of the ecosystem, Physical plant operations, IT, and the
human system interfaces in the control room, like the alarm response procedures,
essentially the organisational and technical factors, on the human in the process
control loop (See 1.1). The following methods are applied:

* A design of experiment to model the human-in-the-loop configurations of a
process control room as is typical in a process plant or likely to be, where the
human system interfaces are combined at different levels; different types of
alarm response procedures, alarm designs and consequently slight display
differences. Each configuration is uniquely assessed for its impact on
operators. The following techniques, as described below on a high level, are
employed:

— Subjective methods introduced to address objective 2 involve using
standard questionnaires to evaluate operators’ situational awareness,
mental workload, and preferences while they handle three safety-critical
tasks. This work has developed a new set of questionnaires based on the
situation present assessment method (SPAM) specifically designed to

assess situational awareness.

— Objective methods in this thesis involve simulators and eye-tracking to

acquire quantitative data on behaviour, performance, and cognition.

* Data analysis is performed for the comparison of the four configurations
against these methods.

3. In Phase 3, a bottom-up approach is applied. The results from assessing operators’
behaviour, situational awareness, and other characteristics in Phase 2 are now
integrated to evaluate their impact on the ecosystem and environment (see 1.1).
Figure 1.1 illustrates the overall plant and some of the key components in its
design. (1) Is the physical plant where the chemicals, machines, programmable
logic controllers (PLCs), and plant engineers create the desired compound or
widget. (2) is the middleware that communicates data from the field equipment to
the interfaces in the control room and vice versa. (3) is the control room and its
elements, that is, the monitors, displays, procedures, etc., (4) is the control room

operator and (5) the ecosystem, including the environment, etc. This 3rd phase
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combines the characteristics of both Human-in-the-Loop (HiTL) configurations
and other control room components. The methods employed include step-wise
logistic regression, the third-generation Human Reliability Assessment (HRA)
method (specifically the SPAR-H Bayesian Network), consequence analysis, and

dynamic event trees.

Chapter 3 provides a detailed explanation of the rationale behind selecting these
methods, with additional context in Chapter 2.

1.7 Summary of Subsequent Chapters

The thesis is sectioned in the following way: Chapter 2 discusses in detail literature on
the human in the loop and their characteristics with highlights on how this applies during
human system interaction in control rooms. Then, it discusses the plant process and its
key components, such as the systems and the control room. Subsequently, in Chapter
2, one of the fundamental elements of the control room and central to this thesis, the
support procedures, is discussed in detail. This chapter further discusses HRA methods,
challenges with these methods, and new techniques in application. It also provides a
literature comparison of related experimental human performance studies. This Chapter
ends with a summary of the identified gaps in the literature discussed so far and the
research questions arising.

Chapters 3 and 4 discuss the methods proposed to achieve the objectives of this
thesis. Chapter 3 focuses more on methods in the different phases that address Objective
1, while Chapter 4 focuses on the phases that address Objective 2. Subsequently, in
Chapter 5, the application of the methods for Objective 1 is illustrated, accompanied by
the results, while that of Objective 2 is discussed in Chapter 6. The discussion of the
results for both objectives is done in Chapter 7, with a concluding chapter and future

work presented in Chapter 8.



1.7. SUMMARY OF SUBSEQUENT CHAPTERS 9

Middleware
Server

Output Software

Server

Plant —{k%

Engineer Plant

Diagnostics screen

SUpport
“Procediire

‘erformance
‘ Outside \

Inside

Control
Room
Operator

The human-in-the loop

o e e e e e e mm mm mm e o mm mm omm Al e e e o e e e

Fig. 1.1 The Process Plant and Key Components. Label 1 contains the physical plant with its
systems, subsystems and perhaps a field operator or those on the field. Label 2 contains the IT
infrastructure for connectedness. Label 3 is the process control room with the human system
interfaces, while label 4, also part of this control room, is the human-in-the-loop. Label 5 is the
environment.



Chapter 2

Literature Review

2.1 Introduction

This chapter explores the intricate interplay between human cognitive functioning and
the control room environment within process industries. The chapter is structured
to progressively build an understanding of the human sensory and cognitive systems,
the physical process and control room setup, and the human reliability analysis and
performance assessment methodologies, culminating in identifying gaps and formulating
research contributions.

Section 2.2, Human Senses and Cognitive Functioning, begins with a focus on the
human-in-the-loop (HiTL), providing an overview of the human sensory system and
brain functioning. This section lays the groundwork by examining how sensory inputs are
processed and how cognitive functions such as memory, attention, situational awareness,
task switching, and decision-making are facilitated, thereby establishing the basis for
understanding the operator’s behaviour in control rooms. On the other hand, Section 2.3,
Physical Process and Control Room, transition to the physical process and control room
environment. This section outlines the essential components of physical plant process
control, including Programmable Logic Controllers (PLC’s), Supervisory Control and
Data Acquisition (SCADA), Distributed Control System (DCS), and those of the process
control rooms; alarms, procedures and display.

Section 2.4, Procedures, addresses the role of procedural guidance in control rooms,
exploring different types, formats, and levels of procedures. Past accidents and

subsequent recommendations are reviewed to highlight the critical role of procedures

10
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and identify existing gaps. Following this, Section 2.5, Human Reliability Analysis,
discusses the evolution and application of HRA methods, spanning first, second, and
third-generation techniques and the challenges these methods face. Furthermore, Section
2.5 discusses current advances in the Process Control Room Human Performance
Assessment (HPA). Objective and subjective techniques used in the process industry are
compared, including the integration of Al in human performance studies. This
discussion in Section 2.5 sets the stage for identifying specific gaps in current practices.

Section 2.6, Summary of Gaps, consolidates the identified shortcomings in
procedures, particularly alarm response procedures, and human reliability assessments
for performance-based analysis (PBA). This section underscores the necessity for
improved performance assessment techniques. The chapter concludes with the
contributions, presenting the research questions and outlining the goals of the study.
This paves the way for subsequent chapters, setting a clear direction for the research
undertaken to address the identified gaps.

2.2 Human Senses and Cognitive Functioning

The operator in the control room, referred to as ’the human in the loop’, is central
to overseeing operations in manual and semi-automatic controlled industries across
multiple domains (e.g., petrochemical, nuclear, and aviation). The term human in the
loop encapsulates a holistic view of the human and their dynamics during interaction
(human, automation or artificial intelligence) [2]. An operator plays an important role in
ensuring safety in these safety-critical environments. They interact with these plants or
systems using interfaces where they monitor process trends and alarms, read procedures,
plan, make decisions, and perform direct controls over continuous periods. These
cognitively intense activities are possible given the dynamics between the human senses
and require input from memory. The optimal interplay between these parts of the human
is pronounced when dealing with alarmed situations, given that proper information
filtering by the attention mechanism helps reduce cognitive load and enhance situational
awareness.

A recent study on the 100 most significant losses in the hydrocarbon industry
mentioned several individual (human-related) factors that led to accidents. One of these
is a pipe rupture in an Liquified Natural Gas (LNG) plant in the United States [19]. One

of the mentioned causes of this rupture was operator fatigue from working overtime.
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Fig. 2.1 The Human in the loop.

Mental fatigue, which is the type of fatigue experienced mainly by operators in control
rooms across domains, results from prolonged cognitive effort [13]. Further on in this
section, the human senses, memory, the dynamics between them and how this leads to or
not effective alarmed situation response or successful human system interaction,

situational awareness and cognitive load are discussed.

2.2.1 Human sensory system

The human senses, seeing, touch, hearing, taste, smell, and balance, work dynamically in
some form of cross-talk [20]. According to [21], there are mentions of 12 or even 20
senses, vastly due to these cross-talks, the number of specialised cell types, the type of
signals that activate them, and the types of responses they trigger. Each of these senses
works by collecting information from the environment and sending signals to the brain.
Such signals include motion, chemicals, temperature and light.

In most cases, the operator in the control room, like in Figure 2.1, engages or relies
primarily on three (3) senses during interaction with the interfaces: touch, hearing, and
seeing. Touch with the hands using input devices such as a mouse, keyboard, or direct
contact with the displays, and hear and balance with the ears that listen to acoustic signals
from the environments such as alarms, etc. Touch and hearing, including balance, rely
on motion detection. The eyes make it possible to interpret visible light and make sense
of what is displayed. The inner head layers illustrated as part of the human-in-the-loop
image shown in Figure 2.1, proposed graphically by McGrory [22], build on the research
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by Beck in the 1960s for Cognitive Behavioural Therapy [23]. These 3 senses and their

mechanisms are further discussed below.

1. See: The eye is a vital sensory system for basically light detection, sensing light
directions, and forming connections to motor structures to create movement in
response to light [24]. The ability to detect visible light with the help of opsins in
the photoreceptor cells enables humans to understand their environment visually,
including telling shapes better, telling colours apart with the help of cones, and
identifying images. Given that the cones are concentrated near the centre, close
to the optic nerve, one can see objects clearly within the central field of view and
blurry on the periphery. Where objects of salience are placed becomes important
for optimal visual attention. The concept of attention is further discussed in later
subsections. Other structures of vital importance for seeing include lenses to focus
light onto photoreceptors and neurons that could process signals and coordinate

behaviour.

2. Touch: Unlike the other senses, the sense of touch has receptors (mostly
mechanoreceptors) distributed around the body - the skin, and not located like the
others on a specific part of the body [25]. The mechanoreceptors are particularly
sensitive to physical contact with the skin and deformation such as bending and
stretching [26]. The skin has many sensory endings that detect things like touch,
pain, itch, etc. It is possible to understand these so-called sensual feelings because
the sensory endings of the skin send signals (temperature, movement, chemical) in
the form of electric impulses that travel through neurons to the brain, which then
talks with multiple other signals to help understand what is happening on the skin
[27]. In a control room setting, this allows for proper feedback to an operator

during mouse movement, touch on screens or clicking of buttons.

3. Hear and Balance (equilibrium): hearing is possible due to the sound waves picked
up by the ear. The ear is also essential for balance as it contains in its inner part
the vestibular system responsible for balance [28]. This system constitutes three
semi-circular canals and two otolith organs, which makes head movement possible
(upward, downward, right, left, sideways head movements) or the noticing of
changes in turning speed and speed of linear movements (otolith organs) after nerve

signals are sent to the brain by the sensory hair cells in the ear. The information
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sent to the brain then cross-talks with other organs that need to respond, the eyes
or muscles [28]. In a control room setting, the operator can hear an alarm sound,
move the head or control motion in response to an alarm, and other audible cues
as a result of these mechanisms. It is important to note that there is a limit to
the sound a human can hear, which informs how loud a system presented to an
operator should be. Humans can hear sounds ranging from 12 to 28,000 Hertz
[29].

There is continuous communication among the organs of the human body, including
the skin, ears, and eyes, with the brain serving as the central hub for this interaction. The

functioning of the brain is discussed further in the following subsection.

2.2.2 Brain Functioning

The brain constitutes three systems; the Repililian Brain (responsible for instinctual
behaviour), the Neocortex (perception, motor commands, spatial reasoning, language)
and the Limbic System (emotional regulation, motivation, learning, and memory) made
up of areas like the hippocampus, amygdala, the cingulate cortex, etc. As mentioned
previously, the human senses are in a constant state of cross-talk, which happens in the
brain. Each sends signals to the brain and is taken to specific areas of the cortex related
to each sense. Signals from the multiple senses are then sent to an association region to
be combined, creating cross-talk.

For example, when a situation of danger, say red alarms, is presented to an operator,
the senses, eyes, ears, or both send information to the amygdala, which is responsible
for emotion processing and regulation and interprets what this means. This distress
signal is then sent to the hypothalamus, which communicates with the rest of the body
through the autonomous nervous system (ANS) to control involuntary actions such as
heartbeat, breathing, and more. The ANS comprises the sympathetic nervous system
(SNS) and the parasympathetic nervous system (PNS), which trigger flight, fight or freeze
responses and rest or digest, respectively [30]. Specifically, the sympathetic nervous
system controls pupil dilatation, activating the “fight-or-flight-or-freeze” response, while
the parasympathetic nervous system controls the constriction of the pupil and the relaxing
or reducing of your body’s activities. In this case of alarm annunciation, researchers
observed that a simultaneous combination of both light and sound causes more visual

cortex activation than having the flash alone [27]. The combined activation increases
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salience and visual attention, as discussed earlier on the eye sense. Such strong stimuli
also foster faster reaction times [31]. The cingulate cortex also has a role to play with
emotions as it links information that elicits emotional responses to behaviour and actions
and decision making [32], while the hippocampus helps to recall and form new memories.
The brain functioning and its ability to create new memories from practice or training,
recall procedures, and control emotional triggers are essential for control room operators
in safety-critical domains, as would be discussed later on, its role in cognitive functioning

and the avoidance of accidents.

2.2.3 Cognitive functioning

Cognitive functioning refers to a person’s way of acquiring knowledge, and processing
information and reasoning [33]. As previously mentioned, sensory processing areas in
the brain become activated when we see (eye-movement), hear (auditory), feel, smell
things in our environment or remember things in our mind. This new information is
perceived and selectively processed alongside old information pulled up selectively from
memory when new information is given or requested respectively. An example of the
human cognitive functioning stages is illustrated in Figure 2.2 [33].

To give a more practical illustration of what happens to an operator in a control
room, an operator hears the sound of an alarm and likewise sees a red colour flash and
retains this very briefly in his sensory memory. The accuracy of what is then perceived or
understood might not be 100% because they might lose some level of details from what
was initially sensed or might have been selectively discarded by the attention function.
In particular, the brain finds it difficult to perform critical thinking on simultaneously
relevant pieces of detailed knowledge [34]. So, it tends to simplify the level of detail into
a pattern or arrangement. Therefore, critical thinking is simplified to an intuitive pattern-
recognising process, not the lower-level detail. At perception, the operator can perceive
that it is a red-colour alarm, which means that it is a critical alarm. The formation of such
meaning is supported by past experiences, which are stored in long-term memory. In
this case, the semantic and procedural memories. Perception can then be followed by an
immediate silencing or muting of the alarm’s audio sound, which is a decision that might
be based on a flight emotion response triggered by the sound or sense of danger. This act
can engage other senses and brain functioning activities in a manner that can increase

workload and stress and consequently affect reaction and response times. Therefore, to
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support an operator in such cases, a well-designed alarm response procedure that does
not require highly focused attention can help reduce workload and stress and improve

reaction time.
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Fig. 2.2 An Model of Human Information Processing Stages [33].

Alternatively, the operator may use working memory to temporarily retain
information about the alarm state. During this time, they can check the alarm list for an
alarm tag and cross-reference the corresponding alarm response procedure. These tasks
are managed in working memory, aided by attention, which helps filter relevant
information. Attention functions to allocate cognitive resources to the processes or
response stages that require them the most. However, this resource is limited, potentially
hindering activities such as optimal task switching, multi-tasking, and other routine
control room tasks. These cognitive functions are discussed in more detail below.

Memory

The quantity of information stored or retrievable and the ability to hold it for short or
long depends on one’s memory and the learning processes: attention, encoding, storage
and retrieval [35]. Our sensory memory can only hold information for up to about a
second [35]. The working memory, though also limited, is fed by the sensory memory.
The working memory is more like the active machine that helps us do tasks with new
information or information retrieved from long-term memory. It controls our attention
levels, with one function being to filter the information received or recalled [33] [35].

Working memory actively works with short-term memory to temporarily store what it
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works with, lasting from a few seconds to 1 minute [35]. This short-term memory holds
an average of about 4 - 9 things at a time depending on the level of detail (that is, more
logos, but less complex formula) [33], [35]. Subsequently, what is filtered with the right
amount of attention is stored in the long-term memory and can stick for about hours to
decades.

On the other hand, long-term memory can be further split into three parts: episodic
(event-based) memory, semantic (fact-based) memory, and procedural (rules and skills-
based) memory [35]. The earlier is one’s life-based or daily memories, which are
transported short to long-term using the hippocampus. Semantic memory is, however,
not connected to our personal experiences and is based on facts, function, and form, such
as knowing that a square has four corners or that Nigeria is in Africa. The movement of
this type of information into and out of long-term memory is possible using some parts of
the hippocampus and mainly by the parahippocampus in the brain. Procedural memory
uses brain regions other than the others [35]. Specifically, it uses the Cerebellum, which
coordinates movement. This memory includes motor-based skills and tasks, e.g. an
operator who has regularly, by practice, learnt to respond to red alarms first.

In general, when recalled, these memories activate the different senses connected to
the memory and the attention function, an important learning feature of the working
memory, needed to filter for what is needed or not, for example, in a red mist situation.
A red mist refers to a fit of extreme anger that temporarily clouds a person’s judgement
An operator in a control room needs to manage their attention in safety-critical complex
situations. Their attention resources are needed for perception, comprehension,
projection, decision-making, and even response, as already seen in Figure 2.2. Poor
attention, situational awareness/out-of-the-loop situations and high mental workloads
have led to accidents in safety-critical industries. Hence, these are essential concepts to

discuss, as shown below.

Attention

William James stated that attention is the taking possession by the mind, in a clear and
vivid form, of one of several simultaneous possible objects or trains of thought [33].
And perhaps more importantly, he also noted that it implies withdrawal from some
things in order to deal effectively with others. As discussed earlier, this withdrawal can
be explained by the brain’s cognitive functioning. The brain finds it difficult to think
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critically about relevant detailed knowledge simultaneously. Attention for a control room
operator plays a vital role, given the amount of information taken in visually by the eye.
Understanding the mechanism of the eye, as previously discussed, is important for
understanding visual stimuli and visual attention. During interaction with the interface
displays; monitoring, planning, action, etc., where the working memory is in use, the
operator would need to filter across different information and would need to recall
information from the long-term memory. Also, the operator sometimes needs to
synthesise information from various sources. Effectively doing these would depend on
his level of attention to what is relevant, which can be supported by certain tools or cues
available to them. In addition, with proper attention functioning, an operator in training
can store as much relevant information in long-term memory.

An operator deploys attention in 4 different aspects; selective, sustained, focused, or
divided attention [33]. Each has pros and cons, depending on the situation in question.
The operator can be so focused on a specific item feature of a display that they fail to
notice some other important item - again, the red mist. Sustained attention can come
with the cost of missing a target event due to prolonged monitoring of such rare events.

1. Selective attention: For example, selecting which alarm from an alarm list is more
important. Selective Visual attention is common among control room operators and pilots
and is essentially in our everyday lives. It is engaged during scene scanning, supervisory
control, noticing, reading, searching, confirming, and, in many cases, in hybrids. This
type of attention is further selected in two ways [33]:

» Top-down attention (filtering theory): top-down attention is a voluntary allocation
of attention toward specific features or objects initiated by internal stimuli, for
example, when you are able to focus on just one thing and not mindful of other
things in your environment [13]. It can also be explained as inductive reasoning
where a premise or, say, event is defined, and the possible action and outcomes
leading to a consequence or several consequences are explored. Expectancy and
Value (the importance of an area of interest to fulfilling a task), two factors that
determine where the eye is looking, foster top-down attention and response times
[33].

* Bottom-up attention (feature integration theory) is the opposite. Here you exhibit
involuntary attention due to salient or pronounced objects in the environment,

thus initiated by external stimuli. This involuntary attention situation allows for



2.2. HUMAN SENSES AND COGNITIVE FUNCTIONING 19

multitasking, as an operator can be drawn to new information and tempted to do
both concurrently. Salience (the extent to which an area of interest stands out from
the background) and effort (the cost of moving attention from one area of interest

(AQI) to another) are bottom-up type influences on selective attention.

2. Focused attention: An example is focusing on a specific alarm response procedure.

3. Divided attention: For example, simultaneously visiting the alarm list and the
alarm response procedure.

4. Sustained attention / Vigilance: For example, monitoring a process state for a
prolonged period.

Attention can be hampered in different ways, such as by noise, fatigue, cluttering
and task duration [36], and can lead to situations such as change blindness [37] and
inattentional blindness [38] [39]. According to researchers, inattention blindness (looking
at something but not cognitively focusing on those things) is influenced by intoxication
[39] or talking on the phone while walking, which affects attention [38]. On the other
hand, change blindness — a phenomenon where individuals fail to notice significant
changes in their environment is affected by display design [37]. Adverting this entails
increasing the salience of critical information on such displays, for example, through
effective use of warnings and perceptual cues [37]. Focused attention can be affected by
noise from a second operator chattering in the background or by physical or on-screen
clutter [40]. Researchers have found that inattention blindness and top-down attention
(voluntary focusing on a specific thing) are negatively impacted by mental fatigue [41]
[42]. Also, extensive scanning activities can impact selective attention [33].

As briefly discussed, attention is impacted by prolonged tasks and fatigue, leading to
several accidents across transport, aviation and chemical industries [13]. Attention-based
failures result in a type of human error known as slips (intending to do something but
doing it incorrectly) [43]. This type of error and accidents as a result, including the
cognitive functions behind is discussed further in Subsection 2.5. Attention has been
measured over the years with techniques such as the Attention Network task (ANT) [44],
the salience, effort, expectancy and value (SEEV) model [33], and more recently using
physiological measures such as eye-tracking for visual attention [10], [13]. Attention
Network task (ANT) is a technique based on a flanker task by [45], where one is presented
with certain letters in a target location and must respond only to these while ignoring
others. It has been used to assess bottom-up and top-down attention by interpreting the

behavioural outcomes [13]. The SEEV model estimates the proportion of time the eye
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will spend in each Area of Interest (AOI). For example, in a driving scenario, it might
predict that the driver spends 50% of the time looking forward at the road, 30% on road
signs, and 20% on the dashboard [33]. The eye-tracking technique is briefly discussed
here, and its current applications within the process industry will be discussed in section
2.5.4 with detailed characteristics and tools in Chapter 3.

Using current techniques like eye-tracking, measurement of visual attention is
possible with an assessment of eye movements, saccades, and the sequences in which
the eyes are fixed on an object at a particular time, that is, fixations. These studies have
been on since 1878 when Louis Emil Javal observed people’s eyes describing the
saccades and fixations [46]. The average fixation is between 150 - 600 ms but can also
be as low as 50 ms when reading texts in sentences, while saccades can be better at an
average of 10 - 100 ms [47]. It is said that humans spend 90% of the time actually seeing
(fixating) objects, with the remaining 10% being the blind spot (saccades and blinks)
because, at this point, no information runs from the optical nerves to the brain [48].
Other early eye-movement studies have involved studying people as they read (silently
or aloud), doing specific search tasks and search patterns [49]. Researchers have also
used Electroencephalogram (EEG) to monitor attention in drone operators because such
signals are affected by fluctuations in attention [50]. EEGs record brain electrical
activity using electrodes placed on the scalp. The EEG technique is not discussed in

detail as it is not directly relevant to this thesis.

Situational Awareness

The concept of situational awareness is prevalent throughout safety-critical domains of
safety. One of the famous figures in this field defines situational awareness (SA) as "the
perception (selective attention and noticing) of the elements in the environment within
a volume of time and space, the comprehension (diagnoses or understanding) of their
meaning, and the projection (anticipation or prediction) of their status in the near future"
[51]. Wickens [33] further elucidates two schools of thought on SA: a). the one-time
situation assessment (a state of knowledge or product and the cognitive processes used
to achieve that state) in decision-making and b). a continuous process of acquiring and
maintaining awareness in a dynamic environment. SA for an operator is derived not
only from the operators’ cognition but also from support tools, such as the procedures.

This is better understood with the concept of ’distributed cognition’, where one does not
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need to remember every information received and just needs to refer to the information if
required [52]. An understanding of how the operators’ cognition and these procedures
shape situational awareness during tasks in different scenarios fosters robust design of

systems that can better support operators.

As discussed earlier, cognitive functions, attention, and memory work together to
make up our ability to acquire and maintain SA. Once information is perceived, with
the help of the attention function, it is held in the working memory to comprehend a
situation. The duration with which such data is held is significant for an operator in a
control room or other front-line operators prone to active error [53]. However, this is
difficult as our capacities are limited, and the level of limitation varies per individual.
For such operators, optimal situational awareness levels (perception, comprehension,
projection) are essential to performing effectively during normal operations and, even

more importantly, given abnormal events.

In addition to our already limited capabilities, one’s ability to maintain situational
awareness can be impacted in several ways or factors. For example, longer time on tasks
increases preservation (tasking longer to adapt to rule changes), decreases planning and
evaluation capabilities [54], [55], and increases alert fatigue [13]. Situations of alert
fatigue are prevalent in the control room where there is prolonged alarm response with
ensuing alarm floods [13]. SA is also impacted by automation or adaptive automation
[56], [57]. Automation referred to by the researchers is process-driven automation leading
to system complexity or information overload and adaptive automation or interfaces.
Chen & Barnes [56] in experimental studies observed that time-based and behavioural
performance increased with automation, but this was paired with a decrease in situational
awareness. According to Onnasch [58], this decrease in situational awareness when
using automation is because automation keeps the operator out-of-the-loop when all is
going well but fails to re-engage the operator adequately when it fails. The discussed SA
impacts pose serious consequences leading to losses across safety-critical domains such

as aviation, nuclear energy, and hydrocarbons.

A notable example in the aviation sector is the crash of Eastern Air Lines Flight 401,
an L1011 Lockheed Tristar, in Florida [53]. The inattentiveness of the pilots, who were
preoccupied with a malfunctioning indicator light, resulted in their failure to notice the
loss of altitude, ultimately leading to the crash. Another tragic example is Air France
Flight 447, which crashed into the Atlantic Ocean, resulting in the loss of all on board
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[52]. A key factor identified was the crew’s inability to diagnose and respond effectively
to the situation.

Despite the many day-to-day factors out there that can impact SA, SA can be
improved with experience or expertise where the long-term memory, specifically the
procedural and semantic, becomes more active. Supporting the working memory,
however, would be a better approach for novices [59]. Also, regular simulation training
can be used where the operator completes tasks that are not normally occurring but are
needed to be fresh in the working memory. For example, pilots who have similar regular
training to recall how to handle emergencies safely. Some researchers have also
proposed tools to support situational awareness of operators. These include the use of
virtual reality (VR) [60], presentation of playbacks or timelines of events with
bookmarks [61], and temporal image/object presentation and removal as effective to
increasing SA [62]. However, to be able to control the success of a support mechanism it
must first be accurately and consistently measured.

Various methods and metrics have been used by researchers and industry to assess
situational awareness. Subjective methods, such as the Situation Awareness Global
Assessment Technique (SAGAT) referenced as far back as the late 18th century, have been
used for situational awareness assessment [63]. Given its shortcomings, an alternative
method known as the Situation Present Assessment Method (SPAM) was introduced.
Implicit performance-based measures have also been used to assess situational awareness
with a focus on specific outcomes and how they classify good or bad SA. More recently,
objective techniques such as eye-tracking have and are still being explored in capabilities
for accessing SA [10]. However, each of these methods provides unique capabilities for
assessing either subjective or objective SA. A general recommendation is to create a
more robust assessment by combining both objective and subjective methods [64], [9].
The SA assessment techniques to be applied in this research are further explained in
Chapter 3.

Cognitive flexibility or Task switching

The concept of cognitive flexibility often used interchangeably with task switching (the
actual process) is briefly discussed here to highlight another vital concept that operators
exhibit and have led to accident in the safety-critical domain. Cognitive flexibility is
the ability of an individual to change rapidly from one task to another [13]. It is one of
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those vital interaction concepts that operators exhibit due to the increasing complexity
of processes and interfaces. However, this sometimes leads to mental fatigue, which
consequently increases reaction times while decreasing accuracy, as mentioned by [65].
A similar effect on cognitive flexibility is evident during prolonged task times depending
on the type of support available, like cues [66] or enough preparation time [67].

This concept of cognitive flexibility, as defined here, differs from another task
engagement mechanism that operators seem to engage in often — multitasking.
Multitasking entails concurrent task engagement, unlike task switching [13]. A typical
example is lacing a shoe and talking. The ability to multiply our limited attentional
resources for such tasks becomes inhibited when one of these tasks becomes complex,
for example, a sudden need to count backwards from 99 in 7 seconds while lacing the

shoe.

Decision Making

Perception, attention, diagnosis or situation assessment all lead the road to decision-
making. Decisions are essentially the choices produced by mapping a few or many
pieces of information perceived to responses [33]. Figure 2.3 illustrates the key cognitive
functioning areas leading to this making of ’choice’. Using the process control room
operator as an example, the operator picks a cue, perhaps an alarm, perceiving it as a
critical alarm and then diagnoses the fault with the help of selective attention (bottom-up)
and long-term memory. The latter provides the possibility to hypothesise, evaluate causes,
make probabilistic estimations, etc., leading to her ’choice’. However, this choice is
not guaranteed optimal because of our limited cognitive resources and perhaps the cues
given.

To expand on the above decision-making model, it is worth noting that decisions can
be made based on heuristics/biases (which can save time but lead to errors). Secondly,
decisions are made intuitively (naturalistic decision-making). This intuition is based
on skill and expertise and can be recognition-primed or based on pattern matching
as earlier discussed [33] [34]. These decision-making patterns are common amongst
experts, including expert front-line operators and is evident that the former comes with
risks. Nevertheless, for experts and novices, in addition to familiarity and expertise,
decision-making is also shaped by the degree of uncertainty of the consequence and the

time involved [33].
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As already mentioned, our decision can result in positive and negative outcomes.
When the latter is the case, it can come with little or severe consequences, depending
on what is at stake. In safety-critical domains, front-line operators make decisions that
can lead to or not to severe consequences. For example, in the aerospace sector, the
Challenger Space Shuttle exploded during launch due to a misjudged decision to launch

at cold temperatures, which eventually destroyed the seals. [33].

The good news is that decision-making capacity can be improved. Some researchers
have used and proposed methods such as training [68] [69], procedurisation [70], and
displays [71]. The first involves systematic approaches aimed at reducing biases by
promoting critical thinking, providing comprehensive feedback, presenting data
effectively, and emphasising probabilistic reasoning. Procedurisation enhances
decision-making by offering clear guidelines and structured methodologies [70]. It
involves breaking down decisions into manageable components, applying formal
techniques, and promoting systematic analysis to improve objectivity and effectiveness.
Unlike debiasing, which directly addresses and mitigates cognitive biases [69] and

procedurisation provide a framework for more structured decision-making.

Additionally, the effective display of information is crucial in supporting the early
decision-making stages. Well-designed displays optimise the processing of information
and enhance decision-making effectiveness by facilitating the integration of signals,
minimising cognitive effort, and reducing biases. Whether using pictorial or graphical
representations, as opposed to text, numbers, or verbal formats, these displays are
structured to reduce attentional effort [72] [71]. In doing so, they improve the way

information is processed and integrated, leading to more effective decision-making [73].
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Facilitating Cognitive Functioning

As discussed earlier, understanding how humans process information is essential for
improving the design of systems that support users across various domains. The format
in which a message is presented significantly influences attention and comprehension
[72]. Stone et al., [72] found that combining icons with text enhances readability and
recognition compared to using icons or text alone. Additionally, auditory cues, such as
flashes and sounds, have effectively captured attention and improved response times in
critical situations [71]. Moreover, shared cues between the primary task and unexpected
stimuli can support situational awareness and task performance [74].

This section has thoroughly addressed the complexity of human nature and the
consequences of overlooking this crucial aspect. The goal is to emphasise the intricate
interactions between humans, the systems they engage with, and the surrounding
processes—whether these interactions are direct or indirect. This discussion underscores
the impact of individual factors on safety. The next section will explore these systems of

interaction, with a particular focus on those relevant to the process industries

2.3 Physical Process and Control Room

2.3.1 Physical Plant Process Control

Process plants, including those in chemical manufacturing, oil and gas, pharmaceuticals,
and refineries, are safety-critical facilities that handle highly regulated materials.
Consequently, the operating metrics of these plants are meticulously monitored and
controlled for aspects such as: within specific limits for pressure, temperature, flow, and
level. The primary objectives are to optimise production, ensure quality, reduce costs,
and, most importantly, prevent risks that could lead to catastrophic events like
explosions, fires, loss of containment, or loss of life. The materials are stored in systems
designed to suit their properties and control their volumes. These materials pass through
various systems throughout the production process, such as valves, reactors, and
separators, to achieve production goals.

The central system involved in the transportation, storage separation, etc., of the
materials function with the help of specific equipment that records (recording pressure

gauge, etc.) and controls their functioning from single loops to larger control loops. This
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equipment also serves as a safety barrier as it can perform various functions, from cutting
off flow to shutting down the plant in high to very high abnormal situations. Figure
2.4 shows at what stage these basic process controls are on the process safety pyramid,
and one can see their foundational importance in preventing tier 1 and 2 events. There
is other equipment, such as the measuring indication instrument (gauges, etc.), which,
when faulty, can lead to poor situational awareness and inadequate response by operators,
inadvertently leading to an accident. These instruments requiring direct interfacing will
be discussed later in this section.
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Fig. 2.4 Process Safety Pyramid and layers [75], [76].

Process plants, along with the control systems that underpin their operations, have
become increasingly sophisticated over the years. This evolution reflects the growing
complexity of process architecture and the rising demands for advanced control systems
[77]. Early use of feedback controls in manufacturing dates back to the 18th century, with
examples such as the infamous centrifugal governor invented by James Watt to regulate
steam turbines [78]. This developed further to on/off controls in the 1920’s [79], [80].
Such on/off controls, mainly temperature and pressure controls were primarily built and
operated as air-actuated or self-contained. The earlier versions used air to snap open and
close valves or switches, allowing control within a narrow temperature range. The later
system, actuated by the medium it controlled, gradually opened and closed to maintain the
desired set-point, typically between 370° and 390°F [80]. Throughout the 20th century,
these systems evolved into modern automatic controllers, beginning with proportional
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controllers (P) , followed by the addition of Integral controllers (Pl) , proportional-
derivative controllers (PD) , and ultimately, Proportional-Integral-Derivative (PID)
controllers. Today, a more advanced controller in use is the Programmable Logic
Controller (PLC), which will be discussed in the following subsection along with other

higher-level systems as illustrated in Figure 2.5.
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Fig. 2.5 Basic Process Controls and Network.

PLC’s, SCADA, DCS’s

Programmable Logic Controllers (PLCs), developed in the 20th century, can perform
complex control functions. They can be programmed using various languages, such as
Ladder Diagrams, which employ logical rule-based clauses in the form "If <Condition>
then <Action>" [81]. PLCs are directly connected to machinery to read variable statuses,
compute control outputs, and adjust actuator settings. Compared to
Proportional-Integral-Derivative controllers (PIDs), PLCs offer greater robustness in
handling multiple simultaneous control tasks and operations. They transmit information
from machines to Supervisory Control and Data Acquisition (SCADA) systems or
Distributed Control Systems (DCS). SCADA systems consolidate data from multiple
PLC:s for higher-level control, data acquisition, and supervision, often from a centralised
location. In contrast, DCS structures are more decentralised, with control functions
distributed near the processes they manage. Both SCADA and DCS provide interfaces
between machines and humans, allowing operators to monitor processes and alarms.
Alarms notify operators of malfunctions requiring action and are configured to trigger
when sensor readings exceed allowable process parameter limits, such as high or
low-pressure levels. Although the human-machine interface, including alarms, is
discussed in the next subsection, it is crucial to highlight accident scenarios arising from

these technical systems or controllers, also known as technical factors.
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Mechanical failures and other technical issues from the plant have led to accidents
resulting in explosions, fires, injuries, and fatalities, as documented in [19]. Notable
examples in hydrocarbon plants include autoignition in filters at Hammerfest, Norway;
seal leaks at Cactus Reforma, Mexico; pipe ruptures in Port Neches, Texas, and
Flixborough, UK; and structural failures in Deer Park, Texas (1997), Pajaritos, Mexico
(1991), and Vohburg, Germany. Additionally, blowouts and mechanical failures have
occurred in Enchova, Brazil (1988), and Jubilee Field, Ghana, with corrosion cited as a
contributing factor. Natural disasters have also impacted systems, causing accidents,
failures, shutdowns, and significant financial losses. Examples include lightning strikes
in Komo, Papua New Guinea (2018); flooding in Cedar Bayou, Texas, US (1994);
storms in Gryphon, North Sea, UK (2011) and near Newfoundland, Canada; and the
earthquake in Sendai, Japan [19].

To prevent such accidents, plant processes and systems are monitored from process
control rooms, where control room operators and their supervisors can detect failures or
issues through alarms that alert them to take action. The process control room and its
components are discussed below.

2.3.2 The Process Control Room

A process control room is a dedicated area within an industrial plant where operators
monitor and control the various processes that maintain the effective running of the
facility. Control room operators monitor process parameters in the plant, such as pressure,
concentration, temperature and flow rates. They can also control these parameters from
the control room and change their set points when necessary. These rooms are equipped
with advanced technology, which can include control panels, computers, networks and
monitoring systems to oversee and manage the complex operations of the plant, as shown
in Figures 2.5 and 2.6. These systems facilitate communication between the operator,
other personnel or different parts of the plant. Data loggers are also in place to store the
data for future retrieval, analysis, and process optimisation.

The process control rooms are central pivotal locations in a plant and are highly visual
safety-critical environments, as Figure 2.6 demonstrates. They date back to the early
20th century, during the second industrial revolution [82]. The room started as a central
location for overseeing plant operations, performing manual operations that affect the

plant, resetting values as required, etc. The layout and the design of the human-machine
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interfaces or elements, graphic displays, keyboards, screens, etc, necessary for these
types of tasks have evolved over the years. This evolution has not only denoted a change
to the systems of interaction but also to how the operators now have to interface with the
plants, their cognitive processing and how the systems are designed to adapt to operators.
The critical human system interface elements of relevance in this thesis are discussed
in the following subsection. They have been identified by researchers and included in
standards as key for managing process operations, especially considering their impact on
ensuring safety [5], [83], [84], [85].

Equi
Quipment details screen Overall situational awareness

| —_—
Control \
5 Room

Operator

~ 0 » AR N loop

Fig. 2.6 Demonstrating a Control Room Setup with both paper and electronic procedures.

2.3.3 The Human System Interfaces

The human-system interfaces described here, including alarms, displays, and procedures
(whether display embedded or printed), are essential elements in control rooms and
key factors influencing human-system interaction. Control room operators use these
interfaces to monitor plant conditions, respond to alarms, and perform control actions
based on the feedback they receive. This subsection provides a brief overview of alarms,
with displays and procedures discussed in the following sections.

Alarm System

As already mentioned, operators are alerted by alarms that are visually seen or audible.
Alarms direct operators’ attention towards a plant state that has deviated from the set
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Table 2.1 Comparison of Warning, Alarm, and Prompt.

Description | Warning Alarm Prompt

Purpose A warning is intended | An alarm is designed to | A prompt provides
to draw the operator’s stimulate the operator’s | guidance, reminders, or
attention to a attention to a condition | instructions to operators
condition/parameter that has already reached | to assist them in
approaching a a critical level and performing tasks
problematic threshold. | requires immediate correctly and efficiently.
It serves as an early attention. Action is Prompts help ensure
notice that attention needed to prevent safety | that procedures are
may be needed soon. hazards, equipment followed and tasks are

damage, or significant | completed as needed.
operational disruptions.

Urgency Moderate urgency. High urgency. Indicates | Low to moderate
Indicates that there that a parameter is urgency. Prompts are
could be an issue if the | outside safe operating | generally about
current trend continues, | limits and that enhancing efficiency
but immediate action immediate intervention | and accuracy rather
may not be required. is necessary. than responding to

imminent danger or
critical conditions.

Response Operators should Immediate action is Operators are expected

Required monitor the situation required to address the | to follow the guidance
closely and prepare for | issue and bring the or instructions provided
potential action. The condition back within | by the prompt. This
goal is to prevent the safe limits. This might | could involve entering
situation from involve emergency data, performing a
escalating into a more shutdowns, manual routine check, or
critical state. overrides, or other following a procedural

urgent corrective step.
measures.

Examples | Temperature nearing Pressure exceeding safe | A reminder to perform
the upper threshold in a | maximum limits. A a scheduled
process. Pressure pump or motor failure. | maintenance check.
getting close to Detection of a gas leak | Instructions to enter
maximum safe levels. or fire. data into a log.
Low fuel levels Guidance on the next
approaching the step in a complex
minimum operational procedure.
limit.

Nature Indicates a potential Indicates the actual Provides guidance or

future problem. It’s a
cautionary notice.

detection of a current
problem. It’s a
cautionary notice.

reminders. It’s
informational and
supportive.
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limit, has reached a critical level, and requires the operators’ action [86]. Based on this
definition and before further discussion on alarms, it is important to differentiate between
some common words used in association with alarms (see Table 2.1). One of these
concepts is the alert. The alerts replaced alarms from previous alarms that did not require
operators’ action; high/low notification of deviations. Alerts/warnings differ from alarms
because they do not require a response. Likewise, messages do not require operators to
take action and provide the status of a normal operation. Prompts, on the other hand, are
similar to alarms and require operator action and serve as reminders or notifications of
instructions for doing a task [86].

Alarms are set to different levels (high, high-high, low, low-low) for the various
process parameters in each system where they are present. A breakdown of the alarm tag
notation is shown in Figure 2.7. This taxonomy is standard in the industry. These alarms
are subsequently prioritised for the sake of operator response. The priority on which
to be resolved first includes the consideration of possible resulting consequences and
the time available. Alarms that have higher consequences and require a quick response
are assigned higher priorities than the others. Those with the least priorities are set as

warning alerts, prompts or messages depending on the goal.

What it Does :
Variable Being Unique ID
Measured\
Level
High or Low

Fig. 2.7 Alarm TAG Notation.

Accidents in process industries due to poor alarm systems have led to significant
losses. Notable incidents include the BP Texas Refinery US and the Buncefield Storage
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Depot fire in Hertfordshire in 2005, as well as the three-mile island incident. Some of the
precipitators of these accidents were false alarms, lack of an effective alerting system,
and alarm floods, respectively [87], [1]. In addition to nuisance alarms or their absence
and alarm floods [18], several other alarm management problems have been identified
as contributing to accidents. These include missing or neglecting significant alarms,
improper alarm shelving, inadequate alarm installation, poor design [86], [18]. In an
experimental study by Amazu et al. (2024), the researchers used black text for the alarm
tag (an abbreviation given to an alarm for easy recognition of the process parameter
and condition being alarmed) name on a red background [18]. This action reduced text
salience and led to two operators responding to a wrong alarm tag. A recent incident in
2022 entailed the rupture of an Liquified Natural Gas (LNG) pipeline, which remained
obstructed for an extended period due to ineffective alarm management [19]. Efforts
to address alarm-related issues have involved alarm rationalisation and redesign of the

alarm philosophy [86].

Screen Displays

The displays on the screens of monitors, SCADA or DCS systems allow
cross-talk/interfacing between the operator and plant. They provide control room
operators with information on trends of process variables and real-time plant conditions
with the possibility of direct control in manual or semi-automated plants. Display
screens in control rooms were in the 20th-century analogues displays which were
arranged on so-called *Control walls’ [88]. Driven by the need for less difficulty in
interaction, error reduction, and the general push from the industrial revolution, the
interfaces have evolved over the years. From the late 20th century to digital technologies
for SCADA and DCS, with the introduction of cathode ray tubes, and finally to digital
graphical displays. These digital graphical displays have themselves become more
sophisticated over the years [88].

The design of these displays has evolved over the years, initially focusing on
functionality. However, accidents resulting from poor design and ergonomics
highlighted the need to integrate human factors into their development. Today,
human-centred design is essential, taking into account both the physical and cognitive

limitations of users. Concepts such as memory, attention, situational awareness, and
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decision-making are now integral to the entire lifecycle of interface displays, from

specification and design to implementation and operation [89].

Displays are typically categorised into four levels [89]. Level 1 provides general
information, such as a process flow diagram of the plant, while Level 4 offers more
detailed and specific information, such as displays focused on particular systems,
procedures, and other critical details. Higher-level displays (Levels 2—4) allow operators
to access finer details and include alarm lists. In more advanced control rooms, alarm
response procedures are integrated into these displays in computerised formats. The next
section will further discuss the various types of procedures. However, it is important to
note that display issues have contributed to several accidents.

A famous one is the Three Mile Island incident. Although alarm floods have already
been mentioned as one of the causes, the accident was also precipitated by a faulty
interface design, which made room operators unable to correctly control the issue [90].
In the railway sector, a deadly train accident occurred in England (the Ladbroke Grove
rail incident) because it took the supervisors considerable time to search through a
traffic display and identify which train was causing a collision alarm to sound [4]. The
need to support operators by designing systems that are better tailored to the users and
that better support situational awareness, attention, and reduced workload cannot be
overemphasised. Standards such as IEC 63303 (Human-Machine Interfaces for Process
Automation Systems) exist to guide those involved in the Human Machine Interface
(HMI) role on how to design such systems. IEC 63303 focuses on providing a standard
for the design, implementation, operation and continuous improvement of an HMI. It has
as its basis an HMI philosophy to guide the design and use of the HMI and a style guide
and toolkit for the philosophy implementation.

Despite such available standards for HMI development and improvement, a recent
industrial study showed that some of the discussed issues and concerns related to HMI
still persist. From an industrial survey by Amazu et al. (2023) on process industries, a
couple of recommendations were given by Distributed Control System (DCS) experts
and operators on what must, should, and could be incorporated for a human-centred
design of the displays [91]. These can be summarised briefly: must be simple to operate,
provide suggestions of decisions, and ease navigation. They should reduce fatigue, be
clear, consider the Human Factors (HF) good practices in standards; could be more

interactive and have simple colours. Here, one not only sees the priority of some of these
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concerns but also sees that some of the issues prevalent some years ago are still concerns
today.

To enhance operators’ cognitive functioning and performance, an experimental study
on Unmanned Aerial Vehicle (UAV) operators provided them with notifications on
the display when their attention levels decreased. This approach successfully helped
operators regain focus during tasks [50]. Similarly, in the air traffic control sector, a study
found that covering the display in a red hue when there was a risk of mid-air collision
significantly improved detection rates, understanding, and overall performance [92].

The next section will discuss another critical human-machine interface: procedures,
which, in advanced Human-in-the-loop (HITL) configurations, are often integrated with

displays.

2.4 Procedures

2.4.1 Procedural Guidance in Control Rooms

Procedures, whether operating procedures or alarm response procedures, are crucial
performance-shaping factors and fundamental to safety management. The health and
safety Executives define the procedure as "the written description of steps you need
to follow to perform a task" [87]. In human reliability studies, they are classified as
technological, task-related, or organisational factors, all of which are critical to human-
machine interaction, particularly in safety-critical situations [93], [94]. These procedures
support control operators in managing process plant operations and safety, including
startup and shutdown of a plant, normal operations, and emergency operations (see Figure
2.8). Operators rely on these procedures for guidance and information to ensure safe
operations, which can be computerised or paper-based. Ideally, these procedures should
assist operators within the available time provided by early warnings. They must be
easily accessible and user-friendly to avoid wasting valuable time, especially in modern
process control configurations where operators are often out of the loop.

The design of procedures, levels, format, types, etc. of procedures have not come
without challenges. Such challenges identified around this 20th-century period included
procedure interfacing issues where operators had to use multiple procedures
simultaneously, inconsistency in the level of details written, incomplete procedures, poor

navigation support, poor procedure adaptation for diverse experience levels and task
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complexity. These issues have resulted in operators following wrong procedures, feeling
overwhelmed, missing relevant information, and poor task performance for
inexperienced operators and non-compliant behaviours [95], [96]. Other researchers
have explored design constraints concerning procedural formats (medium of
presentation and style) and their implications on operator workload, particularly during
emergencies. As discussed on procedure levels, Industries have transitioned from
paper-based to screen-based and computerised procedures over the years [9], [97].
However, the impact of this transition, the pros and cons from both sides, have been
scarcely investigated in the nuclear sector with no investigation to the best of the
author’s knowledge within the process industry. Accidents resulting from using these
procedures over the years are discussed later in this section.

The procedures discussed in this section are those used by the front-line operator
for active operations and not, for example, management procedures. It is essential to
remember that this thesis focuses on alarm response procedures. Notwithstanding this,
discussing the different types, categories of procedures and alternatives is necessary. The

procedure hierarchical scheme is shown in Figure 2.8[95].

Type of Procedures

There are different types of procedures depending on the expected function, as shown in
Figure 2.8. These include abnormal operating procedures (AOP), normal operating
procedures (NOP), and emergency operating procedures (EOP) [95]. The abnormal
operating procedures comprise the alarm response procedure (ARP) and Off-Normal
Condition Procedures (ONCP). Alarm response procedures (ARPs) are abnormal
operating procedures. They are used in response to alarms notifying operators of a plant
process upset or equipment failure requiring their response. They do not include alarms
that are not part of the primary process alarm systems and will need simple responses
[98]. While ARPs focus on immediate responses to alarms, off-normal condition
procedures handle a broader range of scenarios where conditions deviate from normal
but are not yet emergencies. They include comprehensive instructions to prevent these
conditions from escalating. Normal operating procedures are likewise broken down into
start-up/shutdown procedures and equipment operating procedures/maintenance. NOPs
provide instructions for the plant’s general operations. Startup and shutdown procedures

provide instructions for start-up and shutdown procedures, respectively, as well as
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equipment maintenance procedures. Emergency operating procedures are those used by
operators to reduce the consequences of a broad range of accidents or equipment failure
[99].

Critical Safety Function
Status Trees

Emergency

Operating Procedures Optimal Recovery Procedures

Functional Recovery Procedures

Off-Normal Condition Procedures
Plant

Operating Procedures Abnormal

Operating Procedures Alarm Response Procedures

Equipment Operating Procedures

Normal

Operating Proced
perating Frocedures Start-up Procedures

Fig. 2.8 Hierarchy of Plant Operating Procedures [95].

The procedures discussed differ from policies, standards, and guidelines, and it is
recommended that these documents not be combined. Policies outline strategies for
achieving business objectives, while standards set mandatory requirements to support
these policies; guidelines offer detailed references and support for procedures and
standards [5].

Formats

Depending on the task complexity, task familiarity and frequency of use, these procedures
can come in the form of job aids, step-by-step guides, diagrams or narrative procedures
[4]. Step-by-step guides are primarily used for medium/high complexity tasks with
medium/high familiarity and in infrequent/rare situations. Job aids can be Checklists

(low task complexity, high familiarity), which are used to check all important elements
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systematically have been considered, or checklists plus visual aids or decision trees
(high task complexity, high familiarity) or diagrams used to illustrate the layout of a
unit or flow charts which are used to show how control of work system operates or as
narrative/no written procedures. Given the mentioned criteria, a recommendation of

which format to use is better explained in Figure 2.9.

Task Criticality
Task Familiarity

Task Complexity

High

- No Written Instruction Required | | | Job Aid Required | - Step-by-Step Procedure Required |

Fig. 2.9 Procedure Format [5].

Procedure Levels

In the nuclear sector, there is an ongoing transition from paper-based procedures (PBP)
(level 0) to computerised support procedures across various functional levels: Level 1
involves Electronic Procedures (EP), Level 2 encompasses Computer-Based Procedure
(CBP) Systems, and Level 3 integrates CBPs with Procedure-Based Automation (PBA)
as detailed in Table 2.2 [15]. Depending on the level, operator support ranges from basic
functions, such as selecting and displaying procedures on a computer screen, to advanced
integrations, allowing a single operator to execute multiple coordinated steps through
soft controls [100]. This transition has necessitated accidents over the years spurred by
poor procedures.

The advantages and disadvantages of the different procedure levels on situational
awareness and mental workload have been assessed by researchers within the nuclear
sector. Computerised emergency operating procedures, for example, have been identified
to significantly impact operators in digital main control rooms (MCR) [101]. Yang et
al. (2012) in an experimental research observed that workload (assessed using NASA
Task Load Index (NASA-TLX)) was higher when using PBPs, followed by EPs and
low mental workload with CBP [15]. This is also evident in the situational awareness
(assessed using SART) outcome, in that those using the paper-based procedure had
lower situational awareness than others. Some other researchers in the nuclear domain

have mostly focused on assessing different electronic-based formats [9], [97]. Gao et
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Table 2.2 Levels of Procedural Support Systems and their Descriptions [15].

Level Description Purpose
Level 0: | Procedures provided in hard | Used as checklists or manuals to
Paper-based copy/print formats are still used | guide operators or pilots during
Procedures in some industries like chemical | routine operations, such as
(PBP) manufacturing and aviation. take-off preparation or standard
operating procedures.
Level 1: | Text procedures are presented on
Electronic displays in the form of lists or . .
) * Provides an electronic
Procedures flowcharts, closely resembling
format of procedures.
(EP) paper-based procedures. They
include navigation links to other « Offers ease of navigation
procedures or displays. and access to related
information or alarms,
enhancing operational
awareness and efficiency.
Level 2: | Computer-based procedures
Computer- (CBPs) offer significant « CBPs check prerequisites
based advantages over Paper- across multinle  steps
Procedures Based  Procedures  (PBPs) . P ps,
. provide soft controls for
(CBP) and  Electronic  Procedures .
. . procedure actions, and
(EPs) in that they automatically e
. . offer context-sensitive aids
retrieve and display necessary .. .
. . . for decision-making.
information, integrate relevant
indications and process step * Additionally, they issue
logic with result displays. cautions or warnings based
on current plant conditions,
enhancing operational
efficiency and safety.
Level 3: | include embedded soft controls
CBP with | to issue control commands . .
. * Provides similar benefits as
Procedure- to plant equipment and an CBP
Based automatic sequence of steps '
Automation along with other sophisticated * Additionally, automates
(C-PBA) functions. Procedure-based control actions that directly
automation is a form of impact the plant and makes
automation applied to the decisions regarding the
procedures by grouping execution of steps, in
multiple deterministic steps contrast to CBP. Control

into predefined sequences.

take-over can be initiated
by the operator
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al. (2013) investigated the impact of two computerised emergency operating procedures
with different complexity levels on mental workload.

On the other hand, Xu et al. (2008) performed an ergonomic study of two emergency
operating procedure flow chart styles. Though the results in these studies are clear on the
impact of these types of procedures focusing on workload, it has not been considered
what other factors might have constituted these outcomes. It is essential to consider the
influence of other potential performance shaping factors (PSFs) during such assessments
[102]. The NASA-TLX and SART questionnaires introduce subjectivity in assessment
and are known to highly correlate with each other [17]. Therefore, a combination of
other methods with an overview of behaviour and performance outcomes, in comparison
with the subjective assessment, would provide a more robust insight. In the process
industry and to the best of the author’s knowledge, there have not been investigations
on these types of procedures to compare their benefits and impact in a case of transition.
Experimental studies in the industry have mostly presented the procedures as pop-ups to

the operators or test participants [103].

Resulting Accidents and Recommendations

Investigations into major incidents have shown that procedures are a key contributing
factor [95], [96]. Reasons range from the irrelevance of the procedures to addressing
actual situations, procedure overload, poor presentation, and contradictory procedures.
Such inadequacy in procedural support can impact operators’ performance and,
consequently, process safety. Other reasons include frequent or no procedure references
and unclear exit and entry conditions [95]. In a study done by Baker et al. (2017) to
identify process safety management elements that are main accident contributors (from
amongst 770 major accident cases) in chemical process plants, operating procedures
were found to be the second most contributors to accidents in these plants at 17% just
after process failures at 19% [6].

Notable examples of major incidents influenced by procedural issues include the Piper
Alpha Platform explosion and the Longford Gas Plant 1 explosion and fire. Additionally,
outdated and incomplete procedures contributed to the BP Texas and Buncefield Depot
fires and explosions. Inadequate procedures were also a factor in an LNG line rupture
in the US in 2022, leading to non-compliance issues [19]. Similarly, a refinery fire

in Europe in 2022 was caused by procedural non-compliance. Even after the recent
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accidents and despite some of the standards and guidelines available, it is evident that
more work has to be done regarding the design and writing of these procedures in use by
front-line operators.

The different formats and levels have to be investigated in terms of specific and overall
impacts on attention, situational awareness, and even the behaviour of the operators. New
proposals can then be given with such insight. In addition to experimental investigations,
Decisions for optimisation can be made using a real-time understanding of operator-
system interaction or work-as-done in process operations, as also recommended in [5].
This is to understand, in reality, the gaps in the usage of procedures and the impact of
the procedural design alongside other performance-shaping factors on operators. Also,
in an industrial survey conducted by Amazu et al. (2023a), some HMI experts and
process control room operators provided recommendations for effective procedures,
emphasising that procedures must ensure clarity and auto-detection upon deviation [91].
Auto-detection here refers to the automatic detection and update of changes to process
parameters originally specified. They should undergo quality testing and evaluation,
be accessible and interactive for all users, and incorporate a reminder system to ensure
adherence. In addition, procedures could benefit from flexibility and adaptability to

operations, improved design, and could provide next-step guidance displays.

Gaps

The pros and cons and another potential impact of a transition from paper to digital or
computer-based procedures, have been scarcely investigated in the nuclear sector with

no investigation to the best of the author’s knowledge within the process industry.

Though researchers and data from accident reports have summarised the role
procedures have to play on situational awareness, mental workload and error, other
factors that might have contributed to these outcomes have not been considered.
According to Zarei [102], it is essential to consider the interactions among variables and
potential relationships during human performance assessments. Experimental studies of
process control room setups that have used or projected procedures in their studies have

presented them as pop-ups to the operators or test participants [103].
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2.5 Human Reliability Analysis

In the last section, procedures were extensively discussed as they play a fundamental
role in human reliability and risk analysis. They serve as input for task analysis during
human reliability or critical safety assessments. Subsequently, the content of job aids,
including instructions, warnings, and cautions, are also updated from these task analyses,
walkthroughs, and results from hazard identification activity and risk assessments.
Human reliability assessment generally involves three steps: task analysis, identifying
factors contributing to error in each task, and modelling and quantifying these errors. By
quantifying the likelihood of error, the potential risk posed by the human element is
captured and included in the case of human participation in process operation during the
probabilistic process safety assessment (PSA) [104]. This section discusses human
performance, old and new HRA methods to assess performance, and the gaps in using

these methods.

2.5.1 Human Performance

Human errors, including slips, lapses, mistakes, and violations, are cited as the cause
of approximately 75-80% of accidents in process plants (Ref.). This is because each
layer of protection against potential hazards often involves a human element, who
may inevitably make mistakes. Be it during the alarm design process, the procedure
design and writing, or the safety instrumented system design. In the case of front-line
operators like process control room operators, each error is influenced by one of the
types of human performance: skill-based, knowledge-based or rule-based performance
of operators [105]. Likewise, these types of human performance are not influenced by
personal factors but have certain task-related and organisational factors that influence
human performance. This is evident in the accident scenarios discussed earlier, including
the alarms, procedures, and individual capabilities. Table 2.3 provides a comparative
summary between risk assessment and human performance in order to understand their
unique contributions despite the impact of the human aspects on risk.

A summary of the type of human performance, the human error it leads to, and the
factors or support that impact it is presented below.

1. Skill-based task performance refers to completing a task at a high level of accuracy

and reliability with a low level of attention. A basic example would be pedalling for a
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cyclist. This type of task-based behaviour can lead to execution errors. One is where
the human forgets to do something even if intentions were right (lapses), and the other
is where the task is carried out incorrectly. The former is linked to the individual’s
memory, for example, forgetting a step in a procedure. In contrast, the latter is related to
attention, for example, misreading an alarm TAG in an alarm list. Slips and lapses can be
precipitated by interruptions, fatigue, task overload, stress, noise, etc., [105].

2. Rule-based task performance involves carrying out unfamiliar tasks by memorising
and adhering to set rules or written instructions, such as following procedural steps. This
type of behaviour is where a person does what they intended to do but does not work,
in that the goal or planning was wrong (mistakes). For example, when an operator
recognises and applies a bad procedure to resolve a situation. This type of error is
precipitated by missing, confusing and incomplete procedures or information and divided
attention [105].

3. Knowledge-based performance refers to completing tasks that require information
gathering on a situation, analysing and making decisions based on artefacts. Therefore,
errors can occur when knowledge is lacking in accuracy, precision, presence or timeliness.
Like rules-based task performance, this category leads to planning failures and, thus,
mistakes. This type of error is precipitated by a lack of knowledge, information, time,
fatigue and stress [105].

Accidents resulting from human error are common and can be attributed to a range of
error-contributing factors, including personal, task-related, organisational, and technical
issues, some of which have not been previously discussed. While incidents related
to procedures, alarms, displays, and personal factors have been examined, numerous
older and more recent accidents stem from issues such as poor management practices,
staff shortages, communication breakdowns, and inadequate training. Notable examples
include the incidents at Longford (Victoria, Australia) and Port Neches (Texas, US)
[19]. Other reported accidents involve improper chemical storage, as seen in China
(2019) and Toulouse, France, and maintenance errors, such as those at Piper Alpha (UK,
1988), Baker (US, 1989), and Mina Al-Ahmadi (Kuwait, 2000). Additionally, specific
procedural failures, such as inadequate reactor purging during shutdowns, have led to
accidents, as exemplified by the Pampa, Texas incident in 1987.

From discussions and analysis of accident scenarios across various safety-critical
industries in this thesis, it is evident that humans are not the sole actors responsible for

accidents. These incidents result from human, technical, task-related, and organisational
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factors. Therefore, measuring each factor and its combined effects to understand potential
errors is a recommended approach to human performance assessment. Over the years,
several methods have been implemented, commonly referred to as human reliability
methods, to achieve this, with new tools currently being used alongside these techniques.

The next subsection discusses these methods, their successes, and gaps.

2.5.2 Methods, Application and Data Sources

Human Reliability Analysis (HRA) methods include first-generation methods such as
the Success Likelihood Index Methodology (SLIM), the Human Error Assessment and
Reduction Technique (HEART), and the Technique for Human Error Rate Prediction
(THERP). Second-generation methods include the Standardised Plant Analysis Risk-
Human Reliability Analysis (SPAR-H), the Cognitive Reliability and Error Analysis
Method (CREAM), and A Technique for Human Event Analysis (ATHEANA). Third-
generation methods incorporate Bayesian Networks (BN), such as BN-CREAM, BN-
SLIM, and BN-SPAR-H, to estimate the error probability of an action or diagnosis task
[102] [106]. These methods have evolved, with each generation addressing the gaps
identified in its predecessors.

Generally, the foundation for using these methods remains consistent. They begin
retrospectively by understanding human failure events and the related tasks and sub-tasks,
which can be derived from procedures. These tasks provide the context for analysis.
However, the specific analysis process varies across different methods. This process often
involves selecting a list of specified Performance Shaping Factors (PSFs), or what is
referred to as Common Performance Conditions (CPCs) or Error Producing Conditions
(EPC:s), for each task step. These factors may change depending on the task context, as
seen in first-generation methods. The PSFs, CPCs, EPCs, and similar factors are then

weighted based on their likely contribution to the task in question.

It is expected to see a combination of different HRA methods or quantification
approaches like in the THERP used for the subtasks of single Human Failure Event (HFE
) or different HFEs [16]. However, some methods have been proposed for use by specific
industries or have adapted the methods they apply from other industries. For example,
ATHEANA, THERP, HEART, SPAR-H, BN-SPARH in the case of the nuclear sector;
SLIM, SPAR-H, Petro-HRA, Phoenix-PRO, CREAM in the case of the process industry
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(with many of its early methods adapted from the nuclear industry) [107], [108]; HEART,
CREAM in the manufacturing sector [109]; and aviation [110].

There is also a preference for the choice of method depending on the type of operation,
such as emergency, maintenance, or control room operations. Tables 2.4, 2.5, and
2.6 show the HRAs and the type of operation they are used for. It also shows the
distinguishing features between the methods. For example, HEART, SLIM, SOHRA
(a specialised version of HEART for the maritime field), and THERP are mostly used
for maintenance operations, especially in the marine sector, SPAR-H, BN-CREAM
for control room operations; in more recent years, BN-CREAM, BN-SLIM, BPL, BN-
SPARH, HFACS, Fuzzy- TOPSIS, BN for emergency operations, and Bayes-SLIM for
lifting operations, etc., [102] [111] [112].

This thesis focuses on methods to assess safety-critical control room operations and
process industries. In this respect, some of the most important and commonly used
methods are discussed and compared below.

First Generation Methods

The first of these methods, THERP, was introduced for control room applications as
early as 1983 [113]. This was followed by the SLIM (USNRC, 1984), INTENT [114],
and HEART [115] methods. These methods, though so far observably applied in the
nuclear control rooms, allow for a breakdown of tasks and the potential impact of the
Performance Influencing Factors (PIFs) on each task. They are known to focus on the
skill and rule base level of human actions [116], and the PSFs are mainly derived by
concentrating on environmental impacts on operators [117]. There is also a general gap
in consideration of context, cognition, organisational factors, and commission errors
when using these methods [104] [116].

Though no studies show the application in process control rooms, these methods have
been used in the process industry to quantify the performance of maintenance operators
[118]. The lack of generalisation of these methods for the practical settings was pointed
out in a recent plant maintenance study by [119]. The authors applied the THERP method
to study the influence of human and organisational factors on maintenance operators in
an explosive atmosphere (ATEX) human-machine interaction (HMI) setting. They opted
to apply an alternate second-generation method. This was due to the limited number of
PSFs in the THERP method, thus lacking consideration of context and organisational
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factors, the complexity of assessment requiring more expertise and the time-consuming
nature of evaluation. Some of these limitations are not peculiar to the THERP method but
to other first-generation methods and have driven the push for innovations in methods to
address these challenges, so-called second-generation methods. The second-generation

methods applied in control rooms or process plant operations are discussed below.

Second generation methods

Second-generation methods such as ATHEANA and CREAM were introduced to include
cognitive and contextual aspects missing in the first-generation techniques, as seen
from the PSFs. However, CREAM and ATHEANA have been criticised for being
complex and time-consuming and have had limited application in the nuclear sector
as mentioned [104] with a few applications in the process industry like in [119]. The
SPAR-H method compensates for the complex nature of the methods above [104]. It
also provides a detailed description of steps for quantifying the error component, which
some first-generation methods lack. This method is now widely used in nuclear, aviation,
healthcare, and chemical plants[120]. It is a helpful method to address both pre- and
post-initiator HFEs, unlike Petro-HRA used for post-initiator errors [108]. SPAR-H has
been criticised for having no explicit guidance for using a more comprehensive range
of PSFs in practical settings [112]; this issue is not peculiar to the SPAR-H method.
Researchers have sought to address the rigidity of the precious methods by incorporating
Al techniques such as the Bayesian Network (a graphical model that represents a set of
variables and their probabilistic dependencies using a directed acyclic graph (DAG)) into
some of the methods [94] [112], [121].

Third generation HRA methods

As already discussed, despite the improvements brought about by the second-generation
methods, there is a gap concerning accommodating new factors or so-called PSFs during
analysis. To address this gap, methods such as phoenix HRA [121], Bayes SLIM [112],
BN-CREAM [122], BN-SPAR-H [106] have been applied in process and nuclear industry
applications. These methods are marked by their use of the Bayesian Network machine
learning algorithm. Also, Mosleh [121] developed a new HRA framework for inclusion in
Probabilistic Risk Assessment (PRA) and used BN as a method for the PIF quantification

stage as initially developed by [94]. The PIFs were derived from new observations in
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the literature, meaning the BN allowed for the integration of new factors. Another good
potential of the BN is that it enables the building of dependencies between the PIFs.
However, in this study, data was still based on expert judgment in their study.

In a similar industry, Groth [106] was able to utilise expert judgement for the scoring
of the eight (8) traditional SPAR-H PSFs, which was subsequently used to populate
the conditional probability table of each node together with the SPAR-H equations.
This BN-SPARH, unlike the SPAR-H method, made it possible to create conditional
independence relationships between the factors. This is a generally cited benefit of the
BN as it addresses an important HRA issue of lack of consideration of the interaction
between factors. It made it possible to add extra nodes/factors not previously considered
in the SPAR-H method or that better capture data on an already defined factor. This
was further extended and tested for cases where simulator data is available, although
applying a different approach for estimating the priors [123]. BN has also been used
with the CREAM method in a petrochemical setup [122]. This method made it possible
to combine different levels of the so-called common performance conditions, which is
another way of calling PSFs. It made changing prior conditional probabilities possible
from deterministic to probabilistic ones.

The first-generation method SLIM has also been used jointly with the BN method
by [112] in the manufacturing sector. The SLIM method does not utilise much expert
judgement and is usually not done formally. Using the BN-SLIM approach, it was
possible to incorporate the expert information coherently. Just like the method already
discussed, it allowed for the incorporation of context-specific and relevant factors.

Though these so-called third-generation methods have so far shown prospects in
addressing the gaps in HRA, they are mostly still new, thus, they also lack the breadth of
real-life implementations that can identify weaknesses and strengths too. Also, there is
an observable gap in advances within the process industry regarding HRA in comparison
with the nuclear sector. The next subsection presents a summary of current HRA

challenges still prevalent in process industries.

2.5.3 Challenges with HRA methods
Data Limitation

There is limited data for a quality human reliability analysis, particularly to make
predictions [104]. Attempts to address this challenge or limitation have involved the
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building and population of databases from simulator data within the nuclear domain.
Such databases include the Operator Performance and Reliability Assessment (OPERA),
Human Event Repository and Analysis (HERA), Scenario Authoring, Characterisation,
and Analysis Data Archive (SACADA), and CORE-DATA [102]. However, this gap
remains significant in the process industry, mainly due to the challenges posed by
the absence of, or limited access to, data for Human Reliability Analysis (HRA) and
behaviour or performance prediction [104].

Modelling Limitation

For the Nuclear sector, one of the HRA modelling concerns with the first and
second-generation methods has been a lack of integration of information (qualitative and
quantitative) from other domains. Also, the use of very traditional techniques limits the
modelling of the complex nature of human performance, the human system interaction
and factor dependencies [106]. Modelling is also done retrospectively (post-initiation)
using past accident scenarios. This shows that a lot of work is still to be done with

regard to advances in this sector.

No Real-time updating capability

In addition to the challenges discussed above, the use of these very specific PSFs and their
respective multipliers, especially for those adapted from the nuclear industry, assume
that these types of factors are also prevalent for process industry operators and are always
prevalent for every control room operations at such range of weighted scores, which
of course will vary depending on the assessor. They also are not updated or reviewed
following work-as-done; thus, initial calculations pre or post-commission are still used
over time. Therefore, the role of the dynamic nature of the operator and their environment

is neglected in real-time error probabilities.

Missing Cognitive or behavioural elements

Another critical gap with the discussed HRA methods is the lack of insights into the
cognition and behaviour of the operator and how these aspects of the ’human’, as
extensively discussed in an early part of this chapter, can increase or decrease error

probabilities. It has been evident from the discussions that the cognitive states of the



48 CHAPTER 2. LITERATURE REVIEW

operators and the other factors, task-related and organisational, are not mutually exclusive.
Hence, understanding this dynamic aspect of humans and integrating them in some way
into the analysis, not with some static values that hinder a robust analysis, would make for
a robust HRA. Progress has been made in recent years by researchers through empirical
studies to understand these critical aspects of the human and the result on performance
and error by using tools like eye trackers, electroencephalogram, operator-system data,
etc. [103], [124]. These human performance study approaches applied for the process
control room are discussed in the following subsection.

2.5.4 Current Advances in Process Control Room HPA

The human performance techniques used in more recent times aim to mitigate the data
availability gap and provide in-depth insight into operators’ cognition. Thus, compared
to the more probabilistic outcomes of the HRA using some performance shaping factors,
these techniques investigate operators’ reliability and performance using cognitive and
behavioural factors [103], [124]. Such methods have now been experimentally applied in
several safety-critical domains such as aviation [62]; nuclear [124], and process plants
[103], [11], [125]. These techniques include eye-tracking (ET) and electroencephalogram
(EEG), health monitoring using heart rate variability (HRV), Functional magnetic
resonance imaging (fMRI), etc. Though they do not realise outcomes such as error
probability scored for direct inclusion in HRA, they can be used to validate HRA
methods, give a good grounding for training proposals or development of other support
tools, provide less subjective insight on variables such as situational awareness, workload
and stress etc. [102]. They can also be observed for correlations with state-of-the-art

PSFs to identify their potential as objective substitutes for traditional PSFs.

Objective techniques in Process Industry

Amazu et al., [2] in a recent systematic review of the process industry and current
advances in HPA within the process industry, grouped the application of these
techniques based on the role of operators(monitoring and control, monitoring, failure
detection and isolation) as detailed in the reviewed experimental studies. They identified
how performance is being measured during this study, including the tools and metrics
used and the factors assessed using these tools. To shed more light, Das et al., [126],

during a control room monitoring and control experiment, evaluated the impact of HMI
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information and required action on the mental state of control room operators using gaze
transition probabilities (GTP), a known eye-tracking metric. The GTP allows
quantifying the extent to which the operator examines the relationship between two

variables.

In a similar monitoring and control task [10] and [127] studied the impact of multiple
component use and task complexity, respectively, on cognitive workload using eye-
tracking metrics like mean pupil values, Pupil dilation [10] and EEG metrics like Power
spectral density of theta waves [127]. The pupil is reported to dilate significantly in a
case of high workload and before taking a decision [10], while higher power spectral
density of theta waves is associated with higher mental activity, specifically attention
and mental processing. On the other hand, [128] used eye-tracking metrics like Gaze
transition entropy (the extent of disorder in the operators’ gaze and transitions) and
dwell time entropy (assessing the distributed dwell duration on areas of interest within
a time frame) to observe operators’ situational awareness. A summary of the common

eye-tracking metrics is provided in Table 2.7.

In addition, a control room monitoring task set-up [11] used eye-tracking metrics,
fixation duration means, and fixation/sprint ratio to assess the impact of display types
on cognitive processing and attention. Longer fixation durations are known to indicate
substantial information and deliberate processing [11] [129], while higher fixation to
saccade ratios indicate more processing than searching for targets [129]. Jung [130],
while studying the impact of multi-task complexity on cognition, used the ratio of pupil
dilation, which is closely related to the metric used by Bhavsar et al., [10] during a

monitoring and control task.

Other objective metrics exist for human performance assessment. These include
time-based and behavioural metrics. Behavioural metrics like response time [11] [131]
[132], and time-based metrics like time to complete the task, and time to detect anomaly
[14], the ratio of time spent on the task (primary and secondary) [130] have been used
by researchers in the process industry domain. Simonson [14] studied the impact of
different alarm designs and levels of automation on time to complete tasks and time to
detect anomalies during a control room monitoring and control task. On the other hand,
during a control room monitoring task, Shi et al., [11] studied the impact of different
display types on response time while [131] instead studied the impact of display element

shapes and densities.
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Behaviour metrics for human performance assessment are an area of growing interest,
given the shortcomings of using eye-tracking or EEG measures in real-time practical
control room settings. Braarud and Chen emphasised the advantages of using objective
data from real-time interactions between operators and systems to classify operator
workloads in their research [124], [56]. Their studies identified several vital features,
including the number of alarms per station and the interactions with the human-system
interface (HSI), such as navigation activities to process images, selection of objects,
input of values, and various speech characteristics.

Integrating multiple factors through Bayesian Networks (BN) in traditional Human
Reliability Analysis (HRA) methods illustrates how metrics from both objective and
subjective techniques can be combined. Similarly, as discussed in the following
subsection, these metrics—often referred to as variables—can be integrated with other
Performance Shaping Factors (PSFs) using artificial intelligence (AI) methods.

Subjective techniques in Process Industry

There are obvious benefits from using these objective techniques to assess human
performance on a cognitive and behavioural scale, specifically for person-related factors
like workload, situational awareness, stress, etc. This is done in a few cases alongside
subjective techniques like NASA-TLX for workload and SPAM, SART, SAGAT, etc, for
situational awareness. For example, Shi & Rothrock, [125], evaluated the effectiveness
of the SART questionnaire using eye-tracking metrics. The study by Yang et al., [15]
from the nuclear domain, comparing the different levels of procedures based on their
impact on workload and situational awareness, used only questionnaires. One can
observe from the previous paragraphs that many more studies have been conducted on
the objective assessment of workload. This is understandable due to the type of metrics
obtainable from the eye-tracking and EEG techniques. Hence, for situational awareness
assessment, subjective questionnaires are still very much in use in most safety-critical
domains.

The NASA TLX is a widespread technique used to assess workload. The NASA-TLX
technique has also found application in other sectors like the process industry [133], [14];
nuclear [17], [15] and health [134]. In a recent process control room study, Simonson
et al., [14], assessed the impact of alarm design and level of automation on workload
using the NASA Task Load Index (NASA-TLX). Likewise, in their experiential studies,
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[131] and [135]. A higher NASA-TLX index means a high workload. However, the
scores can be split into low, medium, and high levels or, in some cases, low and high.
The Multi-Attribute Task Battery (MATB-II) is another workload assessment technique

commonly in use in safety-critical domains [130], [11].

Several techniques are used for situational awareness (perception, understanding
and projection). These include the SART, SPAM, and SAGAT [64]. Higher scores, in
contrast to the NASA-TLX, signify better situational awareness. The SART technique has
gained popularity for situational awareness assessment compared to the other methods.
SART allows participants to rate their SA on different dimensions, such as perception,
comprehension, and projection. However, the suitability of such a technique for SA
evaluation has been questioned [17]. One of the main challenges has been that it is
usually completed post-scenario, prompting the reliance on memory recall [64]. It
has also been criticised as highly correlated with the NASA-TLX on its demand and
dimensions, therefore likely assessing workload more than situational awareness [17].
SAGAT, a direct objective situational awareness measure in contrast to SART, has proven
to be an effective measure of situational awareness [63]. However, it has been criticised
for its intrusiveness due to periodic freezes during the simulated tasks [63]. Hence,
SPAM, which objectively scores participants without freeze probes, has been favoured
over SAGAT. SPAM is a direct objective situational awareness technique that allows
objective scoring while the test continues. In this case, there is no need to stop the test
to evaluate the participants. Therefore, the participants are assessed using a concurrent
think-aloud approach. A comparative summary of these techniques is shown in Table
2.8.

Statistical methods in the process industry

Common statistical methods used in the process domain, their purpose and when used
are summarised in Tables 2.9, 2.10, 2.11 and 2.12. Highlighting this aspect is crucial,
especially in human performance studies given their use for analysing subjective and
objective data. For example, for checking significant differences between study groups,

data description, reliability analysis, and so on.
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Al in Human Performance Studies

While machine or deep learning techniques have not been used to quantify or predict
human performance, they have been applied to complement the HRA assessment process
using traditional or new performance assessment techniques. As already discussed, one
ubiquitous machine learning algorithm in such applications is the Bayesian network
(BN). According to Groth, the BN technique is compatible with PRA methods, which is
required for new HRA methods [106]. It can quantify probabilities, interface with PRA
models, and handle uncertainties. In comparison, other AL algorithms used in human
performance-related studies across industries have primarily been applied to predict
workload. For example, Gao et al., [9] predicted workload in an emergency operating
procedure situation, [151] used the fusion of eye-tracking and EEG data, [124] used a
combination of speech data and operator system logs, and [56] predicted workload in
a human-agent teaming scenario. In a few cases, situational awareness has also been
predicted using such Al algorithms [125], [152].

Braaud [124], in a study on a Halden facility which is close to process control room
operations, classified cognitive workload using speech, system data (operator & crew
alarms, acknowledged operator & crew alarms, human system interface activity and
commands) with Random Forest (RF), Neural Networks (NN), Support Vector Machine
(SVM), Extreme Gradient Boosting (XGB), k-Nearest Neighbors (KNN), Naive Bayes
(NB) algorithms. For the data used in the crew system, RF XGB group performed better
than the others at an accuracy of 61% and an average of 72% when trained for a single
operator. The important features were the number of alarms and the amount of operator-
system interaction. In a different domain, Rahman [140], while classifying the cognitive
load of non-contact-based drivers, used Linear Discriminant Analysis (LDA), SVM,
Logistic Regression (LR), and NN, with LR outperforming the other methods. Similarly,
while classifying workload using driver performance and psycho-physiological data,
Solovey [150] reported that logistic regression and naive Bayes classifiers outperformed
the others (Decision Trees (DT), Multilayer Perceptron (MLP), NN).

Some of the algorithms mentioned so far were likewise used for workload or
situational awareness classifications by researchers whose inputs were solely from
eye-trackers and EEG [152], [151]. Though the application of Al for human
performance assessment has been on workload and situational awareness predictions and

classification, similar algorithms could be explored for error or behaviour predictions.
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Chapter 3 builds on the techniques and process introduced in this chapter and further
applies an HRA method, some new and old cognitive and behaviour performance
techniques, and LR and BN machine learning algorithms to address the research objects

and some of the gaps identified in the sections of this chapter.

Gaps

Though the discussed new HPA techniques have made it possible to investigate cognition
and behaviour, researchers within the process industry have focused on observing single
factor impact on cognition and behaviour, such as different types of displays or interface
layouts on operators, at a time. Also, operators’ behaviour has been chiefly discussed
without an interpretation of how this translates to error.

The NASA-TLX and SART questionnaires introduce subjectivity in assessment and
are known to correlate highly with each other [17], so a combination of other methods
and performance and an overview of behaviour and performance in comparison with
the subjective assessment would provide a more robust insight. However, the referenced
experimental studies have, in most cases, except Ikuma et al., [135] and Shi & Rothrock
[125], used these objective or subjective techniques as standalone without providing
comparable insights, combinations or validations of one with the other [64], [9]. The
need for multi-modal measures has been emphasised through findings by researchers
in different domains. According to Hinss et al., [13], while studying the impact of
prolonged monitoring on mental state, some researchers found that a combination of
measures, with the addition of a reliable estimation method, outperforms single measures

for their assessment.

2.6 Summary of Gaps

2.6.1 Procedures: Alarm Response Procedures

1. The pros, cons, and potential impacts of transitioning from paper to digital or
computer-based alarm response procedures on cognition, behaviour, performance
and safety have been scarcely investigated in the nuclear sector and not in the

process industry.
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2. While procedures’ roles in situational awareness, mental workload, and error have
been noted in the literature, other contributing factors to these outcomes have not
been thoroughly explored.

3. Experimental studies on process control rooms have mainly used procedures as
pop-ups for operators or test participants, lacking comprehensive analysis of their
integration and impact [103].

4. It is crucial to consider the interactions among variables like the procedures, alarm,
systems and potential relationships during human performance assessments, as
emphasised by Zarei [102]. Still, this aspect has been scarcely investigated in
process industries.

2.6.2 Human Reliability Assessment for PBA

1. Limited Data for Quality HRA:

* Insufficient data for reliable human reliability analysis (HRA) and prediction
in the process industry.

2. Modelling Limitations:
* Lack of integration of qualitative and quantitative information from other

domains in the nuclear HRA models currently used by process industries.

* Use of traditional techniques that do not capture the complex nature of human

performance and system interactions.
* Retrospective modelling based on past accident scenarios.
3. No Real-time Updating Capability:

* PSFs and multipliers adapted from the nuclear industry assume static
applicability across process industry operations.
* Scores are not updated post-commissioning, ignoring dynamic changes in

operators and environments.

4. Missing Cognitive or Behavioural Elements:



2.6. SUMMARY OF GAPS 55

* Current HRA methods lack insights into operators’ cognitive and behavioural

aspects influencing error probabilities.

* Cognitive states and other factors are not mutually exclusive and should be

dynamically integrated into HRA.

2.6.3 Other Performance Assessment Techniques

1.

Researchers in the process industry have focused on the impact of single factors
(e.g., display types, interface layouts) on cognition and behaviour without

considering how these behaviours translate to errors.

NASA-TLX and SART questionnaires introduce subjectivity and are highly

correlated.

. Behavioural metrics are yet to be explored in process industries on how they

translate to error.

. Al methods have not been extensively explored for error prediction in human

performance assessment studies.

Most experimental studies use objective or subjective techniques as standalone
measures, lacking comparable insights, integrations, or validations. There is a need

for multi-modal measures to provide a more comprehensive assessment.

2.6.4 Contribution

This thesis contributes to human factors and process safety knowledge in process

industries by addressing identified procedural gaps, human reliability and performance

assessment and Al application.

Research Questions: Objective 1

A fundamental aspect of human reliability assessment for probabilistic safety analysis

or safety-critical task analysis is identifying performance-shaping factors that impact

the likelihood of successful performance and the interactions or relations between these

factors. Therefore, the first research question in this thesis, which has been somewhat

addressed through the reviewed literature, is:
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* RQ1: What are the most critical factors and variables — both human,
organisational, and technical — for decision and situational awareness support and
human performance assessment of current dynamic human-in-the-loop process

control configurations? Why are they important?

This question is further validated with Objective 2.

In addition, the pros and cons and other potential impacts of a transition from paper-
to-digital- or computer-based procedures have scarcely been investigated in the nuclear
sector, with no investigation conducted to the best of the author’s knowledge within the

process industry. Hence, the research question:

* RQ2: How does the transition from paper to digital or computerised procedure
options impact operators’ general behaviour, cognition, and safety? Any

difference? If any, how significant are these differences?

Research Questions: Objective 2

This thesis also aims to develop a dynamic, risk-based framework for human-in-the-loop

assessment, addressing the following research questions,

* RQ3: What operator behavioural metrics are the best predictor of a successful

recovery of a plant alarmed state?

* RQ4: How can live and legacy data be integrated for a real-time human-in-the-loop

performance assessment framework, decision support, and procedure optimisation?

* RQ5: What are the benefits of integrating operator-system data and expert
knowledge for risk-based real-time decision and situation awareness support?

These questions are expanded upon in Chapter 3.1 and 4.1, with specific techniques
applied to address each one. The outcomes of the methods discussed and applied in
Chapters 3 and 4 contribute to advancements in Risk-Based Process Safety (RBPS)
within the *Understand Hazards and Risk’ block and the "Hazard Identification and Risk
Analysis’ pillar [1]. Also, by applying such frameworks, support is not only provided for
operators by the identification of key factors that impact likely performance outcomes

(for example, does the procedure type or support or the frequency with which they are
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opened affect operators), but this framework further support supervisors and management
to adequately optimise tools or better adapt automation - in and post real-time.

An essential contribution of this thesis to the body of knowledge is the experimental
study developed to address the above research questions and validate the reviews. This
enriches the database for control room applications and makes data available for other
researchers within and across domains. It further provides a platform for validating PSFs
and other variables not studied so far in literature for their impact and importance in

process control rooms.



58

Table 2.3 Comparison of Risk Assessment and Human Performance across different aspects.

CHAPTER 2. LITERATURE REVIEW

Aspect Risk Assessment Human Performance

Focus Identification and evaluation | Evaluation of human
of hazards, risks, and capabilities, limitations, and
mitigation strategies performance under various

conditions

Objective | To estimate potential risks To improve and optimise
and the likelihood of negative | human performance, identify
outcomes in a system or factors affecting efficiency
process and safety

Method Qualitative or quantitative Psychometric tests,
analysis, risk matrices, fault observational techniques, task
tree analysis, FMEA (Failure | analysis, performance
Mode Effects Analysis), etc. | simulations, physiological

measurements

Application | Safety-critical industries (e.g., | Design of work environments,
aviation, healthcare, training programs, and safety
manufacturing, nuclear) to protocols in industries like
reduce accidents, injuries, and | aviation, military, healthcare,
losses and manufacturing

Key Likelihood of occurrence, Task performance metrics

Measures | severity of consequences, risk | (e.g., speed, accuracy,
exposure, hazard efficiency), cognitive
identification, risk mitigation | workload, fatigue, stress,
strategies error rates, physiological

responses (e.g., heart rate, eye
movement)

Outcome Risk reduction, Optimised human
decision-making about safety | performance, reduced errors,
measures, prioritisation of increased efficiency, better
resources for mitigation task management under stress

or fatigue
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Table 2.4 First Generation HRA Methods.

HRA Distinguishing Application and Data Type of Operation

Method Criteria Sources

SLIM Focuses on skill and Nuclear sector, maintenance Maintenance
rule-based levels of operations; data often based | operations, general
human actions, with on environmental impacts on | operational tasks.
limited consideration of | operators.
context, cognition, and
organisational factors.

HEART Uses Error Producing Manufacturing sector, Maintenance
Conditions (EPCs) to maintenance operations; data | operations, emergency
quantify human error derived from operator actions | procedures, general
probabilities; simple and environmental conditions. | operations.
and quick application.

THERP Breaks down tasks into | Nuclear sector, control room | Control room

sub-tasks with
associated Performance
Influencing Factors
(PIFs); focuses on
procedural adherence.

applications; process industry
for maintenance operations;
data involves procedural and
environmental factors.

operations,
maintenance, and
emergency scenarios.
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Table 2.5 Second Generation HRA Methods.

HRA Distinguishing Application and Data Type of Operation

Method Criteria Sources

SPAR-H Includes cognitive and | Widely used in nuclear, Control room
contextual aspects aviation, healthcare, and operations, emergency
missing in chemical plants; data involves | procedures.
first-generation both pre- and post-initiator
methods and detailed Human Failure Events
quantification steps. (HFEs).

CREAM Integrates cognitive Limited application in the Process control
modelling with error nuclear sector, some use in operations, emergency
analysis; considers the process industry; data operations, routine
cognitive factors and involves cognitive task checks.
their influence on error | analysis and environmental
rates. conditions.

ATHEANA | Focuses on complex Mainly used in nuclear sector; | Complex operational

and time-consuming
analyses; includes
cognitive and
organisational factors.

limited use in other industries;
data involves complex
scenarios and cognitive
influences.

scenarios, emergency
situations.
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Table 2.6 Third Generation HRA Methods.
HRA Distinguishing Application and Data Type of Operation
Method Criteria Sources
BN- Utilises Bayesian Used in petrochemical setups; | Control room
CREAM Networks to estimate data derived from simulator | operations, emergency
error probabilities and | data and expert judgment; procedures.
integrate cognitive integrates common
reliability models. performance conditions.
BN-SLIM | Incorporates expert Manufacturing sector; data Emergency operations,
judgment into Bayesian | involves expert elicitation and | maintenance tasks,
Networks; allows for probabilistic modelling. lifting operations.
context-specific factors
integration.
BN-SPAR- | Uses Bayesian Process and nuclear Emergency scenarios,
H Networks to create industries; data based on control room

conditional
dependencies between
Performance Shaping
Factors (PSFs); allows
for new factor
integration.

SPAR-H PSFs, expert
judgment, and simulator data.

operations, complex
tasks.
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Table 2.7 Summary of Eye-Tracking Metrics and Definitions [18].

Metric

Definition

Heat Map

A visual representation showing areas of high visual attention. Brighter
spots indicate regions with more frequent or prolonged focus. When
combined with Areas of Interest (AOIs), it highlights specific regions of
engagement across different phases of the experiment.

Number of Visits

The total count of times participants revisit specific AOIs, revealing
patterns of attention and whether certain areas consistently draw interest
or shift over time.

Visit Duration

The time spent by participants during each visit to an AOI. It
complements "Number of Visits" by showing how long participants
engage with specific areas.

Number of Tracks how often participants focus on specific points of interest. This

Fixations provides insight into visual exploration and attention consistency within
AOIs and across experimental phases.

Fixation The time spent focusing on a particular point. It identifies elements that

Duration capture sustained attention, offering insights into cognitive engagement
during various scenarios, such as alarms or critical events.

Saccade Measures the time taken for rapid eye movements between fixations. It

Duration reflects the efficiency and fluidity of visual scanning, providing insights

into cognitive processing speed under different conditions.

Pupil Diameter

Indicates changes in cognitive load and emotional arousal. Variations in
pupil size reveal mental effort and emotional responses linked to visual
stimuli and specific AOIs over time.
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Table 2.8 Comparison of NASA TLX, SPAM, and SART across different aspects.

judgment, can be
time-consuming, done
post-task

complex tasks because
it can be invasive, may
lead to cognitive load

Aspect NASA TLX SPAM SART
Focus Workload Situational Awareness | Situational Awareness
Type of Subjective self-report Subjective assessment, | Subjective self-report
Measurement | measure scored by assessor measure
Real- Post-task Real-time, during task Post-task
time/Post-
task
Dimensions Mental demand, Situation perception, Situational awareness
Assessed physical demand, understanding and supply, demand and
temporal demand, projection situation understanding
performance, effort,
frustration
Invasiveness | Non-invasive Invasive Non-invasive
Advantages Well-established, Well established, Well-established,
reliable, comprehensive, | Provides a real-time reliable, comprehensive,
easy to use measure and based on a | easy to use
joint assessment
Disadvantages | Introduces subjective May be difficult for Introduces subjective

judgment, can be
time-consuming, done
post-task
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Table 2.9 Summary of Statistical Methods, Purpose,

CHAPTER 2. LITERATURE REVIEW

and Applications part I.

Method

Purpose

Reference

Shapiro-Wilk Test

Test for normality of data
distribution.

[136], [137]

Mann-Whitney U
Test

Compare differences between
two independent groups
(non-parametric).

[133]

Cronbach’s Alpha | Assess internal consistency of | [138], [139], [17]
a questionnaire or survey.
T-Test Compare means of two [133]
(Independent) independent groups.
Paired T-Test Compare means of paired [37], [9]
data. Used for within-subject
comparisons
Analysis of Compare means across [17], [131]
Variance (ANOVA) | multiple groups.
(One-Way)
Mean Squared Measure accuracy of [139], [140], [141]
Error (MSE) predictions. Commonly
applied in predictive
modeling or when comparing
model performance
Correlation Measure the strength and [142], [133]
(Pearson, direction of relationships
Spearman) between variables. Used to

identify associations between
variables. Spearman is used
for ordinal or non-linear data
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Table 2.10 Summary of Statistical Methods, Purpose, and Applications part II.
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Method

Purpose

Reference

Factor Analysis

Identify underlying structures
in data. Used to explore
relationships or to reduce
dimensionality while
retaining important
information

[139], [143]

Common Factor

a technique to identify latent

[144]

Analysis (CFA) is variables that explain the
correlations between
observed variables.
Principal A dimensionality reduction [144], [139], [145]
Component technique that transforms
Analysis (PCA) correlated variables into a

smaller set of uncorrelated
components.

Sensitivity Analysis | Assess the effect of input [17], [146]
variations on outputs.

Sphericity Test Test whether variances of [97]

(Mauchly’s) differences are equal (for

repeated measures). Required
before running
repeated-measures ANOVA
to ensure valid results

Chi-Square Test

Test relationships between
categorical variables. Used to
analyze associations.

[144], [147]
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Table 2.11 Summary of Statistical Methods, Purpose, and Applications part III.

Method Purpose Reference

Kruskal-Wallis Test | Compare multiple groups for | [133], [61]
non-parametric data.

Alternative to ANOVA when
normality assumptions are not

met.
Regression Predict dependent variable [140], [133], [146]
Analysis based on independent

variables.
Wilcoxon Compare two related samples | [148]

Signed-Rank Test (non-parametric).

Baseline Correction | Normalis data against initial [149]
measurements. Used to adjust
for shifts in the baseline of a
signal, especially in
time-series data.

Tukey’s Test Post-hoc test used after [131], [17]
ANOVA to identify specific
group differences while
controlling for Type I error.
Assumes equal variances and
is robust for multiple
comparisons.
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Table 2.12 Summary of Statistical Methods, Purpose, and Applications part IV.

Method

Purpose

Reference

Factorial Design

Explore multiple independent
variables and their
interactions in a single
experiment. Allows testing
main effects and interaction
effects simultaneously.
Commonly used in
experimental psychology and
behavioural sciences.

[138], [58]

Within-Subject
Design

Participants are exposed to all
experimental conditions.
Reduces variability due to
individual differences,
increasing statistical power.
Used when comparisons
across conditions are the
focus.

[131]

Between-Subject
Design

Participants are assigned to
separate groups, each
experiencing one condition.
Eliminates carry-over effects

but requires more participants.

Useful for studies with
independent group
comparisons.

[150], [18]

G*Power

A statistical software tool to
calculate sample size and
power for various study
designs. Ensures sufficient
sample size to detect
significant effects while
minimising over-recruitment.

Degree of Freedom
(DoF)

Represents the number of
independent values in a
calculation. Used in
hypothesis tests like t-tests,
ANOVA, and chi-square tests
to determine critical values.

[142], [129]

Effect Size

Measures the magnitude of an
effect or relationship,
regardless of sample size.
Examples include Cohen’s d,
partial n2, and 2. Essential
for interpreting practical
significance.

[149]
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Chapter 3

Design Methodology I

3.1 Introduction

Chapter 3 of this dissertation outlines the design methodology used to achieve the second
part of the first research objective (Section 3.1). The research focuses on key sections of
a formaldehyde production chemical plant: tank, methanol, compressor, heat recovery,
reactor, and absorber sections (Section 3.2.1). These areas of the plant are crucial to
understanding the operational dynamics and were carefully selected for detailed analysis.

To effectively assess the performance and interaction within these plant sections, a
suite of Human-System Interface (HSI) tools was designed. These tools include screen
displays that present crucial information to the participants. Furthermore, there is an
alarm list display for monitoring and managing alarms. In addition, structured alarm
response procedures guide participants through appropriate actions in the event of an
alarm. These tools were developed to simulate a realistic environment and observe how
participants interact with the system under different scenarios. Importantly, observing
the impact of alarm response procedures and other organisational and technical elements
on operators’ cognition, behaviour, and performance. (Section 3.2).

The experiment is meticulously structured, starting with selecting participants with
varying levels of experience and training (Section 3.3). The experimental scenarios are
carefully crafted to reflect realistic operational challenges within the plant, ensuring
that the data collected is both relevant and robust. The backgrounds of the participants
in terms of training and experience are documented, as these factors are expected to

influence their performance and interaction with the system.

68
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Data collection in this study employs a variety of methods to capture both subjective
and objective measures. Situational awareness is assessed using the Situational
Awareness Rating Technique (SART) and the Situation Present Assessment Method
(SPAM). Workload is measured using the NASA Task Load Index (NASA-TLX),
offering a quantitative assessment of the mental and physical demands placed on
participants. Additionally, eye tracking technology is used to monitor where participants
focus their attention, while simulator recordings capture their interactions with the
system in real time. The study also considers key variables that could affect the
outcomes, ensuring that these are carefully measured and analysed (Section 3.3.1).
Reliability, validity, sensitivity, and normality are evaluated to ensure the integrity and

relevance of the data (Section 3.3.3).

Ethical considerations are crucial in this research to protect participants’ rights and
ensure integrity in data collection processes (Section 3.3.4. The chapter outlines the data
analysis plan, detailing how both objective and subjective data will be processed (Section
3.3.5). The chapter ends by acknowledging the study’s design limitations, followed by a

chapter summary.

Research Objective 1

As previously stated, this chapter investigates the first objective of the thesis and answers
the central research questions. The first objective is to understand the state-of-the-art
alarm response procedures and to compare the effectiveness of the transition from paper
versus electronic alarm response procedures for process control room operators handling

abnormal situations.

The literature review shows that alarm response procedures are critical for the safety
of the process control room. However, gaps are associated with their design, application,
and advances in process industries (see Section 2.6.4). Therefore, the following research
questions (RQ) are to be addressed in this research:

1. RQ 1: What are the most critical factors and variables — both human,
organisational, and technical — for decision and situational awareness support and
human performance assessment of current dynamic human-in-the-loop process

control configurations? Why are they important?
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2. RQ 2: How does the transition from paper to digital or computerised procedure

options impact operators’ general behaviour, cognition, and safety? Any
performance differences, and how significant are these differences?

3.2 Research Design

Design of Experiment. Phase 1: The impact of technical and organisational factors on the external and internal
levels of the HITL

i« Selected
i simulator i
i variables ;

Task |
Complexity |

Time

Alarm ey Performance

R ’ Assessment

Display H

i« Selected
i simulator
i variables

Training
&

Experience

Electronic v Detection LS
procedure \J Indicator -y ¥ B —
Decision and ! s | A '
i | Situational Awareness : !
displays : | Workload Awarenes ¢ =z
; Assessment ;
"""""" U SARTvariables! | < NASATLX |
<. |+ SPAM variables variables :

« Eyetracking | « Eye tracking |

D ! variables : variables i

Fig. 3.1 Experimental Design Framework Observing the Impact of Task-Based PSFs (Alarm
Response Procedures) on Internal and External Individual Factors, Including Interactions with
Task Complexity, Time, Training, Experience, Alarms, and Displays.

Objective 1 involves the use of a mixed method research design that combines
qualitative and quantitative techniques for data collection, insights, and observation
validation. A mixed method approach is used because of the advantages of using multiple
data inputs to derive a more holistic view, as emphasised by Gao et al., [9], Endsley
[64], given that one approach may compensate for the lack of the other, as demonstrated
in studies like Yang et al., [152]. This approach helps address a gap in the literature
review specifically focusing on the issue of using subjective or objective measures as
stand-alone in control room experimental studies.

Experiment Justification and Contribution

As shown in Figure 3.1, the central method chosen is the design of the experiment
(DoE). The design of an experiment is a common approach when investigating control

room-related issues. As the goal of this first phase involves control room alarm response
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procedures, this approach is therefore applicable for the study of the impact of alarm
response procedures on operators, including identifying possible design issues. However,
the study design in this thesis provides three beneficial distinctions from other designs in

the following ways;

* Multiple PSFs: This study introduces classical performance variables, including
task complexity, procedures, alarm design, time availability, training, experience,
and displays. These variables closely resemble the performance shaping factors
(PSFs) used in the SPAR-H method, as will be discussed later in this thesis.
In contrast, many studies reviewed typically focus on specific PSFs or a limited
combination of two in their study design. Das et al. compare the impact of interface
displays on workload [126], while Simonson et al. and Shi et al. examined how

automation affects workload [14] or performance [11], respectively.

* Procedures: Secondly, this study examines the alarm response procedure (ARP) as
applied in a process control room during abnormal situations. The ARP is typically
detailed on paper and sometimes provided as a portable document format (PDF)
on the displays. This study addresses a gap in research on procedure transitions
within the process industry as discussed in section 2.4 of Chapter 2, an area
that has been largely overlooked despite its critical role in preventing accidents.
Previous experimental studies in this sector have not focused on this aspect. When
mentioned, procedures often just provided operators with simple pop-up tasks, as
seen in studies like Kim & Yang [130], Shi et al., [11], and Bhavsar et al., [10].

* No of Screens: This study describes the use of three screens (see Figure 3.2). There
is a central/overview display, commonly found in control rooms and positioned
between two other displays at a slightly higher level (level 1). To the right is
a support display for alarm lists, procedures, and trend presentations (level 2).
However, to the left is a blank display for opening additional displays, such as
system mimics. Most experimental studies in this domain use two (2) or single

displays for their experimental study [10], [130].

Justification of Techniques

The qualitative methods used in the experimental study include NASA-TLX for
workload assessment. This tool has been commonly employed in assessing the workload
of control room operators [17], [14], [15]. SART and SPAM are also used to assess
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situational awareness [17], [15], [125]. According to Chen et al., subjective measures like
NASA-TLX have provided reliable results over the years [145]. By using both SPAM
and SART, we can validate the claim that SART correlates highly with NASA-TLX due
to the strong similarity and correlation of SART’s demand and supply dimensions with
the dimensions of NASA TLX.

Furthermore, employing a second situational awareness technique, SPAM, offers the
benefit of acquiring responses as tasks progress, just like the Situation Awareness Global
Assessment Technique (SAGAT). This allows experts to observe responses and assess
situational awareness based on feedback, response time, and other factors, potentially
more accurately than the participants themselves.

The questions in the study were designed to capture operators’ perceptions of
support when comparing the two types of procedures. A human factors expert reviewed
these questions to ensure their accuracy and usefulness in collecting the necessary data.
Although subjective measures like these are often criticised for being post hoc and
introducing subjectivity, the inclusion of objective measures helps to counterbalance this
issue.

In this study, three objective measures were introduced: eye tracking, performance,
and behaviour measures. Eye tracking is commonly used to evaluate human cognition,
particularly in relation to attention and situational awareness [145]. This technique has
also been employed in studies of workload and stress using pupillometry-based metrics
[10], [9]. Eye-tracking is currently being used in control room studies in the process
domain for various research questions [103], [10]. However, it is important to note that
eye-tracking can be intrusive, particularly in long-term, real-world applications.
Considering this limitation and its emphasis on cognitive assessment, additional
measures—namely, performance and behavioural measures—were incorporated into the
study.

Performance and behavioural measures in this study were derived from simulator
logs. These measures provide valuable information for comparing outcomes and making
improvement decisions. Behavioural metrics are collected in real-time and offer insights
into cognitive states, particularly mental workload [56], [17], and fatigue [153]. On the
other hand, the performance measures are retrospectively evaluated.

Section 3.3, Experiment design, discusses the variables of this study and subjective
and objective measures. However, it is important to examine the selected plant, system

input and outputs and control room elements (key design inputs into the DoE) before



3.2. RESEARCH DESIGN 73

diving into the experiment properly. The control room elements are mainly human
system interfaces (HSI) developed for the experiment setup. They include the procedures
on paper and screen, the screen displays and the alarm design. A quick overview of the

experiment setup is shown in Figure 3.2.

Equi . i .
quipment details Screen Overall situational awareness Diagnostics screen

Fig. 3.2 The Human System Interfaces. A. Overview display providing for overall situational
awareness on plant operation. B. Extra display for projection of specific plant section equipment
(2), and C. the Support Display for Event Diagnosis using alarm list support, procedure support,
and trends [18].

3.2.1 Selected Plant

The present study uses a simulated interface residing on the MATLAB platform of
a formaldehyde production plant, with modifications based on the design originally
presented by [154]. The plant produces roughly 10,000 kg/hr of a 30% formaldehyde
solution by partially oxidising methanol with air (see 3.1).

1
CH;O0OH + 502 —1 CH,O+H»0 3.1

Furthermore, a secondary reaction 3.2 occurs that completes the oxidation of
methanol to carbon monoxide, thus reducing the formaldehyde yield:
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1
CH30OH + 502 —n CO+H;0 3.2)

In a refinement to the design presented by Demichela et al. [154], which was based
originally on three sections, this study divided the instead into six sections (see Figure
3.3). These sections represent the critical components of the plant for process operation,
which operates under the partial oxidation process to produce formaldehyde. Figure 3.3
includes a button for Emergency Shutdown and an alarm box to indicate critical, medium,
or low-level alarms as presented on the alarm list. Extra buttons, time, start, stop, pause,

and save, were added for the experiment only.

Overview Display: Overall Situational Awareness

Recirculation gas Vent

Air Shell temperature [C]

Inlet temperature [*C]
Reactor

compressor TIME 00:00:00

Output temperature [*C]
Air flow [kg/h]

! . REC1 Alarm
RECH shell temperature [°C]

Water flow [kg/h] Critical

Gas
compressor
Gas flow [kg/h]
- o Absorber
. REC2 !
= > REC3 output temperature [*C]

Level [m] § ~

Water
- Medium

Low

Methanol
tank

Start

Water REC 3 flow [kg/h] Stop

Pause

S— * Boiler Heater
Methanol Heater t e (-G )
pump  Boiler temperature [*C] ;0 eate’ fmpe;‘a “’ekl /n] Formaldehyde concentration [%]
Methanol flow [kg/h] Boiler steam flow [kg/h] leater steam flow [kg/h] - save
Formaldehyde
solution

Tank ‘ ‘ Methanol Compressor ‘ ‘Hea(Reotwery Reactor Assorber Master silence allarm Emergency shutdown

Section: Tank

Fig. 3.3 The Overview display: Process Flow Diagram of the Plant. The plant sections are Tank,
Methanol, Compressor, Heat Recovery, Reactor, and Absorber.



3.2. RESEARCH DESIGN 75

Tank

The plant layout starts with the Tank Section shown in Figure 3.4. In this section, a
methanol tank pressurised with nitrogen is equipped with alarms to alert operators of any
deviations. The alarms are grouped into red alarms, which are critical; orange alarms,
which are medium; and yellow alarms, which are low. This colour scheme was verified
by the control room and distributed control system (DCS) experts in EPRI Ireland and
Yokogawa UK. The alarm design format for this study is discussed in detail in section
3.2.2. The low-pressure alarm (PALO1) alerts the operator of a critical conditions *Red
alarm’ when the pressure reaches 0.99[aza]. The *Yellow alarm’ low flow alarm (FALOI)
is triggered by low Nitrogen flow, possibly caused by a primary nitrogen valve or pressure
indicator controller failure. The valve opens automatically when the Pressure Indicator

Controller (PIC) communicates with it on a need to open or close.

- § olitecnico -
A, A% di Torino

N2 Backup

F;L \/ F;H \ Tank level

=
\ C ] PSVO1
01701 s’ 0 Air
N2 Primary [~~~ R P
L~ 1 =
T . . N
L [Piey [PALYPSLLY 3
X J I ) ] 545
01~ | 01 01
[ PAH
ot/ o
1 Tank Préss A
39
la AR/ AL Methanol Tank STACNY TR
35 | Y
- o1 o1 o1 o1 g roms
[ tem = g /
=29 !
27

Methanol

Emergency shutdown

Fig. 3.4 Tank Mimic showing a methanol tank, controllers, meters, process trends and alarms.

When FALO1 or PALOI alarms are triggered, the operator can manually control the
plant by switching to the backup system in case of a faulty valve. In the case of a faulty
PIC, the operator can manually control the valve with the manual primary valve scale. If
the operator cannot intervene to control the plant manually at 0.98 [data], the pressure
valve (PSVO1) is activated. PSVOI allows the recovery of tank pressure by allowing the
entrance of air from the atmosphere. If the pressure exceeds 0.97 [ata], the sensor triggers
the pressure switch (PSLLO1), leading to an emergency shutdown within a minute. It is
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also at the operators’ discretion to shut the plant down when necessary. The PSV and
PSLL alarms are also critical in this section.

The consequence of low nitrogen flow, and thus low pressure, can result in the tank
imploding. This can lead to spillage, likely creating a vapour cloud and increasing the
likelihood of an explosion. Leaving the PSV open for an extended period can lead to the
formation of impurities and oxygen in the tank, creating a flammable atmosphere.

To reflect a real control room environment, some additional nuisance alarms and
stimuli were introduced during the exercise to increase the complexity of the system,
with the intent to distract the operators’ attention and disrupt their thought process flow.
These include the low and high-level alarms, LALO1 and LAHO1, respectively. The high-
pressure and flow alarms are opposite their low alarms. The temperature alarms, TALO1
and TAHO1, are annunciated when the tank temperature goes low or high, respectively,
beyond a stipulated threshold.

Methanol

The Methanol Section follows in Figure 3.5, where liquid methanol is extracted using a
pump and taken to a boiler at a controlled rate. The methanol in the boiler is vapourised
at 70°C and controlled by the steam flow rate. This vapourised methanol is further
heated to around 190°C in the heater. The critical alarm here is the high-flow rate switch
(FSHOT1) that puts the plant in an emergency state during a high flow rate. The heated
vapour further mixes with compressed air from the Compressor Section. The alarm
nomenclature is similar to those mentioned for the Tank and as would be later explained
in Section 3.2.2.

If there is no flow of methanol, possibly due to pump failure, the boiler can overheat,
damaging the system and stopping production. Extra alarms, such as WAHO2 for high
power and VAHO?2 for high volume, indicate high power and volume, respectively.

Compressor

Fresh air is required for the chemical reaction in the reactor. This is obtained from
the atmosphere and compressed by the air compressor in the compressor section in
Figure 3.6. This air is compressed simultaneously as the recirculated gas from previous

production, if any. The compressed air goes through a second compressor to attain the
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Fig. 3.5 Methanol section of the plant.
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required pressure before it goes to the heat exchangers. There are high power and volume

alarms for each compressor.
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Fig. 3.6 Compressor.

The gas mixture passes through a heat exchanger (REC2) in Figure 3.7. Here its

temperature is raised to around 200°C before entering the reactor in the Reactor Section.
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In the Heat Recovery Section, heat exchangers REC1, REC2, and REC3 are employed,
with REC1 and REC3 tasked explicitly with cooling the reactor output. The heat
recovered from these exchangers is utilised for processes such as boiling and cooling
water within the plant. REC3 cools the product to an absorption temperature of around
67°C before it enters the Absorber Section. Then it is absorbed by water flowing in the

opposite direction.
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Fig. 3.7 Heat Recovery.

Reactor Section

The chemical reactions 3.1 and 3.2 take place in the reactor. The reactor in Figure 3.8 is a
shell and tube heat exchanger where the chemical reaction occurs within the tubes using
an iron and molybdenum oxide catalyst. The gases enter the reactor at approximately
220°C and exit at around 290°C . The exothermic oxidation reaction generates heat,
partially removed by producing steam. A pressure controller manages the reactor’s
temperature by adjusting the steam conditions.

On the reactor’s input line, CAH13 and CAH14 detect high concentrations of oxygen
and methanol, respectively. Temperature is monitored using the following thresholds:
TAH13 at temperatures above 335°C, TAHH14 at 345°C, TAL13 below 315°C, and
TALL14 below 305°C. These alarms help prevent catalyst damage and avoid disruptions
in downstream absorption processes. Additionally, if the steam pressure in the reactor’s
shell exceeds safe limits, a rupture disk (D5) activates, putting the plant in an emergency
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Fig. 3.8 Reactor.

state. After the reaction, the product is directed to the heat recovery section, where it is
cooled before moving on to the absorber.

Absorber Section

In the absorber (See Figure 3.9, the cooled reaction product is processed to extract
formaldehyde by absorbing it in water. The absorber is a packed tower where water
flows from the top while gases move in the opposite direction (counter-current flow).
Approximately 70% of the exhaust gas from the absorber is recirculated. The remaining

30% is directed to a combustor for the removal of volatile organic compounds (VOC).

The concentration of formaldehyde in the output liquid phase is primarily controlled
by the input water flow. The absorber can be overheated at high temperatures.
Temperature control is managed by alarms TAH16 and TAL16. Flow rates are also
monitored, with FAH16 and FAL16 alarms responding to 120% and 80% of the nominal
water flow rate, respectively. Temperature variations within the absorber column trigger
the TAH18 or TAL18 alarms and other alarms like the CAL20, FAL16 and TAH18. If
the operator takes no action, alarms from various sections of the plant (TAH20, TAH12,
TAL15, TAH09, WAHO7, PAL15, PALO8, FAHO8, and TAH13) will be triggered.
Followed shortly by an emergency shutdown. At the column’s base, liquid levels are
tracked by LAH19 and LAL19 alarms. The developed simulator includes over 80 alarms
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in total - 20 temperature, concentration and flow alarms (high and low) each, 19 level

alarms, 15 pressure alarms and some controllers.

3.2.2 Design of Tools
HSI: The Screen Displays

Requirements for the displays, pop-ups, alarm list, and trends were collected based on
IEC standards 63303 [89] and [84]. This was done in addition to input from human
factors and DCS experts. In addition to the general human factors evaluation (HFE)
concepts for the HMI design in IEC 63303 (Human-Machine Interfaces for Process
Automation Systems), Appendix A show some of the additional requirements gathered,
those implemented or not implemented in this study with the appropriate references.
According to the IEC 63303 standard, the display hierarchy for process automation
systems should consist of a maximum of four levels. That is, from broad coverage at
level 1 to more detailed coverage at level 4. The displays developed in this work are
grouped into levels 1 and 2. In this study, we have designed three types of displays. The
first type is the support displays (see Figure 3.2), which contain the alarm list, procedures,
and critical system graphs (see Figure 3.10). The second type is the mimic displays,
which show specific plant systems and subsystems and allow for operator manual control
(see Figure 3.11). The third type is the overview/central display, which includes the
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plant’s process flow diagram (PFD). Some buttons for navigating plant sections and for
experimental purposes only were added.

The Support display 3.10 can be described as a combination of level 1 and 2 displays.
It is split into four sections. The alarm message lists are in the top left corner, and the
electronic procedure list is in the top right corner. The bottom left corner houses the
reactor temperature graph and, in some cases, the absorber input water flow graph and
formaldehyde production trend. The bottom right corner houses the absorber input water
flow graph and formaldehyde production.

The mimics (see Figures 3.4 to 3.9) are a level 3 display, and the overview display is
level 1 (See Figure 3.3).

Support MechanismA Support MechanismB

Support Procedure

T
o1

o e
— -
Automated Alarm with Paper Based Support Automated Alarm with Screen Based Digital
Procedure. Media Support Procedure.

Fig. 3.10 The Support Display. A. for those using paper procedures, and B. for those using
electronic procedures. At the top left corner is the alarm list, while the graph trends of critical
systems and production volume occupy other sections of the display [155].

HSI: Alarm List Display

An alarm through the alarm HSI essentially serves three purposes. The system alerts the
operator to deviations or issues, communicates their priority and nature, and can notify
the operator of successful resolutions [98]. Requirements for the alarm system display

and presentation were extracted from [98] as summarised briefly in Table A .4.
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Fig. 3.11 The Mimic Screen with an example from the Tank Plant section.
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The following details the alarm display as designed for the study:

1. Naming Convention: The naming convention for the alarm TAGs is SASXX. The
first S is the process parameter: pressure, level, temperature, concentration, and
flow. A refers to alarm, and the last S is low, low-low, high, or high-high. The XX
refers to the number of the tag counting from O1 - 18 in this plant (see Figure 2.7).
Such visual aids (a combination of colour and text) guide operators’ attention to

the relevant alarm.

2. Alarm priority: Alarm prioritisation refers to assigning importance to an alarm
based on specific criteria. These criteria include the need for operator action,
challenges to the safety system, threat to critical safety function, and post-risk
analysis [98]. Two alarm types were developed for this study: alarms without

prioritisation and alarms with prioritisation.

The alarm prioritisation has been statically determined for this study and assigned
before the system is implemented. Each alarm was assigned a risk-based priority
of 1, 2, or 3, where 1 was a more critical alarm and 3 was less critical. Also, colour
codes indicate priority levels: red (priority 1) for *Critical’, orange (priority 2) for
"Medium’, and yellow (priority 3) for "Low’.

3. Alarm sound: Alarm sound and visuals provide operators with attention support.
They serve as a cue to direct operators’ attention to a change in the plant. In
the formaldehyde plant simulated design plant, three different sound levels were
encoded. The alarm is silenced upon annunciation by operators, signifying a

recognition of the alarm and removing the associated noise.

4. Alarm Acknowledgement Acknowledging an alarm is an essential step in alarm
handling. By acknowledging an alarm, the operator communicates their intention
to resolve it. In this study, a column on the alarm message box allows the operator
to check any alarm. Most importantly, it is important to attend to the critical alarms
first.

5. Alarm Message The study presents the alarm message as a list of active alarms for
both Mechanism A (Digital Procedure) and Mechanism B (Electronic Procedure)
(see Figure 3.10). Message lists display only active alarms and provide more
information than specially dedicated, continuously visible (SDCV) displays [98].
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In this study, the message lists are integrated into the support display. It is situated
just before the electronic procedure display or, in the case of Mechanism A, before
the graph of the plant power system. The message box first displays a tab to
acknowledge the alarm, the next to silence the alarm. It also shows the alarm
priority levels (1, 2, and 3) and the respective colour codes (yellow, orange, and
red). The alarm state, whether active or inactive, is followed by the alarm TAG

and Section (alarm location in the plant).

HSI: Alarm Response Procedures

Procedures are crucial in safety-critical industries. They are vital for safety management
[6], improving situational awareness [15], impacting workload [9], and aiding decision-
making [15]. As mentioned earlier in Chapter 2, different types of procedures, formats,
and levels exist. For the study, alarm response procedures are of specific interest in a
detailed list format (see Figure 3.10, Mechanism B). This study compares two levels of
procedures: paper-based and electronic. Also, one ARP was written for each of the 80
alarms in the plant.

The electronic/on-screen procedure’s position was considered in the
recommendations by [98]. According to [98], the operator should not be required to
leave the location at which the alarm message is displayed to access the ARP
information. Hence, the ARP for those having electronic support (Mechanism B) has
been developed beside the alarm list, as shown in Figure 3.10. However, this changes for
those using paper-based procedures, as is the status quo in most process industry control
rooms. Operators who use paper will have to shift their gaze farther from the alarm list
for interfacing, as shown in Figure 3.10. A couple of key features were added to the
procedure in compliance with standards and guidelines, as shown in Appendix A.2 - A.3.
However, the detailed list format was similar for both the paper and electronic
procedures. Some features are described below:

1. ARP Access: The TAGs and section names for the alarm response procedure
indexing correspond to that of the alarm list (see Appendix A.4). This access rule

applies to levels 1 (paper-based procedure) and 2 (electronic procedure).

2. ARP Content: Requirements for the procedure content include grouping format,

alarm information recording, follow-up tasks, and references/abbreviations. Also,
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the procedure core process content should be available, such as setpoints and limits

of alarms or process parameters.

3. Consistency with the screen displays: According to [98], the information on the
procedure, terminologies, conventions, colour codes, standards, etc., should be

consistent with what is used on the other displays, overview, mimics, alarm support.

4. Format: It is recommended that procedures be presented in a format that facilitates
quick and effective searches [5]. The procedure format designed for this study is
a list type format as shown in Figures 3.12 and 3.13. A hierarchical, rule-based
format was used to structure the procedures, outlining each step needed to address
plant alarms. One version of this representation is shown on a display interface,
while the other is presented on-screen [18]. The procedures are further described
below:

* Digitised Procedure:

— Each alarm procedure is arranged for more straightforward navigation in the
digitised format displayed on screens, as illustrated in Figure 3.12a. These
procedures are grouped by plant section and sorted by alarm number from 01
to n. Figures 3.12a and 3.12b show procedures related to the tank section of

PALOI1 (low-pressure alarm).

* Paper Procedures:

— The paper-based procedure presented in Figure 3.13 aims to improve
organisation and simplify searching. It includes a table of contents at the
beginning (Figure 3.13b) and colour-coded tabs at the start of each plant
section (Figure 3.13d). The format and writing style are similar to the
digitised version, as depicted in Figure 3.13c. The final steps for the PALO1
procedure in Figure 2c continue from the previous ones and are shown in a

red colour compared to in Figure 3.12.
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Fig. 3.12 Electronic Procedure with the Navigation Menu. (a) The procedure for the low-pressure
alarm (PALO1) details steps 1 to 6. (b) The continuation of PALO1 covering steps 8 to 14. The
left sidebars illustrate the sequence of alarm arrangements to aid in navigation [156].

BOOK OF PROCEDURES

Fig. 3.13 The Paper-based procedure. (a) Cover page of the paper procedure. (b) Example of the
table of contents. (c) Procedure for PALO1 (low-pressure alarm) covering steps 1 to 14. (d) The
actual appearance of the procedure during testing, with a colour tag marking the beginning of
each new plant section [156].
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3.3 Experiment Design

The experimental study in this thesis compares two HiTL configurations: 1. using paper
procedures during alarm handling and process control and 2. electronic procedures as
shown in Table 3.1. However, this study is part of a more extensive experimental study
investigating 4 HiTL configurations regarding alarm rationalisation, procedures, and
displays as shown in Table 3.2.

Table 3.1 Key performance shaping factors for comparison. These include alarm design,
procedure, Display/HMI, and task complexity, which differentiate the groups and their different
levels.

Group Procedure Type Display Mechanism
PBP Paper Mechanism A (Figure 3.10)
EP Electronic Mechanism B (Figure 3.10)

Table 3.2 General experiment study groups [18].

Group (G) Group Initial Description

Group 1 Gl Lacks alarm rationalisation,
uses paper procedures, and
lacks Al support.

Group 2 G2 Implements alarm

rationalisation but does not
utilise on-screen procedures
or Al support.

Group 3 G3 Utilises alarm rationalisation
and on-screen procedures but
does not use Al support.
Group 4 G4 Incorporates alarm
rationalisation, on-screen
procedures, and Al support.

Design

Given the focus of this thesis, the experiment focuses on a 2 x 2 factorial design

considering the following factors: Procedure Type (Paper vs. Electronic) and Display
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Mechanism (Mechanism A vs. Mechanism B). Both are between-subject variables,
given that each group uniquely tests them. However, the task and alarm design are
classed as within-subject variables since both groups progressively test all three levels,
including the alarm design. The alarm design stays the same as it is not the focus for

comparison in this study.

Participants

Participants were selected using a purpose-sampling approach. The criteria are as follows:
must be 18+, be proficient in English, and have a normal or corrected-to-normal vision.
The study includes 92 participants (23 in each HiTL configuration), 36 females and 56
males, from the Politecnico di Torino and a few external individuals. Participants range
in age from 21 to 61, with a mean age of 25 and a standard deviation of 5.4. Participants
in each group were randomly assigned by time of day to be distributed equally between
morning, afternoon, and evening. The group exhibits diverse experience levels. It
mainly comprises junior process engineers who volunteer among the master’s students
in chemical engineering at Politecnico di Torino. The group includes experienced
professionals such as Ph.D. candidates and faculty members.

However, for this thesis, where only two groups out of the original four are of
importance, the total number of participants is thus 46. This number is lower than the
estimated sample size of 277 using the G-Power Tool. Using the g power tool, the effect
size, 1, is set to 0.2. Effect size (ES) represents the smallest difference a researcher aims
to identify between groups in a study [157]. A small effect size of 0.2 is chosen based on
the slight difference in means reported by [15] in their study. The further use of 46 was
approved because related control room studies mostly involved 3 to 4.. participants in
their studies [11], [103], [10], [130], [15], [17].

a error probability was set to 0.05. Probability at 0.05 is commonly used in control
room studies in industries [15], [17]. Power (1 - ) err probability is set to 0.8 using
equation 3.4, A B of 0.2 is set as the probability of making a Type II error (failing to
detect a difference between the groups), and is the value commonly used in clinical
studies [157]. Also, high power reduces the chances of such errors. There are no reported
values for the control room studies.

The numerator df to 3 is calculated using equation 3.3, and the number of groups to

4 is calculated using equation 3.5.



3.3. EXPERIMENT DESIGN 89
The degree of freedom of the numerator for 2 x 2 ANOVA is calculated by:

df_numerator=(a—1)+(b—1)+(a—1)(b—1), (3.3)

df numerator=(2-1)+2-1)+2-1)2-1)=1+1+1=3,

Power=1- (3.4)

Power =0.8 = B =0.2,

Number of Groups =a X b, 3.5

Number of Groups =2 x 2 =4,

where a represents the number of levels in the first factor of the factorial design and b
represents the number of levels in the second factor of the factorial design.

Scenarios (S)

To compare the factors to be studied practically, three critical safety scenarios were
identified from the case study of the formaldehyde process plant. All participants
completed three scenarios, each lasting between 15 and 17 minutes: 15 minutes for
scenarios 1 and 2 and 18 for scenario 3. Scenario 3 had a longer duration because of the

task complexity. The scenarios are detailed below:
1. Malfunction of Pressure Indicator Control (PICO1) in the Tank Section:

* Scenario: The automated tank pressure management system fails, requiring
manual adjustment of the nitrogen inflow by the operator to maintain pressure.
If nitrogen supply halts, the pressure will drop as methanol continues to be

transferred to the plant.

* Hazardous Event: Potential for the methanol storage tank to implode.
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* Objective: Prevent the activation of the pressure switch PSLLO1 within 7

minutes of the initial alarm.

» Complexity criteria: No alarm flood scenario and interaction with 1 ARP

with less than 7 task steps.

This scenario assumes that the PICO1, FALO1, and PSVO1 are faulty. The alarms
annunciated, task flow and the time they occur are shown in Figure 3.14.

prmmmemmme————a- o | Task: ' i Iferror:
; Task: : T Alarm Planning 1 PSLOT activates

! Monitoring | PALOland | | intervention | Ty | Plantstate | [siarsy |
”””” " ' : ! -erroralert !
' PSVOl |  [gsp | ' 1

! Nitrogen ramy
4-2Nm?¥//h

Low alarm level

Medium alarm level

Il High alarm level
Assumptions:
1. PIC faulty
faulty
3. PSVOIfaulty

Fig. 3.14 Alarm-related initiating events, general operator task, and think-aloud points in scenario
1.

2. Failure of the Primary Nitrogen Supply Valve in the Tank Section:

* Scenario: The main nitrogen source fails, which requires the operator to
activate a backup system. The backup system activates slowly, so the operator

must adjust the pump to stabilise the tank pressure.
* Hazardous Event: Risk of the methanol storage tank imploding.
* Objective: Prevent the tank from imploding.

* Complexity criteria: No alarm flood scenario and interaction with 1 ARP of

more than 7 task steps.

This scenario assumes that the FALO1, PSVO1 and the Nitrogen flow manual
control scale are. The alarms annunciated, task flow and the time they occur are
shown in Figure 3.15.
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Fig. 3.15 Alarm-related initiating events, general operator task, and think-aloud points in scenario
2.

3. Temperature Control (TIC11) Malfunction in the Heat Recovery Section (REC3
system):

* Scenario: A malfunction in the temperature control could lead to the reactor
overheating, which may result in increased pressure. The goal is to prevent
the pressure switch (PSLO1) from being triggered within 18 minutes after the
alarm is raised.

* Hazardous Event: Reactor overheating.
* Objective: Avoid overheating in the reactor.

* Complexity criteria: Alarm flood scenario and possible interaction with two

or more APRs.

This scenario assumes the TIC11 and cooling system control (heat recovery) is faulty.
The inlet water flow to the absorber should not be touched. Lastly, the operator can
only maintain and manage reactor temperature until the 18th minute as the cooling is
simulated to recover only at that time. The alarms annunciated, task flow and the time
they occur are shown in Figure 3.16

Participants in each group completed scenarios 1 to 3 in order of increasing
complexity. The ’Scenario’ or *Task Complexity’ factor was not randomised to avoid
introducing additional variables. This approach allowed us to observe the effects of
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Fig. 3.16 Alarm-related initiating events, general operator task, and think-aloud points in scenario
3.

increasing complexity, similar to what might occur in a typical control room where
situations escalate. Randomisation was also impractical due to the small pool of
participants.

3.3.1 Data Collection Methods/Measures and Procedures

In this study, four subjective techniques/methods were used: a questionnaire, SART,
SPAM, and NASA-TLX tests. In addition, two objective methods— a simulator and
eye tracking— were employed. These methods have been briefly reviewed for their
application in control room-related studies across industries. Their importance for use in
this study has also been discussed in Section 3.2 of this chapter.

A carefully crafted questionnaire was developed to gather information on the
operators’ training, experience, age, gender, and other preliminary details before the
study began. The supervisors assigned scores for training and experience. After each
scenario, a second questionnaire was used to assess operators’ perceptions of procedural
support, alarm priority, and task load. Additionally, NASA-TLX, SPAM, and SART
were administered post-task. Both SPAM and SART aimed to complement each other,
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ensuring a thorough evaluation of situational awareness. In that, SPAM focuses on
decision-making from a managerial context, which includes social, personal and
analytical sides, whereas SART focuses on situational awareness from human factors,
ergonomics interaction and cognitive load to maintain recognition in a rapidly changing
situation. Operators and system interactions, such as procedure openings and alarm
acknowledgements, were recorded on the objective side. Technical data on alarms, such
as the alarm TAGS and the parameters like pressure, temperature, and so on, were also
collected. The introduction of eye-tracking allowed for the observation of cognitive

processes while using either paper or electronic procedures.

Training and Familiarity

After completing consent forms, participants watched a brief 5-minute video summarising
the plant process and study expectations. This was followed by a longer training between
35 - 45 minutes. Training is a key performance-shaping factor in control rooms and was
essential to factor in for the study. However, two questions on familiarity were asked
before the study: their familiarity with control rooms and their familiarity with chemical

industry process operations. The questions asked are shown in Subsection 3.3.2.

Perceived support, alarm design and Task Load/Complexity

Participants were asked questions about their perception of support or how well the
procedures and alarm design supported them in each of their groups. They were also
asked to rate the task complexity of each scenario upon completion. The questions asked

are shown in Subsection 3.3.2.

Situational Awareness: SART

The Situation Awareness Rating Technique (SART) is a self-assessment tool for
evaluating situational awareness across demand, understanding, and supply after each
scenario. Situation Understanding (U) comprises Information Quantity, Information
Quality, and Familiarity. Situation Demand (D) encompasses the situation’s Instability,
Complexity, and Variability. Meanwhile, the *Supply’ of attentional resources (S)
includes Arousal, Arousal, Concentration, Division of Attention, and Spare Capacity.

The variables for each dimension are added to achieve the overall score for each
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dimension. For example, scores on Information Quantity, Information Quality, and
Familiarity are added to achieve the Situation Understanding score. An earlier part of
this chapter, Section 3.2, discusses the justification for choosing this method. The SART

Index is calculated using the equation:

U—(D-S5). (3.6)

A sample of the SART SA questionnaire employed in this study is available in the
Appendix B.6, B.7. The participants rated their perceived demand, understanding, and
supply for each scenario on a scale of 1-7. "1 represents "very low’ situational awareness,
while 7 represents "high’ situational awareness." The variables from this method and the

questions used to assess them are shown in subsection 3.3.2.

Situational Awareness: SPAM

This study also employed a SPAM-based method to evaluate situational awareness.
SPAM is considered a direct subjective technique that enables scoring without
interrupting the ongoing test [64]. However, some researchers also refer to it as a direct
objective method [64]. As mentioned earlier, a key advantage of this approach is that it
doesn’t require pausing the test for participant evaluation. Instead, participants are
questioned using a concurrent think-aloud method. In this case, the supervisors rated the
participants, unlike in the SART method, on a scale of 1 — 5. 1 means ’very low’ and 5
means "high’ situational awareness.

The chosen levels for assessing situational awareness (SA) align with Endsley’s SA
framework [45], Endsley SA was based on a hierarchical three-level model of situational
awareness. Level 1 is the lowest level, and the perception of the environment is level 2,
the intermediate level, and the comprehension of the significance of the current situation.
Finally, Level 3, the highest level, Projection of future status, in particular forecasting
outcome, with or without intervention to aid in the formation of a decision. These levels
are designed to capture broader aspects of SA beyond what is typically covered by SART.
Questions were crafted and posed to participants at three key points during each scenario:
during alarm handling, while planning the intervention or initially reading procedures,
and finally, after the intervention. These questions were generally asked around the 6th,
8th, and 12th minutes of each scenario (see Figures 3.14, 3.15, and 3.16).

A SPAM index is calculated to evaluate SA using the equation:



3.3. EXPERIMENT DESIGN 95

Saras) = (3.7)

a; denote the SPAM dimensions of Perception, Understanding, and Projection, which
are elaborated through the questions posed to the participants. The variables from this
method and the questions used to assess them are shown under a subsequent subsection -
variables and measures.

Workload: NASA-TLX

The raw-NASA-TLX is a widely recognised tool for evaluating subjective workload.
Participants rated their mental, physical, and temporal demands, as well as their
performance, effort, and frustration, on a scale from 1 to 7. Higher scores reflect more
significant workload levels. These ratings offer valuable insights into participants’
personal workload experiences and help us gauge the perceived demands of the task.
Like in the SART, NASA TLX was scored by the participants. Also, it was scored
post-task together with the SART, as both were designed under the same questionnaire.
The NASA TLX index is computed using the following formula:

(3.8)

a; represents the dimensions of the NASA TLX. These include: a) perceived mental,
physical, and temporal demands of the tasks; b) effort and perceived performance on the
task; and c) perceived effort expended and frustration levels. The variables from this
method and the questions used to assess them are shown under a subsequent subsection -
variables and measures.

Eye-tracking

Eye-tracking technology was employed for data collection to improve our understanding
of the operator’s cognitive processes using physical measurements. That is, information
processing, attention allocation, mental workload, situational awareness and, in summary,
visual behaviour and cognitive performance [151]. It allows for capturing various eye-

related pupillometry and gaze-based metrics. Pupillometry involves studying changes
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in pupil diameter related to cognitive processing. At the same time, gaze tracking is
performed using lens cameras that monitor eye movements and record fixations, saccades,
and periods of inactivity [151]. The measures that comprise the eye-based variables in
this study are discussed in the latter subsection, variables and measures. The goal is to
examine the cognitive disparities among the groups during the intervention, particularly
in relation to the most challenging tasks, whether using paper or electronic procedures.
Tobii Glasses 3, operating at S0Hz, was used in the experimental study. A frequency
of 50 Hz is commonly selected for control room-related studies across industry [9].
However, higher frequencies provide detailed and accurate measurements of eye
movements. Tobii glasses were chosen for their flexibility with eye and body movement.
The experiment in this thesis is designed with three screens, meaning that the
participants would need to move their heads often, and Tobii glasses provide such
affordance. In terms of analysis, Tobii provides a platform, Tobii Pro Lab software, for

raw data analyses.

Simulator recording

Simulator data were recorded and saved for each experimental scenario, capturing
information from plant systems, alarms, ARP, and display elements. This data is
categorised based on different plant sections as shown in Appendix A.5 to A.9. The goal
is to analyse the recorded features to derive performance and behavioural variables and
insights. The derived insights will aid in comparing various Human-in-the-Loop (HiTL)
configurations.

The benefits and justification for such behavioural and performance measures were
discussed in Section 3.2. The variables and how they were derived are discussed in the
subsequent subsection titled "Variables and Measures.

Before delving into the specifics of the variables and measures, a crucial discussion is
the application of these methods during the test. Also, how the scenarios were conducted
and the preparatory steps involved.

Procedure

Procedure Format:
This study involved 46 participants who engaged in three scenarios, each lasting 15

to 18 minutes (depending on the scenario, as already stated). The scenarios simulated
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Screen recording

Fig. 3.17 Order of saving the recorded simulator logs after each scenario is completed [158].

typical control room tasks: monitoring, alarm handling, planning, and intervention.
Scenario 3 involved the supervisor communicating extra instructions to the operator. The
running order of scenarios for all participants is shown in Figure 3.17.

The data for each participant and scenario is recorded and logged. The experiment

participants underwent the following steps:

e Step 1: Prior to the day of the experiment, hopeful participants had received
emails with a two-page information sheet about the exercise before registering.
On the day of the test, registered participants were given a short introduction to
the experiment. They read a two-page information sheet that outlined the test
procedures, signed the consent form upon arrival, and completed a demographic
questionnaire covering age, gender, and academic background. Participation in the
experiment was voluntary. The participants underwent similar scripted training
conducted by the researchers to ensure no participant had any specific advantage
or bias as a result of the training element. To this end, participants watched a brief
5-minute video introducing the test protocol, plant process, and interface displays
before the training. The training session included 30-45 minutes of instruction
on plant processes and dynamics, as well as guidance on using the operating
procedures. The operating procedures consisted of a paper document outlining

process parameter limits and operator expectations. Additionally, the session
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covered the ARP related to their study group, PBP, or EP. A 5-10 minute break
was provided after the training before the setup of monitoring equipment.

» Step 2: During the test, participants wore the eye tracker. Each scenario included

collecting subjective, behavioural, cognitive, and performance data. The eye-
tracking device was set up after the 5-minute break. Situational awareness was
assessed using the SPAM methodology while the test was ongoing. The questions
were asked at specific times-typically the 6th, 8th, and 12th minutes (see Figures
3.14 3.15, 3.16. These questions aimed to evaluate the three levels of situational
awareness: perception, comprehension, and projection. The eye trackers were
removed from the description of the participants after each scenario and after filing
the questionnaires in case they needed a break. The eye-tracking record is saved
after each scenario. Also, each simulator record is saved after each scenario in a

designated folder in the format shown in Figure 3.17.

 Step 3: After each scenario, participants completed the NASA-TLX, SPAM, and

support rating questionnaires (procedure, alarm design, and task load). In scenario
3, an extra question on ’Communication’ after ’task load” was asked to ascertain
how helpful the supervisor’s communication was. Finally, the eye tracker was
removed at the end of the three scenarios. Then records of the last scenario from

the eye-tracker and simulator were saved.

3.3.2 Variables and Measures

Variables

Several variables have been considered in this study. Some of these variables are clustered
under the different methods they represent, such as the SART, SPAM, and NASA-TLX.

The variables and the way they are defined or collected are presented below:

Training and familiarity: the supervisors asked the following questions to the

participants to assess familiarity:

* What is your Level of familiarity with the chemical industry processes (1: Low, 5:
High)

 Level of familiarity with the process control rooms (1: Low, 5: High)
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The supervisors asked the participants questions to assess their training. The questions
were designed to assess their past and current knowledge post-training on basic control
tasks, alarm handling and intervention tasks, as follows;

* Can you show us how you change a value on a scale? Below is the instructor’s
assessment of how well the participant is capable of demonstrating. (1: Low, 5:
High)

* Can you show us how you identify what section of a plant to open? Below is the
instructor’s assessment of how well the participant is capable of demonstrating. (1:
Low, 5: High)

e Can you show us how you acknowledge an alarm? Below is the instructor’s
assessment of how well the participant is capable of demonstrating. (1: Low, 5:
High)

* Can you show us where you can find a procedure? Below is the instructor’s
assessment of how well the participant is capable of demonstrating. (1: Low, 5:
High)

* Can you show us how you acknowledge a suggestion by the "Al enhanced decision
support system"? Below is the instructor’s assessment of how well the participant
is capable of demonstrating. (1: Low, 5: High)

* How would you rate your current knowledge of the simulator? (1: Low, 5: High)

* How would you rate your current knowledge of the operating procedure? (1: Low,
5: High)

* How would you rate the quality of information provided by the video during your
training? (1: Low, 5: High)

* Any comment/ suggestion on how to improve the training?

Perceived Support and Task Load:
Task load:

* How complex did you perceive the task to be? (1: Low, 5: High)
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Alarm design:

* How clear was the information received on the interface for the list of alarms, and

how to acknowledge, silence or follow up on them? (1: Low, 5: High)

* How helpful was the support received in differentiating the alarm priorities? (1:
Low, 5: High)

Procedure:

* How helpful was the support of consulting procedures during the scenario? (1:
Low, 5: High)

SART: the standard SART variables are instability, variability, complexity, arousal,
spare capacity, concentration, attention division, quantity, quality and familiarity. The
first three are added up to form the SART demand dimension. The following four form the
SART supply dimension, and the last three are for the SART understanding dimensions.
The following questions were adapted from the traditional SART questionnaire to assess

each variable, and some wording was adjusted for clarity:

* Instability: How unstable/ changeable was the task? (1: Low, 7: High)

* Variability: How many variables were changing with the task? (1: Low, 7: High)

Complexity: How complicated was the task? (1: Low, 7: High)

Arousal: How aroused/thrilled were you in the task? (1: Low, 7: High)

Spare Capacity: How much mental capacity did you have to spare in the task? (1:
Low, 7: High)

* Concentration: How much were you concentrating on the task? (1: Low, 7: High)

* Attention Division: How much was your attention divided in the task? (1: Low, 7:
High)

* Quantity: How much information have you gained about the task? (1: Low, 7:
High)
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* Quality: How good is the information you have gained about the task? (1: Low, 7:
High)

* Familiarity: How familiar are you with the task? (1: Low, 7: High)

These questions also help with understanding what the variables mean. The same
questions were used in each scenario.

NASA TLX: the NASA-TLX variables include: Mental demand, Physical demand,
Temporal demand, Performance, Effort and Frustration [17]. The following questions
were asked to assess each dimension, and some words were adjusted for better
understanding:

* Mental Demand: How mentally demanding was the task? (1: Low, 7: High)

Physical Demand How physically demanding was the task? (1: Low, 7: High)

Temporal Demand: How hurried or rushed was the pace/speed of the task? (1:
Low, 7: High)

Performance: How successful were you in accomplishing what you were asked to
do? (1: Low, 7: High)

Effort: How hard did you have to work to accomplish your level of performance?
(1: Low, 7: High)

* Frustration: How insecure, discouraged, irritated, stressed, and annoyed were you?
(1: Low, 7: High)

The same questions were used in each scenario.

SPAM: the SPAM dimensions or variables are the classical Perception, Understanding
and Projection dimensions [51] [17]. This technique allows for writing the questions
that best suit the experimental study. The following questions were asked to assess each

dimension in scenarios 1 and 2:

* Perception: Which of these alarms, in your opinion, requires to be verified first
[FALO1,PALO1]? and why?

* Understanding: Why do you think the PALOI alarm is activated? And what do you
intend to do?
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* Projection: Now that you have done this, what do you think will change in the
system? Why?

Scenario 3 involved a different section of the plant compared to scenarios 1 and
2. Hence, the questions on perception and understanding were different from previous

scenarios, but that of projection stayed the same, as shown below:

* Perception: Which of these alarms, in your opinion, must be verified first [FAL11,
TAH17]? and why?

e Understanding: Why do you think the TAH17 alarm is activated? And what do

you intend to do?

* Projection: Now that you have done this, what do you think will change in the
system? Why?

Eye-tracking: Eye tracking measures are some of the more commonly used in
control room-related studies. They include gaze-based metrics for AOI analysis: fixation
duration, visits, saccade amplitude and duration, and pupillometry-based metrics like

pupil diameter. These variables are described below:

* Fixation duration (ms): This metric represents when the eye remains focused on a
single point [159]. Typically ranging from 50 to 600 ms, fixation duration indicates
the cognitive effort involved. Longer fixations suggest more intense cognitive
processing [160].

e Number of visits or revisits: This metric counts how often the area of interest
(AOI) is revisited. It reflects the level of attention or attraction an area receives,

whether beneficial or detrimental.

» Saccade Amplitude (°): Saccades are rapid eye movements between fixations. The
amplitude of a saccade, which measures the distance travelled by the eye, varies
based on the task. For instance, during reading, it typically spans about 2° for
7-8 characters in standard font size [160]. Saccade amplitudes generally decrease
as task complexity and cognitive load increase [159], [125], meaning that larger
amplitudes often suggest lower difficulty in tasks like searching or reading and

lower cognitive load.
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» Saccade Duration (ms): The duration of a saccade ranges from 20 to 40 ms [160].

It reflects the time taken for the eye to move between fixations.

* Pupillometry: This technique measures changes in pupil size, which are influenced
by the autonomic nervous system. Pupil dilation typically results from sympathetic
activation, while constriction is associated with parasympathetic activation. Various
factors can affect pupil size, including arousal levels, light conditions (low or high
luminance), exposure to bright or dark stimuli, workload intensity, and the presence
of expected or unexpected stimuli [161]. Table 1 provides insights from studies on

how this metric correlates with these factors.

Simulator-based variables: The raw simulator data features are as shown in
Appendix A.5S to A.9. However, some variables will be extracted from these raw features
to observe the behavioural states and performance. These variables are defined below:

* Recovery Time: This metric measures the time taken by operators to resolve the
pressure alarm PALO1, which was triggered 60 seconds into the experiment. In
scenarios 1 and 2, this time is measured from the fault’s onset to the clearing of
alarm annunciation PALO1. However, in scenario 3, recovery time is irrelevant
because the task involves maintaining a stable reactor temperature until the scenario

concludes.

» Reaction Time: Reaction time is the period between the fault’s initiation and when
the operator manually overrides a control. Scenarios 1 and 2 involve switching the
Nitrogen valve from automatic to manual mode. Scenario 3 pertains to the time
taken to manually switch the cooling water system (FAL11) from automatic to

manual.

* Response Time: This metric assesses the time operators need to adjust system
settings correctly after a fault occurs. Scenario 1 measures the time taken to adjust
the nitrogen valve. Scenario 2 captures the duration necessary to switch from
primary to backup systems, with a failure to switch labelled as an error. In scenario
3, response time is represented by the time of the last action before a spike in
the cooling system’s temperature trend. Also, in this scenario, it is referred to as

‘survival time’ and is expected to last 1080 seconds.
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» Accuracy: Accuracy is calculated by comparing the operator’s adjustments with
the target range specified in the procedure. This difference is measured using
the Mean Squared Error (MSE) in all scenarios. Mean squared error (MSE) is
commonly used to measure the average of the squares of errors of a variable or
model prediction. That is, the difference between the actual (observed) values
and the predicted/new values generated by a model or in this case, the operators’
control action. In scenario 1, accuracy pertains to the nitrogen valve adjustments.
In scenarios 2 and 3, it relates to the pump power valve (MWpopOId_l) and the

temperature cooling system (Toutrec2c_l), respectively.

* Opverall Performance: Overall performance is categorised based on recovery time.
In scenarios 1 and 2, performance is categorised as optimal, good, or poor based
on recovery time percentiles. In scenario 3, optimal performance means a recovery
time above 900 seconds, good performance is between 850 and 900 seconds, and

others ‘poor’.

» Consequence: This metric evaluates the outcome of different system states. In
scenarios 1 and 2, the consequence depends on whether specific alarms (e.g.,
PSVO1 or PSLL) are triggered, with possible outcomes ranging from ’Safe’ to
"Implosion’. In scenario 3, if the reactor temperature exceeds 400°C, it’s labelled
as 'Reactor Overheat’ with a score of 5.

* Alarms Silenced: This metric counts the number of alarms silenced by the operator

during the scenario, consistent across all three scenarios.

* Acknowledgement: It tracks the number of alarms acknowledged by the operator

throughout scenarios 1, 2, and 3.

* Mimics Opened: This counts the number of mimic diagrams opened by the operator

during the scenario, again consistent across all scenarios.

* Procedures Opened: This tracks the number of procedures the operator opened

during the scenario, with no variation across the scenarios.

» Alarms Triggered: This metric counts the total number of alarms activated during

the scenario, consistent across all scenarios.
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* Error: The error metric indicates whether the scenario ended with unresolved
issues. Scenarios 1 and 2 refer to situations where pressure rises or stabilises
normally without initiating a shutdown. Scenario 3 relates to instances where the

reactor’s high-temperature alarm was triggered.

Performance and System Variables Extraction: Performance-based metrics evaluated
in this study encompass recovery time, accuracy, overall performance, and consequences.
While the number of alarms activated is a system feature, it also reflects the outcomes of
the operators’ actions, indicating whether those actions were correct or incorrect. It was
clear that extracting certain metrics in Scenario 2 was similar to Scenario 1 but differed
significantly in Scenario 3 due to different objectives. Scenario 3 focused on the reactor
and absorber sections, while scenarios 1 and 2 were related to the tank section.

In scenarios 1 and 2, recovery time was measured based on the ‘All21’ feature (each
alarm in the plant was recorded with a feature labelled ‘All’ followed by a number, such
as 21, corresponding to the Pressure Alarm Low (PALO1)). However, in scenario 3, the
recovery time did not apply to the control room operator. This was because the faulty
cooling water system issue in the heat exchanger REC3 unit was intentionally introduced
and could only be resolved in the field (see Figure 3.7). For this reason, scenario 3 did
not have a recovery time per se. In this scenario, survival time was considered in place
of response time. Survival time indicated the operator’s ability to prevent a shutdown or
reactor overheating until the end of the test, which lasted 18 minutes. The study assumed
that by the 18th minute, the field operator would have resolved the cooling system issue
with REC3.

Accuracy was assessed based on different features in each scenario. That is,
"FN2serb1O1’ (Primary Nitrogen Flow) for scenario 1, " MWpopOIdl’ (Manual Pump
Power Value) for scenario 2. Finally, *Toutrec2cl’ (Temperature Out RECI) for scenario
3. Accuracy was calculated as the mean squared error (MSE) between the operator’s
adjusted value and the mean of the specified range outlined in the procedure.

The distribution of recovery times among participants was analysed to determine
overall performance. Operators whose recovery times fell within the 25th percentile
were classified as "optimal,’. Those below the 50th percentile as ’good,” and the rest as
“poor’. The consequence of each scenario was determined based on raw features such
as ‘PSERB1, ‘TMAXREATOREI1, and ‘emmerO1,’ . These conditions led to one of

several outcomes, which are ranked based on the magnitude of impact to process safety:
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e Safe (rank 1),
* Air Impurity in the Tank Atmosphere (rank 2),
* Air in the Tank Atmosphere (rank 3), Shutdown (rank 4),

 Implosion (rank 5, applicable only to scenarios 1 and 2), and Reactor Overheated

(rank 5, applicable only to scenario 3).

Finally, all alarms were data logged during each experiment and from that, various
analyses could be completed, including the frequency of alarms, the number of different
alarms, and so on. Each alarm in the plant was recorded with a feature labelled ‘All’
followed by a number, such as All21 for the Pressure Alarm Low (PALO1). When an
alarm was triggered, its value changed from O to 1. The feature extraction process counted
every instance where the value changed to 1 during the scenario. Also, it included any
subsequent activations after previous deactivations and summed these occurrences.

Behavioural Metrics Extraction: The behavioural metrics include reaction and
response time, number of procedures and mimics opened, silenced and acknowledged
alarms. These metrics reflect the operators’ behaviour during the task, which various
underlying factors can influence. For instance, these behaviours can indicate situational
awareness; an operator may open more mimics than necessary, suggesting a lack of
clarity regarding the task. Similarly, acknowledging numerous alarms may imply a
failure to prioritise critical alarms, while opening multiple procedures can signal poor
situational awareness. Metrics similar to these, capturing operator-system interaction,
have been used in previous studies, such as [124], to classify workload.

Reaction time was calculated based on the raw feature "MNitsell’ (Manual Nitrogen
Valve Switch) for scenarios 1 and 2. 'REC3WMO1’ (Heat Recovery 3 Cooling Water
System Switch) was used for scenario 3.

Response time measurements are based on the features "MmanNitl’, *Nitsell’, and
"Toutrec2c1’ for scenarios 1, 2, and 3, respectively. "MmanNitl” means Manual Nitrogen
Valve. ’Nitsell’ means Primary to Backup System Control. *Toutrec2c1’ means Reactor
Cooling System. Figures 3.18 and 3.19 present example graphs showing the extraction
of reaction time and n response time for scenario 1.

The feature ‘proclisl’ (Procedures) tracks the number of procedures opened. This
metric was primarily recorded for those using the Electronic procedure due to the ease of

recording operator-system interactions on the display for this group. Additionally, the
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number of mimics or displays opened, the number of alarms silenced, and the number of
alarms acknowledged were recorded for all groups. They are based on the features ’intop’
(Mimics Opened), ’sAll’ (Silenced Alarms), and *AckAll’ (Alarm Acknowledgments),

respectively.

3.3.3 Reliability, Validity, Sensitivity and Normality
Reliability (Consistency)

The previous subsection discussed eye-tracking, questionnaire-based methods, and
simulator variables. However, the reliability of these methods for this study has to be
determined. Cronbach’s alpha, introduced in 1951, is a reliability metric that assesses
the internal consistency of items within a test [139]. It is estimated to be 1 to 10, with 0.7
or 0.75 often used as the cut-off point [139]. Cronbach’s alpha is calculated using the
following equation [139], [138]:

, Var (zle YJ-> ~Y?, Var ()

af =
-1 ’
b var (X7, ;) (3.9)
_ P XX j#Ojk
P—1YYir0Oj

oji is the covariance of (¥j,¥). Let Y, represent a series of items, expressed as
Y;=T;+¢jfor j=1,...,p. Here, T; denotes the true, unobservable item scores, and €;
represents the associated errors. These errors are assumed to be independent of the true
item scores and have a distribution with a mean of zero.

Some researchers have used Cronbach’s alpha to verify consistency, like [17] in a
nuclear control room study and [162] in a driving study. [17] checked for the reliability
of the SART, NASA TLX and another SA questionnaire in two test situations (post-
session and post-video). The reliability scores for SART ranged between 0.71 and 0.85.
That of NASA TLX was (0.83 and 0.86) and SA3 (their SA method) between 0.88 and
0.95. Likewise, [162] in their research used Cronbach’s alpha to determine the internal
consistency of psychophysiological measures and driving performance for their scenarios
studied.

Another reliability step in this thesis would be to check the data for inter and intra-

participant consistency from the tools. However, the effect of inter-test repeatability for
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the same subject cannot be analysed for this thesis. This is because the experiment was a

between-subject study, and fewer subjects were used.

Validity

Ensuring both content and construct validity is crucial for confirming that the methods
used in this thesis effectively measure what they are intended to measure. A valid test
should accurately reflect the concept it is designed to assess. For this study, the relevant
variables for the NASA-TLX, SART, and SPAM techniques have been fully integrated,
ensuring compliance validity. However, context validity, which verifies whether the
questionnaire truly measures the intended theoretical construct, has yet to be confirmed.

Factor Analysis: Factor analysis is a useful method for assessing construct validity
[144]. It is a statistical technique that identifies the underlying theoretical constructs
(latent factors) explaining the patterns in a data set. It evaluates how well these latent
constructs represent the original observed variables [144], [143]. It can be calculated
with the following equations:

According to Ford [143], factor analysis can be approached in two ways. That is,
common factor analysis (CFA) and components analysis (CA), both of which are valid
factor models. CFA is more appropriate when the observed variables are believed to be
influenced by underlying latent factors. This approach models these unmeasured factors,
examining how they relate to the observed variables and how they load onto the latent
factors. Researchers such as [17] have utilised this approach to assess the NASA-TLX
and SART loadings and their SPAM variables.

On the other hand, the component model (Principal Component Analysis, PCA) is
more suitable for maximising the explained variance of observed variables. It
summarises the data by creating components that capture the most variance without
assuming underlying latent constructs, thereby reducing the dimensionality of the data.
Since this thesis stage aims not to reduce data dimensionality but to assess validity, the
CFA approach will be applied.

Correlations: Correlation is a measure of the strength of a linear association, but
not of its nature. It can also be used to assess the reliability of measurement tools
[163]. Pearson correlation is one of the most commonly used correlation methods in
the safety-critical domain because of its simple and intuitive interpretation and its broad
applicability across fields [162], [163]. However, other methods include Spearman’s rank
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correlation, Kendall’s Tau, and Intra-class correlation coefficient (ICC) [164], [142]. The
Pearson correlation coefficient is symbolised by r in a sample. It measures the strength
of linear association between two variables in a range from -1 to +1 [164].

The Pearson correlation coefficient is symbolised by r in a sample and measures the
strength of linear association between two variables [164] in a range from -1 to +1. In
the entire population from which the sample is derived, it is denoted by p. r is calculated
based on the equation 3.10 [164]:

. n(Yxy) —(Xx) (Xy) , (3.10)
\/ M2 = (L0°] [nEy? — (£5)?

where 7 is the total number of paired data points or observations in the sample., ) x is the

sum of all values of the first variable x across all observations. Yy the sum of all values
of the second variable y across all observations. The numerator n (Y xy) — (Yx) (L y)
calculates the covariance between the two variables, adjusted for the size of the sample.

The denominator \/ [n Y xZ— (Zx)z] [n Y2 — (¢ y)z] normalises this covariance by the

product of the standard deviations of x and y. This ensures that the correlation coefficient
r 1s dimensionless and falls within the range of -1 to +1.

When the data is determined to have a non-parametric distribution, or it is unclear
what the distribution is, Spearman’s rank correlation will be used. Other researchers
have used Spearman’s on such occasions [142], [163], [133]. Spearman correlation is a
non-parametric test similar to Pearson correlation in its assumptions. However, it does
not require the data to follow a normal distribution [141].

Combining factor analysis with correlation analysis provides a more robust validation
of both the methods and the variables under consideration. This approach helps to clarify
which variables should be retained for further analysis, ensuring that the final results are

reliable and relevant.

Sensitivity

This study will ascertain the sensitivity of the tools/methods and their variables to the
scenarios/task complexity for each study group. This further ensures their accuracy and
effectiveness under different conditions. ANOVA with a Turkey’s Test is used for this

analysis. This paired test method has been used in related control room studies [17]
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and [9]. Other methods like the already described correlation analysis[162] and linear
regression have been used for such sensitivity analysis [133], [125]. [9] has used it for
both continuous and categorical data, while [17] used it for categorical data.

Normality

A Shapiro-Wilk L1 Test is conducted to assess the normality of the data within each
group [18]. In the case of non-normal data distribution, a Mann-Whitney U Test is
used to further evaluate the statistical significance of the mean data in group scenario
comparisons [18]. On the other hand, a t-test is used in the case of normal distribution
[165].

Shapiro-Wilk Test Statistic The test statistic W is calculated using the formula:

(X2, aix(i))z

W= —
Z?:l(xi—x)z

3.11)
where:
* X(j) is the i-th order statistic (sorted data),

* X is the sample mean,

* q; are the coefficients derived from the expected values of the ordered normal

quantiles.

The Mann-Whitney U statistic is calculated as follows:

|
U1=R1—%, (3.12)
1
Us :Rz—%, (3.13)
U = min(Uy,Us), (3.14)

where:
* Ry and R, are the sums of ranks for the first and second samples, respectively,

* np and n; are the sample sizes for the first and second samples.
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The t-statistic for independent samples is given by:

t= &, (3.15)

where s, is the pooled standard deviation, calculated as:

_ 2 o 2
sp:\/(nl st + (= 1)s3 oo

ny+ny;—2

where:
* X and X; are the sample means,
* 51 and s, are the sample standard deviations,

* n1 and ny are the sample sizes.

3.3.4 Ethical Consideration

This research received approval from the internal ethics committee of the Collaborative
Intelligence for Safety Critical (CISC) project. The approval was then supported by
that of the Technological University of Dublin. Participants were selected based on
specific criteria, including 18 years or older, fluency in English, and normal or corrected
to normal vision. Upon completing data collection, participants were awarded certificates
of participation. Appendix B includes a copy of the approved flyer, information sheet,
consent form, training questionnaire, and NASA TLX, SART, and SPAM questionnaires.
The registration form can be accessed in Jotform !.

The consent form addressed: the study goals, right to withdraw, data type and use,
confidentiality, anonymisation, and data security (see Appendix B.8). Participants were
required to answer Yes or No to these questions. If participants said no to any questions,
they would not have participated in the study. In cases where there were concerns
about the clarity of research goals or other doubts, participants were encouraged to ask

questions for better understanding.

Thttps://form.jotform.com/231382873722358
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3.3.5 Data Analysis and Result Presentation Plan
Data Analysis Plan: Eye Tracker

Data analysis for eye tracking data is performed using Tobii Pro Lab software. For
each participant, the analysis begins with a first look at the intervention procedure after
initiating the first critical alarm within the 18-minute session. The analysis window, or
time of interest (TOI), spans from 6 minutes to approximately 27 minutes and 28 seconds.
This period is chosen because it is deemed crucial for intervention. Also, this specific
time frame is considered sufficient due to the extensive time required to analyse the entire
recording.

Area of interest (AOI) analysis is performed to extract relevant eye-tracking metrics.
For this study, the paper and screen procedures are designated as essential AOlIs, as
illustrated in Figure 3. These AOIs are specified before or during assisted mapping
for each participant. Unlike the mapping process, completed once and applied to all

participants, the heatmap aggregates participants’ eye movements over the TOL.

Further Tobii Pro Lab data analysis is performed using Python (version 3.9.18)
to obtain descriptive statistics (mean +/- standard deviation). Group comparisons are
performed using ANOVA in RapidMiner (free version 10.1.003), with a p-value of <0.05
for significance. The mean and standard deviation for pupil diameter is calculated based
on the difference between each participant’s eye movement data during the selected TOI
and their collective median baseline values (i.e., the median eye movement value within
the first 1 minute and 30 seconds of scenario 3). This subtractive baseline correction
approach is applied as [149]) recommended. Other metrics are analyzed without baseline

correction.

Data analysis plan Survey

The SART, NASA TLX, SPAM, demographic, training, experience, personal data, etc.,
are collected using questionnaires developed in Microsoft Forms. The forms allow for
the questions and associated responses to be downloaded in Excel format, facilitating
further preprocessing and analysis. The survey data are merged using Python and all

subsequent analyses are also performed using Python in the Jupyter Notebook.
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Data analysis plan Simulator

The extraction of performance and behavioural variables using the specified features
is discussed in Subsection 3.3.3. As illustrated in Figure 3.17, the simulator files are
initially saved to the desktop used for simulation in .mat (MATLAB) format. These
files are converted to .xlsx (Excel) format before being stored on the CISC project’s
SharePoint cloud repository. The script for this conversion is written in MATLAB. The
plant sections (e.g., alarm, tank) and their respective features are saved anonymously
and separately for each participant per scenario. These files are then concatenated into a
single Excel file for each participant per scenario using Python in Jupyter Notebook. The

variables are extracted from the concatenated file for further analysis.

Further analysis and Presentation plan

Further data analysis will involve pre-processing the data which includes cleaning to
address missing data and other abnormalities. It also involves integrating the different
measures, and transforming the data through scaling and normalisation. Following
this, exploratory data analysis will be conducted, where the descriptive statistics of the
measures will be analysed and presented, along with an assessment of normality. The
validity, reliability, and sensitivity of the variables will also be evaluated, as already
described in Sections 3.3.3, 3.3.3 and 3.3.3.

A more comprehensive analysis of the results will be conducted to address the
research questions related to Objective 1. This analysis will involve examining the key
measures in this study. This analysis will facilitate group-wise comparisons between
paper-based and electronic procedures for each scenario, addressing Research Questions
(RQ) 1 and 2. The final step will be to assess the significance of the variables for overall

performance, which will address Research Question (RQ) 2.

3.3.6 Limitations of the Design

It is important to acknowledge several limitations of this study. Firstly, the reliance on
self-reported measures and the lack of detailed questions to assess the procedure formats
are notable constraints. In this study, just one query was posed about the perceived

support for the procedure.
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The study involved various chemical engineering master’s students, some processors,
and Ph.D. students. An Actual control room operator would have been ideal. However,
to compensate for this, the selected scenarios were sufficient for the participants’ level of
expertise.

Due to its controlled environment, the study may not fully reflect real-world safety-
critical situations. The setting could affect the operator’s self-reported ratings, possibly
due to pressure to perform accurately within the timeframe. Suggestions for improvement
include incorporating more complex scenarios and alarm conditions and conducting the
study in a properly equipped facility.

The study’s reliance on a single simulated formaldehyde production facility limits
the generalisability of the findings to other industrial processes and control room
environments. In addition, the immediate effects of interfaces and tools were evaluated
without considering long-term impacts such as fatigue, burnout, or lasting effects.
Consequently, the longer duration of the test in the final scenario may affect the

participants’ perceptions of system support, workload, and situational awareness.

3.3.7 Summary

Chapter 3 of the dissertation outlined the design methodology employed to achieve the
second research objective, focusing on a simulated formaldehyde production plant. The
study meticulously examined key sections of the plant, such as the tank, methanol,
compressor, heat recovery, reactor, and absorber sections. These sections, which
included process-focused, technological and performance components, were crucial for
understanding the plant’s operational dynamics and were chosen for detailed analysis to
assess performance and interaction within the plant. Human-System Interface (HSI)
tools were designed, including screen displays, alarm lists, and structured alarm
response procedures, to simulate a realistic environment and observe participant
interactions under various scenarios. The experiment was carefully structured, with
participants selected based on predefined criteria.

The study used qualitative and quantitative approaches for data collection, such as
NASA-TLX, SART, and SPAM, in conjunction with eye-tracking technology and
simulator recordings. Key variables such as ARP level, alarms, task complexity,
experience, etc., were factored in for the study and for comparison between a group

using paper-based procedures (PBP) versus electronic (EP). The collected data were
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analysed for reliability, validity, sensitivity, and normality. Ethical considerations were
also taken into account to maintain the research’s integrity. The chapter concluded by
outlining the data analysis strategy and acknowledging the study’s constraints.

The next chapter, Chapter 4, discussed the thesis’s second methodology, essential to

address objective three (3) and its research questions.
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4.1 Introduction

This chapter focusses on the research framework and the methods employed to achieve
the second objective of this dissertation. The second objective is to develop a real-time
risk-based human performance assessment and decision support framework. This is
crucial in deepening the understanding of the top-down effect of the interactions between
the human-in-the-loop (label 4) and the systems (label 3) on the plant (label 1) and
environment (label 5) (see Figure 1.1). The first methodology in Chapter 3 focused on a
bottom-up effect, while the framework in this Chapter took the opposite approach. To
address the research objective, a carefully structured research framework was developed,
introduced, and detailed in the initial section of this chapter (Section 4.2). The framework
is then broken down into its core components, where the specific methods chosen and
how they will be applied are explained (Section 4.2.2). These methods were selected
for their prospects for achieving the research objective, as discussed in Chapter 2. The
reason for selecting them is further justified in this chapter.

Chapter 4 then delves into the data collection techniques used for each method,
including an overview of the variables required for the analysis (Section 4.3). These
variables are categorised according to their use in task analysis, Standardised Plant
Analysis Risk (SPAR-H) Human Reliability Analysis, and more advanced models such
as logistic regression n (LR) and SPAR-H Bayesian Networks (BN SPARH). Next, the
validity of these methods is critically assessed (Section 4.4). This includes a detailed

examination of the approaches taken to ensure the robustness of the SPAR-H method,
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the Logistic Regression model, and the BN SPARH. The methods used to validate these
approaches and the criteria for assessing their precision and reliability are explained in
detail. Chapter 4 then delves into the data collection techniques used for each method,
including an overview of the variables required for the analysis (Section 4.3). These
variables are categorised according to their use in task analysis, Standardised Plant
Analysis Risk (SPAR-H) Human Reliability Analysis, and more advanced models such
as logistic regression (LR) and SPAR-H Bayesian Networks (BN SPARH). Next, the
validity of these methods is critically assessed (Section 4.4). This includes a detailed
examination of the approaches taken to ensure the robustness of the SPAR-H method,
the Logistic Regression model, and the BN SPARH. The methods used to validate these
approaches and the criteria for assessing their precision and reliability are explained in
detail.

Also, the chapter outlines the result representation plan, starting with task analysis
and SPAR-H, followed by the application of Logistic Regression and SPARH BN (see
Section 4.5. This plan ensures that the analysis is systematic and coherent, aligned with
the research objectives. This lays the groundwork for presenting the results in the next

chapter.

Finally, the chapter addresses the limitations of the research design in Section 4.6,
considering how these may have influenced the findings. It concludes with a summary
in Section 4.7, recapping the main points discussed and how they address the research
objective and questions.

Research Objective

Alongside research objectives 1, as discussed in Chapters 2 and 3, this thesis seeks
to create a risk-based real-time framework to assess human performance (R> HiTL),
improving situational awareness and decision-making support within current human-in-
the-loop process control and safety configurations. This provides a more robust process
for streamlining alarm response procedures and optimising other human system interfaces
for effective decision support in process control rooms. The following questions are

asked to achieve this:

RQ3: What operator behavioural metrics are the best predictor of a successful

recovery of a plant alarmed state?
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RQ4: How can live and legacy data be integrated for a real-time human-in-the-loop
performance assessment framework, decision support, and procedure optimisation?

The tasks below are applied to answer this research question:

* Identify and apply suitable HRA and Al techniques that align with the goals of a
dynamic risk-based framework.

* Investigate the application of machine learning and data analytics to enhance the

accuracy of performance assessments.

RQS5: What are the benefits of integrating operator-system data and expert knowledge
for risk-based real-time decision and situation awareness support?
The methods and steps, as detailed in the developed framework (see Figure 4.1, are

discussed next.

4.2 Research Framework and Methods

4.2.1 Framework

The framework presented in Figure 4.1 outlines a comprehensive methodology for a
real-time risk-based human-in-the-loop performance assessment in process control room
operations. It consists of three main stages: Risk Perception, Risk Understanding, and
Risk Projection. The inputs and outputs of each phase are summarised in Table 4.1. This
framework integrates multiple analytical techniques using live and legacy data to provide
a robust approach to understanding operators’ behaviour, guiding it, and mitigating
human error in high-risk environments. In addition, it applies to various fields, including
the nuclear, automotive, and aviation sectors.

The three key phases of the framework in Figure 4.1 as summarised below:

1. Phase 1: Perception (risk perception) In this phase, the system and human-in-
the-loop behaviour are observed during real-time interaction. From a back-end
perspective, the variables derived from Methodology 1 serve as critical inputs.
These variables are also inputs for the subsequent phase 2 - Understand. The focus
is on the operator’s perception of key alarms and the relevant procedure (tasks).

This phase primarily involves observation.
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Table 4.1 Inputs and Outputs for each Phase of the Risk Assessment Framework.

Phase Input Output

Phase 1: | Real-time operator system | Perceived  risk  factors,

Perceive (Risk | interaction data, Historical | recalled expected task and

Perception) data logs. task analysis.

Phase 2: | Recalled Task analysis data, | Task analysis and Modified

Understand recalled error probability from | Human Error Probabilities

(Risk logs. (HEPs) ( if not recalled

Understanding) in phase 1), dependence
analysis, Uncertainty analysis,
predicted  outcome  and
predictors.

Phase 3: | Output from phase 2 Discretised variables,

Understand Operator context, Likelihood

(Advanced Risk estimates, Posterior

Understanding) probabilities, Refined
risk predictions, Operator
Action Event Tree (OAET)
outcomes.

2. Phase 2: Understand (Risk Understanding) The Understand phase involves
identifying the key variables that predict the operator’s likelihood of success or
failure in the observed task. Factors such as the type of procedure employed, the
number of alarms, and other relevant elements contributing to the operator’s
specific setup are considered. A stepwise logistic regression method is applied,
with justification provided in Section 4.2.2. This method allows for the selection
of output variables based on their significance, optimising accuracy, precision, and
recall. The variables are categorised under the types of tasks/Human Failure
Events (HFE) they represent: monitoring, planning, or intervention. In some
instances, a variable may pertain to more than one task category. The predicted
outcome, whether "Failure’ or ’Success’, guides the analyst in determining the

likely result, thereby facilitating the effective application of the method in Phase 3.

The second part of Phase 2 involves understanding the pre-assessed error
probabilities for the current critical task. If such probabilities already exist for that
task, it is simply recalled in phase 1. The SPAR-H method is employed here for a

first-time prior estimation, with justification provided in Section 4.2.2. This
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second-generation method is typically utilised at the commissioning stage of
configurations or during HRA reviews and updates, if applicable. Experts evaluate
the tasks for a specific safety-critical scenario as derived form the procedure or job
aid, incorporating the eight SPAR-H variables and their multipliers (values for
scoring). The output consists of estimated error probabilities for each task, which

serve as the prior input for Phase 3.

3. Phase 3: Project (Risk Projection) In this phase, outputs from the Stepwise Logistic
Regression and SPAR-H methods are utilised to project error probabilities and
associated risks through Bayesian Network SPAR-H (BN SPAR-H) and the operator
action event tree (OAET) analysis. Unlike the pre-estimated probabilities with
SPAR-H’s fixed eight (8) performance shaping factors, the selected variables are
those collected from real-time interaction and identified by Logistic Regression as
predictive of error. Traditional SPAR-H methods are limited in their application for
such dynamic assessments. The BN in the SPAR-H compensates for this limitation,
comprising seven (7) steps, as similarly applied by [123]. The first step involves
discretising variables using entropy, information gain, and optimal split points.
The discretised variables are then contextualised for each operator. The realised
contexts are then paired with analysts” assumed error (backed up by the Logistic
Regression prediction). This pairing/likelihood estimation identifies the number
of previous failure cases within the same context (x) and the new total number of
opportunities for this failure in this context (n). Step 6 entails obtaining SPAR-H
prior values along with the initial CNI alpha and beta parameters (utilised in a beta
distribution for assessing uncertainty). The concluding step comprises calculating
the posterior alpha and beta parameters as well as determining the posterior error

probability.

The posterior probabilities are then projected within the category of the task they
represent. The event tree displays paths for failure and success, cumulative error
probabilities, and the resultant consequences for each path.

The primary goal is to embed this real-time, risk-based human-in-the-loop (R*-HiTL)
performance assessment phase into an interface or software application for enhancing
situational awareness and decision-making. Ultimately, the goal is for an integrated
software at the IT level (see image in Phase 1 of Figure 4.1) to gather data on human-

system interaction characteristics at time, ¢, during the monitoring or managing of a



4.2. RESEARCH FRAMEWORK AND METHODS 123

process after a critical initiating event, such as PALO1 mentioned in this thesis within
scenario 1 of the experiment (refer to Chapter 3). It will automatically update predefined
variables, model them using stepwise logistic regression, and apply them to the BN
SPAR-H technique with the recalled SPAR-H expert-estimated priors. In this study,
data is gathered from participants divided into two groups: paper-based procedures
and electronic procedures. The logistic regression (LR) model is developed using the
combined datasets of both groups. However, before the modelling stage, an operator is
randomly excluded from either the paper-based or electronic group. This excluded dataset
will be subsequently utilised to test the real-time LR and BN SPARH methodologies in
Phases 2 and 3 of Figure 4.1.

The framework provides the following benefits for the operator, management, HRA

analysts and procedure experts:

* Supports the understanding of the factors or operators’ behaviour leading to a
likelihood of success or failure. For example, type of procedure, response time,
frequency of opening same procedure, number of procedures opened within a time

frame, number of mimics open, etc.

» With insights on these procedures, event or individual-driven behaviours and the
weights they carry in predicting error, real-time recommendations can be provided
to the operators on what to do. For example, reduce the number of mimics by X

number.

* To tie back to the alarm response procedures, the framework benefits not only
operators but also those who write up alarm response procedures and for
management of change post events. This is so that, post events, the procedures can
be reviewed to determine how they contribute to some of the factors impacting
operators or necessitating a certain behaviour from the operators. For example, if
following a specific procedure at a time, ¢, (identified from the records), leads to
opening many other procedures or many mimics within a short time frame, this
can be understood to perhaps contribute to poor situational awareness. Also,
depending on the procedure-based variables (e.g. type of procedure, frequency of
opening a specific procedure) derived and their weight in predicting error, insights
can be obtained on other challenges posed by the procedure in use by an operator.

Essentially, it can be checked for in what time window this behaviour was
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observed, what actions were performed at that time which led to this behaviour,
and the specific task step in the procedure to enable targeted re-writing of this
procedure step.

4.2.2 Methods

The methods introduced in the framework are further detailed below.

Stepwise Logistic Regression (LR)

Stepwise logistic regression is a technique for developing predictive models by
progressively selecting the most significant variables until certain criteria, such as model
fit or statistical relevance, are satisfied. The logistic regression ( model calculates the
probability of a binary outcome based on one or more predictor variables as shown in
Equation 4.1. It offers straightforward and interpretable outputs that highlight the effect
of each predictor on the predicted outcome. Due to its simplicity and computational
efficiency, Logistic Regression is often the preferred initial approach when analysing
large datasets or potential predictors. By applying a stepwise logistic regression, the
researcher progressively selects the most impactful variables, ensuring that the final
model remains efficient and reliable. Thus, this research utilises a stepwise Logistic
Regression method to incrementally choose significant variables from those gathered in
Chapter 3 (Experiment Design). This method is used to forecast errors [Failure,
Success], thereby validating the analyst assumptions in Phase 3 BN SPARH of the
Research Framework (refer to Figure 4.1).

The logistic function used in this model is represented by:

1
1 4+ e~ (BotBiXi+BaXo+...+BnXn)’

PY=1|X)= (4.1)
where:

* Y is the binary response variable (e.g., occurrence of an error),

* X1,X,...,X, are the predictor variables,

* Bo,Bi,-.., B are the coefficients in the model.

This stepwise procedure includes the following steps:
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» Step I (Initialisation): Begin with either an empty model or a model containing a

single predictor variable.

e Step 2 (Forward Selection): Incrementally add predictors to the model. At each
step, introduce the predictor that provides the greatest improvement to the model,
typically assessed using criteria such as the Akaike Information Criterion (AIC) or

Bayesian Information Criterion (BIC).

o Step 3 (Iteration and Selection): Continue adding and removing predictors until
no further significant improvements can be made according to the chosen criteria.

Select the significant variables and the suggested variables from Step 2.

» Step 4 (Prediction): Predict the likelihood of success or failure using the variables

selected from Step 3.

Step-wise logistic regression aims to balance model simplicity with predictive
performance, thereby minimising the risk of over-fitting by including only those
predictors that make a meaningful contribution to the model, as determined by statistical
significance (e.g., p-values) and overall model accuracy. In our analysis, this method was
employed to pinpoint key variables influencing the probability of human error. By
systematically adjusting the variables, we developed a streamlined model that accurately
predicts the occurrence of errors based on various behavioural metrics.

The findings of the step-wise logistic regression provide valuable information on
the significance of different predictors, enhancing our understanding of the factors that

contribute to human errors in control room settings.

Hierarchical Task Analysis (HTA):

Task analysis is a fundamental method applied for human error assessment when using
any HRA method. Defining task analysis will depend on the approach taken for the
analysis. Two methods are available: 1. An action-oriented method emphasises
documenting observable elements of operators’ actions at different task stages (actual
task execution), including the task structure. They include: Hierarchical Task Analysis
(HTA), Operator Action Event trees (OAET), the Decision/action flow diagrams (D/A)
etc. These methods are the most frequently used. 2. A second set of methods, known as

the cognitive-based methods, concentrates on the mental processes that lead to errors.
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Methods here include Critical Action and Decision Evaluation Technique (CADET), the
Influencing Modelling and Assessment Systems (IMAS), etc. Information from the
procedure or checklists and from observing work as done are used as input for the task
analysis.

The HTA method differentiates itself from action-oriented and cognitive-based
methods by emphasising observable behaviours while detailing the interactions between
humans and control systems. Table 4.2 succinctly highlights the strengths and
shortcomings of the HTA method compared to the others. The performance model
incorporating human interaction, illustrated in Figure 4.1, is designed around operators
interfacing with control systems or interfaces (as relevant) for process management or
various tasks, necessitating an approach such as HTA. It is important to highlight that
although this thesis aims to address the frequently overlooked cognitive aspects in
performance evaluation, it also examines behaviour and performance. This examination
is conducted by considering the interaction between the operator and the system as a
whole rather than focusing solely on the operator. Also, HTA is used to allocate
functions. For example, when an operator and another agent (as an Al assistant system)
have to share responsibilities during a task.

HTA starts with identifying a higher-level goal and then the tasks and subtasks needed
to achieve that goal. The level of task detailing depends on the analysis. For each task
or subtasks are conditions for fulfilling them. Such conditions need not be defined if
not needed. The HTA for scenarios 1, 2 and 3 are shown under Results in Chapter 5.
This detailed HTA structure would be later on reduced to the OAET structure in the last
phase of the framework to capture the success and failure probabilities of the key tasks

or so-called human failure events: Monitoring, Planning and Intervention.

Standardised Plant Analysis Risk Human Reliability(SPAR-H) Method:

SPAR-H is an HRA method used to evaluate the error probabilities of specific tasks
or sub-tasks generally categorised as diagnoses or action tasks. The US developed it
initially in the nuclear sector to support factoring in human errors during probabilistic risk
assessment and as a simplified method to achieve this. Its refinement through tests was
mentioned in other domains such as aerospace [167]. Furthermore, compared to some
HRA methods, it was developed based on a precise human performance information

processing model rooted in nuclear sector activities [113]. Moreover, it provides an
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Table 4.2 Evaluation of Different Task Analysis Methods Based on Some Key Specified Criteria.
P = Partially fulfilled, N = No, and Y = Yes. [166].

Method Evaluation HTA OAET DA Charts CADET IMAS
1. Focus on observable Y Y Y N N
aspects of operator

behaviour?

2. Focus on the mental N N N Y Y
processes underlying

behaviour?

3. Identify points where Y Y Y Y Y
critical decisions have

to be made?

4. Identify important Y N Y Y Y

information on the
control panel?

5. Describe the P N p N N
temporal characteristics
of the task?

6. Identify interactions Y N Y Y Y
between task-steps and
possible side effects?

7. Describe interactions Y P N P P
between people and
control systems?

8. Describe Y N N N N
communication

requirements between

teams?

9. C(lassify tasks into N N N Y N

different categories?

10. Provide a qualitative N N Y N Y
description of the
technical system?
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improved foundation from the technique for the human error rate prediction (THERP)
method to establish task dependencies. One good thing about this method is that it can be
used for different purposes (build models, analyse tasks, and so on) and provides detailed
guidelines for applying every step. The key steps in the SPAR-H method include:

» Step 1: Failure groups

Following the task analysis, the task or so-called human failure events (HFE) and
their sub-tasks are then assigned a specific failure type: diagnosis or action based
on the task - diagnosis task or action tasks. Diagnosis tasks have a base/nominal
probability value of 1.0 E-2, while the action task has a nominal probability
of 1.0 E-3. The SPARH assigns a higher nominal probability to the diagnoses
tasks. These nominal values were calibrated against other HRA methods before
its adoption. The HFEs are the monitoring (m), planning (p) and intervention (i)
tasks.

o Step 2: Assigning and rating PSFs

Before discussing how scores are assigned to Performance Shaping Factors (PSFs),
it is important to highlight these PSFs and what they are. The performance shaping
factors are factors said to influence performance in a given context. The SPAR-H
developers have adopted eight PSFs that are said to impact human performance and
are included in the HRA analysis. These PSFs are: Stress and stressors, available
time, experience and training, complexity, ergonomics /HMI, work processes,
support procedures and fitness for duty [113]. Table 4.3 provides a brief definition
of each PSF. The SPAR-H method provides unique worksheets for both diagnosis
and action tasks (see Appendix B.10 and B.9) where information is found on each

PSF, PSF levels, and the multipliers that can be used to score them by the expert.

A PSF can have between 4 - 6 PSF levels, and these levels or their multipliers can
vary depending on if it is for analysing a diagnosis or action task. For Example,
For the action task, Experience/training has 4 PSF levels: "Low" with a multiplier
of 3, "Nominal" - 1, "High" - 0.5 and "Insufficient Information" - 1. However,
stress/stressors have the same 4 PSF levels for the diagnosis task but a different
multiplier for the low level. The "Low" level has a multiplier of 10, "Nominal" - 1,

"High" - 0.5 and "Insufficient Information" - 1. The analyst has to choose one of
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Table 4.3 Performance Shaping Factors (PSFs) and their Descriptions.

PSF Description

Stress Level of undesirable conditions impeding task completion,
including mental, physical, or environmental factors.

Available Time The amount of time available to diagnose and act on an

abnormal event.
Training/Experience | Refers to the experience and training of operators in the
specific task and scenario.

Complexity Difficulty of performing the task considering the task and
environment context.

Procedures Existence and adequacy of formal operating procedures for
tasks.

Ergonomics/HMI Quality of equipment design, layout, and human-machine
interaction for task execution.

Fitness for Duty Physical and mental readiness of an individual to perform a
task.

Work Processes Aspects related to planning, communication, and execution

of work affecting performance.

the levels for the PSFE. For this step of analysis, it is recommended that a minimum
of 5 experts or HRA analysts participate [121].

o Step 3: Calculate PSF-modified HEP

At this stage, the final HEP can be calculated for the diagnosis and action tasks
using Equation 4.2 and 4.3, respectively. This equation is simply the multiplication
of the nominal human error probability (NHEP) with the PSF multiplier [113]. For
diagnosis HEP, the equation is:

(HEP):(NHEP)I.OX10’2><_><_><_><_><_><_><_><_><_><_. “4.2)

The gaps are to be filled by the chosen multipliers for each PSF. That of action
task is given as:

(HEP):(NHEP)I.()X1073><_><_><_><_><_><_><_><_><_><_. 4.3)
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When the negative PSF influence is present, that is, when 3 or more PSFs for
a single task or sub-task have values more than 1, then a correction equation is

applied for the HEP estimation as shown in Equation 4.4 below:

NHEP - PSFcomposite
NHEP - (PSFcomposite — 1) + 1

HEP = (4.4)

Equation 4.4 applies for both diagnosis and action tasks.

Step 4: Analysing Dependence

Dependence refers to a situation where one event or sub-tasks, success or failure,
affect the probability of a second event. The Technique for Human Error Rate
Prediction (THERP) method provides the basis adopted by SPAR-H for
dependence analysis. THERP evaluates dependence on a subtask level while
SPAR-H on an HFE level [168].

To calculate a task/HFE’s HEP without formal dependence P04, that is, in
situations where both action and diagnosis exist for one task, the HEPs calculated

for each are added (see Equation 4.5.

Py/oa = Diagnosis HEP + Action HEP. 4.5)

However, Figure 4.2 dependency model is used for formal dependencies (explicit
dependency) calculation as given by the SPAR-H method and as similarly applied
by [169]. Py/0q becomes the estimated or adjusted HEP from Step 3. For this
research, formal dependencies are calculated amongst the subtasks as it is assumed
that failure or success in the former has an effect on the latter. Dependence is
verified in that the operators’ diagnosis and action tasks follow each other as per

training given to the participants.

n
HEP,,, = 1 — [ ] (1 — HEPgubask; ) - (4.6)
i=1
Step 5: Uncertainty analysis: Unlike earlier versions of the SPAR-H method and
other HRA methods, error factors or the log-normal distribution assumption do
not apply to the current SPAR-H method [113]. SPAR-H uses a beta distribution
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Dependency Condition Table

131

Condition Crew Time Location Cues Dependency | Number of Human Action Failures Rule
Number (same or (close in time (same or (additional or [J - Not Applicable.
different) or not close difterent) no Why?
in time) additional)
s ¢ s na complete When considering recovery in a series
a complete e.g., 2" 3% or 4" checker
d na high
a hish If this error is the 3rd error in the
ne s na high sequence, then the dependency is at
a moderate least moderate.
d na moderate . : "
= Tow If this error is the 4th error in the
d G % o e sequence, then the dependency is at
= e least high.
d na moderate
----------- T;(.---S-- na low
a low
d na i low
a G ow
17 | | zero v
Using P,,q= Probability of Task Failure Without Formal Dependence (calculated in Part I11):
For Complete Dependence the probability of failure is 1.
For High Dependence the probability of failure is (1+ Pyea)/2
For Moderate Dependence the probability of failure is (1+6 X Pyioa)/7
For Low Dependence the probability of failure is (1+19 x Py0a)/20
For Zero Dependence the probability of failure is Pypq v
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Reviewer: aw

Fig. 4.2 Dependency model for subtask dependency analysis in SPAR-H.
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capable of approximating normal and lognormal distributions, with probabilities
extending from O to 1. The Prior distribution used is based on Atwood [170].
Atwood’s constrained non-informative prior provides a minimum or no specific
information about the parameter being estimated while also satisfying the boundary
constraint of O to 1. This type of prior is useful when the goal is to ensure that
the prior distribution is as uninformative as possible to avoid biasing the results as
would be needed later when including priors from this stage to the BN SPARH. It
is also helpful because it reflects the constraints of the boundary from O to 1.

After successfully calculating the dependencies, the new subtask HEPs are
multiplied using equation 4.6 to get the failure probabilities of each HFE. Here,
HE Pg,,;45k; Tepresents the probability of failure of a subtask in an HFE / Key task.
The key tasks in this study are Monitoring, Planning, and Intervention. Their prior
distribution on m is represented as my, p as po and i as ip. Using m as an example,
the formula for estimating my, after estimating the dependency of the subtasks, is
Equation 4.7 and is interpreted as the mean value of my, represented as E (mg) for
a context given new data. In this case, a context represents the unique combination
of PSFs or discretised PSFs. The beta distribution is then applied using the
equation 4.7:

a
E(Beta(o, =—— =F(myp). 4.7
(Beta(a.B) = o5 = E(mo) @7
where « is the number of failures in the prior distribution and (o + ) the number
of demands over which these failures occurred.

E(my) is already estimated using SPAR-H. However, the values of ¢ and 3 are
unknown. That of & can be found in the table by Atwood (1886) [170] and using
the estimated E (my). B is then estimated using the Equation 4.7.

Over the years, the SPAR-H method has been used by the US Nuclear Regulatory
Commission and researchers in this sector to support specific plant PRA model

development, event and task analysis [113], [106]. Its benefits have had more

far-reaching prospects than the downsides as it has over the years been adopted by other
sectors like the process industry [169], construction [147], Maritime [171], health [172],
aviation [136] etc. The merits and demerits of the SPAR-H method are summarised in
Table 4.4.
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In the process industry, [169] adapted the method for a pigging maintenance operation
in a gaps facility and has likewise calculated for dependencies using Figure 4.2. In their
work, they further compared the traditional SPAR-H method with one of the BN SPAR-H
approaches, which is different from that to be applied later on in this research. The
Bayesian Network (BN) is one major technique now commonly used at the PSF analysis
stage in SPAR-H as seen in works by [106], [136]. On the other hand, [171], while
assessing error probability during emergency response drills on ships, implemented
fuzzy logic for the PSF rating stage due to the constraint of using multipliers derived
from domain-specific data. Likewise [147] adopted the DEMATEL-ANP multi-criteria
decision method for the PSF stage to introduce new PSFs derived from text mining

accident reports.

Table 4.4 Summary of Advantages and Disadvantages of the SPAR-H Method [113].

SPAR-H Method: Advantages and Disadvantages

Advantages \ Disadvantages
* Suitable for pre-initiator events. * Lacks clarity on positive
dependencies in HEP.
* Based on a clear human
performance model. * Risk of double counting due to
PSF overlap.

* Considers positive PSF effects,
lowering error rates. * PSF evaluations can exceed a

o value of 1 in extreme conditions.
* Accounts for dependencies in

HEP calculation. * Does not distinguish between

) o o active and latent failures.
* Provides flexibility in application.

e Assumes same PSFs and base
rates for errors of omission and
commission.

This SPARH method has thus been selected for its versatile application in the safety-
critical domain and its merits, especially its flexibility in integrating other approaches.
The method defines the fundamental stage for the estimation of priors and distribution

for use in the next stage of the research framework.
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The BN SPARH

SPAR-H experts have assumed that SPAR-H PSFs account for most of the performance
influences observed in events and are the PSFs most applicable to support model
development [113]. However, researchers’ current integration of new techniques for PSF
assessment highlights that the dynamic nature of human-machine interactions in certain
applications necessitates the precise use of variables beyond those contained in SPAR-H.
In process control rooms, for example, the literature review in Section 2.5.4 has shown
all indications that behavioural variables during Human-System Interaction (HSI),
workload, situational awareness, etc, are critical factors in current human-in-the-loop
configurations. However, this is not explicitly captured in the SPAR-H PSFs. In addition,
the available predefined multipliers in SPAR-H, for which researchers have found
alternatives, pose challenges when developing a model for a dynamic control room
setting.

As mentioned, researchers have integrated other techniques with SPAR-H either to
estimate PSFs and mitigate the limitations of using the SPAR multipliers [169], [136], or
they have applied it to refine priors coming from the SPAR using new sparse data from
field [123]. The most widely used technique, alongside SPAR-H, among others, has been
the Bayesian Network (BN) [123] [106], [136]. BN SPARH addresses the gap in using
multipliers defined in a particular industry and was assumed to apply/generalise in all
cases. Bayesian Inference is used within a Bayesian Network for such tasks. Realistically,
a technique suitable for current human-in-the-loop configurations in process control

rooms should:
* Allow continuous data integration from real-time HSI.

e It should allow for integrating new PSFs, which is unfortunately still missing in

most HRA techniques.

Groth et al. (2014) [123] has applied BN SPARH to refine error probabilities using
performance data on the 8 SPAR-H PSFs. Their approach holds potential for adaptation
in this research in that:

* It facilitates the use of limited data from experimental studies to enhance error
probability estimates derived from experts.  This approach provides a

comprehensive and reliable estimation of both sets of probabilities.
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* This method offers a way to incorporate new PSFs or various combinations of
HRA data and methods combinations.

* Like many HRA methods, this method allows for assigning HEPs based on the
context of PSF (performance, cognitive, etc.) outcomes.

However, the simulator data used in their application were classified based on
operators’ ratings on only the 8 SPARH PSFs. Though their implementation of the
method does not use other possible PSFs, it forms the foundation for its adaptation in
this thesis. The steps applied for the posterior probability estimation with the BN
SPARH method by [123] and adapted for this thesis is described below:

1. Bayesian inference (BI)

Bayesian inference (BI) is a method used to assess and rank hypotheses by taking
into account both prior knowledge and the evidence at hand [123]. This technique
relies on Bayes’ Theorem, which combines existing beliefs about a hypothesis
(D) with new data (A), allowing for an updated understanding of the hypothesis.
Through Bayes’ theorem, the updated probability P(D | A) is calculated, which
shows how probable the hypothesis is, given the new evidence. As more data
becomes available, this probability can be revised, with the updated probability
from one step serving as the starting point for the next. This process enables a
structured way to integrate various pieces of information and arrive at informed
conclusions. The initial belief about the hypothesis is expressed as the prior, which

is then refined in light of new evidence.

2. BN SPARH Steps: The BN SPARH steps described below can be applied to a
single operator or a crew. The goal is that at a time, # when an operator or a crew
is monitoring or controlling a process following an initiating event (predicted or
not), software at the IT level (see Figure 4.1) can collect data on the human system
interaction features, generate the variables automatically, model them using the

Logistic Regression and apply the variables. The steps are described below:

o Step 1: Define the hypothesis: the aim of the BI is to convey a belief
regarding the hypothesis that "the HEP for the HFEs (Monitoring, Planning

and Intervention), equals m, p and i, respectively.
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» Step 2: Identify information source: For this thesis, data from the experiment

in Chapter 3 is used together with expert ratings (estimated priors, alpha and
beta) from the SPAR-H method.

Step 3: Discretisation of variables: The variables are discretised following

steps a to d below.

a. Calculate Entropy: Entropy is a measure of the uncertainty or impurity in
a dataset. The formula for entropy H (X) is:

H(X)=-Y p(x)log(p(x)), (4.8)

where p(x) is the probability of each class or outcome within the dataset. The

summation is over all possible classes.

b. Determine Information Gain Information Gain (IG) measures the reduction
in entropy achieved by splitting the dataset on an attribute. The formula for

Information Gain /G(S,A) when splitting on attribute A is:

Syl
N

IG(S,A)=H(S)— Y “H(S)), (4.9)

where:

— H(S) is the entropy of the original dataset S,

— S, represents the subsets of S after splitting on attribute A,

- % is the proportion of the subset relative to the entire dataset.

c. Select Optimal Split Point: The optimal split point is the value that
maximises the Information Gain. There isn’t a single equation for this step;
instead, you iterate over all possible split points, calculate the Information
Gain for each, and select the split point that gives the highest Information

Gain.
The optimal split point is chosen where IG(S,A) is maximised.

These equations guide the process of discretising a continuous variable into
two classes by evaluating possible split points and selecting the one that

provides the most informative division of the data.
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d. Discretise Continuous Variables: Assume you have two continuous
variables A and B, which are discretised into two groups ("Low" and "High")
based on the entropy-based binning algorithm.

Let A’ and B’ be the discretise versions of A and B respectively, where:

, "Low" if A < Split,
A = (4.10)
"High" if A > Split,

| Low" if B < Split,
B = (4.11)
"High" if B > Split,

» Step 4: Contextualisation: The SPAR-H technique essentially has 19,440
contexts [123]. That is, 19,440 unique combinations of PSF as in:

(P(Error | PSF; NPSFN---NPSFy)).

In this thesis, the same contextualisation approach is employed on the selected
variables by LR under each HFE/Task using P(Errorcmo | A’ NB’---Nn).
Where CmO represent a context on the monitoring HFE, and A’ and B’

discretised from A and B variables.

Given that each data point has a context label C and an associated error, e, as
assumed from the LR prediction, the next step is to group the data by these
two variables. The goal is to count how many times each combination of C
and e occurs. Note that a contextCmight appear twice because of the error [0
or 1]. Hence, a group of operators might fall under context C, but some fail
[1] and others succeed [0].

» Step 5: Likelihood estimation: This refers to the likelihood of observing
failure on demand. Two parameters are of the essence here: the number of
human failures, x and the number of independent opportunities for human
failure, n. For instance, if a new operator in the monitoring task estimation is
categorised under context C with e = 1, this context information contributes
to the existing data in the database from other operators in STEP 3. Assuming

e was 1 from the operators’ predicted likelihood of failure and under context
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C only 3 out of 10 operators had previously failed, the updated x becomes 4,
while 7, initially counted as 10 in context C, becomes 11 with the addition of
the new operator.

Step 6: SPAR-H probabilities and CNI Distribution priors Retrieval: The
prior probabilities from the SPARH encodes details on the hypothesis earlier
defined. Also, the calculation of the CNI alpha and beta priors needed in this
method have been earlier on discussed.

Step 7: SPARH updating: The Bayesian updating is done using the new data:
X, n as in Step 5, and the CNI priors: o_prior and B_prior for each HFE.
Alpha_posterior and beta_posterior are then calculated using Equations 4.12
and 4.13, respectively. Finally, the posterior probability E for m, p and i, that
isE_m_1,E_p_1,and E_i_1 are calculated using Equation 4.14.

Opost = Oprior + Xposterior; (4.12)

ﬁpost = ﬁprior =+ Nposterior — Xposteriors (4.13)

E(ml) _ Oposterior ' (4.14)
Olposterior + ﬁposterior

4.3 Data Collection and Variables

4.3.1 HTA Task analysis and SPARH

Information on the tasks and sub-tasks for the hierarchical task analysis (HTA) is obtained

from the alarm response procedures. The HTA chart is developed by the researcher using
Lucid Chart software (footnote). For the SPAR-H, the PSFs and associated multipliers
were obtained from the SPAR-H guideline in Appendix B.10 and B.9. One human factors

and automation expert performed a blind rating of the PSFs/variables using an Excel

template developed by the researcher. According to [167], in HRA, analysts can be HRA

specialists with many years of experience or HRA analysts with one year of experience,

and finally, they can be analysts of probabilistic safety assessment (PRA) competent in

engineering analysis following the stipulated instructions.
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The PSF/variables as defined in Section 4.2.2 are: Available Time,
training/experience, HMI(display/alarm system), Work processes, Stress/stressors,
procedures, Task Complexity, and Fitness for duty, and are briefly explained below.

4.3.2 LR and BN SPARH

Data for the stepwise logistic regression are obtained from the collected data in the
experiment in Chapter 3. However, since the aim of the framework in this Chapter is to
build a real-time model, the variables to be considered from the collected data are those
that are readily available and would not likely change in the short to medium term. It also
includes those that can be collected or assessed during actual human-system interaction
(HSI). These include behavioural variables derived from simulator logs as described in
Section 3.3.2 of Chapter 3 and readily available data on training, experience, subjective
situational awareness, and operator workload.

BN SPARH takes as input priors calculated using SPARH, the predictive variables
after LR implementation and their respective data, and the predicted outcome, y. These
are subsequently used to calculate the likelihoods x and n and the posterior probabilities

for the monitoring, planning and intervention tasks.

4.4 Validity and Reliability

44.1 SPAR-H

Face validity is the norm in HRA methods [167]. Validity can be checked for both error
identification and HEP estimation stages. However, similar to THERP, CREAM, and
some other methods, SPARH does not include specific error identification guidelines.
However, its HEP estimation has been independently validated by the method developers
by comparing HEP results to base rates [167]. Reproducibility, on the other hand, refers
to the extent to which different individuals achieve consistent results when performing
the same task [167]. According to [167], SPAR-H is known to have very high
reproducibility and low sensitivity (variations in numerical results due to alterations in
input variables). This aspect of low sensitivity is important considering the variable
updates to be implemented using BN SPARH.
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4.4.2 Logistic Regression

Validation for machine learning algorithms, such as the stepwise logistic regression used
in this framework, can be performed in various ways. One approach involves splitting the
data into training (usually 70 - 80%) and test sets (typically 20 - 30%) [124]. This method
enables the calculation of the Brier score to assess the model’s accuracy by comparing
the predicted outcomes (E),) with the actual results (E) using Equation 4.15 [141]. This

i1s a common model validation approach in safety-critical domains [124], [151], [141].

Additionally, metrics such as precision, recall and the f1 score have been employed
for evaluating model performance in the health sector [141]. The study by Rahmatinejad
et al. (2024) implemented cross-validation by partitioning the dataset into k folds (in
this study, 5 folds). The model was trained on K - 1 of these folds, with the remaining
fold used for validation. Subsequently, the precision, recall, and F1 score of the model
were calculated [141]. In this thesis, the calculation of Brier Score/accuracy is employed
for validating logistic regression. Furthermore, precision, recall, and F1 scores are
additionally utilised and computed using equations 4.16, 4.17, and 4.18, respectively,

serving as supplementary validation methods.

Brier Score = (Ei—Ep)?, (4.15)

S| =
1=

i=1

TP
Precision = —— 4.16
recision = 75, (4.16)
TP
Recall = ———, 4.17)
TP+ FN
Precisi Recall
Fl-Score — 2 x ——ooiotof X Reea 4.18)

X
Precision + Recall’

where

* TP: True Positives is the number of cases where the model correctly predicts the
positive class.

» FP: False Positives is the number of cases where the model incorrectly predicts the

positive class.
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* TN: True Negative is the number of cases where the model correctly predicts the
negative class.

* FN: False Negative is the number of cases where the model incorrectly predicts

the negative class.

4.4.3 BN SPARH

In some sense, the logistic regression-based BN SPARH (with its objective HEPs), as
applied in this research, provides internal validation for the SPAR-H method. It provides
a technical basis for how well it measures all the factors it asserts to measure. However,
evaluating such newly developed methods, as in the case of this thesis, would require
comparison with the original expert evaluation for validation. This type of comparison
has been done by other researchers to validate their evaluations, paying attention to the
closeness of posteriors to priors evaluated by the experts [123] [169]. Furthermore, for

reproducibility, two (2) approaches are possible:

1. A paired t-test using Equation 4.20 is applied to compare the HEP of the BN
SPARH and SPARH if the HEPs of the tasks have a normal distribution while in a
case of non-parametric distribution, a Wilcoxon Signed-Rank Test is applied using
the following steps:

* For each pair of observations (X;,Y;), compute the difference using Equation
4.19.

di :XiaYi7 (419)

¢ Calculate the absolute differences |d;| for each pair.

* Rank the absolute differences |d;| from smallest to largest. Assign average

ranks in case of ties.

* Assign the original sign of the difference |d;| (positive or negative) to each
rank

 Sum the ranks corresponding to the positive differences W™ and the ranks

corresponding to the negative differences W ™.

The test statistic W is the smaller of W+ or W~ in Eqaution 4.21.
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Later, the p_values from the tests are used to check for significant differences.

Ideally, there should be no significant difference between the two.

_d
sa/Vn

where: d is the mean of the differences between paired observations. s_d is the

t (4.20)

standard deviation of the differences and », the number of pairs.

W =min(W", W), 4.21)

where: W is the sum of ranks for positive differences and W~ is the sum of ranks

for negative differences.

2. An alternative approach could involve excluding the data of a single participant
before LR prediction to compare the BN SPARH result when this new participant
data is fed into the framework against the actual outcome for that participant. This
would be a form of gold-level validation step. An ideal scenario is testing the

validity of the entire framework via a new set of studies.

4.5 Data Representation plan

The first step would be the SPAR-H analysis which starts with task analysis of the most
complex scenario from the experiment. This analysis is followed by the presentation of
the PSF assessment by the expert and all subsequent steps of the SPARH analysis process
as discussed in Section 4.2.2 of this Chapter. Then, the LR results are presented, showing
the selected variables and predicted outcomes. The model validation result is also shown.
The selected variables to be used subsequently in BN SPARH are also specified, along
with a recap of the reason for this choice. Finally, results on each step of the BN SPARH

framework and the validation and reproducibility outcomes are presented.

4.6 Limitations of the Design

The constraint described in Chapter 3 regarding the experimental design, specifically

the limited number of participants involved in this study, reduces the model’s robustness
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within this framework. Similarly, the experimental setup, though not an authentic control
room, mimics one to a certain extent. This choice was made to align the complexity of
scenarios with the participants’ training and experience levels. It is a future plan to set
up a similar study in an industrial setting and tailor the scenarios to the skills of actual
operators while recruiting as many as possible. This number will, regardless, add to the
data provided by this thesis and for use in the HRA and process safety community.

It should be highlighted that the framework has not yet been deployed as a support
tool or platform and, therefore, has not been tested for how it works in real-time safety-
critical human-in-the-loop settings. This would be the next step for future research. Also,
another limitation is that the framework involves a lot of steps. In addition, some of these
steps would require the recall of historical data that have been collected from experts,
such as the prior probabilities etc. It would also require individuals with expertise at
the beginning, but in the long run, it would not be necessary when the steps have been
automated and the data or outcomes communicated in a user-friendly way on not just
the error probabilities but the variables that account for this and recommendations to be
followed by the operator.

Furthermore, an assumption in the framework is that the scenarios can be used as
the PSF task complexity and Group as the procedure level. That is, there is a predefined
label for the complexity level of the critical alarm procedure being followed. Also, there
might be different procedure levels in use at the facility. The model is not limited by
the simultaneous use of two procedure levels, as this can also be given a certain label.
Another assumption is that the operator responds to the following procedure expected
with the first critical alarm attended to first since the priors estimated in SPARH are
procedure-based.

Finally, the variables factored in at this stage of the framework development,
particularly the behavioural variables, are not exhaustive as they do not account for all
the data variability. Several other factors in operator-system behaviour might potentially
explain these gaps. Exploring other potential behavioural variables that can be obtained
in real-time and how they correlate with other variables or describe operators’ behaviour

is a plan for future work.

4.7 Summary

In summary,
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The stepwise LR also provides the backbone to analyse how the integration of
variables from multiple data sources improves prediction accuracy. Also, it helps to
determine the most influential data sources and their contributions to performance

predictions. Therefore, it answers the research question:

* RQ3: What operator behavioural metrics are the best predictor of a successful

recovery of a plant alarmed state?

Applying both SPARH and stepwise logistic regression (LR) in the framework helps
identify and prioritise key variables for assessing human performance. Also, integrating
the LR with the BN SPARH technique and steps, as described in this thesis, provides the
platform to explore the potential of combining machine learning and HRA techniques
for a real-time risk-based performance assessment. The statistic tests and data mining
techniques applied provide for good integration of data science and human factors
engineering. Therefore, the last research question in this thesis, as shown below, can be

answered.

* RQ4: How can live and legacy data be integrated for a real-time human-in-the-loop

performance assessment framework, decision support, and procedure optimisation?

* RQS5: What are the benefits of integrating operator-system data and expert
knowledge for risk-based real-time decision and situation awareness support?



Chapter 5

Results - Methodology 1

5.1 Introduction

In Chapter 5, the results from Methodology 1 are presented, with a particular focus
on the measurement and classification of both subjective and objective aspects of the
research. Subjective relates to operators’ behaviour influenced and triggered by personal
feelings, opinions, interpretations, training or biases. On the other hand, an objective is a
measurement of behaviour that is a measurable fact or an unbiased observation. When
a property is measured directly, based on a fundamental physical principle (e.g. eye
movement). These are both important characteristics to measure an operator’s behaviour
and performance. The chapter begins by introducing the data collected in Section
5.2, providing an overview of the dataset to set the context for the ensuing statistical
evaluations. Descriptive statistics are then discussed in the same Section, covering
subjective measures (such as self-reported responses) and objective measures (such as
behaviour, performance and eye-tracking outcomes). Key differences in performance,
behavioural, and eye-tracking measures between the study groups are identified and
presented.

The chapter then moves to an evaluation of the measures in Section 5.3, starting with
presenting the results from the assessment of the reliability of subjective measures to
ensure the consistency of the data. This is followed by the results of the validity testing,
where factor analysis is presented in two stages: first, without eye-tracking data, and
then with the inclusion of these eye-tracking measures, using scenario 3 only, for a more

comprehensive understanding. Scenario 3 was chosen due to its complexity and the
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cumulative impact garnered from the initial two scenarios. This level of effect is likely to
yield more notable differences between the two study groups. The correlation analysis
outcomes are shown as well to explore the relationships between various measures,
offering insights into how subjective and objective data align and interact.

The outcome of the sensitivity analysis is presented in Section 5.3, showing how
responsive the different measures are to variations in task complexity. The aim is to
identify which measures are most sensitive to changes in the experimental scenarios.
The chapter concludes with a summary of the key findings in Section 5.4, focusing on
the observed correlations, factor loadings and underlying constructs. A summary of the
group-wise comparison is presented, exploring differences between participant groups.
This chapter establishes a solid foundation for the in-depth discussion presented later
in Chapter 7, concentrating on how it achieves objective 2 and addresses its research

questions.

5.2 Descriptive Statistics and Initial Analysis

5.2.1 Overview of Collected Data

The results presented in this chapter are based on subjective and objective data collected
during the human-in-the-loop experimental study on alarm handling and process control
as discussed in chapter 3.3.1, Figure 3.1. The data collected were from two study groups.
Study Group PBP managed regime handling using the paper-based format of alarm
support procedures, whilst Study Group EP managed an identical alarm handling regime
using an electronic on-screen-based format. To recap, both paper and on-screen support
procedures were presented in a similar font, format and order. The paper-based support
consisted of a stack of sequentially organised single-sided printed pages featuring a table
of contents at the start and coloured tabs to demarcate different sections. On the other
hand, on-screen support allowed users to access information through a layered navigation
menu on the left pane, facilitating easy movement between sections and utilising specific
tags to locate the relevant procedures. The procedures for both groups were organised as
a numbered list.

Regardless of group, each participant completed three scenarios with increasing
levels of complexity, from scenario 1 to 3, without randomisation. The participants

were randomly selected by time of day: morning, afternoon, and evening. Table 5.1
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shows a recap of the gathered data collection type. Subjective data was collected after
the scenario, with the exception of training, experience, and demographics, which were

obtained prior to the test. They include:

* Workload was subjectively assessed using the NASA Task Load Index (NASA
TLX) questionnaire. These questions were based on the six NASA TLX
dimensions: Mental demand, temporal demand, physical demand, performance,
effort, and frustration. These dimensions were averaged to derive the NASA-TLX
index. The performance variable here can be compared later with final

performance objective measures.

 Situational awareness (SA) assessment was subjectively measured using SPAM
and SART questionnaires. The SPAM questions cover situational awareness in
three dimensions: perception, understanding, and projection. These dimensions
are averaged to derive the SPAM index. The SART measure likewise had three
dimensions, like in SPAM, but these dimensions are calculated based on SART’s
sub-dimensions. The SART dimensions are SA Supply, SA Demand and SA
Understanding. SA supply is calculated by adding the subdimensions Arousal,
concentration, division of attention, and reduced capacity. SA Demand comprises
the subdimensions Instability, Complexity, and Variability.  Finally, SA
Understanding comprises information quantity, information quality, and

familiarity. The SART and SPAM techniques were discussed in subsection 3.3.1.

* Questions were asked about the operators’ familiarity with the control room
and chemical plant operations. After an orientating trial test, candidates were
asked questions to evaluate their training. Their familiarity and training scores
were averaged to derive the familiarity and training variables, respectively. This
familiarity variable can be compared with the familiarity variable of the SART

Understanding dimension.

» Data was collected to evaluate the participants’ perceived performance on the
support of the alarm system (alarm list, etc.) and the alarm response procedure. In
addition, they were asked to rate the complexity of the task after each scenario.

The objective data were collected during each scenario, in contrast to the subjective
data. They include:
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Table 5.1 Subjective Measures and Objective Measures.

Subjective Measures Objective Measures

NASA TLX Eye-tracking

SART Simulator log: Performance Measures
SPAM Simulator log: Behavioural Measures
Demographics, Training and Experience

HMI assessment and task load

* Eye-tracking data provides an objective measure of attention as a base for
situational awareness and pupillometry measures, that is, the pupil diameter, for
objective workload assessment. The attention-based measures were fixation
duration (ms), number of visits or revisits, saccade amplitude (°), and saccade

duration (ms).

* Performance measures collected include overall performance classified as optimal,
good or poor. In addition, data on the resulting outcome better called Error, was
recorded as either "failed" or "success" depending on the goal of each scenario.
This classification is common in the domain of process safety and for reliability
assessment. Finally, the resulting consequence of the operator’s task outcome,
such as an overheating of the reactor or a plant shutdown, and so on, was analysed.
Other performance measures include the accuracy of the critical control action
(calculated as the mean square error of expected vs actual value) and the recovery
time. Other performance measures include the accuracy of the critical control
action (calculated as the mean square error of expected vs actual value) and the

recovery time.

* The behavioural metrics collected consist of: reaction time (in seconds), response
time (in seconds), count of alarms triggered, count of alarms acknowledged, and
count of alarms silenced. Additionally, the number of process-related alarms was

incorporated.

5.2.2 Descriptive Statistics

Below are the descriptive statistics for the subjective and objective measures applicable

to both study groups for each experiment scenario (S):
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* (Group with Paper-based procedures): This group has an average participant age

of around 23 years, comprising 10 females and 13 males.

* (Group with Electronic Procedures): The participants in this group have an average

age of about 25 years, with 10 females and 13 males.

Age Distribution by Scenario for Groups PBP and EP (with Mean Lines)

Group
I EP
I PBP
== EP Mean Age
==PBP Mean Age

L} + 4

37.5 4

35.0 4

51 52 S3

Fig. 5.1 Age distribution by scenario for each group.

Subjective Measure Descriptive Data

NASA TLX Variables (Subjective Measures):

Table 5.2, 5.3, 5.4, 5.5, and 5.6 display the standard deviation, mean, and 95th
percentile values for the subjective measures NASA-TLX, SART, SPAM, perceived
support, and training. In the analysis, 3 participants were excluded from each group due
to the absence of some records and, moreover, to ensure balance between the groups.
Consequently, the final selection for group PBP included 9 females and 11 males, the
same as for group EP, as illustrated in Figure 5.2. The mean ages of these participants
were 23 for PBP and 26 for EP, depicted in Figure 5.1.

The NASA-TLX measures in Table 5.2 across both groups (PBP and EP) highlight
several patterns as scenarios increase from S1 to S3.
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Gender Distribution per Scenario for Groups PBP and EP

20.0 A
17.5 4
15.0 A
12.5 4
et
5
8 10.0 4
7.5 4
5.0
2.5 1
0.0 -

scenario

Gender
m Female
m Male

I

(51, EP)
(S1, PBP)
(52, EP)
(S2, PBP)
(53, EP)
(53, PBP)

Fig. 5.2 Gender distribution for by scenario.



5.2. DESCRIPTIVE STATISTICS AND INITIAL ANALYSIS 151

Table 5.2 NASA-TLX workload measures for different scenarios and the study groups: PBP vs
EP.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
Mental _demand

mean 3400 3.150 3.650 3.600 5.700 5.300
std 1.046 1461 1.226 1.465 1.261 1.455
95% 5.000 6.000 5.050 6.050 7.000 7.000
Physical_demand

mean 1.850 1.500 1900 1.850 2.450 2.750
std 1.348 0.607 1.252 0.875 1.504 1.410
95% 3.200 2.050 3.150 3.000 4.150 5.050
Temporal_demand

mean 3.600 3.000 3.650 2.600 5.150 4.600
std 1.536 1.717 1226 1.667 1.461 1.501
95% 6.000 6.000 5.050 5.100 7.000 7.000
Performance

mean 5.300 5450 5.400 4900 3.550 3.150
std 1.490 1.572 1314 1.744 2212 1.954
95% 7.000 7.000 7.000 7.000 7.000 7.000
Effort

mean 3.600 2950 3.850 3.450 5.550 4.750
std 1.635 1234 1424 1234 1.317 1.482
95% 6.000 5.000 6.000 5.000 7.000 7.000
Frustration

mean 2.350 2.850 2700 2.700 4.250 4.050
std 1.309 1.843 1.525 1.302 1.585 1.504

95% 4.050 5.100 5.050 5.050 6.050 6.050
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* Mental Demand: Both groups (PBP and EP) show a notable increase in mental
demand from S1 to S3. For the PBP group, the mental demand increases from
3.400 (S1) to 5.700 (S3), and for the EP group, from 3.150 to 5.300. This increase
suggests that as scenarios become more complex, participants perceive a greater

cognitive load, particularly in the PBP group.

 Physical Demand: Physical demand remains relatively low in S1 and S2, but both
groups experience an increase in S3. In PBP, it increases from 1.850 (S1) to 2.450
(S3), while in EP, the demand increases from 1.500 to 2.750. This indicates that
later scenarios are perceived as more physically demanding compared to earlier

ones.

» Temporal Demand: There is a slight increase in temporal demand, with PBP
increasing from 3.600 to 5.150 and EP from 3.000 to 4.600 across scenarios.
The increase suggests that time pressure becomes more prominent in the latter

scenarios, especially for PBP participants.

» Performance: Performance ratings generally decline in the scenarios, particularly
for the PBP group, which drops from 5.300 to 3.550, and the EP group, from 5.450
to 3.150. This decrease implies that participants perceived that they performed

worse in the more complex later scenarios.

» Effort: Both groups show an increase in effort required as the scenarios progress.
In PBP, the effort increases from 3.600 (S1) to 5.550 (S3), and in EP from 2.950
to 4.750. This indicates that the perceived effort to complete tasks becomes more

significant as the complexity of the scenarios increases.

 Frustration: Frustration levels generally increase over time, with the PBP group
experiencing frustration increasing from 2.350 to 4.250 and the EP group from
2.850 to 4.050. The higher frustration in S3 suggests that tasks in this scenario are

perceived as more frustrating or challenging.

SART Variables (Subjective Measures):
The SART (Situational Awareness Rating Technique) measures in Table 5.3 provide

insights into situational awareness across both groups (PBP and EP) and scenarios (S1 to
S3).
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Table 5.3 SART measures for different scenarios and groups: PBP vs. EP.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
Instability

mean 2.550 2400 2.850 2950 5.500 5.550
std 1.146 1.536 0933 1.356 1.395 1.234
95% 4.050 5.050 4.000 5.050 7.000 7.000
Variability

mean 2400 2.250 2.700 2.750 5.700 5.700
std 0.883 0.910 0.801 1.251 1.342 1.455
95% 4.050 3.100 4.000 5.050 7.000 7.000
Complexity

mean 2450 2.250 3.050 2950 5.850 5.350
std 1.050 1.251 1.050 1.356 1.496 1.348
95% 5.000 5.000 4.100 6.000 7.000 7.000
Arousal

mean 3.450 2900 3.550 3.200 5.350 4.350
std 1.468 1.210 1395 1.240 1424 1.531
95% 5.100 5.000 5.100 4.100 7.000 6.050
Spare_capacity

mean 3.850 3.450 3.650 3.500 5.200 4.500
std 1.565 1.669 1.040 1.433 1.399 1.732
95% 7.000 6.050 5.000 6.000 7.000 7.000
Concentration

mean 5450 5400 5.300 5.150 6.100 6.000
std 1.234 1.231 1.081 1.496 1.518 1.170
95% 7.000 7.000 7.000 7.000 7.000 7.000
Attention_division

mean 4.000 4.350 3.900 4.300 4.900 4.900
std 1.654 1.755 1.483 1.780 1.619 1.861
95% 6.050 6.050 6.000 6.050 7.000 7.000
Quantity

mean 5.000 5.100 4.900 5.200 5.000 5.100
std 1.257 1.553 1410 1240 1.414 1.619
95% 7.000 7.000 7.000 7.000 7.000 7.000
Quality

mean 5700 5.400 5.300 5.350 5.100 5.050
std 1.081 1.353 1.081 1.309 1.334 1.538
95% 7.000 7.000 7.000 7.000 7.000 7.000
Familiarity

mean 4.050 3.850 4.550 4.300 4.250 3.800
std 1.986 2.007 1.669 1.922 1.682 1.852

95% 7.000 7.000 7.000 7.000 6.050 7.000
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Instability: Instability shows a gradual increase across scenarios. In PBP, it rises
from 2.550 (S1) to 5.500 (S3), while in EP, it rises from 2.400 to 5.550. This
indicates that participants perceive more instability or unpredictability in later

scenarios, particularly in S3.

Variability: A similar result pattern to instability is observed where variability
increases across scenarios. PBP group report an increase from 2.400 to 5.700, and
EP from 2.250 to 5.700. This suggests a growing sense of variability or fluctuations

in situational conditions in the later scenarios.

Complexity: Both groups show a significant increase in perceived complexity over
time. In PBP, complexity increases from 2.450 to 5.850, while in EP, it rises from
2.250 to 5.350. This trend highlights that as scenarios become more advanced, the

perceived complexity of the tasks increases as well, particularly in the PBP group.

Arousal: Arousal levels remain relatively stable, although they peak slightly in S3
for both groups. PBP group shows an increase from 3.450 to 5.350, and EP from
2.900 to 4.350. This reflects heightened activation or alertness in the later stages

but less drastically compared to other measures.

Spare Capacity: Spare capacity shows decreases over time, suggesting participants
feel they have fewer resources available as scenarios progress. In PBP, it decreases
from 3.850 to 5.200, and in EP from 3.450 to 4.500. The reduction in spare
capacity implies that more demanding scenarios require greater mental resource
allocation.

Concentration: Both groups report high levels of concentration, with slight
variation across scenarios. PBP starts at 5.450 and ends at 6.100, while EP starts at
5.400 and ends at 6.000. This suggests participants are able to maintain focus

despite increasing scenario complexity.

Attention Division: Attention division remains relatively stable, with a slight
increase in S2 and S3. For PBP, it starts at 4.000 and rises to 4.900 in S3, while in
EP, it starts at 4.350 and stays consistent at 4.900. This reflects that participants

need to divide their attention more as tasks grow more complex.

Quantity and Quality: Both groups report consistently high levels of perceived

quantity and quality of performance across all scenarios. PBP’s quantity starts
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at 5.000 and remains stable, while EP shows similar stability at 5.100. Likewise,
Quality remains high, with PBP starting at 5.700 and ending at 5.100 and EP
ranging between 5.400 and 5.050. This suggests that despite increasing task
complexity, participants perceive their quantity and quality of performance as
relatively stable.

e Familiarity: Familiarity shows moderate decreases over time, suggesting
participants feel less familiar with tasks as scenarios increase. PBP group starts at
4.050 and drops to 4.250, while EP drops from 3.850 to 3.800. This may indicate
that the more complex scenarios (e.g., S3) introduce less familiar challenges.

SPAM Variables:

Table 5.4 Descriptive statistics for SPAM measures across scenarios and groups.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
SA1l

mean 4900 4.700 4.800 4.600 3.850 4.450
std 0.308 0.923 0.523 0.754 1.424 0.999
95% 5.000 5.000 5.000 5.000 5.000 5.000
SA2

mean 4250 3.700 4.050 4.000 3.200 2.950
std 0.851 1.380 0945 1.124 1.735 1.638
95% 5.000 5.000 5.000 5.000 5.000 5.000
SA3

mean 4.500 4.050 4.450 4.200 2.900 3.450
std 0.889 1.504 1.146 1.399 1.683 1.572
95% 5.000 5.000 5.000 5.000 5.000 5.000

Table 5.4 presents three key dimensions of situational awareness (SA1: Perception
of critical alarm, SA2: Comprehension of the situation, and SA3: Projection of future
states) across three scenarios (S1, S2, S3) for two groups: PBP and EP.

* SAI1 (Perception of the critical alarm and Why): SA1 remains relatively stable
across S1 and S2, indicating that participants’ ability to perceive the critical alarm
is not significantly impacted by scenario progression in the earlier stages. However,
by S3, the PBP group shows a significant drop in their perception of the alarm
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(from 4.9 in S1 to 3.85 in S3), while the EP group experiences a smaller but
noticeable decline (from 4.7 to 4.45). Those in group PBP had smaller standard
deviations from the mean except for in scenario 3. This means that situation
perception varied a lot more in scenario 3 for those in this group, which was also
the case for group EP in scenarios 1 and 3. As scenarios grow more complex, the
ability to quickly and accurately detect the critical alarm weakens, particularly
in the PBP group, suggesting that cognitive overload or task complexity impacts
perception in later stages.

* SA2 (Comprehension/Understanding of what to do and Why): SA2 shows a steady
decline across all scenarios for both groups, with a sharper drop for the PBP group.
The PBP group starts at 4.25 in S1 but falls to 3.2 by S3, while EP drops from 3.7
to 2.95 over the same period. The standard deviation in the situation understanding
case increased compared to in scenario 1, showing obviously more variations in
situation understanding among participants in the same group, especially in the
most complex scenario. As the task complexity increases, participants’ ability to
comprehend the situation and know what actions to take declines. This suggests
that the increasing complexity or ambiguity in the scenario makes it harder for
participants to rely on their understanding or reference procedures, particularly in
PBP participants.

* SA3 (Projection/predicting the consequences of their actions): In like manner, SA3
declines across scenarios, especially in S3. The PBP group drops from 4.5 in S1 to
2.9 in S3, while EP decreases from 4.05 to 3.45. This sharp decline in projection
suggests that participants find it increasingly difficult to predict the consequences

of their actions as the scenarios become more complex.

Group EP showed a higher standard deviation than Group PBP in the first two scenarios,
and the reverse was the case in scenario 3. This indicates that those in Group EP had
more varying perceptions and understanding of the situation within their study group. In
contrast, those in Group PBP had more varying projections of the situation. Generally,
this variation increased as task complexity increased. However, those in group EP had
low variability in scenario 2 compared to scenario 1.

NASA-TLX Index, SART dimensions, SART and SPAM Index and Task load
(Subjective Measures):
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Table 5.5 Descriptive statistics for NASA-TLX, SPAM, SART, and Task Load measures across
scenarios and groups.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
NASA-TLX index

mean 3.350 3.150 3.525 3.183 4.442 4.100
std 0.880 0.745 0.867 0.709 0.881 0.718
95% 4567 4358 4.692 4342 5408 5.175
SPAM Index

mean 4550 4.150 4433 4267 3317 3.617
std 0423 0834 0593 0.792 1.111 1.039
95% 5000 5.000 5.000 5.000 4.367 5.000
SART Demand

mean 7.400 6900 8.600 8.650 17.050 16.600
std 2393  3.093 2062 3216 3.873 3.068
95% 11.150 11.200 11.050 14.100 21.000 20.050
SART Supply

mean 16.750 16.100 16.400 16.150 21.550 19.750
std 4459 4217 3.676 4392 4186 4.191
95% 24.000 21.000 22.000 22.050 26.000 24.100
SART Understanding

mean 14.750 14.350 14.750 14.850 14.350 13.950
std 3,582 3,588 3.143 3329 3.631 3471
95% 20.050 19.100 19.100 21.000 20.050 19.100
SART Index

mean 24.100 23.550 22.550 22.350 18.850 17.100
std 5553 6.724 5296 4771 5324 5.505
95% 29.450 31.250 31.000 28.250 26.100 24.200
Task Load

mean 2250 2400 2800 2.650 4.600 4.150
std 1.020 1.095 0.834 0875 0503 1.089

95% 4.050 4.050 4.000 4.000 5.000 5.000
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Table 5.5 shows the NASA Index calculated based on the NASA-TLX measures
using Equation 3.8 and the SPAM Index calculated based on the SPAM measures using
Equation 3.7. The SART Supply, Demand and Understanding were calculated using the
measures that describe them in Chapter 3 and briefly introduced in the early part of this
Section. SART Index is then calculated based on these three SART dimensions using
Equation 3.6. An important part of the results at this stage is the significant difference
between the groups on each measure and for each scenario. To achieve this, a Shapiro test
was run to check for the normality of the measures and to determine the type of statistical
test to be used to calculate significant differences. The result of the Shapiro-Wilk test is
shown in Tables 5.5 and 5.8.

If the value for a group is > p, that is 0.05, then the data for that group, under a
specific measure being tested, is normally distributed. Else the data is said to have a
non-parametric distribution. Those with parametric data were tested using a student t-test
(see Section 3.1) and coloured in blue in Tables 5.5 and 5.8. A t-test is used only when
both groups have values > p. If this is the case for only 1 group, then a Mann-Whitney
test is used. A Mann-Whitney test was used for cases of Non-parametric distribution
as shown in the results in Table 5.7. The results of Table 5.7 show that there is no
significant difference between the two groups on any of their perceived workload based
on NASA-TLX, situational awareness based on SPAM and SART Index and Task Load.

Support Mechanism, Training and Familiarity: Table 5.6 presents mean scores,
standard deviations, and 95% confidence intervals for various support and familiarity
measures (Alarm List Support, Alarm Priority Support, Procedure Support, Training,
and Familiarity) across three scenarios (S1 to S3) and two groups (PBP and EP).

e Alarm List Support: The mean values remain relatively stable from S1 to S2
for both groups (PBP: 4.300 to 4.200, EP: 4.200 to 4.300). However, there is a
noticeable decline in S3 (PBP: 3.850, EP: 3.700), indicating a decrease in perceived
support related to alarm lists as the task complexity increases in the latter scenario.
The standard deviation increases in S3, particularly for the EP group, indicating
more variation in participants’ perceptions of alarm list support in more complex

tasks.

* Alarm Priority Support: Mean scores are consistently high across the scenarios,
but both groups show a decline in S3 (PBP: 4.450 to 4.100, EP: 4.400 to 3.750),

reflecting lower perceived support for alarm priority in the final scenario. The
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standard deviation likewise increases in S3, indicating a more diverse experience of

alarm priority support across participants as the scenario becomes more complex.

* Procedure Support: The PBP group shows a decline in perceived procedure support
from S2 (4.600) to S3 (3.450), while the EP group shows a similar drop from
4.100 (S2) to 3.250 (S3). This suggests that both groups feel less supported by the
procedure as tasks become more demanding. The increasing standard deviation in
S3, especially for the EP group, indicates that participants had varying experiences
of procedure support under high-pressure conditions.

* Training Average: The training average remains consistent across all scenarios for
both groups, with the PBP group maintaining a mean of 3.917 and the EP group at
approximately 4.1. This stability suggests that perceived training performance does
not vary significantly as task difficulty increases. The low standard deviation across
scenarios highlights a relatively consistent perception of training effectiveness
across participants.

 Familiarity Average: Familiarity with the process and control room remains stable
across all scenarios (PBP mean = 2.650, EP mean = 2.425 to 2.375), indicating
that participants’ familiarity with their environment does not change significantly
as tasks become more complex. The standard deviation remains relatively low,

suggesting minimal variation in how familiar participants feel across scenarios.

Calculating Significant Differences for Tables 5.5 and 5.6:

The results of the Shapiro-Wilk tests in Table 5.8 indicated that most distributions
were non-normal for the majority of the measures across all scenarios, leading to the
application of Mann-Whitney U tests to compare the PBP and EP groups. Specifically,
Alarm List Support and Alarm Priority Support exhibited non-normal distributions
across all three scenarios. The Mann-Whitney U tests revealed no significant differences
between the two groups in any of the scenarios for these measures (for example, S2: p =
0.976 for Alarm List Support and p = 0.447 for Alarm Priority Support). This suggests
that both groups had similar perceptions of alarm support regardless of the increasing
task complexity.

However, for Procedure Support, while the Shapiro test indicated non-normality,
a significant difference between the PBP and EP groups emerged in Scenario 2. The
Mann-Whitney U test revealed a significant result (p = 0.021), indicating that the two
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Table 5.6 Descriptive statistics for Alarm Support, Procedure Support, Training, and Familiarity
across scenarios and groups.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
Alarm_list_support

mean 4300 4.200 4.200 4.300 3.850 3.700
std 0.979 0.696 1.056 0.801 1.089 1.302
95% 5.000 5.000 5.000 5.000 5.000 5.000
Alarm_priority_support

mean 4450 4.400 4.350 4.500 4.100 3.750
std 0.686 0.821 0.745 0.761 1.165 1.372
95% 5.000 5.000 5.000 5.000 5.000 5.000
Procedure_support

mean 4450 4.250 4.600 4.100 3.450 3.250
std 0.999 0967 0.995 0.968 1.146 1.552
95% 5.000 5.000 5.000 5.000 5.000 5.000
Training_average

mean 3917 4.113 3917 4.091 3917 4.091
std 0.581 0.451 0.581 0.446 0.581 0.446
95% 4449 4714 4.449 4714 4449 4714
Familiarity_average

mean 2.650 2425 2.650 2.375 2.650 2.375
std 0.690 0.847 0.690 0.841 0.690 0.841

95% 3.525 3.525 3.525 3.525 3.525 3.525
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Table 5.7 Significant Differences for Table 5.5. T-test values are highlighted in blue. Value
marked * shows significant difference p < 0.05.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
NASA-TLX index

Shapiro 0.025 0.433 0.981 0.622 0.151 0.046
T-test/Mann W. 0.578 0.181 0.135

SPAM Index

Shapiro 0.009 0.011 0.008 0.004 0.018 0.018
Mann W. 0.184 0.646 0.404

SART Demand

Shapiro 0.035 0.086 0.235 0.265 0.000 0.031
T-test/Mann W. 0.379 0.954 0.360

SART Supply

Shapiro 0.191 0.059 0.254 0.354 0.001 0.111
T-test/Mann W. 0.638 0.846 0.100

SART Understanding

Shapiro 0.403 0.779 0.676 0.256 0.557 0.966
T-test 0.726 0.923 0.724

SART Index

Shapiro 0.381 0.681 0.510 0.266 0.242 0.077
T-test 0.779 0.901 0.313

Task Load

Shapiro 0.005 0.033 0.013 0.018 0.000 0.000

Mann W. 0.646 0.623 0.280
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Table 5.8 Significant Differences for Table 5.6. T-test values are highlighted in blue. Value
marked * shows significant difference p < 0.05.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
Alarm_list_support

Shapiro 0.000 0.001 0.000 0.000 0.005 0.003
Mann W. 0.374 0.976 0.832
Alarm_priority_support

Shapiro 0.000 0.000 0.000 0.000 0.000 0.003
Mann W. 1.000 0.447 0.430
Procedure_support

Shapiro 0.000 0.000 0.000 0.001 0.085 0.008
Mann W. 0.367 0.021* 0.803
Training_average

Shapiro 0.163 0.062 0.163 0.087 0.163 0.087
T-test 0.241 0.293 0.293
Familiarity_average

Shapiro 0.223 0.236 0.223 0.306 0.223 0.306

T-test 0.363 0.265 0.265
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groups had different perceptions of the support provided by procedures during the second
scenario. This finding suggests that the participants in the PBP and EP may have varied
in how effectively they felt supported by operational procedures at this task stage.

Regarding the training average, the results of the Shapiro test indicated normality for
most scenarios, leading to the application of T-tests. However, no significant differences
were found between the groups in any of the scenarios (e.g., S2: p = 0.293), indicating
that both groups perceived their training performance similarly across the scenarios.

Similarly, for the average of familiarity, T-tests were performed as the Shapiro results
indicated normality. Again, no significant differences were observed between the groups
(for example, S2: p = 0.265), suggesting that both groups felt equally familiar with the
process and the environment of the control room as the scenarios progressed.

Objective Measure Descriptive Data

To this point in this chapter, the focus was on subjective measurements, that is, on the
emotional self-reporting of the participant, which gives us a window into the mental state
of the person as perceived by the participants themselves. But by coupling that with
objective measurements, which are physical outer body observations of behaviour and
performance, we can not only gain insights into behaviour and performance but also
validate the outcomes of the subjective measures.

To match the data from the collected simulator log with that of the objective metrics,
some participants were excluded due to incomplete simulator data from some of the
participants. Seventeen (17) participants were left in each group after this cleaning
process. Group PBP consists of 8 women and 9 men with an average age of around 25
years, whereas EP includes 6 women and 11 men with an average age of about 23 years.

Performance Measures (Objective Measures):

Performance measures include: Accuracy, Recovery Time, Overall Performance, and
Error. The descriptive statistics for the performance data are shown in Table 5.9.

As shown in Table 5.9 for Recovery Time/Survival (s), in scenario 1, the PBP group
had a mean recovery time of 337.647 seconds, while the EP group was faster, averaging
260.824 seconds. This indicates that the EP group recovered faster in the first scenario.
In scenario 2, Recovery times increased for both groups, with PBP at 458 seconds and
EP slightly higher at 488.235 seconds. This suggests that as the scenario increased in

complexity, both groups took longer to recover. Recovery times drastically increased in
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Table 5.9 Descriptive statistics for Recovery Time and Accuracy (Mean Square Error) across
scenarios and groups.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
Recovery_time (s)

mean 337.647 260.824 458.000 488.235

std 186.875 112.108 217.011 149.412

95% 658.600 497.600 833.000 777.600

Accuracy (mse)

mean 0.263 0.294 0.003 0.002 78.924 115.614
std 0.573 0.568 0.006 0.007  201.702 318.391
95% 1.492 1.412 0.019 0.013  268.635 457.485

S3 for both groups. There is no recovery time in scenario 3 because the plant recovers
right at the end of the test and the participants are only expected to maintain the plant

from overheating until that time.

Accuracy, measured by mean squared error (MSE) , was relatively low in S1 for both
groups (PBP = 0.263, EP = 0.294). These values indicate a low level of error, and both
groups performed similarly. Mean squared error (MSE) is commonly used to measure the
average of the squares of errors of a variable or model prediction. That is, the difference
between the actual (observed) values and the predicted/new values generated by a model
or in this case, the operators’ control action. When the operator moves a manual valve to
the exact expected value then there is no error, the MSE equals zero. As error increases,
the MSE value increases. In S2, MSE dropped significantly to very low values for both
groups (PBP = 0.003, EP = 0.002), indicating a high level of accuracy in this scenario
which could be due to transferred learning from scenario 1. However, MSE increased
drastically in S3, with PBP rising to 78.924 and EP to 115.614. This indicates that both
groups made significantly more errors in the final scenario as task complexity increased,
with the EP group experiencing a slightly higher error rate compared to the PBP group.

Following this, Table 5.10 presents a condensed descriptive summary of the results

pertaining to overall performance, errors, and consequences (which are all categorical

variables), shedding light on the actual performance of participants in both groups.

Behavioural Measures (Objective Measures): Table 5.11 presents the mean,

standard deviation, and 95% confidence interval for several behavioural measures across
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Table 5.10 Summary of Consequences, Performance, Errors, and Success/Failure Counts across
Scenarios and Groups.

Scenario  Group Participant Top Consequence Top Overall Perf. Success/Failure Count
S1 G2 17 Safe (17) Good (8) Success (17)

S1 G3 17 Safe (17) Optimal (11) Success (17)

S2 G2 17 Impurity of air in tank atm.(8)  Good (8) Success (14), Failure (3)
S2 G3 17 Impurity of air in tank atm.(8)  Good (12) Success (15), Failure (2)
S3 G2 17 Safe (11) Success (11), Failure (6)
S3 G3 17 Reactor Overheated (9) Success (8), Failure (9)

three scenarios (S1, S2, and S3) and two groups (PBP and EP). Behavioural measures
include reaction time, response time, silenced alarms, acknowledgements, open copies,

number of procedures, and number of alarms.

In the first scenario, the reaction times of the two groups were quite close, with
PBP taking slightly longer at 283.588 seconds compared to EP’s 270.647 seconds. In
the second scenario, both groups’ reaction times stayed consistent. However, in the
third scenario, a difference was observed, as PBP averaged 289.765 seconds, while EP’s
reaction time dropped considerably to 197.118 seconds, indicating that EP participants
responded more quickly as the complexity increased.

The response times were shorter in the early scenarios but drastically increased in
Scenario 3, especially for PBP, which increased from 345.235s in S2 to 897.000s in S3.
Group EP too, experienced an increase in response time, though not as severe as PBP.
A longer response time is a good result because the participants are expected to stay as
much as possible on the process until the 18th minute. For the measure Alarms Silenced,
in Scenario 1, both groups silenced an average of approximately 2 alarms. However,
by Scenario 3, the number of alarms silenced increased drastically, especially for PBP
(12.059) compared to EP (9.941). This high number of alarms in scenario 3 is expected,

given the complexity of the scenario.

Acknowledgements remained low in the earlier scenarios, averaging around 2 per
group. However, in Scenario 3, PBP acknowledged significantly more alarms (6.765)
compared to EP (4.588), showing that PBP participants were interacting with more alarms
as the complexity increased and perhaps had a poor ’Perception.” On the other hand,
for Number of Mimics Opened, both groups showed stable mimic opening behaviour
across scenarios, averaging between approximately 3 and 4, indicating little change in

this metric regardless of task complexity.
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Table 5.11 Descriptive statistics for Reaction Time, Response Time, Alarms Silenced,
Acknowledgements, Mimics Opened, Number of Procedures, and Number of Alarms across
scenarios and groups.

Scenario S1 S2 S3

Group PBP EP PBP EP PBP EP
Reaction_time (s)

mean 283.588 270.647 282.353 280.647 289.765 197.118
std 74306 52414 94.633 61.872 150.602 126.136
95% 350.200 313.600 421.200 364.800 514.600 338.400
Response_time (s)

mean 365.000 307.294 345.235 358.529 897.000 763.588
std 145.137 120.621 144.414 104.997 191.042 207.354
95% 666.000 418.800 520.200 487.000 1049.200 1026.000
Alarms_silenced (no.)

mean 1.588 1.471 1.882 1.529 12.059 9.941
std 0.712 0.874 0.857 0.800 5.804 7.267
95% 2.000 2.200 3.000 2.000 19.400 19.000
Acknowledgements (no.)

mean 1.529 1.529 1.706 1.412 6.765 4.588
std 0.624 0.800 0.772 0.795 4.085 4.583
95% 2.000 2.200 3.000 2.200 13.400 11.600
Mimics_opened (no.)

mean 3.118 2.765 2.882 2.882 3.647 3.765
std 1.691 1.954 1.576 1.833 1.367 1.251
95% 6.000 6.000 6.000 6.000 6.000 6.000
std 0.000 0.612 0.000 0.795 0.000 2.404
95% 0.000 4.000 0.000 4.000 0.000 12.000
Number_of_alarms (no.)

mean 1.941 2.235 2.235 2.059 17.118 17.882
std 0.429 0.562 0.562 0.243 4.357 3.887

95% 2.200 3.000 3.000 2.200 23.400 24.200
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The EP group opened an average of approximately eight procedures, while the record
for PBP could not be ascertained because there was no recording of this information.

The number of alarms increased sharply in Scenario 3 for both groups, with PBP
encountering 17.118 alarms and EP facing 17.882 alarms. This suggests a much more
alarm-intensive environment in the final scenario.

Eye-Tracking (Objective Measures):

The eye-tracking analysis was examined for Scenario 3 as this scenario is believed to
highlight significant distinctions between the two groups, largely due to the cognitive
effort required. Since Scenarios 1 and 2 are presumed to require less cognitive effort for
an in-depth analysis of eye movements compared to Scenario 3. Two female and two male
participants were selected at random from each group for this analysis. The emphasis
was on examining the participants’ eye movements within the areas of interest pertinent
to each group, specifically the procedure (Paper procedure or Electronic Procedure). The
randomly selected participants had an average age of approximately 23 in each group.
Table 5.12 shows the descriptive statistics of their outcome in scenario 3 based on the
eye-tracking measures selected for the comparison of both groups: average fixation
duration, number of visits, average pupil diameter, saccade amplitude, saccade duration,
and number of fixations.

The outcomes of the eye-tracking for scenario 3 as shown in table 5.12 are briefly
discussed below. For the measure, Average Fixation Duration, the EP group showed a
significantly longer mean fixation duration (292.625 ms) compared to the PBP group
(197.250 ms). The large standard deviation for the EP group (157.080 ms) indicates high
variability in fixation durations compared to the PBP group (68.674 ms).

For the Number of Visits, both groups showed similar mean numbers of visits, with
PBP at 5.125 and EP at 5.000. However, the variability in visits was slightly higher for
the EP group (std = 3.697) compared to the PBP group (std = 3.198), showing a more
consistent behaviour in the PBP group.

Interestingly, the EP group showed a negative corrected mean pupil diameter (-0.515
mm), while the PBP group had a positive corrected mean of 0.458 mm. This disparity
may reflect different physiological responses between the groups during the task, with
the negative value indicating pupil constriction in the EP group. A constriction generally
shows a state of relaxation or rest as discussed in Section 2.1, meaning that this was
the case of those in the EP group while group PBP was more alert. Average Saccade
Amplitude: The PBP group exhibited larger saccade amplitudes, with a mean of 5.848°,
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Table 5.12 Descriptive statistics for eye-tracking metrics in Scenario 3 for PBP and EP groups.

Scenario 3 Group
Measure PBP EP
Average fixation duration (ms)

mean 197.250 292.625
std 68.674 157.080
95% 261.200 471.875
No of visits (count)

mean 5.125 5.000
std 3.198 3.697
95% 8.625 9.450
Average pupil diameter (mm)

mean 0.458 -0.515
std 0.109 0.292
95% 0.589 -0.193
Average saccade amplitude (°)

mean 5.848 3.948
std 0.891 0.804
95% 6.886 4.487
Saccade duration (ms)

mean 37.068 32.393
std 3.770 3.286
95% 40.472  34.790
No of fixations

mean 6.433 27.593
std 3.806 29.283

95% 10.357  60.038
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compared to 3.948° in the EP group. This suggests that the PBP group tended to make
larger eye movements with more cognitive efforts to shift attention or focus during the
task. On the other hand, both groups had similar saccade durations, although the PBP
group (mean = 37.068 ms) exhibited slightly longer durations than the EP group (mean
= 32.393 ms). The standard deviations were comparable for both groups, indicating
consistent saccade behaviour across participants.

Finally, there was a substantial difference in the number of fixations between the two
groups. The EP group recorded a much higher number of fixations (mean = 27.593)
compared to the PBP group (mean = 6.433). The high variability in the EP group’s
fixations (std = 29.283) suggests that some participants in EP fixated much more
frequently than others. When associated with the saccade amplitude, this shows that
group EP had a slight lessening of attention shifting compared to group PBP, therefore
enabling more brain processing activity.

The next step would be to find out if there were significant differences between both

groups on the measures, as shown in the next subsections, titled Significant Differences.

Significant Differences for Performance Measures in Table 5.9

Table 5.13 Shapiro-Wilk and T-test/Mann-Whitney results for Recovery Time and Accuracy
across scenarios and groups.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
Recovery Time

Shapiro 0.413 0.102 0.882 0.180 - -
T-test 0.156 0.639

Accuracy

Shapiro 0.000 0.000 0.000 0.000 0.000 0.000
Mann W. 0.179 0.986 0.918

Table 5.13 shows that the Shapiro-Wilk normality test reveals mixed results for
recovery time and accuracy in all scenarios. In Scenario 1 (S1), the recovery time data
for the PBP group follow a normal distribution (p = 0.413), while the EP group shows
non-normality (p = 0.102). Despite this, the T-test did not find a statistically significant
difference in recovery time between the two groups (p = 0.156). In Scenario 2 (S2), the
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Shapiro-Wilk test confirmed normality for the PBP group (p = 0.882), but not for the EP
group (p = 0.180). A T-test again indicated that there was no significant difference in
recovery time between the groups (p = 0.639). Recovery time data for Scenario 3 (S3)
were not available for analysis.

Regarding accuracy, the Shapiro-Wilk test consistently indicated nonnormality (p =
0.000) for both groups in all scenarios, requiring the use of the Mann-Whitney U test.
In scenario 1, the Mann-Whitney test did not show significant differences in precision
between the PBP and EP groups (p = 0.179). Similarly, in Scenario 2 (p = 0.986) and
Scenario 3 (p = 0.918), no significant differences in accuracy were observed between the

groups.

Significant Differences for Behavioural Measures in Table 5.11

Table 5.14 Shapiro-Wilk and T-test/Mann-Whitney results for Reaction Time, Response Time,
Alarms Silenced, Acknowledgements, Mimics Opened, and Number of Alarms across scenarios
and groups.

Scenario S1 S2 S3
Group PBP EP PBP EP PBP EP
Reaction Time (s)

Shapiro 0.002 0.000 0.051 0.001 0.420 0.103
T-test/Mann W. 0.148 0.630 0.061
Response Time (s)

Shapiro 0.096 0.000 0.290 0.084 0.001 0.046
T-test/Mann W. 0.022* 0.761 0.064
Alarms Silenced (no.)

Shapiro 0.000 0.005 0.001 0.000 0.152 0.025
T-test/Mann W. 0.662 0.158 0.568
Acknowledgements (no.)

Shapiro 0.000 0.008 0.015 0.024 0.425 0.007
T-test/Mann W. 0.969 0.279 0.069
Mimics Opened (no.)

Shapiro 0.013 0.029 0.007 0.025 0.001 0.002
T-test/Mann W. 0.427 1.000 0.581
Number of Alarms (no.)

Shapiro 0.000 0.000 0.000 0.000 0.595 0.468

T-test/Mann W. 0.095 0.211 0.593
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Table 5.14 shows that the Shapiro-Wilk normality test revealed mixed results in all
scenarios for the variables reaction time, response time, silenced alarms,
acknowledgements, mimics opened and number of alarms. In scenario 1 (S1), the
reaction time was not normal for both groups, and the T-test did not indicate significant
differences between PBP and EP (p = 0.148). Similarly, no significant differences were
observed in scenario 2 (S2) (p = 0.630), while scenario 3 (S3) showed a trend toward
significance (p = 0.061), suggesting that the reaction time may have been shorter for the
EP group under more complex conditions.

For Response Time, in S1, the Mann-Whitney U test revealed a significant difference
between the groups (p = 0.022), with EP responding faster. However, in S2 and S3, the
response time did not differ significantly between the groups (p = 0.761 and p = 0.064,
respectively).

Regarding the number of alarms silenced, no significant differences were observed
across all scenarios, as indicated by the Mann-Whitney U test (S1: p = 0.662, S2: p
=0.158, S3: p =0.568). Similarly, for acknowledgements, the Mann-Whitney U test
revealed no significant differences in S1 (p = 0.969) or S2 (p = 0.279), although the result
for S3 approached significance (p = 0.069), suggesting a possible difference in how the
groups acknowledged alarms in the final scenario.

In terms of Mimics Opened, no significant differences were detected between the
groups in any of the scenarios. Lastly, the number of alarms did not show significant
differences between PBP and EP in S1, S2 or S3.

In summary, the results suggest that while both groups performed similarly for most
metrics, the EP group showed a significantly faster response time in S1, and there were
trends toward differences in Acknowledgements and Reaction Time in S3. These findings
indicate that group differences may become more apparent under more complex task

conditions.

Significant Differences for Eye-tracking Measures in Table 5.12

Table 5.15 shows that the Shapiro-Wilk test for normality and subsequent T-test and
Mann-Whitney U tests reveal both significant and non-significant differences in eye-
tracking metrics between the PBP and EP groups in Scenario 3. For Average Fixation
Duration, both groups exhibited normal distributions (PBP: p = 0.602, EP: p = 0.859),
with the T-test showing no significant difference between the groups (p = 0.308).
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Table 5.15 Shapiro-Wilk and T-test/Mann-Whitney results for eye-tracking metrics in Scenario 3
across PBP and EP groups.

Scenario S3
Group PBP EP
Average fixation duration (ms)

Shapiro 0.602 0.859
T-test 0.308

No of visits (count)

Shapiro 0.255 0.029
Mann W. 0.882
Average pupil diameter (mm)

Shapiro 0.013 0.968
Mann W. 0.029*
Average saccade amplitude (°)

Shapiro 0.451 0.100
T-test 0.019*
Saccade duration (ms)

Shapiro 0.391 0.163
T-test 0.111

No of fixations (count)

Shapiro 0.974 0.368

T-test 0.202
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In terms of the Number of Visits, the EP group exhibited non-normality (p = 0.029),
but the Mann-Whitney U test indicated no significant difference between the groups
(p = 0.882). Interestingly, the Average Pupil Diameter showed non-normality for the
PBP group (p = 0.013), and the Mann-Whitney U test indicated a significant difference
between the groups (p = 0.029), suggesting that pupil dilation differed significantly
between PBP and EP participants.

For Average Saccade Amplitude, both groups had normal distributions, but the T-test
revealed a significant difference between the groups (p = 0.019), indicating that the PBP
and EP groups exhibited different saccade patterns. However, for Saccade Duration,
the T-test found no significant difference between the groups (p = 0.111), and both
distributions were normal.

Lastly, for the Number of Fixations, no significant differences were found between
the groups (p = 0.202), with both groups exhibiting normal distributions.

5.3 Evaluation of the measures

5.3.1 Reliability of the Subjective Measures

To verify the reliability of the questionnaires, the internal consistency of the measures
(that is, whether they evaluate the intended constructs) is assessed using Cronbach’s alpha,
as discussed in subsection 3.3.3. Alpha values less than 0.6 indicate poor consistency
[139].

Table 5.16 Subjective Measures, their areas of focus, number of questions, and Cronbach’s Alpha
values.

Name of Measure Measuring No of Questions Alpha
NASA TLX Workload 6 0.6
SART Situational awareness 10 0.8
SPAM Situational awareness 3 0.5
Task load Task load 1 -
Alarm design Support Layout & alarm priority 2 0.8
Procedure Support Paper or electronic support 1 -
Familiarity Plant process & control room 2 0.5
Training Post-training performance 8 0.4
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Table 5.16 outlines the key subjective measures used in the study, each assessing
different aspects of workload, situational awareness, task load, support mechanisms,
training and familiarity. The NASA TLX measure assessed workload across six items
and showed moderate reliability with a Cronbach’s Alpha of 0.6. The SART (Situational
Awareness Rating Technique) measured situational awareness across ten items and
demonstrated high internal consistency, achieving a Cronbach’s Alpha of 0.8, indicating
robust reliability. The SPAM (Situation Present Assessment Method), designed to
measure situational awareness using three items, yielded a lower Cronbach’s Alpha
of 0.5, suggesting weaker reliability. Similarly, the Familiarity measure, assessing
knowledge of the process and control room across two items, showed low reliability with
an Alpha of 0.5.

The Alarm Design Support measure evaluated the layout and prioritisation of alarms
using two items and demonstrated high reliability with a Cronbach’s Alpha of 0.8.
Procedure Support and Task load were assessed through items specific to their respective
measures, meaning their internal consistency cannot be evaluated. Lastly, the Training
measure, which assessed post-training performance through eight items, yielded the
lowest Cronbach’s Alpha of 0.4, suggesting that the scale or content requires further

refinement.

5.3.2 Validity of the Measures

Here we present a factor analysis of both subjective and objective measures. As the
volume of experiment data in the captured dataset is limited, it is prudent to maximise
available data to improve accuracy by undertaking factor analysis across the wider
spectrum of scenarios and including all groups.

In the case of more available data, the factor analysis should be done per scenario with
all groups combined regardless. The outcome of the factor analysis is later compared
with the correlation analysis of the measures from all scenarios combined and later
with scenarios separated. The scenario-based correlations versus the combined scenario

correlations are compared with each other.

Factor analysis without eye-tracking measures

The first step was to ascertain the suitability of data for factor analysis. The Kaiser-Meyer-
Olkin (KMO) measure of sampling adequacy in factor analysis showed a score of 0.775.
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Table 5.17 Factor Loadings for Subjective and Objective Measures (without eye-tracking
measures).

Measure F1 F2 F3 F4 F5 Fo F7 F8 F9 F10 F11

SUBJECTIVE

TLX_index 0.86*

Mental_demand 0.80*

Physical_demand 0.31 0.55
Temporal_demand 0.76%*

Performance -0.43

Effort 0.80%*

Frustration -0.31
SPAM_Index 0.97*

SAl 0.60*

SA2 0.52

SA3 0.58

SART_Index 0.82* 0.37
SART_Demand 0.82%

SART _Supply 0.82% 0.41
SART_Understanding 0.95%

Task_load 0.63* 0.35

Alarm_list_support 0.38
Alarm_priority_support -0.39 0.41
Procedure_support -033 0.54 0.35
Training_average 0.38

Familiarity_average 0.97*

OBJECTIVE

Reaction_time 0.72%
Response_time 0.80%*

Alarms_silenced 0.68*

Acknowledgements 0.53

No_of_alarms 0.72* 0.31

Recovery_time 0.73*

Overall Performance 0.40 0.48
Consequence 0.86*

Error 0.80*
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This KMO score strengthens the validity of the factor analysis results, as it confirms that
the correlations among variables are strong enough to justify the extraction of factors.
Had the KMO been significantly lower (e.g., below 0.5), it would have indicated that the
data might not be suitable for factor analysis, as was the case when trying to separate by

scenario.

The factor loadings of Table 5.17 present the results of the exploratory factor analysis
(EFA) conducted on the subjective and objective measures. Values below 0.3 have been
suppressed for readability, and values greater than or equal to 0.7 have been marked
with an asterisk (*) to indicate strong loadings. This approach helps to focus on the
most significant relationships between the variables and the factors, revealing underlying
patterns in the data. That of the eye-tracking data was not included because of the number
of participants analysed and because it was just for scenario 3. Therefore a separate
factor analysis was done with this limited eye-tracking data and the other variables for

the selected participants as shown under Table 5.18.

The scree plot, Figure 5.3, further illustrates the factor structure by displaying the
eigenvalues for each factor in descending order. A steep drop is observed after the first
few factors, with eigenvalues tapering off significantly after Factor 11. This aligns with
the decision to retain 11 factors, as the first 11 factors explain a substantial proportion
of the total variance in the data. The subsequent factors contribute little additional
variance, indicating diminishing returns in terms of explanatory power. Overall, the
factor analysis reveals a clear structure in both subjective and objective measures, with
key factors corresponding to known constructs such as workload, situational awareness,
and performance. The combination of high factor loadings in the first few factors and the
sharp drop in eigenvalues in the scree plot supports the retention of 11 factors as a robust

solution for this dataset.

The Subjective Measures exhibit high factor loadings under factors 1, 2 and 4. These
factor loadings show that they share a common source of variation or are influenced
by the same latent (unobserved) construct. is because they have strong relations with
each other and describe or impact a common factor. For instance, the TLX Index shows
strong correlations with Factor 1 (loading = 0.86), indicating that this factor captures
a significant portion of workload-related variance, as would mental demand, temporal
demand, effort, SART demand and supply and task load. The SART supply and demand
loading on Factor 1 alongside the NASA TLX variables was similarly observed in a study
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Fig. 5.3 Scree plot to determine the optimum number of factors for the objective and subjective
measures combined (Eye-tracking excluded).

by Braarud [17]. Factor 1 and its related variables can thus be considered a Workload
construct, independent of the scenario type and group.

The SART Index, its subcomponent SART-Understanding and familiarity average
primarily loaded on Factor 2, with loadings as high as 0.95 for SART Understanding and
0.97 for familiarity. This implies that Factor 2 represents an aspect associated with
situational awareness, emphasising the substantial role of process and control room
familiarity on SART understanding in accurately assessing situational awareness, in
contrast to SART demand and supply. Interestingly SPAM Index and its subcomponent
SAT1 - Perception, which measures situational awareness, loads strongly on a different
Factor 4. The other two levels of situational awareness in SPAM (SA2 and SA3) closely
load high on this factor, reinforcing that Factor 4 represents elements of situational
awareness. It is important to note that the SPAM questions were asked during the exam,
while the SART questions were given afterwards. Braaud [17] refers to the post-study
evaluation as ’Non-Informed Situational Awareness’, while the act of reviewing, or
potentially experiencing and subsequently rating, is termed ’Informed Situational

Awareness’. Thus, Factor 2 and its associated variables can be labelled Non-Informed
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Situational Awareness, while Factor 4 can be referred to as Informed Situational
Awareness.

Objective measures (excluding eye-tracking data) exhibited significant loadings on
factors 3, 5, and 8. Reaction time had a positive loading of 0.72 on Factor 8, independent
of the other factors. Response time, the number of alarms silenced, the number of alarms
annunciated, and recovery time loaded on Factor 3. The number of acknowledgements
likewise loaded positively on Factor 3 but did not exceed 0.6. Consequence, overall
performance, and error were loaded onto factor 5, though overall performance showed
only a low loading and did not appear significantly on any other factors. Factor 3, together
with its associated variables, may be identified as a behaviour construct. Factor 5 is
related to performance, while it is unclear what construct Factor 8 describes. Nevertheless,
this classification requires further verification through correlation analysis. Factors 6 - 7
and 9 - 11 had no high loading and can be ignored.

These clusters offer an overview of the general nature of the variables and will
be explored in more detail in relation to the results from each group and scenario.
Additionally, comparing these findings with correlation analysis can highlight their

interconnections and validate the concepts they represent or assess.

Factor analysis with eye-tracking measures

The factor loadings in Table 5.18 present the results of the exploratory factor analysis
(EFA) conducted on subjective and objective measures, including the eye-tracking
measures. Values below 0.3 have been suppressed for clarity, and values greater than or
equal to 4+/- 0.7 have been marked with an asterisk (*) and in bold to indicate strong
loadings. Those below +/- 0.7 were marked in asterisks. A steep drop in the scree plot in
Figure 5.3 is observed after the first few factors, and the eigenvalues decrease
significantly after factor 7.

The findings presented in Table 5.18 reveal that eye-tracking metrics primarily load
on Factors 2, 3, and 6. Close examination of the loadings, derived from both subjective
and objective measures from the simulator, highlights changes when selecting specific
samples. The main objective is to verify the eye-tracking metrics in order to understand
the concepts they describe while using the procedure, as well as their connection with
other factors, to draw more accurate conclusions within each study group. Supplementary

correlation analysis could substantiate the observed factor loadings. Average pupil
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Table 5.18 Factor Loadings for the four participants in each group under scenario 3.

Measure F1 F2 F3 F4 F5 Fé6 F7
SUBJECTIVE

TLX Index 0.92%*

Mental Demand 0.47 -0.81*

Physical Demand 0.42 0.86*
Temporal Demand 0.63* -0.64*
Performance 0.58 0.57

Effort 0.93*

Frustration 0.35 -0.64*  -0.56

SPAM Index 0.85%

SAl 0.70*

SA2 0.61*
SA3 0.86%*

SART Index 0.62*  0.67*

SART Demand 0.75% 0.52
SART Supply 0.82*

SART Understanding 0.84*

Task Load -0.88*

Alarm List Support 0.68*

Alarm Priority Support 0.90%*

Procedure Support 0.91%

Training Average -0.90*
Familiarity Average 0.70* 0.55
OBJECTIVE

Reaction Time 0.87*

Response Time 0.82%

Alarms Silenced -0.59%

Acknowledgements -0.94*

Mimics Opened 0.81*

No of Alarms 0.61%*

Recovery Time 0.82%

Accuracy 0.71%
Consequence -0.85*

Overall Performance -0.68*

Error -0.86%*
OBJECTIVE (eye-tracking)

Average Fixation Duration 0.81*
No of Visits -0.65*

Average Pupil Diameter 0.83*

Average Saccade Amplitude 0.98*

Saccade Duration 0.73*%
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diameter, saccade amplitude, and saccade duration show high positive loadings on
Factor 4. Typically, pupil diameter variables indicate workload, while saccades can
reflect workload, attention levels, engagement, search difficulty, or reduced processing
capabilities. These variables load on the same factor as the number of opened mimics and
recovery time but not with any situational awareness or subjective workload measures,
except for an inverse loading of the NASA TLX measure - frustration. The combined
loadings suggest relationships between these factors, showing direct associations for
the primary variables and an inverse one for frustration. Recovery time correlates as a
behaviour construct in Table 5.17, with the number of mimics opened not showing earlier
factor loading. This may mean that for scenario 3, the number of mimics opened could
describe a workload or search difficulty situation, as the three eye-tracking measures:
average pupil diameter, saccade amplitude, and saccade duration. A correlation analysis

will be conducted to validate these relationships.

Conversely, number of visits loads negatively on Factor 1 (loading = -0.65), showing
a parallel relationship with mental demand (loading = -0.81) and number of
acknowledgements (loading = -0.94) and an opposite relationship with SART Index
(specifically from SART Understanding) (loading = 0.84) and support of the alarm list
(loading = 0.68). The similarity between the number of visits and mental demand, a
workload construct, indicates that this factor could describe workload but could also
pertain to objective situational awareness due to the SART understanding of loading or
support given the alarm list support loading. Hence, this factor might be termed a an
Objective SA construct, offering broader conclusions on situational awareness and even
workload, depending on the negative or positive loadings of the variables. The
relationships among variables suggest that fewer alarm acknowledgements or visits
could indicate lower mental workload and higher objective situational awareness (based
on SART understanding), better alarm list support, and nearly improved perceived

performance.

Furthermore, average duration of fixation, often used to describe attention,
perceptual, and cognitive load, loads high on Factor 6 (loading = 0.81), alongside
average training which loads negatively (loading = -0.90) and SPAM Question 2 on
comprehension/understanding loading slightly above 0.6 (loading = 0.61). The positive
correlation between the SPAM understanding variable (SA2) under the informed
situational awareness construct and average fixation duration indicates that fixation

duration may reflect informed situational awareness. The inverse relationship with
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training suggests that poorer training performance could lead to longer fixations and
better situational awareness. Typically, experts and novices who have recently undergone
training exhibit longer average fixation durations [173]. Nonetheless, longer fixations are
observed among less proficient readers [174]. In scenario 3, the factor loadings reveal
that a poor training average leads to longer fixations, which is consistent with existing
literature. However, these longer fixations suggest improved situation understanding,
contrasting with the relationship seen with the number of fixations. The longer fixation
duration and its positive correlations with SA2 indicate a learning process while using
the procedure, which consequently facilitates situation understanding.

Gap: The factor analysis was conducted with all scenarios combined due to
insufficient validity when evaluating factor loadings individually by scenario. As
illustrated in Table 5.18, the results for the factor loadings of participants in scenario 3
indicate that the analysis is influenced by task complexity. Hence, with more data,
ideally, the scenarios (task complexity) should be considered separately for factor
loading.

Despite the small sample size, the substantial variations in eye-tracking metrics,
including pupil diameter and saccades shown in Table 5.15, highlight the validity of
these metrics for group comparisons, assuming there is a clear comprehension of the

constructs they assess.

Correlation analysis

Another test for validity is performed through a correlation analysis. First, through a
correlation analysis of the measures with groups and scenarios combined and later with
the scenarios separated. By performing the latter, it can be confirmed if the measures are
sensitive to increasing task complexity.

Considering all scenarios, the results of the Pearson correlation used in a case of
normal distribution and that of Spearman used in the cases of non-parametric distribution
are shown in Tables 5.19, 5.21, 5.23, 5.25, and 5.27.

TLX Dimensions:
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Table 5.19 and 5.21 present the correlation outcomes among the subjective and
objective measures, revealing intricate relationships between these variables, while Table
5.20 and 5.22 check for significant correlations. There were significant correlations
between NASA TLX and its dimensions, except for Performance. NASA TLX also
significantly correlated with SPAM Index (r =, p < 0.01), SA3 - Understanding (r =, p
< 0.01), SART demand (p < 0.001), SART supply (p < 0.001), Task load (p < 0.001),
Alarm_list_support (p < 0.05), Alarm_priority_support (p < 0.01), Familiarity_average
(p<0.01), Response_time (p < 0.001), Alarms_silenced (p < 0.001), Acknowledgements
(p <0.001), No_of_alarms, Accuracy, Recovery_time, Consequence (p < 0.05), Overall
Performance (p < 0.01), Error (p < 0.001).
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Situational Awareness Measures (SART and SPAM):

Table 5.23 presents the correlations between other variables and the situational
awareness measures, while Table 5.24 shows if there are significant correlations. The
SPAM index significantly correlates positively with its dimensions SA1 - 3 and negatively
with the SART measures and procedure support. In addition, it significantly correlates
negatively with the NASA TLX Index and its dimensions, except for Physical demand.
It likewise negatively correlates significantly with task load, Response time, Alarms
silenced, Acknowledgements, No of alarms, Accuracy, Recovery time and Error.

SAT1 exhibits a p-value of 0.227 with the TLX Index, indicating no significant
correlation. However, it shows a significant relationship with Mental Demand (p =
0.0069). Similarly, SA2 does not correlate significantly with the TLX Index (p = 0.051)
but has a significant correlation with Mental Demand (p = 0.0145), performance, effort
and frustration. SA2 significantly correlates with SART demand and supply, task load,
response time no of alarms and recovery time. In contrast to SA 1 and 2, SA3 correlates
significantly with the TLX Index (p = 0.0029) and Mental Demand (p = 0.0049), including
other TLX dimensions except Physical demand, like with the SPAM Index. SA3 also
correlates with SART Index, SART demand and Understanding, task load, alarm list
support, Alarm_priority_support, Procedure_support, Response_time, Alarms_silenced,
Acknowledgements, No_of_alarms, Accuracy, Recovery_time and error.

The analysis of significant correlations for the SART Index reveals several important
relationships. A strong correlation is noted with Task Load (p = 0.0125) and Procedure
Support (p = 2.21E-07). Additionally, Alarm Priority Support (p = 0.0023) and Training
Average (p = 2.19E-05) show notable correlations. Other significant correlations include
Alarm List Support (p = 0.0201), Response Time (p = 0.0161), Alarms Silenced (p =
0.0123), Acknowledgements (p = 9.45E-05), and Accuracy (p = 0.0205). Furthermore, a
very strong correlation is observed between the Number of Alarms (p = 6.37E-07) and
Error (p = 0.00027).
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The significant correlations for SART_Demand illustrate critical relationships
affecting situational awareness demand. An extremely strong positive correlation with
Task Load (p = 2.19E-20) highlights that perceived demands on situational awareness
increase sharply with workload. Its strong negative correlation with Alarm List Support
(p =0.0018) and Alarm Priority Support (p = 8.68E-05) suggest that better prioritisation
and support can reduce SART demands. Notably, Procedure Support shows a strong
negative correlation (p = 3.45E-05), indicating that structured procedures are essential
for managing demands. Conversely, both Training Average (p = 0.5349) and Familiarity
Average (p = 0.5546) exhibit weak correlations, suggesting a minimal impact on
perceived demands. A very strong positive correlation with Response Time (p =
6.89E-10) indicates that increased SART demands significantly increase response times.
Additional strong correlations include Alarms Silenced (p = 8.25E-05), Accuracy (p =
9.87E-07), and Consequence (p = 0.00014). The positive correlation with Recovery
Time (p = 1.28E-16) further emphasises that increased demands prolong recovery.
Lastly, a very strong positive correlation with Error (p = 2.90E-08) suggests that higher
demands are closely linked to an increased likelihood of errors. Overall, these findings
highlight the significant impact of situational awareness demands on task performance

and error rates.

The significant correlations for SART_Supply reveal important interactions affecting
situational awareness. A strong positive correlation with Task Load (p = 1.49E-10)
indicates that increased supply is associated with higher task load. Effective Alarm List
Support (p = 0.0034) and Alarm Priority Support (p = 0.0339) show a negative significant
correlation. However, correlations with Procedure Support (p = 0.4296), Training
Average (p = 0.2808), and Familiarity Average (p = 0.1559) are weak, indicating the
limited impact of these factors on situational supply. In terms of the objective metrics, a
significant positive correlation with Response Time (p = 0.00014) implies that situational
supply can positively influence response times. Additionally, Alarms Silenced (p =
0.0099) and Acknowledgements (p = 0.0038) demonstrate that better supply aids in
effective alarm handling. A very strong correlation with Accuracy (p = 0.000168)
indicates that adequate supply positively affects task accuracy. The correlation with
Recovery Time (p = 3.26E-07) suggests that supply significantly influences recovery
durations, while a moderate positive correlation with Error (p = 0.0029) indicates that
better SART supply is associated with better outcomes.
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For SART_Understanding, a weak correlation with Task Load (p = 0.5635) indicates
that understanding does not significantly affect task load. However, a significant positive
correlation with Alarm List Support (p = 0.0019) highlights that effective alarm support
improves SART understanding. The moderate correlation with Alarm Priority Support
(p = 0.0136) suggests that prioritisation aids in enhancing understanding, while a strong
positive correlation with Procedure Support (p = 0.0012) indicates that clear procedures
are vital for improving understanding. Additionally, a strong positive correlation with
the Training Average (p = 5.98E-06) implies that training significantly enhances
understanding, and familiarity shows a similar strong correlation (p = 0.0012), indicating
it substantially contributes to understanding. In the objective metrics, weak correlations
with Reaction Time (p = 0.2933), Response Time (p = 0.8831), and Alarms Silenced (p
= 0.2935) suggest a limited impact of understanding on these areas. However, a
moderate negative correlation with Error (p = 0.0173) indicates that understanding
somewhat influences error, while other metrics, including Overall Performance (p =
0.8105) and Accuracy (p = 0.6016), show negligible influence.

Other Subjective Measures: Table 5.23 shows the correlations between the other
subjective variables with the others while Table 5.24 shows if there are significant
differences.
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The negative correlation between Task Load and Alarm List Support is significant
(p = 0.0629). Similarly, a strong negative correlation with Alarm Priority Support (p =
0.0003) suggests prioritisation decreases task loads. The significant negative correlation
with Procedure Support (p = 0.00004) underscores the need for structured procedures
to navigate and reduce task loads. However, the weak correlations with the Training
Average (p = 0.9894) and Familiarity Average (p = 0.6643) suggest these factors have
a limited impact on managing task demands. In terms of objective measures, task
load non-significant correlation with Reaction Time (p = 0.1276) and Response Time
(p = 0.1276) indicates minimal effects. Conversely, it has a very significant positive
correlation with the Number of Alarms (p = 1.8437E-13) and Accuracy (p = 0.00001),
showing that higher task loads trigger more alarms and result in higher mean square
errors (accuracy). Task load significantly correlates positively with Recovery Time (p =
8.8714E-15), Consequence (p = 0.0001), Overall Performance (p = 0.0009), and Error (p
= 1.6674E-07), suggesting increased task load leads to longer recovery times and higher

errors, ultimately affecting overall performance.

The positive correlation between Alarm List Support and Alarm Priority Support is
highly significant (p < 0.00001), indicating that effective alarm listing is closely tied to
prioritisation. Similarly, it shows a notable positive correlation with Procedure Support (p
=0.0002). However, the correlation with Training Average (p = 0.9894) and Familiarity
Average (p = 0.8766) is weak, indicating minimal impact on alarm list support. The
correlation with Reaction Time (p = 0.0522) is low, while the correlation with Response
Time (p = 0.9217) is weak. Alarm list support shows limited influence on the number of
alarms (p = 0.1518) and Accuracy (p = 0.3690). It has a negative significant correlation
with consequences (p = 0.0279) and error (p = 0.0013).

The correlation between Alarm Priority Support and Procedure Support is very strong
(p <0.00001), indicating that prioritising alarms significantly enhances the effectiveness
of structured procedures. However, the correlation with the Training Average is weak
(p = 0.9318), suggesting that training does not substantially impact alarm prioritisation.
The relationship with the Familiarity Average is weak (p = 0.8710), indicating that
familiarity does not notably influence this aspect of alarm management. In terms of
performance metrics, the correlation with Reaction Time is weak (p = 0.0850), while
it shows negligible impact on Response Time (p = 0.6671). Alarm prioritisation does
not significantly affect the number of alarms (p = 0.0194) but has a moderate correlation
with Accuracy (p = 0.5816) and a notable impact on Acknowledgements (p = 0.0250).
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Additionally, it is linked to better alarm management (p = 0.7494) and influences the
perception of consequences (p = 0.0063). The correlation with Overall Performance
is weak (p = 0.5549), while it has a significant correlation with Error (p = 0.00009),
highlighting its role in reducing errors during tasks.

The correlation between Procedure Support and Training Average is weak (p =
0.3180). On the contrary, the relationship with the Familiarity Average is strong (p
= 0.0035). In terms of the objective metrics, Procedure Support shows no significant
correlation with Reaction Time (p = 0.9795), Response Time (p = 0.2888), and Alarms
Silenced (p = 0.2515). Acknowledgements show a negative significant correlation
(p = 0.0222). The correlation with Mimics Opened is not significant (p = 0.6576),
suggesting that procedures have little effect on the use of mimic displays. The negative
relationship with the Number of Alarms is significant (p = 0.00003), indicating that
effective procedures can help reduce no of alarms annunciated. Accuracy shows a
negative correlation (p = 0.0116), suggesting procedure support influence on mean square
error. There is a notable negative correlation with Recovery Time (p = 0.0043), indicating
that effective procedures may shorten recovery durations. The negative correlation with
Consequence is significant (p = 0.0016), suggesting that well-structured procedures
influence consequences. Procedure support has no significant correlation with Overall
Performance (p = 0.7949), but shows a strong negative correlation with Error (p =
0.000001) indicates that effective procedural support can significantly reduce error.

The correlation between Training Average and Familiarity Average is weak (p =
0.3057). Similarly, Reaction Time (p = 0.4386) and response time (p = 0.3867) indicate
that the amount of training received does not notably affect reaction or response times.
Training Average also showed no significant correlation with Alarms Silenced (p =
0.5288), Mimics Opened (p = 0.1100), Number of Alarms (p = 0.5081), Accuracy (p =
0.9811), Recovery Time (p = 0.4811), Consequence (p = 0.8723), Overall Performance
(p = 0.2935) and Error (p = 0.4042). The negative correlation with Acknowledgements is
significant (p = 0.0396), indicating that better training may improve alarm
acknowledgement rates.

No significant correlation exists between Familiarity Average and Reaction Time (p =
0.3028), indicating that increased familiarity does not significantly enhance the speed of
reactions. A similar non-significant correlation was observed with Response Time (p =
0.6546), Alarms Silenced (p = 0.7155), Mimics Opened (p = 0.0541) Acknowledgements
(p =0.2995), Alarms (p = 0.7022), Accuracy (p = 0.8901), Recovery Time (p = 0.9868),
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Consequence (p = 0.2037), Overall Performance is weak (p = 0.4799) and Error (p =
0.1323). Generally, both training and familiarity averages do not seem to significantly
with most of the behaviour and performance Variables and other subjective variables
except for a few. This implies that these variables might not significantly impact the
outcomes of the test.

Objective Measures:

Table 5.25 show the correlation between the objective measures and other variables,
while Table 5.26 show if a significant difference exists.
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The analysis of p-values reveals that Reaction Time exhibits significant correlations
with other behaviour and performance variables. It positively correlates with Response
Time (p = 2.85E-10) and negatively with Alarms Silenced (p = 3.13E-05). As expected,
longer reaction times will lead to longer response times and the likelihood of less alarm
silencing. Similarly, there is a significant negative correlation with Acknowledgements
(p = 0.000397), suggesting longer reactions lead to fewer acknowledgements, as seen
with alarm silencing. Reaction Time negatively correlates significantly with Number of
Alarms (p = 1.84E-18) and Accuracy (p = 0.000529). Furthermore, it has a very strong
positive correlation with Recovery Time (p = 9.97E-27), just like with response time.
Overall Performance (p = 0.0003) positively correlated significantly with reaction time.
However, negative significant correlations were observed with Consequence (p = 0.0087)
and Error (p = 0.0137); no significant correlation was observed with Mimics Opened (p
=0.235).

The analysis of Response Time shows very strong positive correlation with the other
behavioural and performance variables, Mimics Opened (p = 0.0225), Alarms Silenced
(p = 2.85E-10), Acknowledgements (p = 0.0004), Number of Alarms (p = 7.11E-10),
Accuracy (p = 6.09E-07), Recovery Time (p = 9.97E-27), Consequence (p = 0.0087) and

Overall Performance (p = 0.0003), with the exception of reaction time.

The analysis of Alarms Silenced indicates significant correlations with
Acknowledgements (p = 0.00003), Number of Alarms (p = 1.79E-09), Accuracy (p =
0.0023), Recovery Time (p = 3.20E-08) and Error (p = 0.0077). There was no significant
correlation with Mimics Opened (p = 0.1451), Consequence (p = 0.0799) and Overall
Performance (p = 0.0839).

The analysis of acknowledgement showed no significant correlations with mimics
opened (p = 0.0844), Consequence (p = 0.878) and Error (p = 0.271). However, there are
positive significant correlations with the number of alarms, Accuracy, Recovery time and
overall performance.

Mimics Opened showed a positive correlation with Accuracy (p = 0.0005) and
recovery time (p = 0.0385). However, it did not significantly correlate with no alarms,

consequences, overall performance and error.

There is a significant negative correlation between the number of alarms and Accuracy
(p =5.18E-11), Recovery Time (p = 4.42E-22), and Error ( p = 3.01E-09). There was no

significant correlation with Overall performance (p = 0.0529).
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The analysis of Accuracy shows a significant positive correlation between Recovery
Time (p = 0.000000577) and Error (p = 0.0018). There was no significant correlation
between accuracy and Consequence and Overall performance.

The analysis of Recovery Time reveals a positive significant correlation with
Consequence (p = 0.00002048), Overall Performance (p = 5.62E-11) and Error (p =
0.000000495).

The positive correlation between Consequence and Overall Performance is significant
(p-value of 0.00001332). Additionally, there is a strong positive significant correlation
between Consequence and Error (p = 1.13E-25), indicating that higher consequences are
associated with higher error rates. The relationship between Overall Performance and
Error shows a significant positive correlation with a p-value of 0.003895207.

Correlation of the eye-tracking measures:

Table 5.27 displays the correlation matrix for the eye-tracking measures alongside
other variables for Scenario 3 based on the selected participants. Whereas Table 5.28
highlights the significant correlations. In Table 5.28, significant correlations are denoted
with asterisks and marked in bold, while those nearing significance (0.05 - 0.09) are
italicised.

Tables 5.27 and 5.28 demonstrate a few noteworthy correlations between eye-tracking
metrics and various other variables. Particularly, SA2 (understanding) is significantly
negatively correlated with the number of fixations (r = -0.812, p = 0.0143), suggesting
that an increased number of fixations may reduce situation understanding. The number
of fixations also shows a significant negative correlation with fixation duration (p =
0.0465). Additionally, fixation duration is nearly significantly negatively correlated
with the training average (p = 0.0760). The average fixation duration appears to lack a
significant correlation with non-eye-tracking variables.

Additionally, the SART Index shows a significant negative correlation with the
number of visits (r = -0.729, p = 0.0403), and perhaps more from the SART
Understanding, suggesting that the number of visits can describe objective situational
awareness. Invariably, an increase in the number of visits to the procedures area of
interest decreases objective situational awareness and would lead to increased objective
workload (confirmed by loading with the mental demand. @ The number of
acknowledgements significantly correlates with visits (r= 0.756, p = 0.0299) but
positively. Also, 'the number of acknowledgements’ has been established to correlate
significantly with the SART Index but negatively, just like "no of visits’ with the "'SART
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Index’. So the no of visits and acknowledgement both share a similar relationship and
nature of the impact on objective situational awareness.

Furthermore, a positively significant relationship exists between mimics opened and
average saccade amplitude (r = 0.764, p = 0.0274). A larger Saccade amplitude in
literature is known to indicate increasing search difficulty. Therefore, its
relationship/factor loading with a number of mimics opened categories both to describe
the construct - Search difficulty when using the procedure. The average pupil diameter (r
= 0.878, p = 0.00412) and average saccade amplitude (r = 0.873, p = 0.00466),
suggesting that longer recovery times reflect increasing cognitive workload. This aligns
with the factor analysis, which categorised recovery time to describe the construct
Workload. Pupil diameter is also positively significantly correlated with average
familiarity (r = 0.752, p = 0.031) and average saccade amplitude (p = 0.0243). Average
saccade amplitude, likewise, positively correlates significantly with saccade duration (p
=0.0282).

In addition to these significant correlations, some of the observed close-to-significant
correlations are noted with italicised p-values. The correlation between effort and visits
(p = 0.0932) hints at a possible negative relationship between the amount of effort and
no of visits to the procedure AOI. Similarly, the training average shows a trend with
average fixation duration (p = 0.0760), suggesting that longer fixations may describe a
learning process. The number of visits seems to closely negatively correlate with SART
Understanding and Accuracy (p = 0.0885). This calls to mind the negative significant
correlation between the number of visits and the SART Index describing the Non-
informed SA construct. Perhaps, an increase in the number number of visits will reduce
situational awareness but reduce mean square error (accuracy). Other near-significant
correlations were observed between average pupil diameter and overall performance (p
=0.0634), TLX Index and saccade duration (p = 0.0936), mimics opened and saccade
duration (p = 0.0781), and finally, saccade duration and error (0.0941).
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5.3.3 Sensitivity Analysis

Tables 5.29, 5.30 and 5.31 presents the results of the statistical analysis, focussing on
the sensitivity of various workload, situation awareness, and performance measures to
increasing task complexity in three scenarios (S1, S2 and S3). The complexity of the
scenario increased incrementally, and the objective of the analysis was to determine
whether the measures were sensitive to these changes. Statistical tests, including Kruskal-
Wallis and ANOVA, were used to detect significant differences between scenarios,

followed by post hoc comparisons to identify specific pairwise differences.

Sensitivity to Task Complexity/Scenarios: NASA TLX, SART and SPAM

The TLX Index, which measures overall perceived workload, was normally distributed,
and the ANOVA test demonstrated strong sensitivity to increasing scenario complexity
as shown in Table 5.29. The significant result (p = 3.50e-07) of ANOVA indicated that
the total workload increased significantly as the complexity of the task increased from
S1 and S2 to S3. Post hoc tests showed that scenario 3 (S3), the most complex scenario,
had significantly higher TLX scores compared to scenarios of lower complexity (S1 and
S2). Following the post hoc test, S1 and 2 did not show a significant difference. The data
for NASA TLX dimensions had a non-parametric distribution, and the Kruskal-Wallis
test showed sensitivity to increasing task complexity. However, the post hoc test for S1
versus S2 did not show sensitivity between the two. The SPAM index, SA1, SA2 and
SA3 were all non-parametric and their Kruskal-Wallis test showed sensitivity to task
complexity. Except for SART Understanding, the SART measures showed sensitivity
to increasing task complexity, and SART Understanding showed no sensitivity to the

scenario.

Sensitivity to other subjective measures

The support of the procedure was sensitive to changes in complexity (p = 0.0006) for
Scenario 1 versus 2, and the participants struggled more in more complex Scenario
3 as shown in Table 5.30. This aligns with the increased workload and cognitive
demands reported in the TLX and SART measures, indicating that the complexity of
the task impacts procedural support scores. The task load also showed sensitivity to
task complexity except for S1 verus S2. In contrast, Alarm List Support, Alarm Priority
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Table 5.29 Statistical Test Results for TLX and SART Measures Across Scenarios.

Measure Test P-Value Post-hoc Test S1vsS2 S1vsS3 S2vsS3
TLX Index ANOVA (F-test)  3.50E-07 Tukey HSD 0.9527 0 0
Mental demand Kruskal-Wallis test  7.64E-09 Dunn 0.856198 2.72E-08 8.64E-06
Physical demand Kruskal-Wallis test  0.003495 Dunn 1.000  0.005367 0.024675
Temporal demand Kruskal-Wallis test  4.40E-05 Dunn 1.000  0.000845 0.000131
Performance Kruskal-Wallis test  0.000396 Dunn 1.000 0.001003 0.003544
Effort Kruskal-Wallis test  1.64E-06 Dunn 0.902745 0.000003 0.000337
Frustration Kruskal-Wallis test  5.00E-05 Dunn 1.000 0.000618 0.000205
SPAM Index Kruskal-Wallis test  2.65E-05 Dunn 1.000 0.000499 0.000096
SA1 Kruskal-Wallis test  0.009118 Dunn 1.000 0.009269 0.089389
SA2 Kruskal-Wallis test  0.033197 Dunn 1.000 0.162281 0.038535
SA3 Kruskal-Wallis test  0.000813 Dunn 1.000 0.005985 0.001892
SART Index ANOVA (F-test)  0.000247 Tukey HSD 0.7476 0.0004 0.0043
SART Demand Kruskal-Wallis test 3.28E-13 Dunn 0.33288 1.60E-12 5.64E-08
SART Supply ANOVA (F-test)  0.000032 Tukey HSD 0.9719 0.0003 0.0001
SART Understanding Kruskal-Wallis test 0.725858 No significant diff NA NA NA

Support, Training Average, and Familiarity Average did not show sensitivity to increasing

scenario complexity.

Table 5.30 Statistical Test Results for Other Subjective Measures.

Measure Test P-Value Post-hoc Test S1vsS2 S1vsS3 S2vsS3
Task Load Kruskal-Wallis  7.08E-11 Dunn 0.61908 3.34E-10 6.41E-07
Alarm List Support Kruskal-Wallis  0.133989 No significant diff NA NA NA
Alarm Priority Support Kruskal-Wallis 0.136275 No significant diff NA NA NA
Procedure Support Kruskal-Wallis  0.000647 Dunn 1.000  0.008102 0.00109
Training Average Kruskal-Wallis  0.981670 No significant diff NA NA NA
Familiarity Average Kruskal-Wallis  0.973340 No significant diff NA NA NA

Sensitivity of behavioural and performance measures

In Table 5.31, behavioural metrics, including reaction time, response time, number

of alarms silenced, number of acknowledgements, and mimics opened, exhibited non-

parametric distributions. They were sensitive to increasing task complexity, with the

exception of reaction time, which showed no sensitivity. Similar to most subjective

variables, no sensitivity was observed between scenarios 1 and 2. Conversely, all

performance measures, except for error, demonstrated sensitivity between scenarios 1

and 2, as well as between other scenarios. This observed sensitivity in performance

measures between scenarios 1 and 2 suggests a significant need to discuss the outcomes

of scenario 1 in comparison to the others at the performance level.
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Table 5.31 Statistical Test Results for Behavioural and Performance Measures Across Scenarios.

Measure Test P-Value Post-hoc Test S1vsS2 S1vsS3 S2vsS3
Reaction Time Kruskal-Wallis  0.271863 No significant diff NA NA NA

Response Time Kruskal-Wallis  3.99E-14 Dunn 0.68876  7.26E-13 2.77E-09
Alarms Silenced Kruskal-Wallis  1.24E-07 Dunn 1.000  6.30E-07 1.97E-05
Acknowledgements  Kruskal-Wallis 6.37E-08 Dunn 1.000  0.000002 0.000002
Mimics Opened Kruskal-Wallis  0.007598 Dunn 1.000  0.024785 0.017048
No. of Alarms Kruskal-Wallis  1.24E-17 Dunn 1.000 2.51E-14 1.70E-13
Accuracy Kruskal-Wallis  1.78E-14 Dunn 0.000306 1.41E-04 5.32E-15
Recovery Time Kruskal-Wallis  4.37E-17 Dunn 0.01997 5.84E-17 2.20E-08
Consequence Kruskal-Wallis  1.20E-06 Dunn 0.000042  0.000009 1.000000
Overall Performance Kruskal-Wallis 1.27E-06 Dunn 0.000001 0.001179 0.373556
Error Kruskal-Wallis  6.56E-06 Dunn 0.406948 0.000005 0.003083

5.4 Summary

The reliability of questionnaires is often assessed to ensure internal consistency. In

this study, internal consistency was found to be high for the SART and Alarm Support

questions and moderate for the NASA TLX questionnaires. SPAM displayed near-

average consistency, as did the questions regarding familiarity with control rooms and

process plants. However, the training questions showed very low internal consistency.

5.4.1 Correlations and Constructs

Factor and correlation analysis were used to validate the measures and correctly identify

what construct they tend to measure in this study and how this relates to other literature.

The loadings of the variables and the constructs derived from their loading pattern are

summarised in Table 5.32.

Table 5.32 Constructs and Associated Variables.

Construct Associated Variables

Workload TLX Index, Mental, Temporal demand and Effort
Task Load, SART Demand and Supply

Informed Situational Awareness SPAM Index, SA1, SA2, SA3

Non-informed Situational Awareness SART Index, SART Understanding and Familiarity

Behaviour Response time, the number of alarms silence,
the number of alarms annunciated, the number of acknowledgements
Performance Consequence, error
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The factor loadings of certain variables altered when examining scenario 3, indicating
that the loadings are sensitive to the scenario. This was further validated by the sensitivity
analysis. According to the sensitivity results, Scenarios 1 and 2 largely exhibited no
significant differences; however, notable differences were observed between scenarios
2 and 3. Consequently, a new set of constructs is added for scenario 3 for the cases
where eye-tracking measures are loaded with other variables. The summary is presented
in Table 5.33. It is important to remember that the eye-tracking measures describe
the operators’ internal state and behaviour while looking at the procedures (paper or
electronic) and not on any other areas of interest. This is particularly important when
discussing the results of scenario 3 with the eye-tracking outcomes. The subjective rating
of the support for the procedure did not correlate with any of the eye-tracking measures,
but the results of Table 5.18 show that it loads positively with the SPAM index and
negatively with the task load.

Table 5.33 Associating the eye-tracking measures obtained from when specifically reading
through the procedure in scenario 3 with that of other variables in the same scenario.

Construct Associated Variables

Objective SA Mental demand (-ve), SART Index (+ve), SART Understanding (+ve)
Alarm list support (+ve), Acknowledgement (-ve), No of Visits (-ve)

Processing capacity Average pupil diameter (-ve), Saccade duration (-ve)

Search difficulty Mimics opened (+ve), Average saccade amplitude (+ve)

Learning SA2 (+ve), Average training (-ve), Average fixation duration (+ve)

The correlation between subjective measures and other variables is summarised in
Table 5.34, while the correlation between objective measures (excluding eye-tracking) is
summarised in Table 5.35 and with eye-tracking (only scenario 3) in Table 5.36.

The correlation results of Table 5.28 confirm that the number of visits correlates
significantly with the SART index and the acknowledgements identified under the
construct, Objective SA, as shown above in Table 5.33. The measure, number of
fixations, correlated with SA2 and fixation duration, which aligns with the construct,
Learning. The Processing Capacity and Search Difficulty constructs derivation for the
pupil and saccade measures alongside variables like mimics opened are further
confirmed by the correlation analysis. During discussions, it is important to remember

the nature of the relationship between the variables and the constructs they describe.
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Table 5.34 Summary of Significant correlations (positive and negative), p < 0.05.

Variable Positive Correlation Negative Correlation
TLX Index Mental demand, Physical demand SPAM Index, SA3
Temporal demand, SART Demand Alarm list support, Alarm priority support
Effort, Frustration
SART Supply, Task load
Response time, Alarms silenced,
No of alarms, Accuracy
Familiarity average, Acknowledgements
Recovery time, Consequence, Overall Performance, Error
SPAM Index  Performance TLX Index, Mental Demand,
SA1, SA2, SA3 Temporal demand, Effort
SART Index, SART Understanding Frustration, Task load
Procedure support SART Demand and Supply
Response time, Alarm silenced, Acknowledgment
No of alarms, Accuracy
Recovery time, Error
SART Index  Performance, Familiarity average Frustration
SPAM Index, SA1, SA3 SART Demand
SART supply, SART Understanding Task load
Procedure support, Training average
Alarm list support, Alarm priority support Response time, Alarm silenced, Acknowledgment
No of alarms, Accuracy
Recovery time, Error
Task load TLX Index (5/6 dimensions) Performance, SART Index, Procedure support
SART Demand SPAM Index, SA1, SA2, SA3
No of alarms, Accuracy , Acknowledgment Alarm list support, Alarm priority support
Response time, Alarm silenced, Overall performance
Recovery time, Consequence, Error
Procedure Performance Frustration, Task load

SPAM Index, SA3, SART Index, SART Understanding
Familiarity average, Alarm list support, Alarm priority support

SART Demand,

Accuracy, Acknowledgment, Recovery time
No of alarms Consequence, Error
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Table 5.35 Summary of Significant correlations between Behaviour and Performance measures
(positive and negative), p < 0.05.

Variable Positive Correlation Negative Correlation

Reaction time Overall Performance Consequence, Error

Response time Alarms silenced, Acknowledgements, Error
Mimics opened, No of alarms, Consequence
Accuracy, Recovery time, Overall performance

Alarms Silenced Response time, Acknowledgements
No of alarms, Accuracy
Recovery time, Error

Mimics Opened Response time, Accuracy
Recovery time

Table 5.36 Summary of Significant correlations with eye-tracking (Scenario 3 only), p < 0.05.

Variable Positive Correlation Negative Correlation

Average fixation duration (ms.) Number of fixations

No of Visits to AOI (Count) Acknowledgements SART Index

Average Pupil Diameter (mm)  Familiarity
Saccade duration

Average Saccade Amplitude °  Mimics opened

Number of fixations (count) SA2, Average fixation duration
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5.4.2 Groupwise Comparison

There were no significant differences between the group with paper procedures and those
with electronic procedures on their subjective workload using NASA TLX and task load.
However, results showed that those with the paper procedures perceived their workloads
to be higher. Additionally, there were no notable differences among the groups on the
SPAM (informed situational awareness) and SART (non-informed situational awareness)
metrics across the three scenarios. While participants using the paper-based method
showed higher levels of non-informed and informed situational awareness in different
scenarios, this was not the case for informed situational awareness in the most complex

scenario (scenario 3).

Likewise, the perceived support from both the alarm and procedure showed no
significant difference, especially regarding the alarm support. Nevertheless, in scenario
2, a notable difference was found between the two groups in their perceived procedure
support. On average across all scenarios, participants utilising paper procedures felt better
supported compared to those using electronic procedures. There were no significant
discrepancies in their training and familiarity levels across the scenarios, which is

consistent with the sensitivity analysis of these two variables.

Significant differences were not observed for the behaviour measures as well except
for Response time in the first scenario. The response time result showed that those
with the electronic procedure had significantly faster response time than those with the
paper procedure in this less complex scenario. There was a close significant difference
observed for response time in the most complex scenario (S3) where response time
was expected to be longer. Those with the paper procedure seemed to perform better
than their counterpart in this scenario, even if not significantly. Those with the paper
procedure generally had better response times as scenario complexity increased. On the
contrary, those with the electronic procedure had faster reaction times than those using
the paper procedure. Additionally, there were other minor behavioural observations
related to the opening of mimics, acknowledgement of alarms, the number of alarms, and
silencing of alarms. As evidenced by the correlation and factor analysis, these variables
may characterise one or two constructs or possibly provide unique interpretations as to

the performance outcomes, which will be discussed in Chapter 7.

Substantial differences were noted between the two groups in terms of pupil diameter

and average saccade amplitude. These measures already show a correlation with certain
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subjective, behavioural, and performance measures, thereby aiding in the interpretation
of the group-wise outcomes. With sensitivity and validity analysis as well as identified
constructs in mind, the group-specific outcomes will be further discussed in Chapter 7.
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6.1 Introduction

This chapter focuses on presenting the results of the different phases of the RZHiTL
performance assessment framework. The goal of the framework is to integrate both
expert and real-time knowledge to provide risk-informed decision support to operators
and improve their situational awareness, for example, by guiding their behaviour with
an understanding of its contribution to risk during critical safety situations. Achieving
this helps keep operators in the loop during complex scenarios or in case of prolonged

out-of-the-loop situations. The research questions to be answered here are:

* RQ3: Which operator behavioural metrics are the best predictor of a successful

recovery of a plant alarmed state?

* RQ4: How can live and legacy data be integrated for a real-time human-in-the-loop

performance assessment framework, decision support, and procedure optimisation?

* RQ5: What are the benefits of integrating operator-system data and expert
knowledge for risk-based real-time decision and situation awareness support?

The R2HiTL framework can be divided into three distinct phases: Perception,
understanding and projection of risk. Phase 1, Section 6.2, focuses on Risk Perception,
where the recognition of risky scenarios and data collection are prioritised. Phase 2,
Section 6.3 involves a deeper dive into Risk Understanding, utilising techniques such as
Step-wise Logistic Regression using live data, Hierarchical Task Analysis (HTA) and

210
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SPAR-H using legacy data. The HTA method helps to break down complex tasks into
fine levels for error mode identification and reliability assessment. Methods such as
SPAR-H analysis allow for a comprehensive assessment by categorising failure groups,
assigning and rating performance-shaping factors (PSFs), estimating human error
probabilities (HEP), and accounting for dependencies. The results of these analyses,
combined with the uncertainty analysis, provide a clearer picture of the likelihood of
failure associated with key tasks/human failure events (HFE).

In Phase 3, Section 6.4, the risk projection comes into play. Here, Bayesian Networks
(BN) SPAR-H are used to model and discretise the operator-system variables, in this
case, selected behavioural variables assigned for each HFE. This process helps identify
the behaviour tipping points and allows for the contextualisation of these behaviour pairs,
which are then compared with error outcomes or predictions from legacy or live data,
respectively. The likelihood of failures is refined through posterior estimations based on
BN SPAR-H, which are validated through comparison with new participant data. Finally,
the findings from this new participant data are consolidated with a consequence and risk
analysis, offering a comprehensive view of potential risks of the combination of these

behavioural variables and their impact in Section 6.4.

6.2 Phase 1: Perception (Risk Perception)

The risk perception phase involved collecting live data from the operational system
interaction but also checking for legacy data that describe the current operators’
configuration. For example, the type of procedure in use, the critical task and the
associated prior probability from both expert records and past live data, the procedure
for such task, and so on. In a case where legacy data, such as the prior probability, does
not exist, an action is triggered for phase 2 of the framework.

However, the first step in risk perception is to collect live data on operators’ behaviour,
cognition, and plant process. In this research, the data source remains those obtained
from the design of experiments as presented in Chapter 5.1. A summary of the data
collected for the investigation is shown in Table 6.1. Despite the rich amount of data
collected, the goal of the framework is to make predictions and guide behaviour in real
time. Therefore, the type of data needed as input is those that can be easily retrieved
in real time. This then excludes subjective data and those from eye-tracking, given
that eye-tracking technology is not yet adaptable for real-time applications. Also, the
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performance variables since they measure performance itself. The performance variable
to be predicted in this study is the error [Success: 0, Failure: 1]. In subsequent phases,
the variable "consequence’ will become handy for consequence analysis of the human
failure event paths.

The selected variables, which are 1. defined to describe the behaviour construct in
Table 6.1 are reaction time, response time, number of alarms silenced, the number of
alarms, 2. objective situational awareness (SA) - number of alarms acknowledged, 3.
Search difficulty - number of mimics opened. A summary of the selected variables, the
subjective and performance measures with which they correlate, and the constructs they
define are shown in Table 6.1. The variable reaction time did not correlate significantly
with other variables except the performance measures, and neither did it describe any of
the constructs identified. However, it is included for its significant negative correlation
with error and consequence. Highlighting the constructs these selected variables describe
and their associated significantly correlated variables helps with understanding how
they impact final outcomes in terms of Error but also what other factors might have
contributed to the final outcomes and would have been ideal for consideration even if
subjective.

Table 6.1 Selected Input variables for the Framework.

Variable Construct Significantly Correlated variables

Number of alarms acknowledged (-ve)  Objective SA, Behaviour

Mimics opened (+ve) Search difficulty
Response time Behaviour
Number of alarms silence Behaviour
Number of alarms Behaviour

Reaction time

The variables are further clustered into 3 key alarm handling and process control
activities: monitoring/alarm handling, planning, and intervention (troubleshooting,
control, and evaluation) as shown in Table 6.2. It shows the type of variables that relate
more to each of these tasks and will be used likewise in later phases of the framework.

Given that no priors or task analyses have been developed the next phase is to present
the task analysis results and prior estimation for the safety-critical task performed by the
operators during real-time data collection.
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Table 6.2 Key process control room tasks.

Monitoring/Alarm handling Planning Intervention

No of alarms Mimics opened Reaction time

Alarms Acknowledged Group/type of support Group/type of support
Scenario/Task complexity Response time

Group/Type of support No of procedures opened  Scenario/Task complexity

Scenario/Task complexity Mimics opened

6.3 Phase 2: Understand (Risk Understanding)

6.3.1 Step-wise Logistic Regression

After introducing live data, an ensuing task involves forecasting errors utilising the
chosen variables. This error forecast will be done for each scenario and encompass all
merged groups (combining group PBP, which follows paper procedures, with EP, which
utilises electronic procedures). In scenario 3’s prediction, a single operator is excluded
for validation later in this framework. Henceforth, beginning from the subsequent section,
only scenario three (3) will be employed to explore other methods within the framework.
Detailed reasons for this choice are provided in the next section. The results of the
stepwise logistic regression analysis and prediction of the probability of failure [Error =
1] are presented in Table 6.3. Though there were best variables selected through feature
selection, all variables contribute in some way to the prediction and performance of the
prediction. Hence, the probability values in Table 6.3 are based on all variables defined
for each of the tasks in Table 6.2.

The findings reveal that for the Monitoring alarm handling task, the number of alarms
variable emerged as the most influential and was prioritised in the feature selection
process. Meanwhile, the planning task identified Group/type of support and Scenario/task
complexity as the key variables. For the intervention task, the significant factors were
Group/type of support, Scenario/task complexity, and response time. The outcomes for
the planning and intervention tasks were comparable to those of the monitoring task.
Both groups demonstrated high probabilities of success in the initial two scenarios, with
an increased likelihood of failure in the most challenging scenario, scenario 3. Overall,
the probability of failure increased for both groups as task complexity escalated from
scenario 1 to scenario 3.
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Table 6.3 Failure prediction for each group per scenario and task /HFE (human failure event).

Monitoring/Alarm handling Task
Accuracy = 85.6%, Best variable = No of alarms

S1 S2 S3
Group PBP  0.0504 (5%) 0.0971 (10%) 0.4230 (42%)
Group EP  0.0669 (7%) 0.1224 (12%) 0.5003 (50%)

Planning Task

Accuracy = 80.6%, Best variable = Group/type of support

S1 S2 S3
Group PBP  0.0510 (5%) 0.1498 (15%) 0.3667 (37%)
Group EP  0.0664 (7%) 0.1891 (19%) 0.4339 (43%)

Intervention Task
Accuracy = 81.1%, Best variable(s) = Group, Scenario/task complexity, Response time

S1 S2 S3

Group PBP  0.0526 (5%) 0.1682 (17%) 0.3388 (34%)
Group EP  0.0650 (7%) 0.1917 (19%) 0.4390 (44%)
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Additionally, it can be noted that the probability of failure for both groups remained
relatively constant in scenario 1 across all three tasks, but it increased as they moved from
the planning phase to intervention. Conversely, in the most complex scenario, the failure
probability decreased as they advanced from planning to intervention. This implies that
in the first scenario, both groups were equally likely to succeed in all tasks without any
variance in failure probability, whereas in the second scenario, the likelihood of failure
increased for both groups as they progressed from monitoring to intervention. In contrast,
during the most complex scenario, the monitoring task proved more challenging for both

groups compared to the planning or intervention phases.
Validity using k-fold cross-validation Step-wise Logistic Regression Results:

Model Outputsvital presents key results, including coefficients, p-values, and

performance metrics (accuracy, precision, recall, F1 score).

Validity and Reliability Assessment: Model Validation: Explain how the model’s
validity was assessed (e.g., goodness-of-fit tests, AIC/BIC criteria, cross-validation
techniques).

Reliability Checks: Discuss the steps taken to ensure model reliability (e.g., stability

of coefficients across different samples, sensitivity analysis).

6.3.2 Hierarchical Task Analysis

To recap the scenarios tested during the experiment, the operators performed three
critical safety scenarios, which increased in complexity. Scenario 1 entailed following
the procedures/task steps described for the alarm tag PALO! to manually control the
nitrogen flow given the failure of the pressure indicator controller (PICO1), as shown in
Table 6.4. The second scenario involved following the same procedure, but this time it
involved extra steps to control the nitrogen flow manually, given the failure of the manual
nitrogen control valve display element. The last scenario entailed following potentially
more than one procedure and the supervisor’s final instruction. The procedures before
the supervisor’s instruction are for the alarm tags TAH17 and FAL11. The tabular
hierarchical task analysis (HTA) is shown for scenarios 1, 2 and 3 in Tables 6.4, 6.5, and
6.6.
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Table 6.4 Task Steps and Subtasks for Scenario 1.

Task Steps Sub task
Monitoring | Identify Critical Alarm
Acknowledge critical alarm
Planning Find procedure
Check the Pressure value [ata] on the graph (see Graph on tank mimic).
Cross check with nominal Pressure value [1 ata].
If pressure below or above 1 [ata], do step 2.
Else, do nothing.
Check the Nitrogen flow (see Primary system flow [Nm3/h] meter on tank mimic).
Cross check with nominal Nitrogen flow value [4 Nm?3/h].
If Nitrogen flow less than 3.5 [Nm?%h] or greater than 4.5 [Nm3/h],
then continue to step 3.
Else, go to step 1.
Intervention | Switch Nitrogen valve to manual

Move and adjust Pointer on Nitrogen valve scale
between 5.2 and 5.5 Nm3/h.

Monitor, for a while, Tank Pressure with Plot on Tank mimic
(nominal value = 1 ata).

If Pressure increases, then continue to STEP 6.

Else, go to STEP 9.

Monitor alarm list, for a while, until PALO1 is recovered (turn off).
If PALOLI is recovered, END (notify the supervisor in the room).
Else, do STEP 8.
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Table 6.5 Task Steps and Subtasks for Scenario 2.

Task Steps Sub task

Monitoring | Identify Critical Alarm

Acknowledge critical alarm

Planning Find procedure

Check the Pressure value [ata] on the graph (see Graph on tank mimic).
Cross check with nominal Pressure value [1 ata].

If pressure below or above 1 [ata], do step 2.

Else, do nothing.

Check the Nitrogen flow (see Primary system flow [Nm3h] meter on tank mimic).
Cross check with nominal Nitrogen flow value [4 Nm?3/h].

If Nitrogen flow less than 3.5 [Nm3/h] or greater than 4.5 [Nm3/h],
then continue to step 3.

Else, go to step 1.

Intervention | Switch Nitrogen valve to manual

Move and adjust Pointer on Nitrogen valve scale

between 5.2 and 5.5 Nm3/h.

Monitor, for a while, Tank Pressure with Plot on Tank mimic
(nominal value = 1 ata).

If Pressure increases, then continue to STEP 6.

Else, go to STEP 9.

Monitor alarm list, for a while, until PALO1 is recovered (turn off).
If PALOLI is recovered, END (notify the supervisor in the room).
Else, do STEP 8.

Switch Nitrogen System on Tank mimic to Backup system

Check the Pressure value [ata] on the graph (see Plot on tank mimic).
Cross check with nominal Pressure value [1 ata]

IF, pressure below 0.988 [ata], continue with STEP 10.

ELSE, continue observing trend

Click Methanol mimic to open

Locate Pump’s Manual-Auto switch on Methanol mimic.

Switch Pump to manual.

Move and adjust Pump power below 0.85 kW

but not less than 0.5 kW.

[rominalvalue = 0.85kW].

Monitor, for a while, Tank Pressure with Plot

(nominal value = 1 ata).

Monitor, for a while, Tank Pressure with Plot

(nominal value = 1 ata).

IF Pressure starts increasing, then continue STEP 15.

ELSE call supervisor in the room.

Monitor Tank Pressure with Plot until PALO1 is recovered (turns off).
IF PALO1 is recovered, then continue STEP 16.

IF Pressure starts increasing, then continue STEP 15

ELSE, call supervisor in the room.

Move Pointer and set Pump power back to 0.85 kW.
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Table 6.6 Task Steps and Sub-tasks for Scenario 3.

Task Steps Sub task

1. Monitoring & Alarm Handling | Monitor the process (no alarm)

Identify Critical Alarm (now multiple alarms)

Acknowledge critical alarm

2. Planning Find procedure

Click to Open Heat Recovery mimic

Check Cooling water system mass flow rate with scale [kg/s].
Nominal value is [5.2 kg/s].

IF, flow rate below 4.8 kg/s, continue STEP 3.1.

ELSE, observe scale

3. Intervention 1 Switch Cooling water system mass flow to Manual

Move and adjust Cooling water system mass flow (using scale)
between 4.8 kg/s - 5.5 kg/s . [Nominal value = 5.2 kg/s]

Monitor, for a while, Cooling water system mass flow rate

with scale (nominal value = 5.2 kg/s).

IF cooling water flow restored (FAL11 alarm cleared from alarm list),
then do STEP 3.4;

ELSE, do STEP 3.5

CALL supervisor in the room to ask what to do

4. Alarm Handling Follow Instructions given by Supervisor

Identify First Up Reactor Alarm

Acknowledge Critical alarm

5. Planning Open reactor plant section button

Check the cooling system temperature [°C] on the meter.
Cross-check with nominal temperature value [110 °C].

IF cooling system temperature below 108 [°C ] or above 109 [°C],
continue 6.1;

ELSE, do nothing

6. Intervention Switch cooling system temperature to manual

Monitor Max temperature graph, try to stabilise the temperature
using the cooling system temperature scale.

(BE VERY CAREFUL NOT TO MOVE A LOT OR TOO QUICKLY).
NOTE: Temperature very sensitive to change by the cooling system!
IF TAH13 is not recovered after 1 Minute, CALL Supervisor;
ELSE CONTINUE STEP 6.2




6.3. PHASE 2: UNDERSTAND (RISK UNDERSTANDING) 219

6.3.3 SPAR-H Analysis Results

The HTA analysis underscores the critical function of the procedure as a primary data
source for evaluating human reliability and performance. The manner in which the
procedure is drafted affects not only operators regarding reading or search ease, etc.,
but also guides experts in valuing the importance of tasks and in assigning weights to
specific variables that shape task outcomes. From now on, the analysis and result of the
SPAR-H HRA method and outcomes of the analysis of the other phases in this Chapter
will be based on Scenario 3. Scenario 3 has been selected to illustrate the phases of the
RZHITL decision support framework for its level of complexity close enough to complex
safety-critical control room scenarios and its significant difference from scenarios 1 and
2 as seen in the sensitivity analysis in Section 3.3.3 of Chapter 3. Scenario 3 was also
the only scenario in which analysis of the eye-tracking result was presented, especially
to compare paper versus electronic procedures. This eye-tracking result shaped the
development of some of the constructs in this thesis, such as search difficulty, which is
also influenced by the number of opened mimics (a variable relevant to the planning and
intervention tasks).
The results of the SPAR-H steps are presented in the following subsections.

Failure groups

Following the HTA breakdown, the task or the so-called human failure events (HFE) and
their subtasks are assigned a specific failure type: diagnosis or action failure, as shown

for Scenario 3 in Table 6.7.

Assigning and rating PSFs

The performance shaping factors in the SPAR-H method include available time, stress,
task complexity, experience/training, procedures, ergonomics / HMI, fitness for duty and
work processes. Each subtask in table 6.7 is assigned 8 of the PSF, and estimates of
the human error probability for that task are calculated using Equation 4.2 for diagnosis
tasks and 4.3 for action task. Each PSF has multipliers with values that vary depending
on the type of task (diagnosis or failure). The template for the PSFs and their multipliers
are shown in Appendix B. Table 6.8 and 6.9 shows the PSF and multiples assigned for
scenario three (3) for Group PBP and EP, respectively, by a human factor and process

automation expert.
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Table 6.7 Task Steps and Sub-tasks for Scenario 3.

NOTE: Temperature very sensitive to change by the cooling system!
IF TAHI13 is not recovered after 1 Minute, CALL Supervisor;
ELSE CONTINUE STEP 6.2

Task Steps Sub task Failure type

1. Monitoring & Alarm Handling | Monitor the process (no alarm) Diagnosis
Identify Critical Alarm (now multiple alarms) Diagnosis
Acknowledge critical alarm Action

2. Planning Find procedure Action
Click to Open Heat Recovery mimic Action
Check Cooling water system mass flow rate with scale [kg/s].
Nominal value is [5.2 kg/s]. Diagnosis
IF, flow rate below 4.8 kg/s, continue STEP 3.1.
ELSE, observe scale

3. Intervention 1 Switch Cooling water system mass flow to Manual Action
Move and adjust the Cooling water system mass flow (using scale) Action
between 4.8 kg/s - 5.5 kg/s. [Nominal value = 5.2 kg/s]
Monitor, for a while, Cooling water system mass flow rate
with scale (nominal value = 5.2 kg/s).
IF cooling water flow restored (FAL11 alarm cleared from alarm list), Diagnosis
then do STEP 3.4,
ELSE, do STEP 3.5
CALL supervisor in the room to ask what to do Action

4. Alarm Handling Follow Instructions given by Supervisor
Identify First Up Reactor Alarm Diagnosis
Acknowledge Critical alarm Action

5. Planning Open reactor plant section button Action
Check the cooling system temperature [°C] on the meter.
Cross-check with nominal temperature value [110 °C].
IF cooling system temperature below 108 [°C ] or above 109 [°C], Diagnosis
continue 6.1;
ELSE, do nothing

6. Intervention Switch cooling system temperature to manual Action
Monitor Max temperature graph, try to stabilise the temperature
using the cooling system temperature scale.
(BE VERY CAREFUL NOT TO MOVE A LOT OR TOO QUICKLY). Action
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The result of the expert assessment of Group PBP and EP shows that the subtasks
1.2,1.3,2.3,3.2,3.3,3.4,4.2,5.2, and 6.2 had multipliers greater than 3, in both groups.

HEP estimation and Correction

In a case where there are three or more negative multipliers, multipliers greater than 1,
equation 4.4 is applied to correct the HEP estimate. This correction ensures that HEP is,
on no occasion, greater than 1. The average HEP estimates from two expert assessors
after HEP correction are shown in Table 6.10 for Group PBP (those using the paper
procedure) and Table 6.11 for Group EP (those using the electronic procedure).
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The results show that Sub-tasks are

Dependency and final priors for each key task

The dependency analysis remains consistent between both groups, using the conditions
outlined in Figure 4.2. To recall, dependency is based on the following criteria: 1. Crew
(same or different), Time(close or not close), Location (same or different) and cues
(additional or no additional). However, the resulting HEP estimation after considering
dependency differs for each group due to the initial HEP estimations. The results for
Group PBP can be found in Table 6.10, while those for EP are presented in Table 6.11.

Subsequently, the New_HEPs are multiplied for each Human Failure Event (HFE):
monitoring, planning, and intervention using Equation 4.7 to estimate their final prior
probability. The results for each group are shown in Tables 6.12 and 6.13 for PBP and
EP, respectively.

Uncertainty analysis

The final step in the SPAR-H analysis is the estimation of the & and f priors for each
Human Failure Event as shown in Table 6.12 and 6.13. To recall the explanation of this
estimation process as described in Subsection 4.2.2, alpha is estimated using the table
provided by [170] while beta is calculated using Equation 4.7 given the prior probability
E(PO).

Table 6.12 Final HEP per Human Failure Event and the alpha and beta priors for Group PBP.

Task Steps Success Failure Probability, E(P0) Alpha Beta
Monitoring & Alarm Handling  0.005 0.995 0.500 0.002
Planning 0.000 1.000 0.500 0.000

Intervention 0.001 0.999 0.500 0.000
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Table 6.13 Final HEP per Human Failure Event and the alpha and beta priors for Group EP

Task Steps Success Failure Probability, E(P0) Alpha Beta
Monitoring & Alarm Handling  0.034 0.966 0.500 0.017
Planning 0.000 1.000 0.500 0.000
Intervention 0.005 0.995 0.500 0.003

6.4 Phase 3: Project (Risk Projection)

6.4.1 BN SPARH

The aim of this Bayesian Inference (BI) is to covey the belief regarding the hypothesis
that the HEP for the human failure events - monitoring, planning and intervention equals
m, p and i, respectively. The data for this phase of the framework is obtained from the
experiment record on the behavioural variables similarly used for error prediction of each
HFE in Section 6.1. Also, data from the experts’ evaluation of the HFE, that is, the prior
probabilities and alpha and beta priors are inputs at this phase of the framework. Again,
the scenario of interest following the SPARH expert analysis remains scenario 3. The

results of the BN SPARH steps for scenario 3 are shown in the subsections below.

Discretisation

The discretisation was done for the variables that describe monitoring, planning and
intervention HFEs, respectively. For the monitoring event, the optimal split for the
number of alarms was 18 [< 18 & > 18], and that of the number of alarms acknowledged
was 4.5 [€ 4.5 & > 4.5]. The scenario/task complexity remained the same, that is,
scenario 3 was labelled as 2, and the group/type of support was either Group PBP
labelled O or EP labelled 1 as shown in Table 6.14.

For the planning HFE, the optimal split for the number of mimics opened was 3.5
[<£3.5 & > 3.5] as shown in Table 6.15.

For the Intervention HFE, the optimal split for the number of mimics opened was 3.5
[<3.5 & > 3.5], for reaction time it was 266 seconds [< 266 & > 266], and response
time it was 856.5 seconds [< 856.5 & > 856.5] as shown in Table 6.16.
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Table 6.14 Monitoring HFE: discretisation of variables.

Group Scenario No_of_alarms_discretised Acknowl._discretised Error

1 2 <18.0 <45 |
1 2 > 18.0 >4.5 1
1 2 > 18.0 <45 1
0 2 <18.0 >4.5 0
0 2 <18.0 <45 0
1 2 > 18.0 <45 1
0 2 > 18.0 >4.5 1
0 2 > 18.0 >4.5 1
1 2 <18.0 <45 0
0 2 > 18.0 >4.5 0
0 2 > 18.0 >4.5 0
1 2 <18.0 <45 0
1 2 <18.0 <45 0
0 2 > 18.0 <45 1
1 2 > 18.0 >4.5 1
1 2 > 18.0 <45 1
1 2 > 18.0 <45 0
0 2 <18.0 >4.5 0
0 2 < 18.0 >4.5 0
0 2 <18.0 <45 0
0 2 > 18.0 <45 1
0 2 <18.0 >4.5 0
1 2 <18.0 >4.5 0
0 2 <18.0 <45 0
0 2 < 18.0 <45 0
1 2 <18.0 <45 0
1 2 <18.0 >4.5 1
0 2 > 18.0 <45 1
1 2 > 18.0 <45 1
1 2 > 18.0 >4.5 1
1 2 <18.0 <45 0
0 2 <18.0 >4.5 1
1 2 > 18.0 >4.5 1
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Table 6.15 Planning HFE: discretisation of variables.

Group Scenario

mimics_opened_discretised Error

2

>3.5

1

<=3.5

>3.5

<=13.5

<=13.5

<=13.5

<=3.5

<=35

<=3.5

<=3.5

>3.5

>3.5

<=35

>3.5

>3.5

>3.5

<=3.5

>3.5

>3.5

<=35

<=3.5

<=35

>3.5

<=13.5

<=13.5

>3.5

<=3.5

<=35

<=3.5

<=13.5

<=13.5

>3.5

— O = = = | O == OO = OO O OO O = —=OO OO OO = ===

[\ \S N \ST I (SR ST OJ IR \S] I OISR (SRS J I (L (S 1 SR (S \OJ I (S I ST I (SN ST I \O 1R ST I (O ST (OS] I (LR \S I SR (S 1 \S] I \)

<=13.5

—_— = O = = = = OO OO OO OO = OO O OO OO =

229



230 CHAPTER 6. RESULTS METHODOLOGY 11

Table 6.16 Intervention HFE: discretisation of variables.

Group Scenario mimics_opened_discretised Reaction_time_discretised Response_time_discretised Error

1 2 >3.5 <=266.0 <=856.5 1
1 2 <=35 <=266.0 <=856.5 1
1 2 >3.5 <=266.0 <=856.5 1
0 2 <=35 >266.0 > 856.5 0
0 2 <=35 <=266.0 > 856.5 0
1 2 <=3.5 <=266.0 <=856.5 1
0 2 <=3.5 <=266.0 > 856.5 1
0 2 <=35 <=266.0 <=856.5 1
1 2 <=35 > 266.0 > 856.5 0
0 2 <=3.5 >266.0 <=856.5 0
0 2 >3.5 >266.0 > 856.5 0
1 2 >3.5 <=266.0 > 856.5 0
1 2 <=3.5 >266.0 > 856.5 0
0 2 >3.5 >266.0 > 856.5 1
1 2 >3.5 <=266.0 <=856.5 1
1 2 >3.5 >266.0 <=856.5 1
1 2 <=3.5 >266.0 <=856.5 0
0 2 >3.5 >266.0 > 856.5 0
0 2 >3.5 > 266.0 > 856.5 0
0 2 <=3.5 >266.0 > 856.5 0
0 2 <=35 >266.0 <=856.5 1
0 2 <=35 >266.0 > 856.5 0
1 2 >3.5 <=266.0 > 856.5 0
0 2 <=35 <=266.0 > 856.5 0
0 2 <=3.5 >266.0 > 856.5 0
1 2 >3.5 <=266.0 > 856.5 0
1 2 <=3.5 <=266.0 <=856.5 1
0 2 <=35 <=266.0 <=856.5 1
1 2 <=35 >266.0 <=856.5 1
1 2 <=3.5 <=266.0 <=856.5 1
1 2 <=35 >266.0 > 856.5 0
0 2 >3.5 <=266.0 <=856.5 1
1 2 <=3.5 <=266.0 <=856.5 1
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Contextualisation

The variables for each of the HFEs were contextualised based on the unique combination
of each of these variables for the HFEs they describe, as shown in Tables 6.17, 6.18 and
6.19, for the monitoring, planning and intervention HFEs, respectively.

Liklihood estimation

The contextualised data are then matched with the error [Success: 0, Failure: 1] to
count/estimate the number of failures x and the number of independent opportunities
for failure, n. The count result from which x and n will be derived for the monitoring,
planning, and intervention HFEs is shown in Tables 6.20, 6.21, and 6.22. The context
explains the unique combination of the variables at different levels. In the case of new
live data, these operators’ data is checked for which context it falls within.

Monitoring: Those in Group PBP fell under contexts D, E, F, and G, while those in
the EP Group fell under contexts A, B, C, and H.

For those in context A, the number of failures, x, is 1 while n is 6. For those in
context B, the number of failures, x, is O while n is 4. For those in context C, the number
of failures, X, is 4 while n is 5. For those in context D, the number of failures, x, is 1
while n is 5. For those in context E, the number of failures, x, is O while n is 4. For
those in context F, the number of failures, x, is 2 while n is 4. For those in context G, the
number of failures, X, is 3 while n is 3. For those in context H, the number of failures, x,
is 1 while n is 2.

Planning: Those in Group PBP fell under contexts C and D while those in the EP
group fell under contexts A and B.

For those in context A, the number of failures, x, is 4 while n is 7. For those in
context B, the number of failures, x, is 6 while n is 10. For those in context C, the number
of failures, x, is 4 while n is 11. For those in context D, the number of failures, X, is 2
while n is 5.

Intervention Those in Group PBP fell under contexts C, D, E, G, H, and L, while
those in the EP group fell under contexts A, B, F, I, J, and K.

For those in context A, the number of failures, x, is 1 while n is 3. For those in
context B, the number of failures, x, is 1 while n is 5. For those in context C, the number
of failures, X, is O while n is 4. For those in context D, the number of failures, x, is 1

while n is 3. For those in context E, the number of failures, x, is 1 while n is 2. For
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Table 6.17 Monitoring HFE: contexualisation of variables.

Group Scenario No_of alarms_discretised Acknowl._discretised Context Error

1 2 <18.0 <4.5 A 1
1 2 > 18.0 >4.5 B 1
1 2 > 18.0 <4.5 C 1
0 2 <18.0 >4.5 D 0
0 2 <18.0 <4.5 E 0
1 2 > 18.0 <4.5 C 1
0 2 > 18.0 > 4.5 F 1
0 2 > 18.0 >4.5 F 1
1 2 <18.0 <4.5 A 0
0 2 > 18.0 > 4.5 F 0
0 2 > 18.0 > 4.5 F 0
1 2 <18.0 <4.5 A 0
1 2 <18.0 <45 A 0
0 2 > 18.0 <4.5 G 1
1 2 > 18.0 >4.5 B 1
1 2 > 18.0 <45 C 1
1 2 > 18.0 <4.5 C 0
0 2 <18.0 > 4.5 D 0
0 2 <18.0 >4.5 D 0
0 2 <18.0 <45 E 0
0 2 > 18.0 <4.5 G 1
0 2 <18.0 >4.5 D 0
1 2 <18.0 >4.5 H 0
0 2 <18.0 <45 E 0
0 2 <18.0 <45 E 0
1 2 <18.0 <4.5 A 0
1 2 <18.0 >4.5 H 1
0 2 > 18.0 <4.5 G 1
1 2 > 18.0 <4.5 C 1
1 2 > 18.0 >4.5 B 1
1 2 <18.0 <45 A 0
0 2 <18.0 > 4.5 D 1
1 2 > 18.0 >4.5 B 1
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Table 6.18 Planning HFE: contexualisation of variables.

Group

Scenario

Mimics Opened Discretised Context Error

>3.5

1

<=3.5

>3.5

<=35

<=35
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Table 6.19 Intervention HFE: contexualisation of variables.

Group Scenario mimics_opened_discretised Reaction_time_discretised Response_time_discretised Context Error

1 2 >3.5 <=266.0 <=856.5 A 1
1 2 <=35 <=266.0 <=856.5 B 1
1 2 >3.5 <=266.0 <=856.5 A 1
0 2 <=3.5 > 266.0 > 856.5 C 0
0 2 <=35 <=266.0 > 856.5 D 0
1 2 <=35 <=266.0 <=856.5 B 1
0 2 <=35 <=266.0 > 856.5 D 1
0 2 <=35 <=266.0 <=856.5 E 1
1 2 <=35 > 266.0 > 856.5 F 0
0 2 <=35 > 266.0 <=856.5 G 0
0 2 >3.5 > 266.0 > 856.5 H 0
1 2 >3.5 <=266.0 > 856.5 1 0
1 2 <=3.5 > 266.0 > 856.5 F 0
0 2 >3.5 > 266.0 > 856.5 H 1
1 2 >3.5 <=266.0 <=856.5 A 1
1 2 >3.5 > 266.0 <=856.5 J 1
1 2 <=3.5 > 266.0 <=856.5 K 0
0 2 >3.5 > 266.0 > 856.5 H 0
0 2 >3.5 > 266.0 > 856.5 H 0
0 2 <=35 > 266.0 > 856.5 C 0
0 2 <=35 > 266.0 <=856.5 G 1
0 2 <=35 > 266.0 > 856.5 C 0
1 2 >3.5 <=266.0 > 856.5 1 0
0 2 <=35 <=266.0 > 856.5 D 0
0 2 <=35 > 266.0 > 856.5 C 0
1 2 >3.5 <=266.0 > 856.5 1 0
1 2 <=3.5 <=266.0 <=856.5 B 1
0 2 <=35 <=266.0 <=856.5 E 1
1 2 <=35 > 266.0 <=856.5 K 1
1 2 <=35 <=266.0 <=856.5 B 1
1 2 <=3.5 > 266.0 > 856.5 F 0
0 2 >35 <=266.0 <= 856.5 L 1
1 2 <=35 <=266.0 <=856.5 B 1
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Table 6.20 Monitoring HFE: count of context - error pairing.

Context Error Count

A 0 5
A 1 1
B 1 4
C 0 1
C 1 4
D 0 4
D 1 1
E 0 4
F 0 2
F 1 2
G 1 3
H 0 1
H 1 1

Table 6.21 Planning HFE: count of context - error pairing.

Context Error Count
A 0 3
A 1 4
B 0 4
B 1 6
C 0 7
C 1 4
D 0 3
D 1 2

235
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Table 6.22 Intervention HFE: count of context - error pairing.

Context Error Count

A 1 3
B 1 5
C 0 4
D 0 2
D 1 1
E 1 2
F 0 3
G 0 1
G 1 1
H 0 3
H 1 1
I 0 3
J 1 1
K 0 1
K 1 1
L 1 1

those in context F, the number of failures, x, is O while n is 3. For those in context G, the
number of failures, x, is 1 while n is 2. For those in context H, the number of failures, x,
is 1 while n is 4. For those in context I, the number of failures, x, is O while n is 3. For
those in context J, the number of failures, x, is 1 while n is 1. For those in context K, the
number of failures, x, is 1 while n is 2. For those in context L, the number of failures, x,
is 1 while nis 1.

Recall SPAR-H posteriors and CNI

Following the likelihood estimation for each context per HFE for each group, the priors
from the SPARH assessment are recalled. This would then be used for the calculation of
posterior probabilities for each group and for each context within which they fall. The
data recalled for the monitoring task for the PBP and EP group are shown in Tables 6.23
and 6.24, respectively.

The data recalled for the planning task for the PBP and EP group are shown in Tables
6.25 and 6.26, respectively.
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Table 6.23 Monitoring HFE: recalling priors for group PBP.

Monitoring HFE Group PBP x n EP0 Alpha Beta
Context D 1 5 0995 0500 0.002
Context E 0 4 0995 0.500 0.002
Context F 2 4 0995 0.500 0.002
Context G 3 3 0995 0.500 0.002

Table 6.24 Monitoring HFE: recalling priors for group EP.

Monitoring HFE Group EP x n EP0 Alpha Beta
Context A I 6 0966 0.500 0.017

Context B 0 4 0966 0500 0.017
Context C 4 5 0966 0500 0.017
Context H I 2 0966 0500 0.017

Table 6.25 Planning HFE: recalling priors for group PBP.

Planning HFE Group PBP x n EP0 Alpha Beta
Context C PBP 4 11 1.000 0.500 0.000
Context D PBP 2 5 1.000 0.500 0.000

Table 6.26 Planning HFE: recalling priors for group EP.

Planning HFE Group EP x n EP0 Alpha Beta
Context A EP 4 7 1.000 0.500 0.000
Context B EP 6 10 1.000 0.500 0.000
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The data recalled for the intervention task for the PBP and EP groups are shown in
Tables 6.27 and 6.28, respectively.

Table 6.27 Intervention HFE: recalling priors for group PBP.

Context x n EPO Alpha Beta

C 0 4 0999 0.500 0.000
D I 3 0999 0.500 0.000
E 1 2 0999 0.500 0.000
G 1 2 0999 0.500 0.000
H 1 4 0999 0.500 0.000
L I 1 0999 0.500 0.000

Table 6.28 Intervention HFE: recalling priors for group EP.

Context x n EP0 Alpha Beta

A 1 3 0995 0.500 0.003
B 1 5 0995 0.500 0.003
F 0 3 0995 0.500 0.003
I 0 3 0995 0.500 0.003
J I 1 0995 0.500 0.003
K I 2 0995 0.500 0.003

Estimate posteriors: probability, CNI

The last step of the BN SPARH was estimating the alpha and beta posteriors and the final
posterior probabilities using equations 4.12, 4.13, and 4.14, respectively. The posteriors
for the monitoring tasks are shown in Tables 6.29 and 6.30 for the PBP and EP groups,

respectively.

Table 6.29 Monitoring HFE: Group PBP Data with Posterior-Parameters.

Context x n EP0 Alpha Beta Alpha_post Beta_post E_m_1
ContextD 1 5 0995 0.500 0.002 1.500 4.000 0.273
ContextE 0 4 0995 0.500 0.002 0.500 4.000 0.111
ContextF 2 4 0995 0.500 0.002 2.500 2.000 0.555
ContextG 3 3 0.995 0.500 0.002 3.500 0.002 0.999




6.4. PHASE 3: PROJECT (RISK PROJECTION) 239

Table 6.30 Monitoring HFE: Group EP Data with Posterior-Parameters.

Context x n EPO Alpha Beta Alpha_post Beta_post E_m_1
Context A 1 6 0966 0.500 0.017 1.500 5.000 0.230
ContextB 0 4 0.966 0.500 0.017 0.500 4.000 0.111
ContextC 4 5 0966 0.500 0.017 4.500 1.000 0.816
ContextH 1 2 0966 0.500 0.017 1.500 1.000 0.596

Table 6.31 Planning HFE: Group PBP Data with Posterior-Parameters.

Context PBP x n EP0 Alpha Beta Alpha_post Beta_post E_p_1
ContextC PBP 4 11 1.000 0.500 0.000 4.500 7.000 0.391
ContextD PBP 2 5 1.000 0.500 0.000 2.500 3.000 0.455

The posteriors for the planning HFE are shown in Tables 6.31 and 6.32 for group
PBP and EP, respectively.

The posteriors for the Intervention HFE are shown in Tables 6.33 and 6.34 for the
PBP and EP groups, respectively.

Validation by comparing with new participant data

Before the prediction of LR, one of the participants was randomly dropped from scenario
3. The participant had apparently passed the scenario and had the behavioural data as
shown in Table 6.35. Following the data input of this operator, the next step is to check in
which context he or she falls for each of the human failure events (HFEs) - Monitoring,
Planning and Intervention.

Checking Table 6.17 for the monitoring task contexts, this operator falls under context
D. Looking further in, Table 6.20 shows that those in D could either fail or pass the
scenario. However, more than likely to succeed given that 4 out of 5 people have
succeeded in that context. However, further confirmation from the logistic regression
prediction would equally ascertain this assumption. Tables 6.36 confirm that the operator
has a higher probability of success than failure (0.31) in the monitoring task (& = 0.4 and

Table 6.32 Planning HFE: Group EP Data with Posterior-Parameters.

Context EP x n EPO Alpha Beta Alpha_post Beta_post E_p_1
Context A EP 4 7 1.000 0.500 0.000 4.500 3.000 0.600
Context B EP 6 10 1.000 0.500 0.000 6.500 4.000 0.619
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Table 6.33 Intervention HFE: Group PBP Data with Posterior-Parameters.

Context x n EP0 Alpha Beta Alpha_post Beta_post E_i 1
C 0 4 0999 0.500 0.000 0.500 4.000 0.111
D I 3 0999 0.500 0.000 1.500 2.000 0.429
E I 2 0999 0.500 0.000 1.500 1.000 0.600
G I 2 0999 0.500 0.000 1.500 1.000 0.600
H 1 4 0999 0.500 0.000 1.500 3.000 0.333
L 1 1 0999 0.500 0.000 1.500 0.000 1.000

Table 6.34 Intervention HFE: Group EP Data with Posterior-Parameters.

Context x n EP0 Alpha Beta Alpha_post Beta_post E_i_1
A I 3 0995 0500 0.003 1.500 2.000 0.428
B I 5 0995 0500 0.003 1.500 4.000 0.273
F 0 3 0995 0.500 0.003 0.500 3.000 0.143
I 0 3 0.995 0.500 0.003 0.500 3.000 0.143
J 1 1 0995 0500 0.003 1.500 0.003 0.998
K 1 2 0995 0500 0.003 1.500 1.003 0.599

Table 6.35 New Operator data for validation.

Group Scenario React._time Resp._time Ack. mimics_opened No_of alarms

0 2 138 1020 9 3 14
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Monitoring HFE: Beta Distributions for LR, SPAR-H and LR+BN SPARH

6 LR —— a=0.4, =0.89
SPAR-H (Expert) a=0.5, =0.002
New approach—— g=1.5, =5.002

E m_[1=0.995

0.0 0.2 0.4 0.6 0.8 1.0
X

Fig. 6.1 Monitoring HFE: Beta Distributions for LR, SPAR-H and LR+BN SPARH. Participant
outcome = Success.

B = 0.89). Adding these new data to Table 6.29, x still remains 1 and n becomes 6, given
our assumption supported by the LR prediction that the operator is likely to succeed.
With EPO remaining the same, the new E_m_1 for context D becomes 0.231 where
o_post = 1.5 and B_post = 5.002. Figure 6.1 shows the distribution for the LR, SPARH
and LR+BN SPARH results of the operators’ failure probability in the monitoring task

Table 6.36 Monitoring Failure Probability from LR prediction.

Monitoring Group Scenario Failure Probability
PBP 3 0.310

For the planning task, Table 6.18 shows that the operator falls under context C, and
a look into Table 6.21 shows that the operator is likely to succeed given that 7 out of
11 succeeded. This is further confirmed by the LR result in Table 6.37, which shows
that the likelihood of failure is 0.33 (a = 0.37 and 8 = 0.75). Adding these new data to
Table 6.31, x still remains 4, and n becomes 12, given our assumption supported by the
LR prediction that the operator is likely to succeed. With EPO remaining the same (1.0)
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while the new E_p_1 for context C becomes 0.36 where o_post = 4.5 and B_post = 8.0.
Figure 6.2 shows the distribution for the LR, SPARH and LR+BN SPARH results of the
operators’ failure probability in the planning task.

Table 6.37 Planning Failure Probability.

Planning Group Scenario Failure Probability
PBP 3 0.333

Planning HFE: Beta Distributions for LR, SPAR-H and LR+BN SPARH

LR — a=0.37, B=0.75
SPAR-H (Expert) —— a=0.5, B=0.001
New approach —— a=4.5, B=8.0

0.0 0.2 0.4 0.6 0.8 1.0
X

Fig. 6.2 Planning HFE: Beta Distributions for LR, SPAR-H and LR+BN SPARH. Participants’
eventual outcome = Success.

For the intervention task, Table 6.19 shows that the operator falls under context D
and a look at Table 6.22 shows that the operator is likely to succeed given that 2 of 3
succeeded. This is further confirmed by the LR result in Table 6.38, which shows that the
likelihood of failure is 0.37 (o = 0.40 and B = 0.68). Adding the new data to Table 6.33,
x still remains 1 and n becomes 4, given our assumption supported by the LR prediction
that the operator is likely to succeed. With EPO remaining the same (0.999) while the new
E_p_1 for context D becomes 0.33 where o_post = 1.5 and B_post = 3.0. Figure 6.3
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Intervention HFE: Beta Distributions for LR, SPAR-H and LR+BN SPARH

LR —— a=0.4, B=0.68
51 SPAR-H (Expert) —— =0.5, B=0.001
New approach — -1 5 B=3.0

—

0.0 0.2 0.4 0.6 0.8 1.0
X

Fig. 6.3 Intervention HFE: Beta Distributions for LR, SPAR-H and LR+BN SPAR-H. Participants’
eventual outcome = Success.

shows the distribution for the LR, SPARH and LR+BN SPARH results of the operators’

failure probability in the intervention task.

Table 6.38 Intervention Failure Probability.

Intervention Group Scenario Failure Probability
PBP 3 0.367

Overall, the operator was likely to succeed in the monitoring, planning and

intervention HFEs/tasks.
Gap: - Not considering the time of monitoring or planning etc., the model is based on
end-of-study data and has not collected this data in real-time. - limited amount of data

6.4.2 Consequence and Risk Analysis

Figure 6.4 shows the error paths of the new operator with the likelihood of success
and failure at each HFE node and the eventual consequence of each error path. The
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emergency shutdown was optional for the participants to click in case they felt things
were out of control and could no longer be managed. By clicking this button, they get
a pop-up message that says the plant has been shut down. In Scenario 3 where they
had to keep the plant from overheating for about 18 minutes, only two students clicked
the emergency shutdown button (ESD). This action leads to the end of the test. The
consequences in this scenario were: safe, plant shutdown in the case of a successful
emergency shutdown, and reactor overheating (in the case of failed intervention and
no ESD activation. The others either managed to survive for 18 minutes or performed
actions that led to the reactor overheating. It is clear that the operator in Figure 6.4

managed to keep the plant safe with a 63% chance of succeeding.

7 Dingram |(@Grid [EPiot 4 Diagram & Gid % Plot&Grid @ Libraries @ Parts Library (] Reports en 3
Monitoring | Planning | Intervention | Emergency Shutdown

Safe (1)

0.67 Yes

Plant Shutdown (2)

0.37

Reactor Overheating (3)

Plant Shutdown (2)

0.33

Reactor Overheating (3)

Plant Shutdown (2)

0.31

Reactor Overheating (3)

Fig. 6.4 Event tree for test operator outcome.

The risk matrix in 6.5 shows that the operator had a low-risk outcome for each of the
human failure events (HFEs) with a failure probability of <0.4 and a severity value of 1
in each HFE.

6.5 Summary

The gap is that, though one scenario was needed for the sake of illustration, it is necessary
to compare at least the outcomes of scenario 2 and scenario 3 at each phase of the

framework. Scenario 1 and 2 are mostly not significantly different as seen from the
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Severity ==y

Reactor

Probability overheating

Fig. 6.5 Risk Matrix.

sensitivity analysis of almost all the measures, hence one can be used in place of the
other.

Another gap is clustering the variables into key tasks. Ideally, all variables can be
considered for each task. However, in this study, the analysis is done with data collected
post-study. Hence, it is only fair to consider which variables would likely impact each
task in order to estimate probabilities for each task. In future studies, the records can be
kept for when operators move from one task step to the other which will entail a different

design of the procedure and a synergy with the process.



Chapter 7

Discussion

7.1 Introduction

This chapter discusses the outcomes from Chapters 5 and 6. Section 7.2 delves into the
findings of the metrics applied in the experimental study. These include subjective
measurements such as the for workload assessment, and for evaluating situational
awareness, and the perception of support from the procedures and alarm systems.
Behavioural metrics covered were the count of acknowledged alarms, the number of
mimics accessed, and reaction time, among others. Performance metrics focused on
aspects such as errors, overall effectiveness, recovery duration, and impact. First, the
subjective measures are discussed, and then the behaviour, performance and lastly, the
eye-tracking measures. They are also discussed for how they relate to literature. Also,
the results of the sensitivity and reliability analysis (correlation and factor analysis) are
discussed in this section. The last part of Section 7.2 focuses on discussing the outcomes
of the comparison of the study groups (those with paper versus those with electronic
procedures) and the human factor issues that might have impacted the results.

Building on this, the chapter discusses the second phase of the thesis in Section
7.3, that is, the results from the methods applied in this phase. The methods included
developed from the alarm response procedure and used as a basis by experts for the
human reliability assessment using . Also, Logistic Regression was used for early
prediction of the operators’ probability of failure and to verify the error assumptions to be
made while implementing the SPAR-H method. Section 7.3 concludes with a discussion

on the validation outcomes of the real-time risk-based Human Performance Assessment

246
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(HPA) and decision support framework. The discussion connects the findings from
Phases 1, 2 and 3 of the RZHiTL framework.

7.2 Experiment: Human-in-the-loop in alarm handling

and process control

This section aims to discuss the first phase of the thesis. It starts with a discussion of
the measures introduced in this study, their interrelations with each other, the constructs
they represent, and their implications regarding performance based on their positive or
negative correlation with performance metrics. In addition, it provides an explanation
for the potential reasons behind these relationships or effects on performance metrics.
Further discussion includes sensitivity analysis and how results vary given different
combinations of scenarios for factor analysis and correlation analysis. The goal is
that at the end of this section, the second objective of this thesis which is to develop
a dynamic, risk-based framework for human-in-the-loop assessment, addressing the
following research questions:

- What factors are essential for HRA assessment in current human-in-the-loop
configurations? And why? - How does the transition from paper to digital or
computerised procedure options impact operators’ general behaviour, cognition, and
safety? Any difference between the two groups? If any, how significant are these
differences?

The research question on the essential factors is addressed by examining the measures
introduced in this study and the constructs derived from factor analysis. By identifying
these constructs and their corresponding variables, the importance of these variables
becomes apparent, emphasising the need to consider certain variables that are often
overlooked in human factor assessments of operator-system interaction in process control

rooms.

7.2.1 Workload, Situational Awareness, Perception of Support

The study investigated the subjective workload of the operators, the situational awareness
and perception of the level of support from the alarm systems, and the post-scenario

procedure. The measures used were checked for consistency and validity to determine
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if they accurately measure, for this study, what they are known to measure in literature.

The results are discussed in detail below for each measure.

The positive correlations of NASA TLX and most of its dimensions (mental, temporal,
and physical demand, effort, and frustration) with SART’s demand and supply, which
are dimensions of situational awareness of SART, have been reported similarly in the
literature by Braarud et al. [17]. This questions the interpretation of the SART Index to
indicate situational awareness. As observed from the factor analysis, SART demand and
supply also loaded similarly as NASA TLX under the construct, Workload, in Table 5.32.
In contrast, the SART index itself and SART Understanding were positively correlated
with the SPAM index and its dimensions, which assess situational awareness. The SART
index’s correlation with SPAM is largely driven by the SART understanding dimension.
The reason for this observation could be explained by the SART demand and supply
questions. SART demand is based on the questions that access demand on attentional
resources, which are highly linked to the amount of load from the task. On the other hand,
SART supply assesses the supply of attentional resources with questions on arousal,
concentration, etc, that will be highly influenced by the task load and complexity. To
this effect, SART demand and supply can be associated more with workload when
discussing the group-wise results of these measures. Also, this textitworkload associated
variables are observed to have a positive relationship with the behavioural variables,
except reaction time and number of mimics opened, and all performance measures.
Indicating that higher workload values increase the likelihood of failure in terms of error
[Success: 0, Failure: 1], overall performance [optimal: 0, good: 1, poor: 3] and lead
to more adverse consequences [Safe: 0, Impurity of air in tank atmosphere: 1, Plant
Shutdown: 2, Reactor Overheated: 3]. Also, it shows that higher workload can reflect
in terms of behaviour, for example, spurious acknowledgement of alarms as opposed
to goal-specific acknowledgement, the number of alarms annunciated as a result of

operators’ actions, and consequently, the performance outcome.

Another interesting finding is the positive correlations between the perceived
performance of the TLX measure and the situational awareness measures, SPAM and
Index (particularly SART understanding). This lack of correlation between perceived
performance and the TLX index, along with its dimensions, has similarly been noted in
the literature by Braarud et al., [17]. This could entail that both informed and
non-informed situational awareness influence one’s perception of one’s performance.

However, subjective performance does not significantly load with these variables
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following the factor analysis, and neither did it with the objective performance outcome -
Overall performance, Error and Consequence. On the other hand, the SPAM index and
its dimensions SA1, 2 and 3 correlated positively with the procedure support and the
SART Index and Understanding. This confirms its worthiness for assessing situational
awareness. However, factor analysis showed that they loaded separately from the SART
index and understanding. The result of this loading is understandable given that SART
and SPAM assessment assessed situational awareness in different ways. The SART
questions were administered post-scenario, while the SPAM questions were asked
following certain cues like the annunciation of an alarm a few minutes after the opening
of a procedure and a few minutes/during the control task. In the former, the participant
tries to recall their experience while responding to the questionnaire, while in the latter,
the participant would sometimes cross-check with the alarm list or procedure to confirm
their response. Braaud et. al., [17] in their study, referred to the former as a case of
non-informed situational awareness. The latter approach applied through SPAM is
somewhat similar to their SA3 situational awareness method was referred to as a case of

informed situational awareness.

The significant positive loading of SPAM and SART Index with the perception of
procedure support confirms the strong positive correlation/relationship between the
procedure and situational awareness. In essence, better procedure support increases
situational awareness (informed or non-informed). These two situational awareness
constructs are worth distinguishing while discussing the situational awareness and
performance of the two groups - those using paper versus those with electronic
procedures. The idea of having good procedure support for better situational awareness
is that operators can be kept in the loop regardless of task complexity or during the
sudden annunciation of an alarm after prolonged monitoring, especially in present-day
control rooms. This role of keeping operators in the loop is, however, not left to the
procedures alone but all other human system interfaces, like the alarm system and the
displays. Both SPAM and SART had an inverse relationship with the behaviour and
performance variables they significantly correlated with. Specifically, response time,
alarm silenced, acknowledgement, no of alarms, accuracy, recovery time, and error. This
entails that, for example, as situational awareness increases, the response times become
faster with a reduction in the number of alarms and those acknowledged or silenced. It
also reflects on performance in that the mean square error, that is, accuracy, is reduced,

recovery time is faster, and error tends towards success. These behaviour and
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performance outcomes are typical with good situational awareness [33]. It is important
to remember these relationships, especially when discussing the differences between the
study groups. For example, looking at the correlations for scenario 3 in Table 5.36, the
SART Index (non-informed situational awareness) negatively correlates with the number
of visits to AOI, showing that they have opposite relationships and impact on

performance results.

The alarm list and priority support were negatively correlated with the TLX index
and its dimensions but positively correlated with the SART index and the SA1 and SA3
dimensions of SPAM. This shows that good alarm prioritisation would reduce workload
while increasing non-informed situational awareness and situation perception (SA1) and
projection (SA3). Although SART understanding was also accounted for in this positive
correlation with the alarm support, there was no significant correlation with SPAM
SA 2 - Situation understanding/comprehension. The alarm list and priority support
also had a significant negative correlation with the acknowledgement of alarms and the
consequences. This is an expected outcome for alarm design, as good alarm support
can improve perception, which we see from the reduced acknowledgement of alarms.
Perception is the first step in the information processing for a control room operator
during alarm handling and process control and sets the floor for planning correctly, in this
case, finding the correct procedure. Poor alarm design, with its associated issues such as
alarm floods and so on, is known to overload the operators, with the tendency to reduce
situational awareness. These situations have earlier on in Chapter 2 been mentioned as
causes of some of the major accidents in the safety-critical industries, for example, in the
case of Buncefield oil storage depot [87]. Interestingly, operator familiarity and training
were also significant in this study, but more for non-informed situational awareness,
such as in the case of alarm support. This shows the significance of operators’ training
and familiarity with non-informed situational awareness. In general, operators depend
on their memory (a part of the Limbic System of the brain, see Chapter 2), and with
effective attention filtering, they can recall memories from past experiences and training

to accurately perceive, comprehend and project the possible results of a situation.

For most variables that showed sensitivity between scenarios 2 and 3, and following
the factor loading for scenario 3, it becomes obvious that clear distinctions between
workload and situational awareness cannot be made in a very complex scenario. Hence,
there are variables for such situations that clearly describe cognitive workload, while

some describe a combination of cognitive workload with either informed or non-informed
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situational awareness as shown in Table 5.32. This must be taken into account when

specifically discussing the comparison between the study groups.

7.2.2 Behaviour and Performance

The study also investigated behavioural and performance variables for their relationship
with each other. The reaction time, which is based on the first control action, was observed
to correlate positively with overall performance but negatively with consequence and
error, indicating that a longer reaction time leads to poor overall performance, but does
not translate to failure in terms of error or adverse consequences. Longer reaction times
as earlier discussed in Chapter 2 can stem from increased cognitive flexibility and can
result in a decrease in accuracy and sometimes lead to mental fatigue. Reaction time
was not sensitive to task complexity as observed from the sensitivity analysis; therefore,
the relationship between reaction time and performance measures can be considered
the same in all scenarios. Furthermore, the reaction time did not show a significant
correlation with subjective, eye-tracking and other behavioural variables or an influence
from them, except for an almost significant positive correlation with the support of the
alarm list, which is expected given the role of the alarm design in potentially guiding
operators reaction times. Alarm support in this study included a combination of text,
colour, and sound which in the literature causes visual cortex activation and fosters
faster reactions [27]. However, in this thesis, this type of reaction is better observed
from the variable number of alarms acknowledged. Hence, the almost close significant
relationship between alarm support and reaction time, which in this study is a latter
behaviour observable from successful or unsuccessful planning.

The response time, on the other hand, which is the time to correct action, is
positively correlated with other behaviour and performance variables, with the exception
of reaction time. The positive correlation of response time with consequence and error
contrasts with the observation in the case of reaction time, which has an opposite
correlation with these performance variables. The positive correlation of response time
with other behavioural variables like the number of mimics opened or the number of
alarms acknowledged, which are also positively correlated with workload, show that
increasing workload leads to longer response times. Subsequently, longer response times
would lead to failure outcomes [Error: 1], poor overall performance, and more adverse

consequences. As shown in Table 5.34, response time shows a significant negative
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correlation with both the SPAM and SART Index, which represent informed and
non-informed situational awareness, respectively. Consequently, higher values in these
situational awareness metrics typically result in faster response times. This effect aligns
with expectations regarding situational awareness and procedure support (which also
significantly negatively correlated with response time). Properly perceiving an alarm,
understanding the situation, and troubleshooting allow operators to make timely control
adjustments. Response time did not correlate significantly with the eye-tracking
measures that describe operators’ behaviour when using the procedure.

Furthermore, other behavioural variables, like the number of alarms silenced and
acknowledged and mimics opened, did not significantly correlate with consequence and
overall performance. However, alarms silenced and acknowledged positively correlated
with error and accuracy. Therefore, these behavioural variables had a more significant
impact on accuracy and error than they did on the overall performance and eventual
consequence. Essentially, the more the silencing and acknowledgement of alarms by the
operators, the more likely they are to have higher mean square errors and run into a failure
outcome. This is much more evident in scenario 3 in that acknowledging many alarms
indicates increasing workload and poor situational awareness since the operator is not
specific as to the critical alarm to handle. Not being specific during the acknowledgement
process is a sign of poor perception, a first step in situational awareness. Operators
are expected to perceive which alarm is critical and resolve that before moving to the
next critical alarm. Also, the impact of this behaviour of silencing alarms is more
pronounced in the last scenario, given the alarm flood situation in this scenario. Given
that the silencing of alarms impacts recovery time, accuracy and error, it is important
to subsequently redesign the system to prevent silencing each alarm that pops up and
provide an alternative means to remove the sounds without requiring operators’ action
on the alarm message list, especially in alarm flood situations. This could be done by
a timely stimulation of the auditory senses for just a few seconds, enough to allow the
recording of this alarm information in both the working and short-term memory. The
alarm sound is then removed in this short time, leaving only the visual cues (colour and
text) for visual attention support. Additionally, the number of mimics opened was found
to significantly positively correlate with both accuracy and recovery time. Specifically,
an increase in the number of mimics opened results in higher mean square error and
prolonged recovery time. This effect is particularly evident in scenario 3, the most critical

one. Further analysis of scenario 3 alongside eye-tracking measures indicates that both
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the number of mimics opened and recovery time are significantly correlated with saccade
amplitude (the distance the eye travels between two fixation points), which, when longer,
may be associated with difficulty in shifting attention. Referring to the results of the
factor analysis for this scenario in Table 5.17, it becomes clear that the number of mimics
opened indicates cognitive workload, as an increase in mimics opened corresponds to a

greater cognitive workload, leading to reduced accuracy and extended recovery times.

7.2.3 Eye-tracking measures

The eye-tracking measures considered in this study, that is, the average fixation duration,
the number of visits, and so on, describe the behaviour of the operators and provide
insight into the cognition of the operators while reading or navigating the alarm response
procedure. These measures describe how the use of either a paper or electronic procedure
impacts operators on a cognitive and behavioural level. The relationships between these
measures and those of other variables in this study provide insight as to what they
describe for this study and for potentially other human-in-the-loop process control setups
where an alarm response procedure is used.

The average duration of fixations during the procedure was significantly inversely
related to the number of fixations but seemed positively correlated with the SA
understanding dimension of SPAM. This suggests that, although both fixation duration
and fixation count are linked with attention, demonstrated by the SA understanding, they
signal opposing trends in relation to SA understanding. Specifically, a higher number of
fixations may indicate decreased situational understanding, whereas longer fixation
durations might enhance it. The longer fixation and its positive relationship with
situation understanding indicate a learning process as commonly observed when training
operators [173]. Conversely, the SART index showed a significant negative correlation
with the number of visits to the procedure, indicating that a higher frequency of visits
may decrease objective situational awareness. In addition, Table 5.36 demonstrated that
the frequency of visits to the procedure exhibited a positive correlation with the
acknowledgement of alarms. This result is anticipated, as acknowledging an alarm is
followed by seeking out the relevant procedure. Considering the association between
these variables and their negative correlation with the SPAM index, it is suggested that
they represent both objective workload and situational awareness, albeit with distinct

relationships. However, the average pupil diameter and the average saccade amplitude
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did not have significant correlations with the SPAM or SART measures. However, they
correlated with some behavioural and performance variables.

Pupil diameter exhibited a notable positive correlation with the operators’ familiarity
with both the control room and the process, as well as with the duration of saccades.
This suggests that increased pupil dilation, or larger pupil size, can indicate greater
familiarity, even when there are longer saccade durations, which generally signify reduced
information processing capacity or attention. In contrast, the average saccade amplitude
showed a positive correlation with the number of mimics opened. As mentioned before,
longer saccade amplitudes may be linked to difficulty in switching attention or search, as
similarly mentioned by Shi et al., [129]. Consequently, an increased number of mimics
and longer saccade amplitudes describe scenarios of increasing search difficulty for
operators. It has been discussed that the number of opened mimics affects recovery,
response time, and accuracy; more opened mimics typically result in longer recovery
or response times. Therefore, increasing search difficulty will have a similar impact on

these performance measures.

7.2.4 Discussion on Group-wise Comparison

This subsection delves into the results of the two study groups, focusing on constructs
derived from factor analysis—such as Workload, informed and uninformed situational
awareness, behaviour, performance, familiarity, and confusion. While most measures
revealed no significant differences between the groups, certain measures distinctly
differed. These particular measures and the constructs to which they relate will be
examined in detail, together with an analysis of group performance despite the absence
of significant differences. Additionally, it’s crucial to identify factors that may have
influenced these outcomes, whether significant or not and investigate other explanations

based on observations made by the supervisors during the experiment.

Workload and Situational Awareness

Significant differences were not found between the two groups on the variables
representing the construct Subjective workload. Specifically, TLX Index, Mental and
Temporal demand, Effort, Task load, SART demand, and Supply showed no significant
variation. However, on average, the group following the paper-based procedure (PBP)

perceived a higher workload than the group using the electronic procedure across all
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scenarios. For clarity, the PBP group sensed greater mental and temporal demand,
particularly as tasks increased in complexity. They also reported exerting more effort
during each scenario, which correlates with their assessments of the demand and supply
components of SART, where the demand of SART is related to the demands for
attentional resources and the supply of SART is related to the provision of attentional
resources. The heightened perception of mental workload by the PBP group might be
attributed to several factors. To explore these, a primary step would be to examine the
participants’ perception of support from the procedure or alarm design and the objective
data on the participants’ cognitive behaviour while reading and searching through the
procedure. Following this, it would be beneficial to consider other experiment
observations or design issues recorded post-study to understand how they might have
contributed to these workload perceptions.

Participants in the PBP groups perceived that they had better support for the paper
procedure and alarm design than those in the EP groups. Therefore, the procedure at
a subjective level does not appear to have influenced their subjective workload ratings.
Yet, they felt more frustrated and felt that they put more effort into the task. However,
looking at the eye-tracking metrics from the use of the procedure and the constructs in
Table 5.18 for Scenario 3, PBP had a significantly higher average saccade amplitude
than EP with a slightly higher average number of mimics opened across scenarios 1 - 3.
Higher saccade amplitude and mimics opened describe the construct search difficulty
with a positive relationship. Therefore, the PBP group had higher search difficulty during
their tasks, especially in Scenario 3. In addition, the PBP group had a significantly
larger pupil diameter and a non-significant longer saccade duration than EP. Although
this shows better familiarity for scenario 3, as seen in Table 5.36, it also shows that in
scenario 3 and likely in the other scenarios, they had a decline in their average processing
capacity. Another explanation for the high subjective rating for PBP could be their
training performance. Although this was not significantly different from EP, PBP had a
lower taking performance score than EP.

Though Group EP exhibited lower workload ratings across all tested scenarios, they
also had reduced scores in subjective situational awareness as assessed by non-informed
situational awareness (from SART) and informed situation understanding (from SPAM).
They demonstrated superior informed situational awareness only in the more intricate
scenarios, particularly regarding situation perception and projection. This enhanced

situational awareness in Scenario 3 clarifies their low workload rating during this scenario.
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The occurrence of low workload alongside diminished situational awareness, particularly
in understanding, might stem from various factors. To investigate these factors, retracing
the steps in procedures and alarm support and examining other study observations would
be a logical starting point. Ideally, group EP’s consistently lower workload values
compared to PBP across scenarios would imply that they should exhibit higher SA than
PBP; however, this was not the case. Part of the explanation is found in their reduced
perception of support from the electronic procedure. The procedure’s utilisation, as
previously noted, shows a significant correlation with both SPAM and the SART index
as seen in Table 5.34, indicating its influence on informed and non-informed situational
awareness, respectively. Generally, the electronic procedure’s menu window facilitated
searching, but an inversion in the plant section and alarm tag ID arrangement on the
alarm list was problematic [155]. To elucidate, maintaining the original sequence when
scanning a list of titles is recommended best practice. For instance, Figure 7.1 (1)
illustrates the alarm display with the tag ID on the left, followed by the section on the
right, mirroring the typical reading order. Contrarily, the electronic procedure’s layered
menu reverses this order by displaying the section first (on the left) and the tag ID on the
right, demanding extra cognitive processing. A proposed improvement involves altering
this order, as depicted in Figure 7.1(2), so that the section precedes the tag ID in the
alarm banner, matching the electronic procedure’s format. Such a change is expected to
further alleviate the cognitive load for EP users and enhance their situational awareness

SCores.

Participants using the EP procedure potentially experienced reduced situational
awareness due to the HMI configuration illustrated in Figure 3.2. These participants
needed to locate and interpret the procedure on the diagnostic screen (4), then transition
to the equipment details screen (3). This necessitated repeated head movements during
the intervention period. Throughout this process, their focus may have been drawn
away by elements on the central display (1) or other displays that become salient and
detectable by their peripheral vision. Researchers have noted that such extensive head
movements can impair attention and memory [33]. Additionally, the EP group rated their
alarm list and priority system support lower compared to the PBP group. This negative
perception of alarm support, coupled with their already low opinion of procedure support,
diminished their view of situational awareness. Eye tracking data sheds further light on
the procedure’s impact on their situational awareness; those in the EP group exhibited
longer fixation durations, as shown in Table 5.12 relative to the PBP group. Although
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extended fixations typically suggest enhanced engagement and learning, the EP group
demonstrated poorer situation comprehension compared to PBP in scenario 3. This
indicates that while longer fixations might aid in perceiving and projecting situations,
they fell short in improving situational understanding for EP participants. A possible
explanation is that in critical, time-sensitive scenarios, extended fixations can result in
Perseveration (difficulty shifting focus), Inattentional Blindness (visual fixation without
cognitive processing), or reduced planning and evaluation abilities [33]. These factors,
along with potential unidentified ones, might have contributed to the EP group’s low

situational awareness rating, despite their lower workload ratings compared to the PBP

Y

Equipment ¢

group.

etails screen Overall situational awareness Diagnostics screen

Fig. 7.2 Head movement for those using the electronic procedure.

Furthermore, those using the paper procedure despite their high workload scores
might have had a better perception of the procedure support and situational awareness

for the following reasons:

» Readability: Some individuals hold the view that reading is the same regardless of
whether it is on paper or a digital screen. However, research suggests a more
complex situation, especially when factors such as the reading purpose are

considered. For instance, when the goal is learning, the paper proves
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advantageous. Engaging with text through underlining, highlighting, and using a
finger as a placeholder is beneficial to the learning process. Making summarising
notes and visual aids helps in mentally organising the material, facilitating better
memory encoding. This kind of deep reading enhances comprehension, memory
retention, and critical analysis. Conversely, when the intent is to grasp the gist of a
story, check texts, or browse social media, electronic formats are preferable. Yet,
in this particular study, the reading material was not meant for learning or
obtaining a gist but was focused on procedural following and operator assistance.
Although learning was not the objective, those using paper formats gained the
engagement benefits discussed from using prints and had fewer colour contrast

issues that arise with screen use.

* Mixed text genres: Also, the activity of following a process-specific support
mechanism is constrained by time and contains information that is a mix of
information and narrative text. In such cases, printed documents are preferred
for use as they support reading comprehension [137]. This supports the reported
findings from the experiment showing that the PBP group had better situation

understanding and overall situational awareness than EP.

Behaviour and Performance

The behavioural measure, number of mimics opened, loaded alongside the average
saccade amplitude under the construct, Seach difficulty. The mimics opened positively
and significantly correlated with accuracy, response time and recovery. Indicating that
increasing search difficulty will lead to longer response and recovery time and larger
mean square error. The difference between group PBP and EP was insignificant in
each of the scenarios. However, from the use of the procedure in scenario 3, there
was a significant difference in the saccade amplitude of the two groups. Those using
the PBP had significantly larger saccade amplitude than EP. On the other hand, the
number of alarms acknowledged loaded negatively under Factor 2 in table 5.33 with
similar relationship as the number of visits and mental demand. These had an opposite
relationship with the SART Index, SART understanding and alarm list support which had
a positive loading on this factor. This shows that as the number of acknowledgements
increases, objective situational awareness decreases. Participants in group PBP, on

average, had a similar number of alarms acknowledged as those in the EP group in the
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first scenario. However, as the scenarios progressed, the number of alarms increased for
both groups but more so for those in PBP, especially in scenario 3. Confirming, as earlier
discussed, that they had a higher workload and progressively lower situational awareness,
especially in scenario 3. The number of alarms acknowledged has a significant positive
relationship with the silencing of alarms and the number of alarms. These latter variables
might thus have a similar relationship as the number of alarms acknowledged on objective
situational awareness and workload.

Compared to the EP group, participants in the PBP group exhibited longer reaction
and response times. Factors such as observed behaviours, initiation of processes,
mimicry, and acknowledgement of alarms may contribute to increased reaction and
response durations. These factors also inform workload and situational awareness,
which subsequently affect performance metrics like recovery time, accuracy, overall
performance, error rates, and resulting consequences. While both groups excelled in
scenario 1, performance diminished as scenario complexity increased. In scenario 2, the
EP group slightly outperformed PBP, securing one additional successful outcome.
However, in scenario 3, the PBP group surpassed the EP group in minimising errors and
consequences. Specifically, there were 6 failures with reactor overheating out of 17
participants in the PBP group, while 9 in the EP group encountered similar issues.
Though the EP group showed an edge over search difficulty, processing capability,
workload, and situational perception and projection in scenario 3, the PBP group
excelled in the performance outcomes. This suboptimal performance might result from
learning activities associated with EP procedures in intricate, time-critical scenarios and
the inadequate situational comprehension noted within this group. Group EP’s extended
fixation duration, combined with frequent fixations, suggests possible reading challenges,
potentially stemming from difficulties in identifying or correlating procedural rules [47].
For instance, in electronic formats, rules such as ’if,” ’else,” go,” and ’then’ weren’t
bolded or italicised, while paper-based procedures did emphasise these terms. The
suboptimal results could also relate to the HMI configuration in Figure 7.2, necessitating

continuous head movement or other navigation challenges mentioned in this Chapter.

Additional Observation

A common observation from both groups highlighted the low accessibility and error

caused by the contrast in the colour of the alarm list, specifically the use of black text on
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ared alarm banner, as shown in Figure 7.3. The WCAG Criterion 1.4.3 (AA) deals with
the contrast in visual presentations of text and images, specifying a minimum acceptable
contrast ratio of 4.5:1. The contrast ratio measured during the experiment was 4.91:1,
which slightly surpasses the WCAG AA requirement. Nevertheless, the AAA WCAG
Criterion 1.4.6 for Enhanced Contrast elevates the minimum ratio to 7:1 '. This finding
is crucial, considering that red banners are frequently utilised in HMI design to capture

an operator’s attention.

Ack Sound Priority State :T-rne Tag Section

0 O 3 Active 00:05:03  |LAHO1 Tank

Fig. 7.3 Alarm list showing two alarms: FALO1 and PALO1.

Gap

The experimental research was not free of limitations that may impact the findings. One
such constraint is the number of participants in the study. As discussed in Chapter 3, the
experimental design should potentially involve over 30 students per group. Furthermore,
the limited sample chosen for eye-tracking analysis in scenario 3 restricts the insights
necessary for comparing the two groups. Also, solely relying on the results from scenario
3 for eye-tracking constraints discussions of scenarios 1 and 2, as the findings from
scenario 3 may not fully generalise to the other scenarios. In conclusion, the eye-tracking
data was exclusively collected for the procedure area of interest (AOI) and even more
specifically during the intervention time window. Future analyses can investigate how
interactions with other areas of interest, such as display elements (including values,
graphs, and alarm lists), influence the constructs established in this study or affect

workload, situational awareness, behaviour, and performance.

'W3(C,2023.Web Content Accessibility Guidelines (WCAG) 2.2. [Online].  Available at:
https://www.w3.org/TR/IWCAG12/
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7.3 Phase 2: Real-time Risk-Based HPA and Decision
Support

This section discusses the result of Chapter 6 of this thesis. The data used came from
behavioural and performance metrics collected during the experimental research detailed
in Chapters 3 and 4, along with information from expert evaluation of the task steps as
outlined in the procedure and presented in Chapters 5 and 6. The behavioural variables
were clustered under the three main tasks or so-called human failure events of process
control room operators. That is monitoring and alarm handling, planning, and
intervention tasks. The monitoring task comprised the variables: Number of alarms
annunciated, the number of alarms acknowledged, group/type of support, and
scenario/task complexity. Planning comprised the number of mimics opened, the
Group/type of support and the scenario/task complexity, while Intervention comprised
the reaction time, response time, number of mimics opened, scenario and group. These
were input to predicting the likelihood of failure for each of the HFEs using the logistic
regression model and are key to answering the research question 3 - Which operator
behavioural metrics are the best predictor of a successful recovery of a plant alarmed

state?

7.3.1 Discussion on Phase 1 and 2 of the R2HiTL framework

The result of the stepwise logistics regression for the monitoring task showed that
the best predictor of the probability of failure for this task was the number of alarms
annunciated. However, all variables were combined for the final prediction, as they
each contributed negatively or positively, at different weights, to the error prediction.
The average cross-validation accuracy was approximately 86%. The results in Table6.3
showed that those in Group PBP (using the paper procedure) had a lower likelihood
of failing the monitoring task in all three scenarios. A similar performance result was
observed for the planning and intervention tasks. For the planning task, the best predictor
variable was the Group/type of support with prediction accuracy from the combination
of all variables at approximately 81%. The prediction accuracy for the intervention task
with all variables was approximately 81%. However, the best variables for this task were

the Group, scenario, and response time.
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Hierarchical task analysis was helpful in structuring the tasks written in the procedure.
It laid the foundation for the SPAR-H assessment of which tasks are diagnosis and action
tasks. With a focus in scenario 3, the action tasks were those that required the operator
to interact directly with the display elements, for example, acknowledging an alarm,
clicking or moving a button, etc. Table 6.7 show how the steps are grouped into the HFEs
- Monitoring, planning and Intervention. It also confirms the association of variables like
the number of mimics opened to solely the planning and intervention tasks, as this is
not required during monitoring or alarm handling. Clearly, from the table, each of these
HFEs constitutes both action and diagnosis tasks. The next step involved the assessment
of the subtasks by an expert on the likelihood of failure of members of either the Group
PBP or EP on each of those tasks.

The expert assessment of Group PBP and EP resulted in different adjusted failure
probabilities in only two tasks and similar outcomes in the others. Group PBP had
a higher adjusted failure probability of 0.953 on the Monitoring/Alarm handling task,
identify the critical alarms, as compared to group EP (Adjusted HEP = 0.669 ). Group
PBP had a similar probability outcome compared to group EP on the Intervention task,
Monitor for a while cooling water system mass flow rate. Following this, task dependency
was checked for as is required for tasks that are highly dependent on the completion
of the other. This was done by assigning values O or 1 depending on the possibility of
changes to the following variables - crew, time, location, and cues, as the tasks progressed.
For example, 0 is assigned to the task following another if the crew handling that task
remains the same. As can be seen for both group PBP and EP, this value remained sthe
ame (same crew = 0) for all tasks. This was the opposite for the location as the areas of
interest changed for each task (different location = 1). The tasks were, in a few cases, not
close to time (time = 1), while cues were present in some of the tasks (cues = 0). Cues

here refer to the activation of an alarm or the change of trend in a process graph.

The HEP following the dependency assessment increased significantly for most of
the tasks. This shows that tasks that are highly dependent on each other tend to increase
the likelihood of failure. The tasks estimated to have the likelihood of failure from the
operators in both groups were all diagnosis tasks. This shows that operators are likelier
to fail a diagnosis task than an action task. This outcome can be due to the SPARHs
assignment of a higher NHEP to diagnosis tasks (NHEP = IE-2) compared to the action
task (1E-3). The outcome between the diagnosis and action tasks can be explained by

understanding the effort exerted on memory for both error types. The diagnosis task
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is more demanding on memory as it involves a lot of cognitive processing (perception,
interpretation, comprehension and so on) that leads to a decision before an action occurs,
as discussed in Chapter 2 under the subsection on Memory. On the contrary, the action
task is merely semantic and procedural.

The final HEP estimation showed that both groups had the same high failure
likelihoods in all the tasks/HFEs, especially in the planning task (E_p_0 = 1.000), while
those in Group PBP had a high chance of failing the Monitoring and alarms handling
(E_m_0 =0.995) and the Intervention tasks (E_i_0 = 0.999). This estimation has its gaps
in that it has been completed by only one expert and could exaggerate the error
outcomes. It furthermore assumes that all participants in their groups have the same
impact from the different performance shaping factors (PSFs), which is not the case in a
realistic setting. For example, stress, fitness for duty, training and experience, and so on,
are individual factors that will vary per participant. This gap in the SPAR-H method and
thus the expert assessment, can be balanced by the introduction of the behavioural
variables from the experiment and the analysis steps of the BN SPARH method to be
discussed next.

7.3.2 Phase 3 Discussion

The last phase of the RZHiTL framework involved the BN SPARH method, a third-
generation HRA assessment method. The BN SPARH method, as applied in this thesis,
takes the variables under each HFE/task as input and discretises these variables using
scenario 3 as an example. The result of the discretisation shows that the number of
alarms is high when greater than 18 and low when less than or equal to 18. Likewise, the
number of alarms acknowledged is high when greater than 5 and low when less than or
equal to 4.5. The same operand pattern applies to the number of mimics opened with
an optimal split of approximately 4, reaction time at 266 seconds and response time at
856.5 seconds. The group and scenario variables were not discredited, given that it was
either group PBP or EP, and scenario/task complexity stayed the same.

The next results were those from the contextualisation of the variables in each HFE.
This result shows that participants of the same support group can have different levels
to the variables that describe their performance. For example, those in group PBP fell
under contexts D, E, F and G in the monitoring task alone. Basically, there are four (4)

outcomes from the combinations of the discretised variables for people in group PBP
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under the monitoring HFE. It shows, too, that eventual performance outcomes might not
be the same for all of them in the same group. The results of the pairing with the error
in Table 6.20 further confirm this. The table shows that a participant in a context, say
A, can either fail or succeed. So, if two operators have similar behaviour, it might not
eventually lead to the same outcome. Predicting what this outcome would be is made
possible by the Logistic regression model. This LR + BN SPARH method is in contrast
to the SPAR-H method, which assumes that all participants are affected at the same level
(PSF multipliers) by the PSFs because they fall under the same group/type of support
[113].

Tables 6.29 to 6.34 show the expert estimate (EPO) of failure probability for each
HFE and for each group, and the posterior probability estimation (E_m_1), (E_p_1) and
(E_i_1) for each HFE - monitoring, planning, and intervention. As discussed above, the
same expert estimate applies to all contexts since the SPAR-H method does not derive
context during estimation. For the monitoring task/HFE, participants in contexts D, E
and F in group PBP had similar probabilities as those in contexts A, B and H in group
EP. Their probabilities of failing were far from the estimates of the expert. However, a
context in each of the groups had high probability estimates close to those of the expert,
as shown. In particular, context G of group PBP with a 99% probability of failing the
monitoring task, which is close to the 99.5% expert estimate of the expert, and context C
in group EP with an 82% chance of failing the same task close to the estimate of 96.6%
experts. This shows that following the SPAR-H method alone without the inclusion of
live data capturing work-as-done and the real impact on operators could lead to a wrong
conclusion on or expectation of failure probabilities since it generalises for all cases.

Likewise, for the intervention task, only one context in each of the groups had a close
estimate to the experts’ estimation. For group PBP, this was context L, with only one
participant in this category having a 100% chance of failing, which is close to the 99.9%
experts estimate. Those in contexts E and G in this group had an average probability of
failing this task with a probability of 60%. For group EP, context J had a 99.8% chance
of failing, close to the 99.5% estimate of the expert. The number of contexts in the
intervention HFE increased compared to the monitoring or planning tasks because of the
number of variables discretised and included for the contextualisation.

On the contrary, the number of contexts in the planning tasks decreased because
only two variables, the number of mimics and the group/type of support varied post

discretisation since the scenario/task complexity stayed the same. Interestingly, the
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expert’s estimate on group PBP and EP’s likelihood of failing the planning task was
100%, which was far off from the actual estimates in both groups. However, those in
group EP had a higher likelihood of failing the planning task than those in group EP. This
is in contrast to the monitoring and intervention tasks, which show that though some
contexts in group PBP had lower failure probabilities than those in group EP, on average,
those in EP had a lower chance of failing these two tasks. This outcome is in contrast to
the logistic regression (LR) result in Table 6.3 when used alone, which shows that group
PBP had a lower chance of failing all three tasks/HFE.

The LR prediction showed lower failure probability outcomes than when both expert
and live data were combined. The monitoring result of the LR model is close to those in
context F and context H in group PBP and EP, respectively. The LR planning outcomes
were almost similar to the LR+BN SPAR-H for those in group PBP especially context C,
while that of group EP was lower than the results from the latter approach. The results of
the LR model for the intervention task were almost similar to those of context H and A in
group PBP and EP, respectively. In general, the LR model failure predictions were lower
than those of the LR+BN SPAR-H method and matched only one context from each
group in each HFE. This was a similar outcome when SPAR-H was used alone, where, in
contrast to the LR model, the HEP estimation by the experts was higher. Therefore, using
the LR+BN SPARH method, which is a combination of expert and live data, compensates
for the shortcomings of both approaches when applied as a standalone.

7.3.3 Validation outcome

Validating the framework is an essential step to understanding how it works with new

operator data.



Chapter 8

Conclusion

8.1 Research Objective 1

The first objective of this thesis is to understand the state-of-the-art alarm response
procedures and to compare the effectiveness of the transition from paper, typical in
current process control rooms, versus electronic alarm response procedures for process
control room operators handling abnormal situations. The first step to achieving this
objective is understanding the variables that can explain the impact of using one procedure
over the other on the operator and what operator states or characteristics, and performance
measures can be impacted. Performance shaping factors such as training, experience,
procedures, HMI etc., are common factors included for a human factors study of process
control rooms. These variables are mostly organisational and technical, and when
individual variables are considered, they lack in clarity and are assessed subjectively. It
is not also considered what the interaction between the variables look like for each setup
neither is there a consideration of which variables actually impact performance. There
is also no consideration of the operators’ behaviour in the overall human performance

assessment picture. This raised the first research question for this objective - question.

Research Question (RQ 1)

The first research question was: what are the most critical factors or variables — both
human, organisational, and technical — for decision and situational awareness support
and human performance assessment of current dynamic human-in-the-loop process

control configurations? Why are they important?

267



268 CHAPTER 8. CONCLUSION

The variables considered in this thesis as input for the experimental study were
training, familiarity, task complexity, human-machine interfaces (HMI) (alarms design,
procedures, and displays), time. These variables are normally assessed individually
or combined through human reliability methods to assess human performance. The
combination of these factors determine operators’ ability to respond correctly to an
alarm but also plays a role is aiding recall or decision-making. They also play a role
on the workload and situational awareness levels of operators besides performance.
A typical measure to assess workload is the NASA-TLX while situational awareness
measures vary from subjective to semi subjective measures. In experimental setting
tools like eye-tracking and EEG have been introduced for objective workload, situation
awareness and behaviour assessment. One missing piece however is the integration of
direct operator-system interaction data for such assessment and observing how they can
potentially describe workload, situational awareness or other operator characteristics.

These variables have been introduced in this thesis including some performance
variables that can be derived form the operator-system data together with the typical
variables earlier mentioned. The behavioural variables included: reaction time, response
time, number of mimics opened, number of alarms acknowledged, and so on. While the
performance measures derived included: consequence, recovery time, overall
performance, error, and so on. Following the correlation and factor analysis of the
variables, in addition to subjective and objective workload and situational awareness,
three (3) additional constructs were derived: processing capacity, search difficulty and
learning. These last three variables specifically describe behaviour while using the
procedure. A comparison of how the operators outcome on these constructs and how it
eventually impacts performance is addressed with the second research questions.
However, it is clear that for current and future human in the loop configurations,
especially when using alarm response procedures, typical or so called traditional
performance shaping factors are not sufficient for human factor studies (of operator
support tools or of the operators themselves) in these settings or for performance
assessment.

Research Question (RQ2)

The second research question was: How does the transition from paper to digital or

computerised procedure options impact operators’ general behaviour, cognition, and
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safety? Any difference? If any, how significant are these differences? This question
is answered by comparing the outcomes of both groups on the different variables and
constructs defined for the HiTL assessment to evaluate the actual impact of using either

a paper or electronic procedure.

Although there were no significant differences in workload measures (e.g., TLX
index, mental and temporal demand) between the paper-based procedure (PBP) and
electronic procedure (EP) groups, participants using PBP consistently reported higher
workloads, particularly in more complex scenarios. This higher workload perception was
closely linked to increased search difficulty. Eye-tracking data revealed that PBP users
exhibited larger saccade amplitudes and opened more mimics during task performance,
indicating they faced greater challenges in locating and processing information. Despite
their lower workload ratings, the EP group struggled with situational awareness (SA).
They demonstrated reduced processing capacity in complex scenarios, which was evident
in their extended fixation durations. This suggests that while they spent more time
focusing on information, they faced difficulties in fully understanding or utilising it
effectively, particularly in time-sensitive tasks.

Despite their higher perceived workload, the PBP group’s superior performance
in complex tasks points to better processing capacity and information retention. The
ability to engage more deeply with the paper-based procedure, even with increased
search difficulty, appeared to aid their cognitive processing and familiarity with the
procedure, leading to better task execution. The EP group’s lower processing capacity
became evident in their learning difficulties with complex scenarios. Despite spending
more time focusing on specific elements of the task (longer fixation durations), they
struggled with key situational understanding and task progression. The design of the
electronic procedure, including issues with head movement and navigation between
screens, further contributed to this cognitive strain. In contrast, PBP users, although
facing higher search difficulty, managed to process information more effectively, likely
benefiting from the tactile and visual support provided by the paper. This facilitated their
situational understanding and allowed them to outperform the EP group in high-stress,
complex scenarios.

In terms of behaviour, both groups exhibited similar trends overall, but in Scenario 3,
the PBP group’s higher search difficulty correlated with longer response times. However,
this did not hinder their performance; instead, they managed tasks more effectively

than the EP group, which exhibited signs of cognitive overload and poorer situational
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comprehension. Human factor issues observed in the design of the human system
interfaces affected both groups. However, the EP group was particularly affected, as their
extended fixations and increased head movements suggest they faced more challenges in
navigating the interface, exacerbating their learning and processing difficulties.

In conclusion, it is clear that constructs like the search difficulty, processing capacity,

and cognitive load played pivotal roles in shaping the performance of both groups.

8.2 Research Objective 2

The second goal of this thesis was to create a real-time risk-based framework aimed at
assessing human performance, enhancing situational awareness, and aiding in decision-
making within existing human-in-the-loop process control and safety systems. This
framework aims to guide operators’ behaviour by assessing its impact on risk. The
R2HIiTL framework integrates expert and real-time knowledge to provide operators with
risk-informed decision support. It can potentially support the streamlining of alarm
response procedures, mainly when there is an increased likelihood of subtask failures. By
associating these failures with data from operators’ behaviours or eye-tracking, one can
determine whether issues stem from reading or search difficulties, among other factors.
The research questions that guided the path to developing this framework are summarised

below with an overview of how they have been addressed.

Research Question (RQ3)

The first research question of objective two was: Which operator behavioural metrics are
the best predictors of a successful recovery of a plant-alarmed state? This question was
answered by applying the logistic regression (LR) model to predict the probability that
participants fail the monitoring, planning, and intervention human failure events (HFE) /
tasks of each study group (group PBP and EP). The behavioural variables considered
in the study were the following: the study group also known as type of support, the
scenario also known as task complexity, number of alarms announced, number of alarms
acknowledged, number of mimics opened, reaction time and response time. The scenario
and group variables were associated with all three HFEs. The key variables associated
with this HFE for the monitoring task were the number of alarms, and the alarms

acknowledged. Following the prediction of LR failure, the most influential predictor
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variable for the monitoring task was the number of alarms. However, other variables
contributed to the eventual outcome. The key predictor variable for the planning task was
the complexity of the scenario/task complexity, although the number of mimics and the
group also contributed to the final outcome. For the intervention task, the key predictor
variables were the type of support, task complexity and response time. However, the
number of mimics opened contributed to the final prediction outcomes.

The contribution of the variables to failure prediction shows the importance of
factoring in the operators’ behaviour and potentially cognitive states when studying
and planning to support the "human-in-the-loop’ in present-day human-in-the-loop
configurations. This becomes even more paramount for future HITL configurations
as one transitions from paper to electronic procedures, seeing that those within the
group EP had a higher probability of failure from the LR model in all three HFEs. It is
evident from the result, that the tools operators interact with impact their behaviour and
performance. The Logistic regression model not only provides an understanding of the
coefficient/weight of each variable used for prediction but also provides a backing for the
assumption made for any new operator data on their likelihood to fail or succeed before
final error probability estimations and risk assessment. The LR model provides the first

step to having a real-time support method.

Research Question (RQ4)

The second research question under objective 2 was: How can live and legacy data be
integrated for a risk-based real-time human-in-the-loop performance assessment
framework, decision support, and procedure optimisation? Answering this research
question covers the objective of having a real-time and risk-informed model to keep
operators in the loop and guide their behaviour to reduce failure probabilities.
Combining live and legacy data was possible by using a Bayesian Network Standardised
Plant Analysis Risk-Human Reliability (BN SPARH) method in conjunction with the
logistic regression predictions (LR + BN SPARH). Using the LR or SPARH methods as
standalone comes with some challenges for a real-time model that should be tailored as

much as possible to individual operators.

* The LR model does not account for task or scenario-specific nuances. For example,
while it may identify the best predictor variables, it cannot capture the interaction

effects between those variables or varying operator behaviour.
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The SPARH, on the other hand, has the following shortcomings:

» Static Expert Estimates: The method relies on expert assessment and assumes that
all participants are uniformly impacted by Performance Shaping Factors (PSFs).
This leads to generalisation and lacks the ability to capture real-time data or
differences in operator behaviour.

» Exaggerated Error Predictions: The expert-based approach often yields high
probabilities of failure and, in some cases, extremely low probabilities that may

not align with actual operator performance, leading to potential overestimation.

* Lack of Contextualisation: The SPAR-H method does not consider different
contexts within a group, which means it misses the variation in how individuals

may react under different conditions or subtasks.

Research Question (RQ5)

The third research question under objective 2 was: What are the benefits of integrating
operator-system data and expert knowledge for risk-based real-time decision and situation
awareness support? This question is asked to guide the development of the framework
for clarity on what benefits come from the combination of legacy data from experts,
past operator data, and live data. Combining Expert and Real-Time Data (LR + BN
SPAR-H) thus provides a good combination of methods needed for real-time provides
the following benefits as summarised:

* Contextualisation of Performance: The BN SPAR-H method allows for the
discretisation of variables (e.g., number of alarms, reaction time) and recognises
that even within the same group, different participants may exhibit different
behaviours and have different probabilities of failure. This adds a layer of

granularity to predictions.

* Improved Prediction Accuracy: By integrating expert assessments with live
behavioural data, this approach compensates for the lower failure predictions from
LR and the overestimation of failure by SPAR-H. It provides a more balanced,

data-driven failure probability estimate.
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» Task-Specific Precision: The combination enables a more precise estimation for
each Human Failure Event (HFE), taking into account the variation in context
across operators. This helps address both methods’ limitations when used alone
and aligns better with real-world outcomes.

* Adaptive to Individual Variability: Unlike SPAR-H’s blanket estimates, this
approach captures individual performance variability within the same group,
avoiding the assumption that all participants are equally affected by each PSF.

The event trees delineating failure paths, along with the consequence analysis and
risk matrix, provide a distinct visual representation of the operator’s position within the
risk landscape and reveal the impact of each human failure event or task on the ultimate

consequence.

8.3 Potential for generalisation and Future Work

The first research objective and its research questions provided an understanding of the
impact and interplay of the interaction of factors on operators’ cognition, behaviour,
performance, and ability to maintain a safe plant state when in different human-in-the-
loop process control room configurations. It further provided a set of new factors that
have been validated for assessing operators’ cognitive process, for example, learning, and
processing capacity, when using either paper or digital procedures. This set of factors,
especially those derived specifically for evaluating the impact of using procedures,
can be adapted by several industries where workers use job aids, procedures, charts
and so on, to assess the impact of their procedural document or perhaps interface
design on operators before approving them for deployment. The other validated factors
impacting performance and safety, especially the behavioural factors that can be easily
and non-intrusively recorded, can be applied for assessment in any human-in-the-loop
configuration across industries and beyond the control room. Also, the effort from this
thesis through the design of the experiment and the eventual validation of traditional and
dynamic PSFs, not only provides a new set of factors but also provides a backing for
some of the performance factors mentioned in standards and guidelines on the impact of
alarms, procedures, and human-machine interfaces.

Through the second research objective, a couple of behavioural metrics stood out

in their usefulness for predicting the capability of the operator to monitor a process,
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handle alarms and intervene accordingly while following the task steps in the procedure.
These metrics can be adapted in standards and guidelines for inclusion in the evaluation
of human reliability. The thesis also described the methods with which these variables
were derived and can likewise be adapted by industry and guidelines or standards.
Furthermore, while trying to answer the last two research questions (RQ 4 and 5)
concerning Objective 2, the researcher was able to demonstrate and validate the potential
of combining live and legacy data using Al techniques and the traditional SPAR-H
method. Live data easily collected can help the industry perform frequent updates on
human reliability analysis following initial analysis performed during the deployment or
set-up of the control configuration. The goal is to help the industry perform this analysis
in real-time with a properly integrated and designed monitoring interface. Precisely, an
interface where both legacy and live data can be recalled and fed as input to an in-built
algorithm for a more realistic error probability estimation. Standards and guidelines in
the process industry that can benefit from both the first and second objectives of this
thesis include: IEC 63303, Human-machine interfaces for process automation systems,
ANSI/ISA-18.2, Management of Alarm Systems for the Process Industries, HPOG’s
Best Practice in Procedure Formatting, and CCPS’ Human Factors Handbook for Process
Plant Operations: Improving Process Safety and System Performance, and so on.

The results of addressing objectives 1 and 2 of this thesis revealed some aspects that
have yet to be examined and challenged thoughts on further exploitation opportunities.
An aspect of interest for further research is the type and number of variables included
in addressing objective 2. So far, only a few behavioural variables collectable in real-
time were included because of the limited number of behavioural variables derived and
validated. Hence, future research will explore and validate other potential variables for
testing the framework. Secondly, the framework of objective 2 has only been applied to
a simulated case study with a more controlled environment. Further work would include
testing this framework in a live setting within the process domain and following final
fine-tuning, as well as testing this out in other sectors and use cases. Testing this out in
a live setting would require developing a collaborative system in the form of a support
agent, which is also a future work of this thesis.
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Table A.1 HMI Design Requirements

Requirement

Source

Avoid excessive contrast between ambient lighting
and screen luminance to prevent eyestrain.

IEC 63303

Design should accommodate visual limitations of
users.

Provide visual/audible signals with appropriate
salience.

Reserve alarm colors exclusively to enhance cognitive
recognition and speed.

IEC 62682

Use color to reflect information importance; most
important info should be most salient.

IEC 63303

Avoid color gradients for static elements; use for
dynamic highlights only.

Apply color coding conservatively and consistently
across the HML.

Ensure foreground and background colors provide
sufficient contrast under expected lighting.

If displays show excessive info, redesign by grouping
into sections or on-demand display. In this study the
researcher grouped into sections for mimics, display
on demand, and Grouped the procedures into sections
too.

Use visual dynamic coding (e.g., motion, blinking)
to highlight critical info. In this study, the researcher
added a flashing acknowledgment button for the Al
support; moving graphs to show pressure changes,
etc.

IEC 63303

Provide redundant auditory signals with visual
indications (e.g., alarms).

IEC 63303, IEC
62682

Consistent data grouping speeds cognitive processing
and operator response. In this study, the researcher
grouped procedures and mimics by plant sections
(e.g., Tank, Methanol) for selective processing.
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Table A.2 APR Requirement: Access and Location

Requirement Source Implemented
in the
Thesis
(Yes/No)
Users should have immediate NUREG/CR 0070 Yes

access to ARPs where alarm
messages are read. Operators
should not need to leave the
display location to access ARP

information.

In a tile system, ARP identification | " Yes
should match the method of alarm

identification.

A computerisd system may display | " No

the appropriate procedure for a
given alarm when the operator
selects the alarm message.
When alarm info is presented on NUREG/CR 6105 Yes
VDU or printer displays, links to
ARPs should be provided.
Minimis alarms that refer users to | NUREG 0700 Yes
more detailed displays outside the
main operating area.
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Table A.3 ARP: Content

Requirement/Recommendation

As Implemented in this Thesis

System or functional group to
which the alarm belongs.

Sections of the plant are mentioned in-text.

Exact alarm text or legend.

Tags and texts visible in-text.

Alarm source (e.g., sensors,
processors, actuating devices) with
a reference to schematic diagrams.

Alarm setpoints.

Visible on some of the graphs.

Priority.

Complemented by alarm prioritisation
design. Compared with and without priority,
also evident on ARP display.

Potential underlying causes for the
alarm.

Alarm tag nomenclature describes this
within the procedure.

Required immediate actions,
including confirmation steps.

Troubleshooting steps are available and
include confirmation points.

Actions that occur automatically
when the alarm triggers (should be
verified).

Follow-up actions.

Evaluation steps available after control
actions.

Explanations of relevant alarm
processing (e.g., parameter
comparisons).

Pertinent references.

Present in-text.

Text should not be abbreviated
unless it improves space and
remains clear. Underlining for
emphasis shall not be used.

Used bold or italic text effects for emphasis
where necessary.
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Table A.4 Summary of Requirements for Alarm System Display [98]

Requirement

Status

Immediate Access

Implemented: Users can access ARPs directly from
the alarm message location (O’Hara).

Display & Line of
Sight

Implemented: Alarm indications are within 60
degrees of the user’s normal line of sight (6105).

Alarm Displays &
Controls

Implemented: Displays and controls allow for
simultaneous viewing and operation (6105).

First-Out Alarms

Implemented: First-out displays are located at the
main workstation or plant overview (0700).

Prompt Response

Implemented: Alarm displays and controls are
arranged for timely access and response (6105).

Access to Controls &
Displays

Implemented: Alarm panels are near relevant process
controls and displays, or easy access is provided if on
a VDU (6105, 6684, 0700).

Interference from

Lights

Implemented: Non-alarm lights are positioned to
avoid confusion with or obscuring alarm displays
(6105).

Consistent Ordering

Implemented: Alarm display order matches the
layout of related system controls and displays (6105).

Consistency  with | Implemented: Alarm system conventions align with
Main HSI the main HSI displays (e.g., red for critical alarms).

Guidelines Implemented: Alarm system elements follow general
Conformance HSI guidelines and specific alarm system guidelines

(e.g., P&ID VDU displays).
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Table A.5 Sample raw simulator log features by plant sections and alarms. Showing for Alarm,
Tank, and Methanol [158].

Section/File Acronym Full Form Y-Axis Value
Al2 Allarm activation Alarm label 0= Not Run
1 =Run
0 = Not Run
AckAll Alarm Action Status 1 = Run no action
Allarm 2 = Run and Action
1 = Not Run
sAll Alarm Sound (no Master Silence) Status 1 =Run Sound
2 = Run Single Sound Off
0 = No Procedure
1001-1999 Tank Procedures
2001-2999 Methanol Procedures
proclis Procedure visualisd Procedure Number ~ 3001-3999 Heat Recovery Procedures
4001-4999 Reactor Procedures
5001-5999 Assorber Procedures
6001-6999 Other Procedures
2 Duration [s]
1 =tank
2 = Methanol
intop Open interface 43= HZZT::;S:Z:}/ (1) _ 81;::
5 = Reactor
6 = Assorber
emmerO Emergenci Emergency status 01; 8rf1f
choice Case study
LSERB Level Level [m]
PSERB Pressure Pressure [ata]
FN2serb10 Primary Nitrogen Flow Flow [Nm3/h]
Tank FN2serb20 Back up Nitrogen Flow Flow [Nm3/h]
FLO2 Air Flow Flow [Nm3/h]
0 = Off
Nitsel Nitrogen system selector Status 1 = Primary
2 =Back up
MN:itsel Manual Prymari nitrogen selector Status 0= Auto
1 = Manual
X Manual prymari flow value Flow >0 (——)EN(ﬁfg /h]
FMeps Methanol Liqui pumped Flow [kg/h]
WPOMP Pump Power Power [kW]
0 = Auto
MpumpOld Manual Pum selector Status 1 = Manual
MWpopOld Manual Pump power value Power 0=Off
>0 = [kW]
Methanol MligbolO Methanol Mass %n the Boiler Mass kgl
FBOI Methanol Boiled Flow Flow [kg/h]
FBv Boiler Steam flow Flow [kg/h]
TBol Methanol Boil Temperature [C]
MboilvapO Manual Boiler Steam selector Status 0= Auto
1 = Manual
FvapbolO Manual Boiler Steam value Flow 0=Off
>0 = [kg/h]
TRis Heater Methanol output Temperature Temperature [C]
FRisv Heater Steam Flow [kg/h]
0 = Auto
MhearvapO Manual Heater Steam selector Status
1 = Manual
. 0 = Off
MMyvaprisO Manual Heater Steam value Flow

>0 = [kg/h]
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Table A.6 Sample raw simulator log features by plant sections and alarms. Showing for

Compressor [158]

Section/File Acronym
MaircompOld

MaircomppowOld

WARglob

FariaO
Compressor

GasselectOld
frazventcOld
FventO

WRIglob
FgaspomO

MGascompowOld
POutcomp

Full Form Y-Axis Value
Manual Air Compressor selector Status 0= Auto
1 = Manual
. 0 = Off
Manual Air Compressor value Power 50 = [kW]
Air compressor Power Power [kW]
Air flow Flow [kg/h]
0 = Auto
Gas Manual Selector Status 1 = Manual Vent Fraction
2 = Manual Gas Compressor
Vent Fractio Fraction 11
Vent Flow Flow [kg/h]
Gas Compressor Power Power [kW]
Gas Compressed Flow Flow [kg/h]
Manual Gas Flow Flow 0= off
>0 = [kg/h]
Gas Compressor Pressute Pressure [Pa]

Table A.7 Sample raw simulator log features by plant sections and alarms. Showing for Reactor

[158]

Section/File Acronym
Meold
Oold
Nold
Wold
Foold
Coold
TinREaOld
PinREaOld
TMAXREATORE
TmreatO
MeOutRO
OOutRO
NOutRO
WOutRO
FoOutRO
CoOutRO
TOutRO
POutRO
FRout
FMW1
PEBre
TreatSteam

MCoolreatOld

Reactor

MCReatTempOld

Full Form Y-Axis
Reactor methanol fraction In Frac
Reactor Oxygen fraction In Frac
Reactor Nitrogen fraction In Frac
Reactor Water fraction In Frac
Reactor Formaldehyde fraction In Frac
Reactor Carbon Moxide fraction In Frac
Temperature Reactor In Temperature
Pressure Reactor In Pressure
Max Temperature in reator Temperature
Temperature long the reactor Temperature
Reactor methanol fraction Out Frac
Reactor Oxygen fraction Out Frac
Reactor Nitrogen fraction Out Frac
Reactor Water fraction Out Frac
Reactor Formaldehyde fraction Out Frac
Reactor Carbon Moxide fraction Out Frac
Temperature Reactor Out Temperature
Pressure Reactor Out Pressure
Reator Out Flow Flow
Steam Flow Cooling system Flow
Steam Pressure Cooling system Pressure
Steam Temperature Cooling system  Temperature
Manual Reactor Cooling selector Status
Manual Reactor Cooling value Temperature

Value

l

(1

(]

(1

[l

[l
(K]
[Pa]
[C]
[C]

[

[l

[

[

[

[l
[X]
[Pa]

[kg/h]

[kg/s]

[bara]
[C]

0 = Auto
1 = Manual
0 = Off
>0=[C]
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Table A.8 Sample raw simulator log features by plant sections and alarms. Showing for Heat

Recovery [158]
Section/File Acronym
PVRECI
TWrecl
MVAPrecl
Toutrecl
Tinrecl

REC1SMO
Heat recovery REC1SMPO

SezRec20

Toutrec2f
Toutrec2c
Toutrec3
TWrec3
MVAPrec3

REC3WMO

REC3WMFO

Full Form
Pressure Steam REC1
Temperatura Steam REC1
Flow Steam REC1
Temperatura Out REC1
Temperatura In REC1

Manual REC1 selector

Manual REC1 value

Selector number of Heat Excanger in REC2

Reagent Out Temperature
Temperatura In REC3
Temperatura Out REC3
Temperatura Steam REC3
Flow Steam REC3

Manual REC3 selector

Manual REC1 value

Y-Axis
Pressure
Temperature
Flow
Temperature
Temperature

Status

Pressure

Number

Temperature
Temperature
Temperature
Temperature
Flow

Status

Flow

Value
[ata]
[C]
[kg/h]
[C]
[C]
0= Auto
1 = Manual
0=0ff
>0 = [ata]
1 =1 heat exchanger used
2 =2 heat exchangers used
3 =3 heat exchangers used
[C]
[C]
[C]
[C]
keg/h]
0= Auto
1 = Manual
0= Off
>0 = [kg/s]

Table A.9 Sample raw simulator log features by plant sections and alarms. Showing for Absorber

[158]

Section/File Acronym

LinasO
MAssWatO

MAssWatFlowO

TMEANCOL
TTOPCOL
TLIQIN
MfondassO
yMeoutassO
yWoutassO
yCOoutassO
yFooutassO
yNoutassO
yOoutassO
ToutassO
PoutassO
GAS
Xmasoutass
xmasoutassME
xmasoutassW
ToutassOL
LoutassO

MliqoutO

Absorber

MligoutflowO

Full Form
Water IN Flow

Manual Assorber water selector

Manual Assorber water value

Mean temperature in Assorber
Top temperature in Assorber
Water IN temperature in Assorber
Liquid bottom Mass in the Assorber
Assorber Gas methanol fraction Out
Assorber Gas Water fraction Out
Assorber Gas Carbon Moxide fraction Out
Assorber Gas Formaldehyde fraction Out
Assorber Gas Nitrogen fraction Out
Assorber Gas Oxygen fraction Out
Temperature Assorber Gas Out
Pressure Assorber Gas Out
Assorber Gas Out Flow
Assorber Liquid Formaldehyde fraction Out
Assorber Liquid methanol fraction Out
Assorber Liquid Water fraction Out
Temperature Assorber Liquid Out
Assorber Liquid Out Flow

Manual Assorber Liquid Out selector

Manual Assorber Liquid Out value

Y-Axis
Flow

Status

Flow

Temperature
Temperature
Temperature
Mass
Frac
Frac
Frac
Frac
Frac
Frac
Temperature
Pressure
Flow
Frac
Frac
Frac
Temperature
Flow

Status

Flow

Value
[ke/h]

0 = Auto
1 = Manual
0 = Off
>0 = [kg/h]
[K]

K]

[K]
[kel
[

[1
[

[1
(1
[

K]
[Pa]
(kg/h]
[%]
[%]
[%]

[C]
(kg/h]

0 = Auto
1 = Manual
0 = Off
>0 = [kg/h]
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Horizon 2020- MSCA-ITN-2020, Na. 955301
https:/fwww.ciscproject.e u/

Participants

Oy Needed

Do you have what it takes to handle
the pressure of a high-stakes
control room environment?

Join our mind-blowing experiment
and discover how your brain, eyes and
heart respond to the challenges faced

by operators during plant upsets.
o e (]

For more information, please contact us:

chidera amszufpolito.it or ammar abbas@polito.it

Fig. B.1 Recruitment Fyler: first part
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Horizon 2020- MSCA-ITN-2020, No, 955901
https:/fuww.ciscproject.euf

%

Assessing Operator Response to Critical |
Alarms During Plant Upsets: The Role of
Decision Support and Contextual Factors

Using state-of-the-art technology, we'll explore the
cognitive factors that impact operator performance during
alarm handling and process control.

What will the experiment involve?
« You will be asked to complete a task involving alarm handling and
process control simulation
+ You will wear an EEG cap, eye tracker and smartwatch during the
task
» The experiment will take approximately 2.5 hours to complete

REQUIREMENTS: PARTICIPATION
BENEFITS:

Must be 18 years or older

Must be fluent in English « Gain insight into your own
Must have normal or cognitive pro
corrected-to-normal vision « Contribute to rch to

No history of neurological or improve process control
psychiatric disorders and alarm handling
5 ===

(

No history of seizures or
epilepsy

To register, scan the For more information, please
code contact

or

A =3l o
n:l:m IN i g

Fig. B.2 Recruitment Fyler: second part



Participation approval email
Subject: Confirmation: CISC LivLAb3 Research Experiment Participation

Dear [Participant's Mame],

We are delighted to confirm your participation in our upcoming rej&arch experiment. Your
involvernent iz invaluable to us, and we appreciate your willingness t.u contribute to our
study.

Pleaze take note of the following details:

Experiment Date: [Date]

Experiment Time: [Time]

Experiment Location: [Location]

We have carefully designed the experiment to be an engaging and informative experience.
By wearing the EEG cap, eye tracker glasses, and smartwatch, you will have the opportunity
to contribute to groundbreaking research in a fun and interactive manner.

To enszure the experiment runs smoothly and generates reliable data, we kindly request that
you follow these pre-experiment instructions:

1. Rest and Relaxation: Prioritize getting a good night's sleep before the experiment to
ensure you are well-rested and mentally alert during the session. Adequate rest
contributes to optimal cognitive performance.

2. Preparing for the EEG Cap: Ensure that your hair is clean and free from styling
products or excessive oils to facilitate proper electrode contact with yvour scalp. This
will ensure accurate measurements.

3. Eye Lenses: If you wear contact lenses, please wear them during the experimant
instead of eye tracker glasses. Make sure they are clean and comfortable for the
duration of the session.

4, Minimizing Movement: During the experiment, try to minimize head and body
movements to prevent artefacts in the EEG data and eye tracking measurements.
This will help ensure accurate data collection.

We greatly appreciate vour attention to these instructions and your commitment to the
zuccess of the experiment. If you have any further questions or require additional
information, please do not hesitate to reach out to us at chiders.amazu@polito.it or
ammar.abbas@polito.it

If, for any reason, you are unable to attend or need to reschedule, please notify us as soon
as possible. Your participation is wvalusble to us, and we would appreciate prompt
communication regarding any changes in your availability.

Once again, thank you for agreeing to participate in our research experiment. We look
forward to your presence and the insights you will bring to our study.

Fig. B.3 Participation Approval Email
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Participation denial email
Subject: Regretful Notification: Research Experiment Participation Denial
Dear [Applicant's Name],
Thank you for your interest in participating in our research experiment. We sincerely
appreciate your enthusiasm and support for our study. However, after careful
consideration, we regret to inform you that we are unable to include you in the experiment
at this time due to specific requirements not being met.
We truly appreciate your understanding, and we encourage you to explore future research
opportunities where you may have the opportunity to contribute. Your interest is highly

valued, and we hope to have the chance to collaborate in the future.

Thank you once again for your interest, and we wish you all }the best in your future
endeavours. @

Warm regards,

CISC LivLab3 Team
[Research Institution/Organization]

Fig. B.4 Participation Denial Email
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Fig. B.5 NASA-SART Questions with preliminary questions of participant ID, Group and
Scenario, followed by NASA-TLX dimensions: Mental Demand, Physical Demand and Temporal

Demand.
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16082024, 16035 NASATLX +SART
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10. How instable/ changeable was the task? [Instability]
{1:Low, 7: High) *

i+ e i O+ O

11. How many variables were changing with the tash? [Vardability]
{1:Low, T: High) *

o
3
]
a:?

oW

12. How complicated was the tash? [Complexity]
{1: Low, T: High) *

Ao

p e s g o g =
12. How arcusedfthrilled were you in the task? [Arousal]
{1: Low, 7: High) *

TUO9OY 9w

12, How much mental capacity did you have to spare inthe tash? [Spare capacity]
{1: Low, T: High) *

e g gk e i O

15. How much were you concentrating on the tash? [Concentration]
{1: Low, T: High) *

o g kg o O G

16. How much was your sttention divided in the tash? [Attention division]
{1: Low, 7: High) *

e e o kO o
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Fig. B.6 NASA-SART Questions showing NASA-TLX dimensions: Mental Demand, Physical
Demand and Temporal Demand, and SART dimensions:
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16052024, 1603 NASETLX + SART

17
How much information have you gained about the task? [Quantity]
{1z Low, T: High) *

wOW W W OW W W

18. How good i the information you have gained about the task? [Guality]
{1z Low, T: High) *

oty iF iy iy iy i

19. How familiar are you with the tash? [Familiarity]
{1: Low, T: High) *

b g e kO
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Fig. B.7 NASA-SART Questions showing SART dimensions:
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This consent form was designed following the guidelines provided by the TU Dublin template

Researchers’ Name | Houda Briwa, Chidera Winifred Amazu, Ammar Abbas, Joseph Mietkiewicz,
Andres Alonso Perez
Academic Unit school of Food Science and Environmental Health,
Technological University of Dublin, Ireland

Title of Study Assessing Operator Response to Critical Alarms During Plant Upsets:
The Role of Decision Support and Contextual Factors

The following section should be completed by the research participant

Yes Na

Hawe you been fully informed of the nature of this study by the researchers?
{Note that you should have received the participant information sheet)

Hawve you had an opportunity to ask questions about this research? O

Hawe you received satisfactory answers to all of your guestions? O O

Have you been full informed of your ability to withdraw participation and/or
data from the research at any time* without giving a reason for your
withdrawal, or to decline to answer any particular questions?

* Since the dato collected will not contain your identity, it can be withdrawn up
until the end of the experiment, after which the researchers will not be able to
distinguish your data from that of other participants.

Hawve you been fully informed of what will happen to data generated by your
participation in the study and how it will be kept safe?

Do you agree to provide information to the researchers under the conditions
of confidentiality set out in the information sheet?

Do you wish to participate in the study under the conditions set out in the
information sheet?

Do you consent to the use of anonymised / de-identified information (not
containing your identity) collected in this research study to be used for O 0O
scientific reports, books, conference proceedings, or journal publications?

Do you want to be contacted before the results of this research are published?
(If so, please write your contact at the bottom of this page)

Do you want to be contacted after the results of this research are published?
(If s0, please write your contact at the bottom of this page)

Have you been informed that this consent form shall be kept securely and in 0 O
confidence by the researchers?

Name of Participant

Signature of Participant Date
Signature of | I Date
Researchers wﬁ
o
[:;ﬁ' ___'i 2

Fig. B.8 Consent Form



Plant: Plant X Initiating Event: Excess Water Criticality Basic Event : XHE _ Event Coder:_bf _

Basic Event Context: Cask Closure

Basic Event Description: Operators Fail to Perform Vacuum Drying System Connections/Setup

A. Evaluate PSFs for the Action Portion of the Task, If Any.

Part Il. EVALUATE EACH P5F FOR ACTION

PSFs

PSF Levels

Multiplier for

Action

Please note specific reasons for
PSF level selection in this
column.

Available

Inadequate time

Adequate (nominal) time is assumed in this

Ll
Time Time available is = the time required O | example.
Nominal fime 1 =
Time available = 5x the time required 8] D
able is = S0% the time required 104 O
Insufficient [nformation 1 ]
Extreme 5 L] | There is no information available on stress in
High ) [] | this example.
MNormminal 1 1]
Insulficient Information | B4
Complexity Highly complex 3 [ | Observers of this task suggest moderate
Maoderately complex 2 B | complexity for opeetors,
MNominal 1 O
Insufficient Information 1 ||
Experience’ Ly 3 L1 | Average (neminal) experience and training are
Training Morminal 1 [ | assumed in this example,
High 03 ]
Insufficient Information 1 []
Procedures Mot availahle a0 ] Attachment refers to canister rather than cask,
Incomplete 20 [ | which employs different valve connections and
Available, but poor 5 B | contains inconsistent or missing symbols.
Mominal 1 O
Insufficient Information 1 |
Ergonomics/ | Missing/Misleading 1] [T T There are no indications that ergonomics woalkd
HMI Poor 10 1 | significantly contribute to human error for this
MNominal 1 E | task.
Good 0.5 =
Insufficiemt Information 1 a
Fitness for Unfit Pifwilure) = 1.0 ] | The fness for duty of the crew is plant and
Dy Dregraded Fitness 5 ] | crew specific. This analysis was determined
Marminal | B | from a generic model and therefore nominal is
InsufTicient Information 1 [ | an appropriate choice.
Waork Poor 5 O | The work processes are plant and crew specific.
Processes Mominal 1 This analysis was det ned from a generic
Good 0.5 [0 | model and therefore nominal is an appropriate
Insufficient Information 1 [ | chaice.

Fig. B.9 PSF Evaluation Sheet for Action Task [113].
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HRA Worksheets for LP/SD

SPAR Human Error Worksheet

Plant: Plant X Initiating Event: Excess Water Criticality Basic Event : XHE__ Event Coder:_bf _

Basic Event Context: Cask Closure

Basic Event Description: O

rs Fail to Pe

rm Vacuum D

stem Connections/Sel

Does this task contain a significant amount of diagnosis activity? YES B (start with Part I-Diagnosis) NO []
(skip Part I — Diagnosis; start with Part I1 — Action) Why? Multiple steps, components, connections, and

manipulations.

PART |. EVALUATE EACH PSF FOR DIAGNOSIS

A. Evaluate PSFs for the Diagnosis Portion of the Task.

PSFs PSF Levels

Multiplier for
Diagnosis

Please note specific reasons for
PSF level selection in this
column.

Available Inadequate time Pifailure} = 1.0{] Adequate (nominal) time is assumed in this
Time Barely adequate time (= 23 x nominal 10 O example.
Mominal time 1 )
Extea time (between land 2 & nominal and = 0l O
30 min)
Expansive time > 2 x nominal & = 30 min 0.1 to 0,01 (]
Insufficient Information 1 L]
Stress/ Extreme 5 O There is no information available on stress in
Stressors High 2 O this example,
MNominal 1 O
Insufficient Information 1 )
Complexity Highly complex ) |:| Multiple steps, components, connections, and
Maderately complex 2 ] manipulations.
MNominal 1 O
Obvious diagnosis 0.1 0
Insufficient Information 1 0
Experience/ Low 1] [l Average (nominal) experience and wraining are
Training Maomimnal 1 E assumed in this example,
High 0.5 O
Insutficient Information 1 |m|
Procedures MNaot available S0 O Attachment refers to canister rather than cask,
Incomplete 20 ]:[ which employs different valve connections amd
Available, but poor 5 B contains inconsistent or missing symbols.
MNominal 1 O
Diagnostic/symptom oriented (1] O
Insuftficient Information 1 ]
Ergonomics’ | Missing/Misleading S | There are no indications that ergonomics would
Tl Foor | [1] O significantly contribute to human error for this
Nominal 1 o] task.
Good 0.3 O
Insufficient Information 1 O
Fitness for Unfit Pifailure} = 1.0[] The fitness for duty of the crew is plani and
Duty Dregraded Fimess 5 O crew specific. This analysis was determined
Mol 1 = from a generic model and therefore nominal is
Insufficient [nformation 1 ] in appropriate choice.
Waork Poor 2 O The work processes are plant and crew specific.
Processes Momimal 1 E This analysis was determined from a generic
G 0.8 ) mesdel and therefore nominal is an appropriate
Insufficient [nformation 1 O choige.

Rev 10120004

Fig. B.10 PSF Evaluation Sheet for Action Task [113].
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