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Abstract

Distributed computing has evolved significantly with the emergence of paradigms
like cloud, edge, and fog computing, which bring computing capabilities closer to
the end-user to address modern application demands for low latency, geographical
distribution, and resource efficiency. Despite these advancements, the current state-
of-the-art solutions are predominantly siloed, limiting the seamless integration of
resources across diverse infrastructures. This dissertation builds on the concept of
the computing continuum, an architectural paradigm that eliminates these silos by
unifying resources across the compute layers into a single, dynamic, and transparent
computational environment. The work is situated within the European Horizon
project FLUIDOS (Flexible, scalLable, secUre, and decentrallseD Operating System),

which builds the foundation of this research.

The FLUIDOS architecture builds upon Kubernetes and Liqo to establish a
decentralized meta-operating system capable of dynamic resource sharing and intent-
based orchestration. This dissertation presents key innovations in the design and
implementation of the computing continuum, focusing on the REAR (Resource
Advertisement and Reservation) protocol, which facilitates resource discovery and
negotiation across heterogeneous environments. The REAR protocol introduces a
flexible mechanism for dynamic resource advertisement, ensuring that resources can
be utilized based on application-specific intents, energy consumption patterns, and

cost models.

The thesis further investigates cost-aware task allocation, presenting a novel
scheduling framework that minimizes application deployment costs while meeting
performance requirements. Experimental evaluations demonstrate that the proposed
framework significantly enhances resource utilization, reduces costs, and main-
tains compliance with user-defined constraints. Additionally, the research addresses

energy efficiency within the continuum, proposing an energy-aware orchestration



mechanism that dynamically adjusts workload placement based on power consump-
tion and carbon footprint considerations. This approach integrates carbon-aware
scheduling strategies, enabling the execution of tasks in environmentally sustainable

locations and timeframes.

Resilience is another critical dimension explored in this work. The disserta-
tion introduces a fault-tolerant orchestration framework designed to ensure the
high availability of mission-critical applications, such as electrical grid monitoring.
By dynamically redistributing workloads during network failures or infrastructure
outages, the framework maintains service continuity, demonstrating its efficacy
through real-world experiments conducted in collaboration with RSE (Ricerca sul
Sistema Energetico). These experiments highlight the capability of the computing
continuum to support distributed and fault-tolerant applications in complex and

resource-constrained environments.

This dissertation provides a comprehensive exploration of the computing con-
tinuum, encompassing its architectural foundations, enabling technologies, and key
application scenarios. The FLUIDOS framework exemplifies how distributed or-
chestration can address the challenges of scalability, sustainability, and reliability in
modern computing. By integrating innovative protocols like REAR, cost-aware and
energy-efficient task allocation strategies, and resilience mechanisms, the computing

continuum emerges as a transformative paradigm for future distributed systems.
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Chapter 1
Introduction

In the last years, containerization has increasingly gained popularity as a lightweight
solution to package applications in an interoperable format [1], independently of the
target infrastructure. This uniform substratum paved the way for the cloud-native
revolution, with novel applications shifting their focus from single servers to entire
data centers, and where dedicated orchestrators manage the lifecycle of microservice

applications. In fact, according to the NIST definition of the cloud computing:

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly provisioned and

released with minimal management effort or service provider interaction.” [2]

As of today, Kubernetes has emerged as the de-facto open-source framework for
container orchestration, bridging the semantic gaps across competing infrastructure
providers. With the rise of the edge and fog computing paradigms [3-5] as solutions
accounting for geographical closeness, reduced latency, and improved privacy, the
same approaches are being progressively extended towards smaller data centers at
the network border, benefiting from uniform primitives to foster service agility.

Despite the emergence of common interfaces for applications orchestration being
key towards a real edge to cloud continuum [6, 7], industry-standard approaches
handle each infrastructure as a multitude of (connected) isolated silos instead of a
unique virtual space. This leads to a sub-optimal fragmented view of the overall
available resources, preventing the seamless deployment of fully distributed applica-
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tions. Indeed, edge data centers cannot depend on a single centralized control plane,
for resiliency (i.e., preventing failure propagation in case of network partitioning)
and performance reasons, as orchestration platforms typically suffer if nodes are
geographically spread over high-latency WANSs [8—10]. This trend finds its roots
in scalability concerns, in the hybrid-cloud (i.e., the combination of on-premises
and public cloud) and multi-cloud approaches, which aim for high availability, geo-
graphical distribution, and cost-effectiveness, while granting access to the breadth
of capabilities offered by competing cloud providers. Additionally, non-technical
requirements such as law regulations, mergers and acquisitions, physical isolation

policies, and separation of concerns contribute to the proliferation of clusters.

Fragmentation also hinders the potential dynamism in the workload place-
ment [11-13], forcing each application to be assigned upfront to a specific in-
frastructure. No resource compensation is ever possible, hence preventing jobs from
transparently moving from an overloaded cluster, e.g., due to unexpected spikes
of requests, to another one, underused and potentially offering better performance.
At the same time, the deployment of complex applications composed of multiple
microservices, each one with specific requirements (e.g., low latency, high compu-
tational power, access to specialized hardware, ... ), as well as the enforcement of
proper geographical distribution and high-availability policies, requires the interac-
tion with different infrastructures. However, this prevents relying on a single point of
control, which would coordinate the deployment of arbitrarily complex applications
across the entire resource continuum, no matter how many nodes and clusters it is

composed of.

Therefore, this dissertation aims to bridge the gap between recent advancements
in cloud computing and the need to extend the computing domain, overcoming the
limitations of the previously described siloed approach. Specifically, the work of
this thesis has been partially carried out as part of the European project FLUIDOS!
(Flexible, scal.able, secUre, and decentrallseD Operating System), which advocates
the opportunity for a novel architectural paradigm, called liquid computing in the
seminar paper [14], which builds upon and extends the well-established cloud and
edge computing approaches towards an endless computing continuum. Overall, the
resulting computing domain abstracts away the specificity of each cluster, presenting
to the final users, either actively participating as actors or simply renting off-the-shelf

Thttps://fluidos.eu/
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services, a unique and borderless pool of available resources, the so-called big cluster.
Thanks to this abstraction, applications are no longer constrained in a specific silo,
but free to fly in the entire infrastructure, selecting the most appropriate location
depending on its requirements (e.g., a user-facing service may be replicated at the
edge to account for low latency, while another might be constrained to European
infrastructures to comply with GDPR), and the available resources, while retaining
full compatibility (hence, models, tools, and commands) with vanilla cloud-based

solutions (i.e., Kubernetes).

At the core of this work is FLUIDOS, a European research initiative that intro-
duces a decentralized meta-operating system to enable dynamic and flexible resource
management across heterogeneous computing environments. The discussion be-
gins with an exploration of the types of applications that can benefit from such
an infrastructure, including latency-sensitive services, energy-aware computations,
large-scale data processing, and privacy-preserving applications. By providing a
unified abstraction over geographically distributed computing resources, FLUIDOS
allows workloads to be dynamically migrated and optimized, adapting to network
conditions, user demand, and resource availability. The main research challenges
stemming from the creation of FLUIDOS continuum can then be summarized as
follows:

* Decentralization: The computing continuum requires autonomous decision-
making by each node to manage its own boundaries and resource acquisition.
Decentralized orchestration strategies must then be implemented to ensure the

peer-to-peer-based nature of the continuum.

* Data Privacy and Sovereignty: With data moving across diverse admin-
istrative domains, maintaining compliance with regulations like GDPR is
crucial. Entities in the continuum must then know whether the processing,
and most importantly, the corresponding data, is compliant with the requested

regulations.

* Cross-Domain Authentication and Authorization: The multi-tenant na-
ture of the continuum complicates identity and access management. To this
end, strict authentication/authorization policies must be enforced to prevent

unauthorized access to the available resources.
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* Extension Beyond Kubernetes: Kubernetes is one of the enabling technolo-
gies in FLUIDOS, however, it is insufficient for many resource-constrained,
non-Linux devices in the continuum (e.g., [oT nodes). The orchestration capa-
bilities must then extend to such devices, supporting communication protocols
like MQTT and HTTP.

A key enabler of this architecture is the REAR (Resource Advertisement and
Reservation) protocol, which facilitates intent-based resource negotiation within
the computing continuum. Unlike traditional cloud-based scheduling mechanisms,
REAR introduces a flexible and scalable approach for dynamically discovering,
advertising, and reserving resources based on application-specific requirements.
This protocol enables cost-aware and energy-efficient task placement, allowing ap-
plications to select the most appropriate execution environment seamlessly while
maintaining compliance with latency constraints, regulatory policies, and sustain-

ability goals.

With the foundational infrastructure in place, the discussion shifts towards task
orchestration strategies in the computing continuum. One of the key aspects explored
is cost-aware workload allocation, where a centralized scheduling algorithm opti-
mizes resource selection to minimize the perceived cost of application deployment.
This approach takes into account pricing models, infrastructure constraints, and
network conditions, ensuring that applications are deployed in a cost-effective yet

performant manner.

Beyond cost optimization, the research also investigates energy-efficient orches-
tration, recognizing that energy consumption is a critical concern in large-scale
distributed computing. The work begins with a comprehensive energy assessment of
the computing continuum, analyzing power consumption patterns across different
computing layers. Building upon this, an energy-aware allocation mechanism is
introduced, leveraging dynamic workload migration techniques to optimize resource
utilization based on energy availability, device efficiency, and workload demand.
This approach enables carbon-aware computing strategies, ensuring that tasks are

executed in locations where the environmental impact is minimized.

The resilience of the computing continuum is also a key aspect explored in this
work, particularly in the context of mission-critical applications such as electrical
grid monitoring. In such scenarios, ensuring high availability and fault tolerance is

paramount, as disruptions in real-time monitoring can have severe consequences.
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To address this, a resilient task orchestration framework is proposed, designed to
handle network failures, infrastructure outages, and unexpected workload fluctua-
tions. By dynamically redistributing computing tasks across available resources, this
framework enhances system reliability and ensures continuous service availability.
This research was conducted in collaboration with RSE (Ricerca sul Sistema Ener-
getico), where real-world experiments demonstrated how the computing continuum

can support fault-tolerant and distributed applications for energy system monitoring.

Bringing all these elements together, this dissertation presents a holistic approach
to building and optimizing the computing continuum. It demonstrates how FLUI-
DOS, intent-based resource negotiation, cost-aware scheduling, energy-efficient task
placement, and resilient orchestration collectively contribute to a scalable, adaptive,
and sustainable computing infrastructure, showcasing some of the possible usage

scenarios of the continuum.

1.1 Summary of contributions

This dissertation is structured into four main chapters, each addressing a distinct
research area within the computing continuum. Specifically, the contributions of

each section can be summarized as follows:

e Chapter 2. Presents FLUIDOS, describing its architectural components
and the proprietary REAR protocol, which facilitates resource negotiation
within the continuum. The discussion begins with an analysis of the types of
applications that can benefit from such an infrastructure and then delves into
the FLUIDOS software stack and its core functionalities.

* Chapter 3. Assuming the existence of a FLUIDOS-enabled computing con-
tinuum, this chapter focuses on task orchestration strategies. Specifically, it
presents a centralized cost-based allocation algorithm aimed at minimizing the
perceived cost of application deployment, while meeting the requirements for

the application deployment in terms of computing and networking.

* Chapter 4. The focus then shifts toward energy efficiency, beginning with a
preliminary assessment of the computing continuum to analyze the relation-

ship between device performance and the energy required to sustain it. The
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chapter then introduces a distributed energy-aware orchestration approach that
optimizes task placement based on energy consumption considerations, while

preventing information disclosure when needed.

* Chapter 5. Investigates the resiliency of the computing continuum, demon-
strating its capacity to support the execution of critical monitoring applications
for electrical grids. Specifically, unexpected events such as network failures,
infrastructure outages, and unexpected workload fluctuations have been con-
sidered pivotal in the design and validation of the infrastructure.

* Chapter 6. Draws conclusions and defines future directions stemming from
the current work.

1.1.1 Previously published work

This thesis includes previously published and co-authored works. In particular,
Chapter 2 is adapted from the work presented in [15], in the public deliverables of
the FLUIDOS project [16, 17] and one yet unpublished work. > Chapter 3 is an
adaptation of [18]. Chapter 4 is adapted from the preliminary evaluation in [19]
and the consequent allocation strategy detailed in [20], carried out with the research
group of prof. Flavio Esposito at Saint Louis University, Saint Louis (MO). Finally,
Chapter 5 is an adaptation of [21] and a work not yet published, which extends the
previous one, both of which were conducted in collaboration with RSE (Ricerca sul
Sistema Energetico). 3

2Although the content of this dissertation reflects only the outcomes of the FLUIDOS Work
Package 2, for which I served as a Work Package Leader, some of the ideas stem from discussions
with other Work Packages to present a cohesive vision for the computing continuum. Therefore, I
would like to extend my gratitude to the other FLUIDOS partners.

3T would also like to extend my gratitude to Elisa Albanese and Luca Zuanazzi, who both
contributed to the unpublished work, but not to the already published one.



Chapter 2

Build the Continuum Infrastructure

The traditional siloed approach to computing, characterized by isolated and domain-
specific solutions, presents significant challenges in addressing the diverse and
dynamic requirements of modern applications. This approach limits flexibility,
scalability, and interoperability, which are crucial for applications such as real-time
processing, data-intensive analytics, privacy-centric computations, and resource-
constrained operations. By contrast, the computing continuum envisions a seamless
integration of heterogeneous computing layers, enabling dynamic and efficient
resource utilization across geographical and operational boundaries. Despite its
potential to revolutionize modern computing, the lack of a universally accepted

definition hinders its standardization and adoption.

2.1 Main contributions

To bridge this gap, this work proposes in [15-17] a refined definition of the com-
puting continuum, grounded in three fundamental transparency properties essential
for constructing the continuum abstraction: deployment, communication, and re-
source availability. These properties draw inspiration from the concept of liquid
computing [14] and have been further developed within the context of the FLUIDOS
Horizon Europe project. FLUIDOS, an acronym for Flexible, scalLable, secUre,
and decentrallseD Operating System, is a decentralized meta-operating system that
leverages the orchestration capabilities of Kubernetes. This is augmented by the
multi-cloud and multi-cluster abstractions provided by Liqo, enabling FLUIDOS
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nodes to seamlessly share computational resources across continuum members while
consistently enforcing the three transparency properties. Beyond establishing the
continuum infrastructure, FLUIDOS also manages applications deployed within this

environment, striving to maximize the user-defined execution goals.

Drawing from established theory (e.g., Silberschatz et al. [22]), an Operating
System is traditionally required to provide the following core functionalities: (i)
Program execution, (ii) I/0 operations, (iii) File-system manipulation, (iv) Commu-
nication, (v) Resource allocation, (vi) Accounting, and (vii) Protection and security.
Although FLUIDOS operates as a decentralized OS within the computing continuum,
it ensures these foundational functionalities are preserved. Specifically, program
execution, I/0 operations, and file-system manipulation are inherently supported by
Kubernetes’ orchestration capabilities. However, communication—while partially
supported by Kubernetes (limited to intra-cluster communication)—requires aug-
mentation via Liqo’s multi-cluster abstraction to enable seamless interaction across
continuum nodes. Finally, the functionalities of resource allocation, accounting,
and protection and security are implemented through the FLUIDOS control logic,
which builds upon Kubernetes and Liqo to provide robust, decentralized operational
guarantees within the continuum. This holistic approach ensures that FLUIDOS not
only aligns with traditional OS principles but also extends their applicability to a

decentralized, multi-cluster environment, or, in broader terms, the continuum.

2.2 Motivations and use cases

Here, we outline several applications that are restricted by the traditional siloed-
based computing landscape. Such applications typically feature extremely diversified

requirements that cannot be addressed by each silo independently.

Real-time Applications. Real-time applications require the immediate processing
of data to make decisions within seconds or, more commonly, milliseconds [23]. To
ensure delays do not disrupt functionality, these applications must operate at the
far edge of the network, where data is typically produced and where latency can be
minimized. In addition, high availability of resources is a critical concern, preventing
the single point of failure scenario, and ensuring that the infrastructure guarantees a
high degree of resiliency for the deployed applications in case of unexpected disrup-
tive events. For instance, if a hosting cluster becomes unreachable, a new healthy
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instance of the application must be deployed on a nearby site. The computing contin-
uum must allow the creation of geographically distributed infrastructures to ensure

fault-tolerance while meeting the communication requirements of applications.

Data-Intensive Applications. Data-intensive applications generate or rely on vast
amounts of data that may need processing, filtering, and storage [24]. Simultaneously,
such applications often require hierarchical processing and are often supplemented
with analytics tools for statistical data analysis or machine learning models for in-
ference on the generated data. These tools demand significant computing resources,
which are typically unavailable at the far edge but readily accessible in cloud in-
frastructures. The computing continuum must seamlessly integrate resources across

different layers of computing to meet these diverse requirements.

Privacy and Security-Critical Applications. Privacy and security-critical applica-
tions handle sensitive data that must adhere to strict privacy regulations. As a result,
they need localized processing to ensure data does not leave a secure boundary of
the organization, or in general, that the data is stored and processed according to
specific regulations. This all relates to the concept of data spaces [25, 26], which
refers to building complex federated ecosystems for data sharing to offer technical
infrastructure and governance models to enable participants to pool, access, process,
use and share data trustfully and transparently. The computing continuum must be
able to implement the data spaces abstraction to ensure trustworthiness in the shared

data across the infrastructure.

Highly Mobile and Decentralized Applications. Similarly to the handover process
in telecommunication in which cellular transmission (voice or data) is transferred
from one base station (cell site) to another without losing connectivity, this kind
of application deal with the mobility of users, and, consequently, the mobility of
the application following the same user [27]. The computing continuum must allow
the seamless integration of geographically dispersed and potentially heterogeneous
clusters to ensure continuity of operations despite the mobility of both users and

processing.

Resource-Constrained Applications. Resource-constrained applications often
operate on devices with limited computational power, memory, or battery life [28].
These limitations necessitate task offloading to more powerful nodes, such as edge
servers or the cloud, to either enhance application performance or enable its execution.

Similarly, battery constraints require adaptive strategies to balance performance and
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energy consumption. The computing continuum must support the creation of dynamic

infrastructures capable of meeting the ever-changing needs of applications.

2.3 The pathway to the computing continuum

In the following, we outline the most relevant technologies to build and maintain the
continuum, differentiating the production-ready (Section 2.3.1), and the research-
oriented projects (Section 2.3.2).

2.3.1 Production-ready projects

This section presents the most promising open-source projects for the creation of the
continuum abstraction, along with considerations on the applicability and limitations

of each.

KubeEdge. KubeEdge [29] is an open-source platform that extends Kubernetes
orchestration to edge devices, enabling unified management of containerized appli-
cations across cloud and edge environments. It provides capabilities for application
deployment, device management, and metadata synchronization between cloud and
edge nodes. KubeEdge facilitates efficient interaction with devices and sensors
connected to edge nodes by supporting HTTP-based and MQTT-based workloads,
enabling localized data collection and processing while maintaining synchroniza-
tion with the cloud for further computation and storage. However, KubeEdge has
been designed for specific communication patterns (i.e., edge-to-cloud and cloud-to-
edge). Therefore, it lacks the proper network fabric needed for broader multi-cluster

scenarios (e.g., edge-to-edge).

Karmada. Karmada (Kubernetes Armada)’ is an open-source system designed to
manage applications across multiple Kubernetes clusters and cloud environments
without requiring changes to the applications. By leveraging Kubernetes-native APIs
and advanced scheduling capabilities, Karmada provides centralized multi-cluster
management, automating deployment, high availability, failure recovery, and traffic
scheduling across hybrid and multi-cloud scenarios. While Karmada facilitates

cluster management under a master-worker model, it does not allow for equal-level

'https://karmada.io
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federation of clusters (i.e., peer-to-peer), as one cluster must always lead. Moreover,
Karmada lacks a built-in network fabric for inter-cluster communication, relying

instead on external tools like Submariner?.

Liqo. Liqo [14, 30] is an open-source project that enables dynamic and seamless
Kubernetes multi-cluster management across heterogeneous environments, including
on-premises, cloud, and edge infrastructures. Liqo introduces four primary capabili-
ties to facilitate multi-cluster management: peering, offloading, network fabric, and
storage fabric. Peering establishes relationships between clusters, enabling secure
communication through cross-cluster VPN tunnels. Offloading leverages a virtual
node abstraction to distribute workloads across remote clusters while maintaining
full Kubernetes API compliance. The network fabric enables inter-cluster pod com-
munication, even in overlapping network spaces, while the storage fabric postpones

storage binding to optimize data locality.

However, Liqo lacks in flexibility, as the peering process must be performed (i)
manually from the infrastructure operator, and (i7) based on apriori knowledge (i.e.,
no discovery of resources if provided). For this reason, Liqo has been selected as
enabling technology of FLUIDOS, extending the functionalities well beyond such
limitations, and, within this context, providing an automated scaling process of the

infrastructure and dynamic resource discovery in the continuum.

Cilium Custer Mesh. Cilium Cluster Mesh?, developed by Isovalent, is an open-
source solution that creates a network mesh for seamless communication between
pods across multiple Kubernetes clusters. However, it requires all clusters to coor-
dinate IP addresses, as it does not support overlapping IPs or NAT-based address
translation, and mandates the use of the Cilium CNI in all clusters, limiting interop-

erability with other CNIs, or, in general, with multi-owner infrastructures.

Rancher Fleet. Rancher Fleet* is a GitOps-based container management engine
designed to provide scalability, visibility, and control over Kubernetes clusters. It
supports traditional Kubernetes deployment strategies from Git repositories, con-
verting all resources dynamically into Helm charts for consistency and auditability.
Fleet uses custom resource definitions (CRDs) and controllers to manage GitOps

workflows across single or multiple clusters, enabling centralized application man-

Zhttps://submariner.io
Shttps://isovalent.com/labs/cilium-cluster-mesh
“https://fleet.rancher.io
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agement and high availability configurations. While Fleet offers robust tools for
managing multiple clusters from a single interface, it does not unify them into a
single logical entity, as clusters remain isolated with no shared network, service, or

storage fabric.

2.3.2 Research-oriented projects

This section analyzes research-oriented solutions, which includes both pure research
ideas and experimental papers.

Cloudlets. Mobile cloud computing addresses the resource limitations of mobile
devices by offloading computational tasks to the cloud, but high WAN latency
makes it unsuitable for real-time applications. To overcome this, cloudlets (trusted,
resource-rich devices near mobile users [31]) enable low-latency execution by rapidly
deploying virtual machines for specific tasks [32]. Cloudlets can operate as ad-
hoc networks, dynamically adjusting to node availability, or as elastic virtualized
infrastructures that scale resources as needed. Still, the approach lacks of a dedicated

network fabric to scale the applicability to multi-cluster environments.

FLEDGE. FLEDGE [33] is a container orchestration system designed for resource-
constrained edge devices while maintaining compatibility with Kubernetes. It inte-
grates a modified Virtual Kubelet and a VPN to connect edge devices with Kubernetes
clusters, eliminating the need for the CNI layer. The FLEDGE agent, deployed on
edge devices, handles both pod networking and namespace configuration.

FLEDGE is a Kubernetes-compatible container orchestrator designed to manage
containers on low-resource edge devices. Unlike a standalone Kubernetes cluster, the
edge devices do not run a full Kubernetes setup. Instead, they rely on management
from a cloud-based Kubernetes cluster. It lacks a proper network fabric needed for

broader multi-cluster scenarios (e.g., edge-to-edge).

Decentralized Kubernetes Federation Control Plane. In their position paper [34],
L. Larsson et al. propose a distributed and decentralized control plane for the Ku-
bernetes federation to support thousands of clusters and disconnected scenarios.
The approach replaces the central KubeFed controller with distributed federation
controllers in each cluster, enabling local management of federated resources while
maintaining global consistency through a shared database of conflict-free replicated
data types (CRDTs). The shared CRDT database ensures conflict-free data distri-
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bution and allows clusters to redistribute workloads dynamically based on resource

availability.

EUCloudEdgeloT.eu meta-os projects. The meta-OS projects funded by the
EUCloudEdgeloT.eu initiative aim to develop foundational platforms that enable
seamless orchestration across the Cloud-Edge-IoT continuum. In addition to FLUI-
DOS, five other Meta-OS projects are funded under this initiative: aerOS >, ICOS °,
NebulOuS 7, NEMO 8, NEPHELE °. Each project tackles the challenge of distributed
computing and resource management with a different architectural vision and tech-
nical focus. The consortium’s objective is to tackle the most relevant open issues
in the adoption of the continuum from multiple perspectives, and ensure consistent
exploitation of these projects’ outcomes to help regain European competitiveness in
core internet infrastructures.

2.4 Enabling technologies

The following section provides a more in-depth analysis of the enabling technologies
for the creation of the computing continuum, as envisioned in the FLUIDOS project.
Specifically, Kubernetes (Section 2.4.1) automate the execution and lifecycle man-
agement of applications, and Liqo (Section 2.4.2) allows the creation of the liquid

computing (a.k.a. computing continuum) abstraction on top of Kubernetes.

2.4.1 Kubernetes

Kubernetes is the de-facto standard open-source system for automating the deploy-
ment, scaling, and management of applications in cloud environment. By abstracting
the underlying hardware and infrastructure, Kubernetes enables the efficient manage-
ment of containerized workloads across multiple hosts, facilitating the operation in
heterogeneous environments.

Shttps://aeros-project.eu/
®https://icos-project.eu/
"https://nebulouscloud.eu/
8https://meta-os.eu/
https://mephele-project.eu/
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The platform organizes containers (i.e., applications) into logical units known as
“pods”, which represent the smallest deployable units. These pods can be dynamically
scheduled across a cluster of machines, and Kubernetes ensures efficient resource
utilization by automatically managing service discovery, load balancing, and fault
tolerance. Through its native capabilities for horizontal scaling and self-healing,
Kubernetes enables systems to maintain a high degree of availability and resilience,
even under varying operational conditions. Additionally, Kubernetes employs a
declarative model for system configuration and management. Users define the
desired state of the system through high-level configuration files, and Kubernetes
continuously monitors and adjusts the system to meet these specifications. This
declarative approach simplifies the complexity of operating large-scale distributed
systems, allowing for more predictable and efficient management of workloads while

minimizing manual intervention.

In our vision, each cluster participating in the continuum hosts a distinct Kuber-
netes cluster. Each Kubernetes control plane would then be responsible of managing
the locally deployed applications, ensuring the functionality of the entire system. It
is worth mentioning that multiple versions of Kubernetes are available, targeting also

low power devices (e.g., k3s).

2.4.2 Liqo

Despite the multiple functionalities offered, Kubernetes has been designed for a cloud
environment and does not offer native support for multi-cluster, i.e., interconnecting
geographically distributed computing facilities. To this end, Liqo, an open-source
platform designed to enable multi-cluster Kubernetes environments, allows for
seamless resource sharing and workload distribution across different Kubernetes
clusters. By leveraging Liqo, multiple independent clusters can be interconnected,
enabling them to exchange computing resources dynamically and operate as a unified
system. This facilitates greater flexibility in managing distributed applications, as
workloads can be spread across clusters based on resource availability, geographical

considerations, or performance requirements.

At the core of Liqo’s functionality is its ability to extend Kubernetes’ native
capabilities to operate efficiently across heterogeneous infrastructures. Through a

mechanism called “virtual node peering” (also shortened in peering), Liqo integrates
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Fig. 2.1 The computing continuum pillars enforced by FLUIDOS.

remote clusters as virtual nodes within a local Kubernetes cluster, enabling the
transparent scheduling of workloads on remote clusters without modifying the
application’s code. This approach ensures that resources, such as computing and
storage, can be dynamically provisioned and shared across multiple clusters in

real-time, optimizing resource utilization.

Furthermore, Liqo provides an automated mechanism for load balancing and
failover across clusters, enhancing the resilience and scalability of Kubernetes-based
systems. By abstracting the complexities of multi-cluster management, it allows for
more efficient use of distributed resources while maintaining the same declarative
management approach found in native Kubernetes environments. in fact, from a
control perspective, a cluster A that oversees cluster B and C (peered with cluster B
and C using the Liqgo terminology) can delegate the execution of a given application
to cluster B and move it to cluster C if cluster B becomes unreachable or if it is
no longer able to guarantee the required Quality of Service (QoS) for the same
workload.
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2.5 The computing continuum Pillars

At first glance, the computing continuum appears to be a practical reality in the
present day, requiring no significant investments in technology or research. For
example, numerous software applications are already using multiple components
that are set up and run in various places (such as data collection at the far edge, data
compilation at the telco edge, and in-depth data analysis in the cloud), which seems
to suggest that a computing continuum is already in place. This section outlines
three distinctive features we anticipate from the computing continuum, which current
methods do not fulfill.

2.5.1 Deployment transparency

When an application composed of various microservices is set up in the current
silo-based computing environment, each part must be deliberately configured to
be placed in a specific location, such as an edge data center versus the cloud. The
location for each component is thus predetermined and fixed; changes to the location
of any component are not permitted without initiating a new deployment phase. As a
result, any potential dynamic optimization that could be performed during operation
is complicated, requiring a comprehensive orchestrator to relocate all necessary
components to their new optimal positions, a capability not available with existing
technology. In contrast, within the computing continuum, an intent-based interface
ensures that each microservice is launched in the most suitable location and allows
for dynamic adjustments as needed (see Figure 2.1, part a). Therefore, DevOps
processes are streamlined, as all services benefit from a unified deployment and
control point, while the "magic" of the computing continuum ensures services start
in the optimal location based on the requirements of the service and the current state
of the infrastructure.

2.5.2 Resource availability transparency

With today’s technology, a microservice is restricted to using only the resources
within its own cluster. This limitation applies both during normal operations, such as
service initiation and during updates, like automatic scaling. As a result, a service

might face disruptions due to an inability to access available resources located in
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other areas of the continuum, despite their availability. This issue is not particularly
significant in cloud data centers, where resource scarcity is unlikely. Even in smaller
clusters, which utilize only a fraction of a data center’s resources, resizing the cluster
by adding or removing worker nodes can easily mitigate the problem. However, the
challenge becomes more pronounced with the limited resource pools found at the
edge, where typically only a few servers are available. The option to incorporate
additional physical resources from nearby nodes is the only way to expand capacity

under such constraints.

The computing continuum addresses this challenge by facilitating the creation
of a virtual computing space that extends across multiple physical domains (see
Figure 2.1, part b). This allows a service initiated within this virtual space to utilize
resources from across the virtual domain, regardless of their physical locations.
Thus, within the computing continuum, a service can scale fluidly based on resource
availability across the entire virtual infrastructure. For instance, it could result in
one instance running at the telco edge and another in a cloud data center, effectively

erasing the traditional, rigid boundaries of clusters.

2.5.3 Communication transparency

The way microservices communicate varies depending on whether they are part of
the same communication domain, such as a Kubernetes cluster, or not. For exam-
ple, communications within a cluster are typically permitted by default, whereas
communications from outside the cluster are generally blocked. Moreover, a service
that allows internal cluster communications uses different mechanisms (like Kuber-
netes’ ClusterlP service) compared to those needed for external communications
(such as Kubernetes’ NodePort or LoadBalancer services). This means services
need to be specifically set up to interact with each other based on their location,
adding complexity to any potential redeployment efforts. It’s important to note that
certain technologies can help mitigate this issue, for instance, when microservices
communicate through message brokers (like Kafka, which utilizes publish/subscribe
mechanisms). However, this solution requires all microservices to adopt these spe-
cific communication mechanisms, which may not always be feasible due to the
limitations of the publish/subscribe model (like potential latency issues) or because
some applications don’t use this technology and rely on other protocols (such as
HTTP or gRPC).
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The concept of the computing continuum introduces a solution by creating a
virtual cluster that extends over multiple physical clusters, with applications op-
erating within this virtual environment (see Figure 2.1, part ¢). In this setup, a
virtual network layer facilitates all microservice communications, ensuring smooth
interaction regardless of each microservice’s physical location. As a result, commu-
nication between services within this virtual space is as straightforward as if they
were located in the same physical cluster, eliminating the need for complex and
potentially error-prone configuration, regardless of whether they are deployed within

the same or in separate clusters.

2.6 REAR protocol

Within the context of the European project FLUIDOS, we argued that the effective
utilization of resources within a continuum is contingent upon their recognition and
exposure as a unified pool. The dynamicity of the continuum can therefore be fostered
by allowing devices to advertise/purchase (possibly) any type of resource, ranging
from traditional computing resources (e.g., VMs, slices of Kubernetes clusters), to
sensors, actuators, and volumes of data. As a result, devices can dynamically join
the continuum, advertising the locally available resources and purchasing remote
resources when needed, having access to the entire catalog of possibilities.

This work proposes REAR (REsource Advertisement and Reservation) [15], a
novel protocol designed to address the challenges associated with resource advertise-
ment and reservation in the computing continuum. REAR aims to provide a flexible
and scalable framework that enables entities within the continuum to advertise their
resources and facilitate the reservation of those assets by consumers or applications.

REAR addresses three key objectives. (i) Standardization, defining common
interfaces and messages for resource advertisement and reservation to promote in-
teroperability and compatibility across heterogeneous computing environments. (if)
Efficiency, to optimize resource allocation and utilization by allowing devices to
enrich the resource description including internal energy metrics, latency consid-
erations, and cost models. (iii) Security and Trust, incorporating mechanisms for
authentication, authorization, and secure communication to ensure the integrity and

confidentiality of resource transactions.
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In the following, we will delve into the design principles, architectural compo-
nents, and operational workflows of our proposed protocol. Additionally, we will
discuss the potential applications and benefits of adopting this protocol in various
domains, including edge computing, the Internet of Things (IoT), and cloud comput-
ing. By presenting this protocol, we aim to contribute to the ongoing efforts aimed at
realizing the full potential of the computing continuum by enabling efficient resource

management and utilization.

2.6.1 Motivations

Resource discovery plays a pivotal role in distributed continuum infrastructures to
prevent underutilized resources and inefficient allocation policies. In the following,
we outline the optimizations enabled by the continuum’s resource aggregation and
highlight the requirements for REAR.

Support for intent-based allocation

Intelligent, data-driven applications can leverage the continuum to find the optimal
placement and satisfy user-specified service level requirements, often referred to
as intents. Intent-driven orchestration is becoming a popular approach in several
scenarios beyond workload management [35], for instance, to express user-level
requirements for network configurations [36] or to model network security require-
ments [37]. Nevertheless, the integration within real-world scenarios is even more
challenging due to the complexity of modern system architectures, whether pro-

grammable network switches or Kubernetes.

Such enhanced capabilities require approaches to gather information not only
on existing (local) resources but also on those offered by other participants in the
continuum. This enables the optimal utilization of available resources accounting for
requirements beyond traditional computing (i.e., CPU, Memory) such as economics,
latency, and security/compliance for the deployment and the lifecycle management
of applications. The REAR protocol extends the boundaries of the local compute
resources to enable intent-based allocation policies. Moreover, such dynamicity
allows users to define the desired application architecture using intents, delegating to
the infrastructure the task of retrieving and connecting services to the corresponding
data sources.
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Support for carbon-aware allocation

Increasing energy demand propelled by recent technological trends including the
cloud computing [38, 39] underscore a critical dilemma. While the societal and
environmental benefits of computing make its expansion both inevitable and desir-
able, the sustainability of this growth is questionable due to diminishing returns on
hardware efficiency gains [40]. This scenario necessitates the exploration of new

paradigms for carbon-aware computing.

A promising decarbonization strategy for a computing continuum advocates for
workload scheduling that intelligently shifts computational jobs in space and time to
capitalize on locations and periods of lower-carbon electricity availability [41-43].
This location-based approach ensures a genuine reduction in the carbon footprint of a
computing continuum, bypassing the pitfalls of market-based strategies by focusing
on the true carbon intensity of the grid mix at the time and place of usage. In addition,
hardware-embodied emissions can be included in the picture as a way to provide a
much more sustainable computing continuum [44, 45]. These are the emissions from
the hardware manufacturing phase and they complement the operational emissions
described above to provide a more holistic overview of the carbon footprint. Recent
advancements in this field [46] demonstrate that it is both possible and essential to

include embodied emissions in carbon-aware optimization efforts.

In light of these considerations, the motivation for integrating carbon-aware
allocation mechanisms within REAR becomes even more compelling. By embedding
such strategies into the fabric of the computing continuum, we not only aim to
enhance operational efficiency and collaboration across heterogeneous computing
resources but also to pioneer a sustainable approach in such a fluidified cloud-edge

continuum.

Support for security features

The REAR protocol is seen as a fundamental component of the computing continuum,
facilitating the dynamic (dis)aggregation of assets (resources, data, or capabilities)
across various domains. This renders the traditional notion of a static security
perimeter obsolete, adhering to the zero-trust approach, where neither asset, provider,

or consumer is inherently trusted. Rather, continuous verification, authentication,
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authorization, and monitoring of all assets is required [47]. In this context, security

is not only an integral component of REAR but is also communicated through it.

In particular, our vision entails mutual authentication and authorization for each
party involved in the advertisement and reservation process, enabling authorized
access to the offered assets. Given the dynamic nature of such a multi-party scenario,
recent advancements in the field suggest a shift towards Decentralised Identifiers [48]
and Verifiable Credentials [49] as a lightweight alternative to traditional centralized
authentication. Some research endeavors also explore integrating this concept with
DLT technology, which can serve as a registration authority and authorization scheme
for distributed services [50].

At the same time, the REAR protocol assumes a crucial role in conveying the
security attributes delivered by the advertised assets. Let us consider a scenario
where a cluster offers a pool of computing resources for others to expand. In
this instance, the advertised pool might provide dynamic network policy control,
restricting communication solely to services within the pool and refining the network
perimeter in real time. Additionally, the advertised features may encompass hardware
security capabilities, such as hardware-backed Trusted Execution Environments
(TEEs) on compute nodes, to achieve a higher degree of workload confidentiality
and integrity (which is particularly relevant for sensitive workloads), and to give
tenants the ability to attest the environment (or enclaves) where their workloads
run. Furthermore, assets could be equipped with proactive and reactive protection
services, such as threat detection and mitigation systems or cyber deception tools,

thus providing insights into attackers’ tactics and techniques.

2.6.2 Related Work

Reservation protocols play a key role in multi-user applications, networking, and
distributed systems, managing access to resources and ensuring efficient and fair
resource allocation. The Resource reSerVation Protocol (RSVP) represents a foun-
dational approach in computer networks, designed to manage resource reservations
in Quality of Service (QoS) enabled networks for efficient data traffic delivery [51].
MRSVP [52] has extended the functionality to the context of which mobile devices
perform reservations based on their current and future locations and RNAP [53],

which integrates economic factors into the reservation process. Additionally, RSVP-
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TE (Resource Reservation Protocol-Traffic Engineering) introduces traffic engineer-
ing capabilities, enabling explicit path establishment for data traffic to optimize
network utilization [54]. In our perspective, these protocols primarily address
network-centric parameters, overlooking the nuanced multi-dimensionality of com-
puting resources (e.g., CPU, RAM, etc.) and the heterogeneity inherent in modern
computing platforms (a.k.a. the As-A-Service model).

In the realm of distributed systems, the Service Negotiation and Acquisition
Protocol (SNAP) [55] and subsequent SLA negotiation mechanisms [56] present
methodologies for establishing QoS agreements, emphasizing the importance of
flexible, bilateral negotiation frameworks. Such advancements illustrate the effort to
refine SLA negotiation, catering to the dynamic needs of clients and servers within
distributed architectures. Furthermore, authors in [57] also describe a brokering
architecture that can make advance resource reservations for SLAs, and also the need

to consider security and privacy for managing the distributed services [50].

The advent of 5G technology introduces new dimensions to this landscape,
offering telecommunication operators unprecedented opportunities to leverage their
network and computing infrastructures [58, 59]. With 5G, the requirements for
Edge infrastructure intensify [60], necessitating protocols that support seamless
application deployment across diverse Telco providers and facilitate the federation
of Operator Platforms [61]. Despite the potential, current proposals face limitations,
including (7) a lack of resource price discovery mechanisms, (if) limited support for
dynamic environments, and (7ii) a focus on containerized applications that may not

fully capture the generality of offered resources/services.

This evolving landscape underscores the imperative for innovative reservation
protocols that can address the multifaceted challenges of modern computing environ-
ments. Such protocols must not only accommodate the complex interplay of network
and computing resources but also adapt to the rapidly changing dynamics introduced
by advancements like 5G, thereby ensuring efficient, fair, and economically viable

resource allocation in distributed systems.

2.6.3 Architecture

REAR has been designed around the concept of Node, i.e., a unique computing

environment, under the control of a single administrative entity. The node can be
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composed of one or more machines and modeled with a common, extensible set of
primitives that hide the underlying details while maintaining the possibility to export
the most significant distinctive features (e.g., the availability of specific services, and
peculiar HW capabilities). In addition, nodes belonging to the same administrative
entities can be logically grouped in Domains, allowing for enhanced aggregation
policies when advertising available resources. In this respect, a given set of resources
can be restricted to be advertised only within the same domain, i.e., only the nodes
belonging to the same domain can purchase them. Alternatively, the resources can

be made available to all participants in the continuum.

Such a hierarchical infrastructure allows for two different interactions among
nodes involved, generically referred to as consumers and providers, depending on
the respective role: (i) a Horizontal interaction enables the creation of a resource
exchange process among peers, which can share their resources and services, or
part of them, based upon a set of policies. Horizontal interactions are carried out
according to a peer-to-peer paradigm, hence without the need for any centralized
entity that controls and supervises the entire process. (ii) a Vertical interaction
introduces new concepts such as aggregation and hierarchical scaling into the picture.
Third-party brokering entities can provide endpoints that customers can browse and
query to obtain aggregated views of the resources available in one (or more) domain.
This, in turn, would allow the creation of the “unique pool of resources” enabled
by the continuum. It is worth mentioning that such interaction can be recursively

implemented to replicate multi-level hierarchical aggregations.

In the REAR protocol, each node has two different components: a resource
importer and a resource exporter. The former is responsible for the discovery of
available resources. Since the number (and type) of resources in the continuum
infrastructure can be potentially huge, the component is also in charge of filtering
the available options based on the data models presented in Section 2.6.4. The latter
advertises the node’s available resources to the other members of the continuum. This
approach is still compliant with the hierarchical model, as the resource exporter can
perform the advertisement of the resources of the nodes for which it acts as a broker.
In addition, a dedicated contract manager component keeps track of the purchased
resources in the form of a contract and exposes an endpoint that enables further logic
to be implemented to verify the Service Level Agreement (SLA) mentioned in the

contract to ensure that it is, in fact, being upheld.
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2.6.4 Data Model

The REAR data model outlines the various types of resources advertised in the
continuum. This model includes the definition of two terms: Flavor and FlavorType.
The Flavor encompasses the set of information shared among all possible resources,
while the FlavorType is a pointer to another dedicated structure that specifies the
unique characteristics of each resource. '° The complexity of the data model requires
a formal, semantic definition of the various components and their relationships. To
enable such reasoning, we created two ontologies'! according to the standard defined
by the W3C consortium, characterizing the relationships between K8S entities, the
REAR data model, its relationship with Kubernetes, and the various properties of

the FlavorTypes described later.

Flavor

The Flavor data model provides a structured way to represent and manage different
kinds of computing resources and it includes all the information that is independent
of the chosen FlavorType, hence facilitating interoperability and standardization
across various systems and platforms, enabling efficient resource advertisement and
reservation within the computing continuum. The Flavor data model includes the

following information:

* FlavorlD: A unique identifier for the flavor.

* ProviderlID: A unique identifier for the provider of the flavor, which can be

different from the owner in case this flavor is being advertised by a broker.

* Location: Information about the location of the flavor described using the
triplet <latitude, longitude, altitude>.

* NetworkPropertyType: The type of network property ensured by the provider
(e.g., 5G, WiFi, Ethernet).

* Price: Information about the price of the flavor, including amount, currency,

and billing time (e.g., daily, monthly).

10https://github.com/fluidos-project/REAR-data-models
Thttps://github.com/fluidos-project/fluidos-ontology
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* Owner: Information about the owner of the flavor, including domain, node ID,
IP address.

* FlavorType: A reference to a specific FlavorType schema, allowing for defining

details specific to each flavor type.

FlavorType

Currently, five FlavorTypes are defined in REAR, which provides flavor-specific data
models that describe the computational resources to be purchased. New FlavorTypes
data models can be added to support more use cases.

KS8Slice. It identifies a Kubernetes cluster, capturing both its hardware character-
istics and various policies related to its deployment and usage within Kubernetes
environments. When a K8Slice flavor is purchased, the remote resources can be seen
as a logical extension of the local resources to deploy general-purpose workloads
(with Ligo.io). A K8Slice includes the following main information:

e Characteristics: Defines the hardware characteristics of the Kubernetes flavor,
including CPU, GPU, Memory, Storage, and the number of pods that can be
deployed.

* Properties: Specifies additional properties of the Kubernetes flavor, including
the expected inter-cluster latency, '? the list of security standards supported
(e.g., GDPR, ISO/IEC 27002), and the carbon footprint expressed in terms of

embodied and operational emissions.

* Policy: Defines policies related to the Kubernetes flavor, including the fact
that multiple instances of the same FlavorType can be aggregated into a single
entity, or partitioned to obtain only a subset of the resources.

VM. The VM FlavorType provides an option to acquire computing resources in the
form of Virtual Machines (VMs). The VM FlavorType shares most of the character-
istics of the K8Slice previously described, including the possibility to describe the

architecture of the node on which the VM is running as well as information on the

I2At the time of writing this dissertation, we assume the inter-cluster latency to be computed either
based on prior knowledge, or based on network utility tools (e.g., ping), executed by the provider
towards the consumer.
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operating system on the VM. Despite being similar, it is important to model both Fla-
vorTypes separately as the usage of resources differs. For instance, a K8Slice needs

to communicate with the K8S API server, while a VM requires an SSH connection.

Service. The Service FlavorType enables providers to advertise services, following
the Software-as-a-Service model (SaaS). Since it is almost impossible to provide a
generic description suitable for all possible services, the Service FlavorType data
model follows the same pattern used for the Flavor and FlavorType data models: the
Service FlavorType provides a high-level description of the Service, including all the
specifications that are independent of the actual service, whereas the ServiceType
details the service-specific characteristics. Specifically, the Service FlavorType
describes:

* Name and Description: Respectively, the name and the human-readable de-

scription of the service.

» Tags: A keyword list that summarizes a service’s properties.

Plan: The plan for the service (e.g., Enterprise, Trial).
* Latency: The expected latency with the consumer.

» ServiceType: The reference to the characteristics of the specific ServiceType.
For instance, a PostgreSQL ServiceType can include the number of transactions

per second or the number of tables that the user can create.

Sensor. The Sensor FlavorType allows for Sensors to be advertised and (possibly)
shared among multiple consumers in the continuum. The Sensor FlavorType is
characterised by:

» SensorType: The type of sensor (e.g., light, humidity).

» SensorModel and SensorManifacturer: Additional information on the sensor.
* SamplingRate: The frequency of the measurements.

* Accuracy: The expected accuracy of the measurements.

* MeasurementUnit and SamplingRateUnit: The unit of measure for both the
measurements and the sampling rate.
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Fig. 2.2 Simplified REAR workflow.

* AccessType: How the measurements can be accessed from the consumer (e.g.,
HTTP, MQTT).

Data. The Data FlavorType allows datasets to be shared and advertised between
participants of the continuum. This means that REAR enables a form of data sharing
as recommended by various EU-funded initiatives such as GAIA-X Data Spaces'>
and IDSA Reference architecture [62]. The Data FlavorType is characterized by:

* Name and Description: Respectively, the name and the human-readable de-
scription of the dataset.

* Tags: keyword list summarizing the dataset properties.

* License: The license(s) regulating the utilisation of data.

* Plan: Dataset usage plan (e.g., Free, Enterprise, Trial).

* Format: The format of the dataset (e.g., CSV, TSV, JSON).
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2.6.5 REAR Workflow

REAR defines several messages, which can be classified as either required or optional
(an example is depicted in Figure 2.2).

List Flavor (required)

This message is sent by the consumer to probe the available flavors offered by a
given provider. Since different FlavorTypes can be offered by a single provider, the
consumer can filter out possible resources by specifying the desired characteristics
in the List Flavor message, using the FlavorType data model described earlier. For
example, if the consumer wants to purchase VMs, it can retrieve the list of possible
VMs offered by a provider by specifying characteristics of the VM FlavorType, such
as 2 CPUs and 4GB of RAM. The provider will then reply with a list of VMs that

match the requirements, if any.

The List Flavor message thus contains the requested FlavorType with the desired
characteristics and some form of identification for the consumer with the tuple
<ConsumerID, Region> to allow the provider to generate a (possibly) customized

offer for the consumer.

Reserve Flavor (required)

Once the consumer knows the Flavors and their IDs, the Flavor reservation process
is performed through the Reserve Flavor message, sent by the consumer to inform
the provider about its willingness to reserve a specific flavor. Specifically, the
consumer/provider interaction can be summarized as follows. After the client has
collected the list of available Flavors offered by the provider, it notifies the intention
of reserving a specific flavor by sending the Reserve Flavor message, specifying
the ID of the Flavor to be reserved. To verify the consumer identity, the Reserve
Flavor message must also include an authentication token that will be then validated
by a Trusted third-party authentication and authorization service. Once received, the
provider checks if the flavor is still available and if so it replies with a summary of
the reservation process including the TransactionID and the Time To Purchase (TTP),

1.e., the time by which the Flavor must be purchased. This allows reserved Flavors

Bhttps://gaia-x.eu/what-is-gaia-x/deliverables/
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to be released in case either the consumer becomes unreachable, or the subsequent
purchase process exceeds a predefined threshold. If the Flavor is not available a 404

error message is sent to the consumer.

Purchase Flavor (required)

The Purchase Flavor message is sent by the consumer upon receipt of the provider’s
response during the reservation phase to complete the purchase of an offered flavor.
To do so, the consumer sends the Purchase Flavor message including the Transac-
tionlID (obtained with the Reserve Flavor) and the identification token to the provider.
If authorized, the consumer will then be prompted to a payment service (either
external or managed by the provider) and, if successful, a copy of the Contract is
returned to the consumer, detailing the purchase and the information required to

access the purchased resource (e.g., IP address, API endpoint).

Subscribe / Refresh / Withdraw Flavor (optional)

Given that each offered flavor may not be always available, the consumer can notify
the intention to receive continuous updates on a specific set of Flavors using the
Subscribe Flavor message. This internally triggers the creation of a stateful channel
between the consumer and the provider, which asynchronously sends back updates

for any change in the specified Flavor using the Refresh Flavor message.

If the Flavor is no longer available, the provider can tear down the communication
channel related to the specific Flavor and notify the consumer that the Flavor can no
longer be purchased using the Withdraw Flavor message.

2.6.6 REAR Enrollment and Authentication

The REAR protocol foresees a peer-to-peer interaction between the customer (i.e.,
the node requesting a given resource) and the provider (i.e., the node offering the
resources). Both parties must be authenticated to prevent unauthorized access to the
resources available in the continuum. At its core, REAR relies on a Decentralized
identifiers (DIDs) system to provide a globally unique identifier to verify the various

actors involved in the REAR message exchange and remove the need for a centralized
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Fig. 2.3 Complete REAR workflow, including authentication.

registry. Each entity in the continuum is represented by a set of attributes, constituting
what is called a Verifiable Credential (VC).

To participate in the resource exchange process in the continuum, nodes must
perform the enrolment towards a Trusted Issuer to obtain a VC. The VC contains all
the attributes describing a given node, however, not all of them must be provided
when purchasing a given resource. In fact, a given provider might require only a
subset of them (e.g., only university and department are required). To this end, a
Verifiable Presentation (VP) can be requested through the local Privacy and Security
Manager (PSM), an entity acting as a Trusted Issuer, including only the subset of
requested attributes and preventing information disclosure.

Figure 2.3 details the complete REAR workflow, including also the authentication

phase. Upon connecting to a FLUIDOS infrastructure a customer is requested to
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Fig. 2.4 The FLUIDOS software stack.

I

provide a set of attributes to retrieve the Verifiable Credentials (i.e., the digital proof
of identity recognized in FLUIDOS). The Verifiable Credential can then be used
to request the related Verifiable Presentation (VP) containing only a subset of the

attributes to be used for future resource negotiation.

Before initiating any resource negotiation, the customer and the provider mutually
exchange the respective VP to authenticate, following a two-step approach: the
customer sends the VP to the provider, which validates it using its own Privacy and
Security Manager and a Distributed Ledger Technology (DLT). Upon validating
the VP, the provider requests a VP from its Privacy and Security Manager (if not
already available in its digital wallet) and sends it to the customer, which, in turn,
validates it. Therefore, the Privacy and Security Manager acts as a Policy Decision
Point, whereas the REAR protocol acts as a Policy Enforcement Point, generating
the contract and granting access to the resources. If this preliminary authentication

phase is successful, all the subsequent messages will be authenticated/authorized.

2.7 The FLUIDOS Architecture

The FLUIDOS software stack is composed of four main layers (see Figure 2.4): (i)
Vanilla operating systems abstract the underlying hardware capabilities. Currently,
FLUIDOS is compatible with all major Linux distributions, as well as some em-
bedded OSs to bring the continuum to the far edge of the network. (ii) Kubernetes
supports workload execution and introduces a uniform layer on top of different infras-
tructures, regardless of whether they are end-user devices or larger cloud/edge data
centers. (iii) Ligo, which brings in a multi-cluster abstraction on top of Kubernetes,
enables seamless offloading of workloads from one cluster to another. At the same

time, it handles all the additional aspects required to make this process transparent
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Fig. 2.5 FLUIDOS node core components.

from both the users and the applications’ point of view. (iv) FLUIDOS implements
the full Meta Operating System capabilities.

The core of FLUIDOS is the node, which represents the abstraction of a compute
resource in the continuum (see Figure 2.5). FLUIDOS nodes can interact vertically
and/or horizontally. The vertical (north/south) interaction introduces new concepts
such as aggregation and hierarchical scaling into the picture. A FLUIDOS domain
can be created by aggregating multiple nodes, hence exporting a virtual space that is
the union of the resources (and services) of the composing nodes. On the other hand,
the horizontal (east-west) interaction enables the creation of a FLUIDOS domain
among peers, which can share their resources and services, or part of them, based

upon a set of policies (e.g., sharing from node X but not from node Y).

FLUIDOS nodes communicate with each other using REAR (REsource Adver-
tisement and Reservation) [15], a novel protocol designed to address the challenges
associated with resource advertisement and reservation in the computing continuum.
REAR aims to provide a flexible and scalable framework that enables entities within
the continuum to advertise their resources and facilitate the reservation of those assets
by consumers or applications. Currently, five different classes of assets are supported:
Kubernetes slices (i.e., a slice of computing resources of a Kubernetes cluster), VMs,
Services (i.e., implementing the so-called Software-as-a-Service), Data, and Sensors.
Building upon the negotiation with the REAR protocol, FLUIDOS then enforces
the creation and management of the agreed-upon resources in the node. FLUIDOS
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nodes rely on the Network Manager to discover other FLUIDOS nodes and maintain
their metadata. This discovery mechanism ensures that nodes can identify potential
resource providers and consumers, allowing them to participate effectively in the
REAR protocol for resource advertisement and reservation. The Network Manager
currently supports two technologies: multicast and Distributed-Hash-Table-based
(DHT)'4. The former targets Local Area Networks (LANs), enabling the discovery
of nodes connected to the same physical network, e.g., robots or networks of drones
connected to the same 5G cell. In contrast, the latter targets Wide Area Networks

(WANS), allowing FLUIDOS to support geographically distributed infrastructures.

All this serves as an enabling technology for the meta-orchestrator, the FLUI-
DOS component in charge of dynamically adjusting the shape of the local cluster,
borrowing resources from other FLUIDOS nodes, in response to the submitted work-
load from the user. Specifically, the meta-orchestrator receives requests to deploy
an application in the form of intents, which specify the desired characteristics for
the execution of the application. The meta-orchestrator will then trigger the REAR

protocol to identify the most suitable cluster to satisfy the user intent.

Finally, once resource negotiation is complete, a dedicated telemetry service
continuously monitors whether the Quality of Experience (QoE) of the exchanged re-
sources aligns with the agreed-upon transaction. Simultaneously, a security manager
enforces additional security measures to ensure workload isolation and compliance

with predefined security policies.

Note: the entire codebase of FLUIDOS is Open Source and available on
GitHub."

2.7.1 Research Challenges

In the following, we outline the major research challenges steaming from the con-
tinuum, highlighting also how FLUIDOS manages such additional complexities to

ensure the computing pillars described in Section 2.5.

Decentralization. The computing continuum inherently involves a highly decen-
tralized infrastructure, where computing resources span across cloud, edge, and IoT
devices. As a result, each entity in the continuum must be able to autonomously

“DHT repository: https://gitlab.com/pi-lar/neuropil.
Shttps://github.com/fluidos-project
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decide how to shape the boundaries of their own continuum, borrowing the most ap-
propriate resources, based on the managed intents. FLUIDOS leverages decentralized
orchestration strategies by combining the REAR protocol and the meta-orchestrator
to enforce a peer-to-peer-based interaction for resource management. However, a
centralized approach is still supported through the vertical interaction previously

discussed.

Data privacy and sovereignty. As data flows across heterogeneous domains in the
continuum, ensuring data privacy and sovereignty becomes paramount. Regulations
such as GDPR demand that data remain under strict control, particularly when it
crosses geographic or administrative boundaries. To this end, resources negotiated
with the REAR protocol embed information on the compliancy with certain reg-
ulations. Therefore, upon purchasing resources from other entities, clients know
whether the processing, and most importantly the corresponding data, is compliant

with the requested regulations.

Cross-domain authentication and authorization. The continuum involves in-
teractions between multiple administrative domains, in many cases coexisting in
the shared resource space, making authentication and authorization complex. This
all relates to the problem of multi-tenancy, which is even more exacerbated in the
continuum as traditional centralized identity management systems are not suitable.
To this end, FLUIDOS introduces a distributed authentication/authorization approach
based on Distributed Ledger Technology (DLT) to validate the resources available in
the continuum. Furthermore, the control plane of the device sharing computational
resources can also configure the appropriate isolation primitives (e.g., resource quota,
network and security policies, ... ), based on the underlying orchestration capabilities,

to enforce the shared resource and secure the borders of the extended continuum.

Extension beyond Kubernetes. While Kubernetes is a dominant solution for
container orchestration in cloud and edge environments, it faces limitations in the
resource-constrained and heterogeneous devices prevalent in the continuum, such
as IoT nodes. Such devices either do not satisfy the requirements to run even
lightweight versions of Kubernetes or do not possess Linux compatibility. To include
also far-edge devices in the continuum, FLUIDOS integrates with KubeEdge. In
fact, KubeEdge allows to run containerized applications also on resource-constrained
devices, natively supporting MQTT and HTTP-based communications.
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2.8 Experimental evaluation

FLUIDOS streamlines the discovery of available resources in the continuum space
and the consequent exploitation. In the following, we first evaluate the time required
to identify suitable candidate nodes in the continuum (Section 2.8.1), moving then
to the evaluation of the REAR protocol, focusing on the time required to list all
the available resources in the continuum (Section 2.8.2). Finally, a potential usage

scenario for leveraging the newly acquired resources is presented (Section 2.8.3).

2.8.1 Peer discovery time

The peer discovery time is defined as the time required for a FLUIDOS node to
identify all available nodes in the continuum. As described in the previous section
(Section 2.7), the discovery process is managed by the Network Manager, which
supports two discovery modes: multicast-based and Distributed-Hash-Table-based
(DHT-based) discovery. The multicast-based allows for Local Area Networks (LANs)
discovery, enabling the discovery of nodes connected to the same subnet. This
scenario is typical in environments such as industrial premises (e.g., robots) or
networks of drones connected to a common 5G antenna. In contrast, the DHT-
based extends the discovery capabilities to Wide Area Networks (WANs), allowing
FLUIDOS to support geographically distributed infrastructures. In the following, we

will focus on the multicast-based discovery process.

The discovery time data is collected by measuring the time required for a sin-
gle node to identify peers in the FLUIDOS continuum. Figure 2.6 illustrates the
relationship between discovery time and the number of participating nodes under
two conditions: an ideal communication channel (i.e., no packet loss) and a channel
with 10% packet loss (since multicast is implemented using UDP). Starting from
a fleet of 24 initial nodes, discovery time is measured as the time required by a
single node to discover the first N nodes, where N varies between 1 and 23. The
order of discovery is not considered relevant. Without packet loss (Figure 2.6a), a
linear correlation emerges, with the shortest discovery time recorded as 3 seconds
for a two-node system (i.e., discovering and discovered nodes) and approximately 8
seconds to discover all 23 nodes. Overall, discovery time remains consistent. With
packet loss (Figure 2.6b), a shorter discovery time is initially observed due to the

reduction in the number of packets to process. However, as more nodes need to be
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Fig. 2.6 Network manager discovery times increasing the number of nodes in the continuum.

discovered, the process is increasingly affected by retransmission delays. Despite
this, performance degradation remains minimal, with outliers appearing primarily
in larger infrastructures. Additionally, FLUIDOS allows nodes to act as interme-
diate brokers, consolidating resources and reducing the apparent cardinality of the

infrastructure.

2.8.2 REAR resource discovery

We here report the empirical evaluation of REAR by means of the testbed created
for FLUIDOS!. In the testbed, we collect metrics from the three different stages
of the REAR protocol, namely, List Flavors, Reserve Flavor, and Purchase Flavor
to provide a breakdown of the overhead, varying the number of providers offering
flavors of type K8Slice. The Resource Acquisition phase represents instead the
reference time required to extend the pool of locally available resources in Kubernetes

using the Liqgo framework.

16https://github.com/fluidos-project/node
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Fig. 2.7 REAR stages’ timing vs. time to ready purchased resources.

Figure 2.7 details the elapsed time for a generic consumer before the purchased
resources are available and ready to use. In the consumer, the list of REAR-enabled
providers is manually configured for the specific test, but it can still be discovered
through the Network Manager. As we can see, the List Flavor message is influenced
by the number of available providers, leading to higher latencies when the consumer
has an extensive list of available providers. In the worst-case scenario, the consumer
must iterate the entire providers’ list before identifying a suitable resource, resulting
in a linear time complexity 0(n) w.r.t. the provider list size n. However, the Re-
serve Flavor and Purchase Flavor messages maintain stability through the different
scenarios. It is worth noticing that despite any fluctuations, the REAR protocol’s
overhead remains minimal (approximately 30% of the total time in the worst case),
and can be further reduced by aggregating resources through third-party brokering
and aggregation services to create the “unique pool of resources” enabled by the
continuum.

2.8.3 Application offloading

Once FLUIDOS nodes become aware of the surrounding environment in the con-
tinuum, enhanced policies can be enforced to select the best candidate to peer with
(using FLUIDOS terminology), based on the expected goal. In the following, we
bring a possible usage scenario, in which battery-constrained robots might dynami-

cally offload part of the computation to nearby edge nodes or other charging robots.
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Fig. 2.8 Robot dynamics when only local processing is permitted, and when the offloading is
enabled.

If the network in between can sustain the communication, the objective is to alleviate

the burden on the onboard processing unit.

Data on the CPU and battery is collected using Prometheus. The battery data,
in particular, is obtained by reading the output of the robot’s Battery Management
System (BMS), which measures the power consumption of the entire system, in-
cluding sensors and actuators (such as the wheel motors). Figure 2.8 depicts the
resource usage for a single robot in case only local onboard processing is possible,
and when the FLUIDOS-enabled continuum allows for dynamic discovery of nearby
available nodes where to perform the offloading. Specifically, Figure 2.8a repre-
sents the CPU usage measured on the robot, whereas Figure 2.8b focuses on the
resulting power consumption derived from the computation. As we can see when the
offloading is made available the pressure on the CPU is almost halved by moving
(in this specific case) the computation needed for motion planning. Still, part of
the robot logic required to interact with sensors and actuators cannot be moved and
must be executed locally. Although not as drastic, the reduction in CPU usage also
results in a reduction in power consumption for the entire robot (approximately 15%),
increasing the duration of the battery, and, consequently, the overall operation time.
This is because the BMS measures the power usage of the entire system, not just the
computational components. As a result, the total power consumption decreased by
less than 50%, since only the computing load was reduced, while other components

continued to draw power as before.
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2.9 Conclusions

This chapter introduced the computing continuum as a solution to the limitations of
traditional siloed infrastructures, highlighting the need for seamless integration across
heterogeneous computing layers. The proposed FLUIDOS framework, built upon
Kubernetes and Liqo, enables deployment, communication, and resource availability
transparency, forming the foundation for a decentralized meta-operating system.
Through its intent-based resource negotiation and dynamic orchestration capabilities,
FLUIDOS enhances the efficiency and flexibility of distributed computing, allowing
workloads to be placed optimally based on application-specific requirements. The
experimental evaluation demonstrates that this approach not only improves resource
utilization but also reduces operational overhead, paving the way for a more adaptive
and scalable infrastructure. However, while this work establishes a solid foundation,
future research should focus on enhancing security mechanisms, optimizing real-time
resource discovery, and integrating Al-driven scheduling strategies. Furthermore,
improving interoperability with other cloud and edge frameworks will be essential to

fully realize the vision of a unified and dynamic computing continuum.



Chapter 3

Cost-aware Allocation in the
Computing Continuum

In the last decade, we experienced a paradigm shift in web application development
patterns, moving from huge monolithic frameworks to the agile microservice ap-
proach. The strict decoupling of application logic into small, dedicated components
enabled substantial benefits for IT companies both in terms of quality of experience
provided to the end-user (QoE), and cost savings for DevOps practices. Although
providing enhanced scalability and resiliency upon unexpected disruptive events,
such application decoupling also resulted in increased complexity for traditional
Cloud orchestration tools like Kubernetes [63] and Hadoop [64, 65]. Specifically,
data center scheduling algorithms must ensure at any time to match microservice
specifications in terms of SLOs, reserving computing and networking resources for
their execution. Customers will then be charged based on the requested amount of
resources (CPU, memory, disk, bandwidth, etc.) and the related guarantees in terms

of service availability.

The complexity of the scheduling process lies (i) in the heterogeneity of microser-
vice resource requirements, and (ii) in the additional limitation derived from modern
data center architectures. In fact, until recently, major Cloud providers scaled up
their computing facilities by building “mega-DCs” with hundreds of thousands of
servers and interconnecting them into a wide-area backbone. However, a different
scaling strategy has quickly become standard, shifting from “mega-DCs” to using
a collection of smaller DCs located within close proximity. This shift is driven by
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two pressures: (i) the difficulty of siting and provisioning large facilities; and (i) the

desire for fault tolerance to survive an outage in a single location [66, 67].

Additionally, recent trends towards Edge, Fog, and Liquid [14] computing solu-
tions favored, even more, the geo-distribution of computing facilities [68, 69] in the
attempt to guarantee the most appropriate hosting infrastructure for latency-sensitive
applications. With the advent of Edge computing, telecommunication networks,
IoT systems, and Smart City/Grid technologies have significantly enhanced their
operational efficiency and resilience. These advancements may leverage thousands
of distributed computing resources, markedly improving the Quality of Experience
(QoE) and system robustness [21].

3.1 Main contributions

In [18], we argue that such Cloud solutions are far from behaving effectively when
trivially adapted to the Edge scenario. Indeed, these solutions have been designed
for centralized data centers, with guarantees of computing and network resources,
and are not designed to identify suitable microservice placement considering their
communication patterns. Therefore, they fail to scale on geographically distributed
edge-like infrastructures seamlessly, specifically when dealing with nodes that are
geographically spread over high-latency WANs [8-10].

Furthermore, the extreme dynamicity of microservice resource usage patterns
drastically increases the complexity of the scheduling process (e.g., the workload
may vary depending on the number of users connecting to the web application).
Nevertheless, it is still possible to roughly differentiate them based on their expected
execution time: production clusters deploy a huge variety of long-running applica-
tions (LRAs), long-lived microservices that continue execution for days to months.
LRAs are commonly used for stream processing [70-72], web services [73] and
machine learning tasks [74—76], and recent work estimated that a substantial portion
of production cluster — ranging from 10% up to 50% — is entirely dedicated to LRAsS
workloads [77, 78]. In comparison, conventional offline batch processing workloads
(e.g., Spark and MapReduce jobs) run short-lived tasks that typically finish within
minutes or shorter. Long-running applications can typically withstand longer schedul-
ing times, but they require optimal placement, whereas short-running applications
are latency-sensitive. Scheduling algorithms must then be able to handle both LRAs
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and SRAs, trading off between the different requirements. The scheduling process
of such heterogeneous workloads, accounting not only their computing requirements
(i.e., CPU, RAM, GPU share, and more) but also the networking requirements (i.e.,
communication bandwidth), while minimizing the deployment cost is — to the best

of our knowledge — still unexplored.

In this work, we argue that adapting Cloud scheduling solutions to the Edge case
is not effective and leads to suboptimality in practice. To this end, we present Phare,
a decentralized scheduling algorithm that places microservices on geographically
distributed infrastructures. Such distributed computing facilities constitute what
we refer to as a federation (or continuum). Each constituent part of the federation
(i.e., a cluster) offers (a subset of) its computing resources to the other members
of the federation, allowing each individual and possibly autonomous entity to pur-
chase resources when needed, creating a continuum of heterogeneous computing
resources [14]. The primary objective of Phare is to optimize the execution of mi-
croservices by meeting their computing and communication needs while minimizing
deployment costs. To accomplish this, we design a heuristic-based algorithm to solve
the NP-Hard scheduling problem, and we evaluate the performance of Phare against
Firmament [79], the Kubernetes state-of-the-art scheduling algorithm, on simulated
federated infrastructures with hundreds of clusters. Our approach achieves almost a
10x reduction in terms of deployment costs compared to Firmament while always

guaranteeing a lower scheduling latency.

3.2 Related work

The problem of scheduling in Cloud computing has been deeply addressed in the
last two decades, while only a few, more recent, solutions address the additional
challenges that arise in Edge computing. The most adopted solutions for container
orchestration, such as Kubernetes [63] and YARN [65], provide generic scheduling
algorithms, responsible for placing jobs on the available machines, and have been
designed to address a large portion of common use cases while balancing complexity,
scheduling latency, and optimality. While such algorithms may effectively solve

the scheduling problem in a traditional Cloud environment, characterized by homo-
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geneous resources, adapting them to distributed Edge infrastructures may not be

trivial.

In literature, jobs are typically classified based on the expected execution time:
long jobs (LRA, Long Running Application) tend to be latency-insensitive and
require near-optimal placement, as they are expected to run for days or even months,
whereas short jobs (SRA, Short Running Application) are latency-sensitive, and
typically finish within minutes or less. Consequently, especially in production
environments, scheduling algorithms must deal with both SRAs and LRAs, providing

a trade-off among the above requirements.

The problem of scheduling SRAs has been widely addressed in the literature,
leveraging task reordering techniques to prevent head of line blocking [80, 81],
and introducing also task bandwidth requirements to cope with the most network
demanding tasks [82—84]. Still, inaccurate estimates of job completion time can be
difficult to mitigate due to external factors such as data size, network congestion,
and resource contention which make expected completion time highly variable.

While most relevant and recent works on Edge Computing focus on SRA schedul-
ing, the problem of scheduling LRA, such as micro-service-based applications, is still
overlooked to the best of our knowledge. For this kind of problem, the focus moves
from completion time to deployment optimality in terms of the final deployment cost
and the efficient usage of both computing and networking resources. The problem
has been however widely addressed in the context of data centers since public Cloud
computing has emerged as the most promising solution to host companies’ IT ser-
vices. A simple and flexible family of algorithms handles the problem one job per
time, i.e., each unscheduled job is first retrieved from a queue and then assigned to
a computation unit regardless of the other jobs that are still in the queue [80, 85].
This approach has the limitation of committing early to suboptimal decisions that
can prevent the placement of subsequent jobs. To overcome such limitations, some
solutions jointly process batches of tasks. For instance, Stratus [86] proposes an
algorithm that targets the IaaS (Infrastructure as a Service) scenario; specifically,
it aims to maximize the use of the purchased resources by co-allocating tasks onto
the same VMs. Quincy [87] introduces the concept of flow scheduling, where the
problem of job scheduling is converted to an equivalent min-cost max-flow problem.
Such an approach is further improved by Firmament [79], which achieves the same

high-quality deployments but at a much faster scheduling time. Firmament is cur-
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rently adopted in widespread Kubernetes clusters and can efficiently minimize the
overall application deployment cost while horizontally scaling up to thousands of

SETvers.

Although very promising, all the solutions above have been designed to address
a Cloud-like environment and do not account for the additional challenges of an
edge infrastructure. In particular, inter-job communication may feature bandwidth
requirements that are not trivial to satisfy: a series of new constraints can make such
models ineffective, and, nonetheless, the communication requirements may lead to
additional inter-cluster network costs based on the final job placement. As we will
show in Section 3.5, it can be hard to cope with such additional problems by simply
extending/adapting well-established cloud scheduling algorithms.

Motivated by the heterogeneity of resources and, therefore, of constraints that
may affect the job placement at the edge of the network, a set of recent works
addresses the problem in terms of inter-job dependencies, proposing the so-called
rule-based scheduling [65, 88, 63]. Domain experts provide a qualitative representa-
tion of the interferences between jobs, which can be in terms of reciprocal affinity
and anti-affinity. Then, the scheduling decision takes into account such information
and places jobs accordingly. However, these approaches only take into account
qualitative information, failing to capture and optimize quantitative effects on the
cluster performance. Medea [77] tries to overcome such limitations by providing a
highly expressive model to describe the job requirements; such an algorithm ensures
low latency placements and enables cluster owners to specify enhanced placement
constraints for long-running containers. Although the improved expressiveness
guarantees better scheduling modeling, it still relies on experts to summarize the

sophisticated interference.

As a further optimization, network-aware resource management strategies inte-
grate data center topology information and/or application characteristics. [89-92]
focus on Integer (Non) Linear Programming (ILP/INLP) models to find the optimal
allocation scheme based on an optimization objective. Although able to identify opti-
mal placements, these solutions cannot find a feasible solution within an acceptable
time, thus limiting their applicability in production environments. The computational
complexity can be reduced by either decomposing the optimization problem into
parallel tractable INLP subproblems [93] or limiting the search space to a subset of

compute nodes, based on the concept of open subscriber group mode [94] to balance
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quality of allocation and convergence time. The high-dimensional search space can
be further reduced considering only a subset of the possible requirements, allocating
MapReduce tasks [95] or data-parallel distributing deep learning jobs [96] based
solely on the network topology, selecting the most promising SmartNIC-Accelerated
Server based on the compute demand (i.e., CPU and memory) of microservice-based
applications [97], or allocating network intensive tasks on geographically distributed
edge-to-cloud infrastructures [98, 99]. Still, few approaches effectively account for
computing and networking resources, while minimizing the application deployment

cost within a reasonable time.

Finally, in the last couple of years, researchers proposed various approaches to
address the various challenges that arise in the Edge computing scenario, such as joint
scheduling of computing and networking resources [100, 101], distributed scheduling
in multi-provider environments [102, 103], support for mobility [104] and energy
efficiency [105]. However, proposed solutions are still in an embryonal stage and far
from guaranteeing the same scalability properties as cloud-oriented solutions (e.g.,
as Firmament does). In our work, we provide an enhanced scheduling model that (i)
overcomes the limitation of cloud-based approaches by providing both qualitative
and quantitative measures of inter-job interactions, and (ii) enables a highly scalable
algorithm that can quickly schedule complex applications on thousands of nodes.

3.3 System model

We consider a distributed edge infrastructure where resources are grouped into
clusters. Potentially, each cluster v € .4 is owned by a different edge provider
and participates in what we call cluster federation (see Figure 3.1). Clusters are
heterogeneous and may provide different resource capabilities (e.g., centralized data
centers, network access base stations, central offices, but also isolated user devices).
In this work, we consider capabilities in terms of computing resources (e.g., the
total amount of CPU and memory available in the cluster), and communication
resources (i.e., amount of network bandwidth used to communicate with other
clusters). Since different types of computing resources experience similarities in
terms of provisioning and cost evaluation, we define I as the set of all computing
resources (e.g., CPU and RAM), and treat every r € I" jointly, as the subsequent

steps need to be evaluated for each one of them. On the other hand, we differentiate
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Fig. 3.1 High level overview of the Phare architecture.

the notation for communication resources, as we need to treat them separately in
our model. In particular, on cluster v € 4", we denote with C], € R, the budget
of computing resource of type r, and with B, € R the budget of communication

resources.

Requests for deploying applications are issued to edge providers. Each appli-
cation i € .¥ consists of a set of components .#; C .# , where ./ is the set of all
possible components. Each component j € .#; features resource demands both in
terms of computing p ]’ € R, (required amount of computing r-resource) and commu-
nication with other components 0 ; € R, (bandwidth required by j to communicate
with component k from the same application). Currently, we assume constant appli-
cation demands; however, this static allocation can be easily extended, envisioning
periodic re-scheduling to include fluctuating demands based on varying customer

loads

Edge providers jointly deploy applications across their clusters, thus forming a
federated edge infrastructure. Upon receiving the request for deploying an appli-
cation, the concerned edge provider decides which of the application components
should be executed locally (i.e., on its own cluster) and which of them will instead

be offloaded to foreign clusters across the federation.

Each type of resource r that is available on a certain cluster features a given price
per unit. To preserve generality, we assume that resources may be exposed with
different prices to different partners of the federation. We denote with p; , € R, and
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b, € R respectively the unitary price of computing resource r and communication

resources on cluster v as seen by the provider of cluster v/. We denote by
x5, €{0,1}, fori€ .7, j € Mive N, (3.1

the decision variable that indicates if component j from application i has been
scheduled on cluster v for deployment. When deploying a certain component j € .Z;
on cluster v, edge provider v experiences a cost given by multiplying the amount of

each demanded resource for the unitary price seen on the hosting cluster:

%V/(j,v) = Z p;p;v/ + Z Gj,kbv,v’ﬂ{x;{ A1} (3.2)
rel ke #; ’

Note that the cost 6; b,/ due to the communication between components j and

k is accounted only if j and k are not deployed on the same cluster.

When scheduling components of application i on available clusters, the Edge
Provider seeks cost minimization of the overall deployment, and its decision is
subject to the resource constraints of the federated edge infrastructure. We formulate
such optimization problem for Edge Provider' v/ as follows:

min ). Y x5, (v) (3.3a)
jeEM;veN

st ) XK. <C Ywe N Vrel (3.3b)
jet;
Z Z x;,vcj,k]l{x;w;él} <B, Ywe N (3.3¢)
jeti ket ’
) xju=1 Vj e (3.3d)
veN

where constraint (3.3b) ensures that the computing budget of every cluster is not
exceeded by deployed components, (3.3c) enforces the communication budget over
networking demands between components that are deployed on different clusters,

while (3.3d) ensures that all components are deployed.

ISince our algorithm operates in a decentralized fashion, we formulate the problem from the point
of view of a certain edge provider v and omit the under script -, for simplicity.
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Note that Problem (3.3) is a variant of the |I'|-dimensional multi-Knapsack
problem with bin packing [106], that is, all items must be assigned minimizing a

cost function.

Lemma 3.3.1. Problem (3.3) is NP-Hard.

Proof. To demonstrate the complexity of Problem (3.3), we show that it can be
reduced from the Partition Problem [107], which is known to be NP-hard. Given
a set of positive integers ap,as,...,a,, the Partition Problem consists of dividing
them into two subsets such that the sum of the integers in each subset is equal. We
create a simplified instance of Problem (3.3) as follows: consider only two identical
clusters v/ and V", each featuring the same budget C,y = C,» = %):;?:1 a; of a single
resource type; assume the unitary price of such resource is 1, i.e., py = p,v = 1;
consider an application with n components, where component j has a 1-dimensional
computing demand p; = a; and no demands in terms of networking. Therefore,
the deployment cost of component j numerically coincides with its demand, i.e.,
€ (j,v')=%(j,v") = a;. Note that, if there exists a partition of integers aj,as, . .., dy
into two equal-sum subsets {51, S, }, then there exists a solution to Problem (3.3) (i.e.,
assign the components corresponding to S to one cluster and those corresponding to
S, to the other). This solution is also optimal since all the unitary prices are the same.
Conversely, solving Problem (3.3) leads to a valid solution to the Partition Problem.
Hence solving Problem (3.3) is at least as hard as solving the Partition Problem. [

3.4 PHARE algorithm

This section describes a heuristic we designed to solve the NP-hard Problem (3.3a).
We first provide some intuitions of what are the main challenges when scheduling
components in distributed constrained infrastructure, and of the main concepts behind

the algorithm logic. Then, we describe the algorithm and detail its steps.

3.4.1 Main Challenge

Decentralized allocation policies distribute decision-making among multiple agents,
which improves scalability and resilience compared to centralized allocation. How-
ever, coordination and achieving global optimization can be challenging; the quality
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of the allocation will be discussed in the evaluation section, but it is important to note
that coordination among agents plays a crucial role in the scalability of the solution.
When an agent receives a request to deploy an application, it can independently per-
form the allocation process without exchanging information with other agents, which
drastically reduces the need for synchronization. However, for informed decisions
to be made, clusters must share their status with other members of the federation.
A detailed description of the real-world implications of this will be discussed in

Section 3.5.7 after the evaluation.

When deciding to schedule a particular component on a given cluster, a key role
is played both by how big the component is (i.e., how many cluster resources it
demands) and by how much it communicates with other components of the same
application. A component that requires a lot of computational resources will be
harder to schedule (it has less feasible matches) compared to small components, but
this is also true for small components that feature intensive mutual communication
(e.g., if the chosen host cluster has not enough bandwidth, the communication with

any component placed outside will not occur properly).

Since edge infrastructures are highly scattered and constrained, we argue that it
is particularly challenging to jointly satisfy the communication and computational
requirements of all application components. Intuitively, the more components are
scheduled on available clusters, the harder it becomes to schedule the remaining
ones. Therefore, to quickly converge to a feasible placement, the algorithm should
prioritize “harder” components, i.e., the ones featuring more stringent constraints
(both in terms of computing and communication). With this intuition, we design our
algorithm with the idea of guessing a convenient order for placing components, which
would (/) minimize the chances of unfeasible deployments (quick convergence), and

(i7) seek cost minimization.

3.4.2 Algorithm Overview

Our heuristic performs the steps in Algorithm 1.

When a request for deploying a new application i € .# is received, we first
evaluate every component j € .#; of application i and assign an importance metric
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Algorithm 1 PHARE scheduling for application i
Require: .7;, p;Vj€ M, 6jxVj.k € M
for j € ./ do
for rcI"do
Compute importance z; of component j through (3.5)

1:

2

3

4: N+ extract from .4 the nodes that can host component j
5: forve 4" do
6

7

8

9

Estimate computing affinity CID}V through (3.7)
Compute coefficient a}v through (3.9)
Use a” to estimate comm. affinity ¥’ , through (3.8)

end for
10: end for
11: Combine per-resource importance into z; through (3.6)
12: Take @, , < minrer(<l>;-7v), and ¥, , < minrer(‘l‘iv) (3.6)
13: end for

14: Jg < sort .#; by importance z; descending

15: for j € Jg do

16: Schedule ; to cluster v* <— argmin,e 4 (C(j,v)/(®; ¥ )
17: end for

z; to each of them (Algorithm 1, line 3)2. The higher the importance, the more the
component is considered “hard to schedule”, hence it will get a higher priority in the
scheduling process. Details of how we estimate the importance of each component

are provided in Section 3.4.3

After evaluating the importance of a component j, an affinity score is computed
for each pair (j,v) of component j and feasible cluster v € .#”. The affinity provides
an indication of how convenient it is to assign component j to cluster v, with respect
to a trade-off between convergence speed and optimality of the final scheduling
decision. In particular, two separate affinities ®;, € [0,1] (computing affinity —
Section 3.4.4) and ¥; , € [0, 1] (communication affinity — Section 3.4.5) are estimated
and combined (Algorithm 1, lines 6 - 8). We detail how we estimate computing and

communication affinities in Sections 3.4.4 and 3.4.5 respectively.

We then compute costs % (j,v) for every component j and feasible cluster v, i.e.,
the marginal cost that would be required if j is scheduled on v. Such raw costs are

adjusted using the affinity values computed at the previous step, thus obtaining the

2In practice, we compute separate values of importance 2 for each computing resource r, and
then combine them back in Algorithm 1, line 11.
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so-called perceived cost € (j,v)/(®;j,¥;,): the less the affinity between component

Jj and cluster v, the higher the perceived cost of scheduling j on v.

Finally, the algorithm iterates over components sorted by their importance z;
(descending), i.e., prioritizing those that feature stricter requirements, and assigns
each component to the cluster v* providing the less perceived cost (Algorithm 1,
line 16), evaluated as:

v' =arg min (C(j,v)/®;y¥j)- (3.4)

In the remainder of this section, we complement the algorithm description by
providing details for the missing pieces, namely, how we estimate components
importance zj, computing and communication affinities between components and

clusters. Finally, we describe how we deal with multiple computing resources.

3.4.3 Sorting Components by Importance

For each computing resource r € I', we evaluate the importance of a component j
mainly based on its demand p;. This value is combined with the demands p; of each
“neighbor” component k, i.e., all those components that feature some communication
constraint with j. By prioritizing components with “heavy” neighbors we increase

the probability that such neighbors are scheduled on the same clusters.

Before describing how we compute the importance z; of a component j with

respect to resource r, we provide the following definition of communication factor.

Definition 1. (Communication factor 0, y). Given an applicationi € % and two of its
components j,k € .M;, we define 8 = 0/ Max i yc 4 (0 1) the communication

factor between components j and k of application i.

The communication factor 6 is an indicator of how intense is the commu-
nication demand between components j and k. We use this value to weight the
contribution of each neighbor of j when estimating the importance z;, as defined

below.

Definition 2. (Importance z;. ). Given component j € .#; of an application i € .7,

we define the importance of component j with respect to resource r as
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=pi+ Y 6pi (3.5)
ke \{j}

Algorithm 1 uses z; to sort the application components so that those featur-
ing more stringent deployment constraints are scheduled first. Specifically, given
the multi-dimensionality of computing resources, the different values of resource

importance are then combined as follows:
v

=3, . (3.6)

rel max,er(pj’-) .

Intuitively, components that feature (i) high computing demands, (ii) neighbors
with high computing demands, and (iii) high communication demands will be
characterized by high importance values. Aside from determining the scheduling
order, value z;~ is also used to compute the affinity between component j and the

available clusters, as described in the next section.

3.4.4 Affinity between components and clusters: Computing

The first affinity factor we estimate only takes into account the computing resources
of the target cluster, without considering its communication capabilities. To estimate
the affinity between component j and cluster v, we first evaluate the quantity y’; — o),
where 6/ is the residual computing resource r on cluster v, while y§~ is the amount
of overall computing resource of type r required by j and all its neighbors, i.e.,
Y; = P} + Lrc.a\{jy Pil{c;,>0y- We provide an intuitive definition of quantity
r_ 8}".
Yj— Oy

Definition 3. (Resource scarcity y; — &) Let us assume component j is considered
for deployment on cluster v. We define the difference between the amount of r-type
resource required by j and all its neighbors and those still available on cluster v as

resource scarcity y;- —90).

Note that when resource scarcity is less than zero, the cluster has enough type-r

resources to accommodate j and its whole neighborhood.
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Fig. 3.2 Correlation between the computing affinity ®” and the resource scarcity y; — o).

The computing affinity is then evaluated based on the resource scarcity y? -9/
as follows:
yi—=8)
—Cr—r

Y=
(I);N = e 7 if y; — 65 > 0, (37)
1 ify: — 8/ <0.

where the coefficient c is used to adjust how fast the affinity decreases with respect
to the lack of resources in the cluster.

To understand the rationale behind Equation (3.7) it is helpful to visualize the
relationship between @’ and the quantity y; — o) (Figure 3.2). We provide an
intuition below.

When y;- — 9] <0, i.e., cluster v has enough resources to host j and all its
neighbors, then the affinity is set to 1 (maximum affinity value). If the resources on
v are not enough for hosting j and its whole neighborhood, the affinity starts to drop
slowly, until the quantity y’; — 0, reaches a critical value that leads to @', =0.75; we
set coefficient ¢ so that this happens when y’; — o) = Y — 2, i.e., when the residual
resources on v are numerically equal to the importance z; of component j.2 The
importance value here is used to estimate the portion of the neighborhood that is more

3This is achieved using ¢ = 0.287682.
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significant for j: if the cluster has enough resources for hosting j and a significant
portion of its neighborhood, then the affinity @’ , will be higher than 0.75. Finally,
after the critical value where y; -0, = y§. — z; is reached, the affinity CID}V starts to

drop quickly, with values eventually approaching 0.

3.4.5 Affinity between components and clusters: Communication

To also take into account the networking capabilities of the target cluster, the comput-
ing affinity ®’; | is used in combination with a communication affinity. It is important
to note that a task j will consume the communication capabilities (e.g., bandwidth)
of the host cluster v only if its neighbors have been placed on some external clusters
other than v, since otherwise, j would not need v’s bandwidth to communicate with
them. For this reason, when designing the communication affinity, we seek a mecha-
nism that reduces the affinity of component j and cluster v the more it is difficult to
accommodate the communication demands of j, but that has a lower impact if cluster

v is large enough for potentially hosting a significant portion of j’s neighborhood.

To calculate the communication affinity we first evaluate the quantity Y;/A, — 1,
where A, is the residual communication capacity on cluster v, while Y is the
overall communication demands for component j towards all its neighbors, i.e.,

Yj =Yke.n)\{j) Ojk- Note that the quantity Yj/A, —1is equal to zero when Y; = A,.

The communication affinity is evaluated as follows

) e~ W/A=)if Y A, — 1> 0,
wr ! (3.8)

where coefficient a” is used to adjust the weight of the communication affinity so
that it has a lower impact if the target cluster v has enough r-resources to host a
significant portion of j’s neighborhood: the higher coefficient a” is, the more the
communication affinity will affect the final solution (see below for details on how

we compute coefficient a”).4

“Note that aj , is different for each computing resource r; hence, we estimate multiple communi-

cation affinities ‘P§- ,» €ach associated with a certain computing resource r. Section 3.4.6 describes

how we deal with multiple computing resources.
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Fig. 3.3 Bandwidth affinity for different values of the coefficient a”.

The relationship between ¥’ and the quantity ¥; /A, — 1 is visualized in Fig-
ure 3.3. When cluster v has enough communication resources to accommodate all
the communication demands of component j, the communication affinity is set to
its maximum value 1. If the resources are not enough (i.e., the residual bandwidth
is less compared to what j needs to communicate with the other components of the
application), ¥’; , drops exponentially with a decreasing factor that is based on the

coefficient a: for higher values of a”, the value of ¥ , drops more quickly.

Coefficient a’; . We compute the coefficient a’; , so that ¥ |, decreases more slowly
the more cluster v is likely to host some neighbors of j. The rationale is that if
cluster v has enough computing resources to host a subset of j’s neighborhood, then
it is unfair to decrease the affinity between v and j based on v’s communication

capabilities (as j will probably not need them). We empirically compute it as

st
aj, =S (43— —2), (3.9)
where S is the sigmoid function S(x) = 1/(e”*+1). The relationship between
coefficient a’; , and the quantity y’; — 0, is visualized in Figure 3.4. If cluster v has
enough r-resource compared to the demand of j and its neighborhood, then a’; , ~ 0,

1.e., the communication affinity will have a negligible impact. If residual resources
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Fig. 3.4 Impact of a” (determined based on the quantity y’; — 0,)) with increasing resource
scarcity.

are not enough for hosting j and a significant portion of its neighborhood (estimated

with z7), then a’; , ~ 1 and the communication affinity will have maximum impact.

3.4.6 Dealing with multiple computing resources

Until now, we generalized the concept of computing resources since they experience
similarities both in terms of provisioning and cost modeling. Nevertheless, realistic
application deployments often feature two or even more conjoined computational
constraints; we now describe how multiple resource constraints can be combined

within our heuristic.

The values of computing and communication affinity defined respectively at
Eq. (3.7) and Eq. (3.8) indicate the confidence in scheduling a component on a
given cluster. Multiple computational constraints lead to multiple CID;N and ‘P}v per
component j, i.e., one for each type of resource r € I'. We generalize the overall

computing and communication affinities between component j and cluster v as

;= min(®;,), and ¥, = min(¥7,), (3.10)
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extracting the minimum affinity value among the existing resources, hence consider-

ing the most conservative scenario.

3.5 Experimental results

In this section, we demonstrate the experimental validation of Phare. First, we aim
to comprehend the impact of each mechanism composing Phare on job scheduling
time and bandwidth usage. Second, we evaluate the scalability properties concerning
infrastructure size (Section 3.5.4) and the number of deployed applications (Sec-
tion 3.5.5). We consider success rate, scheduling time, and the solution cost as
key metrics for the subsequent evaluation. Ultimately, our assessment centers on
the impact of Phare placement on network congestion within the infrastructure.
This is achieved through a thorough analysis of the bandwidth consumption of
scheduling solutions (Section 3.5.6). We compare our results against Firmament, the

state-of-the-art for microservice placement in cloud infrastructures.

3.5.1 Implementation of the Scheduling Framework

We implemented a prototype version of Phare using the Golang language.’ We
designed the framework to be easily extensible to integrate and test additional

scheduling algorithms in the same conditions.

The scheduling framework operates on a simulated environment in which both
the infrastructures and the component-based applications are represented as data
structures stored in memory. These can be either imported, to replicate specific
scenarios, or be randomly generated for testing purposes. Particularly, the random
generation is performed through configuration files that define boundaries for each

type of resource both for application demands and for infrastructure availability.

The implementation of the scheduler interface for Phare relies on recursion to
replicate the algorithm described in Section 3.4. Specifically, the recursive imple-
mentation extends the core algorithm, allowing it to probe multiple search paths,

until a feasible solution is found, or a predefined timeout is triggered. Due to the

The code is available at https://github.com/liqotech/scheduling.
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design of Phare, the recursion tends to prioritize those initial placements that are

more likely to lead to a feasible allocation, while jointly minimizing costs.

Using this framework, we also implement Firmament [79], a state-of-the-art
scheduler and one of the few ones available in Kubernetes [108]. We aim to demon-
strate that well-established Cloud solutions are far from behaving effectively when
trivially adapted to the Edge scenario. Firmament exploits flow network repre-
sentation of the scheduling problem to identify suitable placements by means of
Flowlessly®, an efficient minimum-cost-maximum-flow decision problem solver.
Our implementation of Firmament first translates the internal representation of both
the infrastructure and the applications to the corresponding flow network (according
to the specification provided in [79, 109, 110]), then calls the Flowlessly C++ library

to solve the associated minimization problem.

Performance enhancement and additional features. Phare has been designed to
seek early the most promising steps in the recursive process, but still the worst-case
complexity can be estimated as &'(N *J), where N is the number of clusters and J the
number of components of the application to be scheduled. Such a worst-case scenario
requires the simultaneous occurrence of numerous factors including huge application
size and massive, almost-saturated, infrastructures. Although such a scenario is
theoretically possible, providers usually prevent the saturation of their infrastructure
for resilience reasons; still, the worst-case complexity can be reduced to &'(M *J),
with M being only some of the N feasible clusters, as empirical evaluations have
shown that the scheduling solution is always found within the first M = 10 clusters,
or not found at all. Consequently, we improve the sorting algorithm used to rank
the most promising clusters accordingly: in particular, we use a modified version of
Heap Sort that runs the Selection Sort only for the first M clusters. This reduces its
complexity from &' (NlogN) to O(N) as M << N.

Additional implemented features target the deployment on real systems: (i) define
thresholds both for computational and network resource usage to prevent saturation,
(ii) constraint the placement of a subset of the application components onto specific
clusters to replicate given execution requirements, and (iii) define shared network

links between clusters.
Shttps://github.com/ICGog/Flowlessly
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Table 3.1 Infrastructure setup.

Cluster type A ‘ Cluster type B ‘

Number of vCPU: 300 — 500 cores 4 — 32 cores
Cost of vCPU: 0.15-04$/core | 0.15-0.4$/core
Available RAM: 256 — 1024 GB 8-64 GB
Cost of RAM: 0.01-0.06 $/GB | 0.01-0.06$/GB
Bandwidth: 1-10Gb/s 0.1-2Gb/s
Cost bandwidth: 0.05-0.2%$/Gb 0.05-0.2$/Gb

3.5.2 Experiment setup

In our tests, we simulate random edge infrastructure topologies of different sizes,
with the number of clusters ranging between 50 and 1000. Each cluster in the
infrastructure features a predetermined random amount of CPU cores and available
memory. These clusters are linked together with virtual connections, i.e., they logi-
cally form a full mesh topology. Each connection is characterized by the available
network bandwidth for inter-cluster communication. Moreover, each resource fea-
tures a given cost expressed in $/unit, properly sized to match major Cloud Provider
resource costs (Table 3.1 summarizes the main values concerning the infrastructure
configuration).’

We use a sample 10-tier microservices application called Online Boutique® for
our simulated workload. The workload reflects common patterns and challenges in
distributed systems, thereby providing a credible and realistic benchmark for the
use case applications in edge computing environments. To define our workload
accurately, we first monitored the CPU, RAM, and bandwidth usage of the microser-
vices and recorded the resource demands (our findings are detailed in Table 3.2).
To account for the unpredictable randomness of the infrastructures and simulated
workload, for each of our tests, we run multiple simulations (referred to as simu-
lation samples) with varying random configurations. This was necessary to obtain
statistically significant data.

"https://cloud.google.com/compute/all-pricing
8https://github.com/GoogleCloudPlatform/microservices-demo
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Table 3.2 Workload setup.

Application size: 10 microservices
Microservice CPU requests: 0.2-1vCPU
Microservice RAM demand: 0.1-0.5GB
Microservice connectivity ratio: 35%
Microservice bandwidth requirements: 150 — 1500 kB/s

3.5.3 Evaluation of the heuristic components

In this section, we assess the effectiveness of the intuitions behind the proposed
algorithm in determining proper placement for microservice-based applications. In
practice, we evaluate the benefits that each main building block pieces of Phare bring
to the scheduling tasks. We deploy 500 applications (modeled based on Table 3.2)
to random infrastructures, with the number of clusters ranging between 50 and 350
(each modeled based on Table 3.1, column B).

For this set of experiments, we use a Cost-based Scheduling (CS) algorithm
as our baseline. This algorithm ranks clusters based on their unitary resource
costs and places the i-th microservice on the cluster with the lowest cost. We
assess the effectiveness of sorting microservice based on component importance z
(Definition 2) comparing CS with an extended version named Cost-based Scheduling
with Microservice Sort (CSMS) that implements the sorting mechanism described
in Section 3.4.3. Additionally, we evaluate the impact of introducing our affinity
mechanism (described in Sections 3.4.4 and 3.4.5) by means of the Cost-based
Scheduling with Microservice Sort and Affinities (CSMSA). Notice that CSMSA is
equivalent to our final proposed heuristic Phare.

Figure 3.5a shows the scheduling time reduction of the proposed enhancements
against the baseline. Specifically, sorting based on importance z enables the schedul-
ing algorithm to first place the most demanding microservices (i.e., the ones with the
most stringent requirements), moving to the less demanding ones afterward. Such an
approach leads to a significant reduction in the average scheduling time (between
65% and 78%), also shortening the time required to identify unfeasible placements.
The affinity mechanism further improves the scheduling time: according to resource

availability, it effectively weights inter-component dependencies and leads to better



62 Cost-aware Allocation in the Computing Continuum

mapping of application components onto infrastructure clusters. Indeed, CSMSA

features a scheduling time reduction between 76% and 88% in our experiments.

Additionally, Figure 3.5b shows in which condition the proposed enhancements
contribute the most to the reduction of the scheduling time. It details the measured
scheduling time for each of the 500 applications in the 50-cluster infrastructure. It
is important to note that the 50-cluster infrastructure cannot accommodate all the
applications that have been submitted (only around 150 applications will be scheduled
successfully, while the rest will not be scheduled due to insufficient resources). The
plot shows that in situations where there is a shortage of resources, both CSMS
and CSMSA introduce huge improvements on the baseline, visibly reducing the
scheduling time by effectively identifying unfeasible placements quickly; moreover
when there are enough resources to accommodate all the applications (i.e., less than
150 applications), the proposed scheduling mechanisms leads to faster scheduling
times on average (spikes of 100 ms are less frequent when using CSMS, and even
almost disappear with CSMSA).

Finally, the proposed mechanisms improve not only in terms of scheduling
time but also in the quality of the final placement. We evaluate this in terms of
bandwidth occupancy of the links connecting the clusters: Figure 3.5¢ shows that
the full algorithm (CSMSA) consistently outperforms other configurations and never
exceeds 15% of bandwidth usage.

3.5.4 Scalability on infrastructure size

We now compare our algorithm against Firmament [79]. First, we evaluate the
behavior of the two algorithms when scaling horizontally on the infrastructure
size. Specifically, we run Phare and Firmament with infrastructures of multiple
sizes, in order to study how the algorithms behave (i) when few (possibly saturated)
clusters are available, i.e., limited scheduling options, and (ii) when many clusters
are available (up to 1000 for our study case), with a large number of scheduling

options to be evaluated.

Figure 3.6a shows the fraction of successfully scheduled applications out of the
complete set. An application is accounted as scheduled only if all its microservices
have been successfully placed. Small infrastructures do not have enough resources to

accommodate all the applications, hence infrastructures with less than 150 clusters
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experience a success rate lower than 1. On the other hand, larger infrastructures can

host all the applications, hence a success rate is always equal to 1.

Results report a similar success rate for Phare and Firmament, i.e., both ap-
proaches consolidate almost the same amount of applications for each topology
configuration. However, we experience a huge difference between the two algo-
rithms in terms of both scheduling time and deployment cost. Figure 3.6b represents
the average time needed to fully schedule each of the 10K applications (the time
needed to determine any unfeasible placement is accounted for as well). Phare
largely outperforms Firmament, featuring less than 70 ms average scheduling time
in large infrastructures, and even sub-millisecond scheduling time when operating
on constrained topologies with few clusters. Conversely, Firmament experiences
very high scheduling delays, especially on small infrastructures. This is because of
its inability to quickly identify unfeasible application deployments, which is rare in
cloud environments: by design, it accounts for scheduling only a subset of microser-
vices per application at a time when the infrastructure is resource-constrained; this

leads to multiple calls to the underlying solving algorithm.

Interestingly, the small scheduling time required by Phare w.r.t. Firmament does
not have a negative impact on the experienced scheduling cost. Figure 3.6¢ depicts
the cumulative deployment cost of all the applications; not-scheduled applications
contribute with a cost of 0 to the deployment cost. We can identify two trends
throughout the test: (i) when considering small infrastructures with few federated
clusters (less than 150), introducing additional clusters leads to a huge growth
in the total deployment cost, as a considerable amount of new applications can be
accommodated (as seen in Figure 3.6a); (ii) infrastructure with more than 150 clusters
have enough resources to host all the applications, hence the total deployment cost
slightly decreases as the number of clusters — and the placement options — grow.
In practice, the huge deployment cost gap between Phare and Firmament (up to 10x)
is related to the cost of inter-microservice communication. Specifically, Firmament
accounts for network bandwidth dependencies between application components but
fails to correctly weight their cost effectively w.r.t. computing costs in a highly
scattered topology. On the other hand, the network-aware placement of Phare
can drastically reduce the bandwidth occupancy among different clusters and the
associated networking costs. As a reference, the two algorithms experience similar

costs for computing resources in this setting (result not shown). This result highlights
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Fig. 3.6 Scheduling success rate, scheduling time, and experienced costs for Phare and
Firmament with infrastructures of variable sizes.

the difficulties of adapting a Cloud-based algorithm to the Edge scenario, where

network resources are far as uniform and optimally sized as they are in data centers.

3.5.5 Scalability on number of applications

In the previous set of tests, we identified the 100-cluster infrastructure as one of

the most challenging, due to the limited amount of available resources to fulfill the

demands of all the applications. Analyzing closely such a scenario it is possible to

understand the performance of the algorithms both when the infrastructure is almost

saturated — and the possible placements are limited — but also when there are no
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with infrastructures of 100 clusters.

more available resources in the infrastructure and the algorithm must quickly detect

an unfeasible application placement.

Figure 3.7a breaks down the scheduling success rate for the complete set of
applications. As for the previous case, one application is accounted for as scheduled
only if all its microservices have been successfully placed. The infrastructure does
not have enough resources to accommodate all the applications, in fact, only the first
6K applications are always properly scheduled across all the simulation runs. Phare
achieves a slightly higher success rate in the 7K-set of applications, scheduling a few
more applications with respect to Firmament thanks to more accurate management
of the available resources.
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(a) Phare. (b) Firmament.

Fig. 3.8 Inter-cluster congestion matrix describing the percentage of network bandwidth
usage between two clusters.

As for the previous test, the two algorithms heavily differ in measured scheduling
time: Figure 3.7b reports the observed scheduling time distribution for the i, appli-
cation. Phare outperforms Firmament being able not only to converge to a suitable
scheduling solution in almost-saturated infrastructures but also to quickly detect
unfeasible solutions when the amount of available resources is not enough to host
the remaining applications. Conversely, Firmament experiences some performance
drop with saturated infrastructures because of the same design issue mentioned in

the previous section.

Finally, the two algorithms experience again similar costs for what concerns
computing resources (not shown), but provide a huge gap when including the cost
of networking resources (Figure 3.7c). Indeed, Firmament behaves poorly when
network resources are not uniform and networking costs become relevant, which is
definitely the case in multi-cloud environments or, in general, for highly distributed
infrastructures. In this case, we observe that Phare reduces deployment costs by

more than 5 times overall compared to Firmament.

3.5.6 Bandwidth consumption

We now evaluate the benefits of the communication-aware placement of Phare, thus

breaking down the bandwidth consumption of the links between clusters.
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For this specific set of tests, we use a 50-cluster infrastructure (dimensioned
according to Table 3.1, column A). Figure 3.8 depicts the measured network pressure
on the link between clusters; specifically, they represent the congestion matrix N * N,
where N is the number of clusters of the federation and each cell (i, j) represents the
percentage of network bandwidth usage between cluster i and j. Moreover, each cell
value is represented on a gray-scale color code, except the ones in red that exceed
100% network usage (i.e. the target placement requires more bandwidth than the
available amount). In these extreme settings, Firmament even fails to find placements
that are feasible from a networking perspective. On the other hand, Phare is able to
intelligently distribute the applications across the federation, properly aggregating

within the same clusters those microservices that feature mutual dependencies.

3.5.7 Real-world implementation considerations

While our evaluation primarily focuses on the algorithm’s performance within simu-
lated environments, we acknowledge the importance of applicability and challenges
in real-world settings. Besides scalability, there exist several critical areas to consider,
which we briefly analyze below.

Integration with existing systems. Seamless integration with existing infrastructure
and cloud/edge computing platforms is crucial for the adoption of any new technol-
ogy. To this end, we anticipate the potential for integrating Phare in Kubernetes by
replacing the default scheduling algorithm with our solution.

Forming a federation. In a federation, computing resources are shared between
clusters, allowing each entity to access additional resources if needed. This resource
sharing can be achieved through the multi-cloud functionalities provided by Liqo,
which is already being used as an enabling technology in the European project
FLUIDOS to create distributed continuum infrastructures. We envision a two-stage
allocation process for microservice-based applications: (i) The FLUIDOS meta-
orchestrator takes care of reshaping the continuum boundaries based on user-defined
intents to identify the most suitable providers and, (i7) Phare then assumes the
provisioned infrastructure to be static for the allocation problem. Currently, these
two stages are completely independent; however, we will further investigate the
possibility of triggering the FLUIDOS meta-orchestrator, based on the availability

of resources seen and managed by Phare..
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Practical performance metrics. Phare requires updated information on the clusters
participating in the federation, including CPU, memory, and bandwidth usage. A real-
world implementation should thus carefully balance the resolution of such data and
the additional overhead required to process it. Specifically, whereas a peer-to-peer
interaction to retrieve cluster usage metrics might be suitable for small federations, it
does not scale with the number of clusters. Therefore, a central metrics aggregation

point might be a suitable solution for a real implementation.

Privacy and security. Privacy and security are vital for ensuring that workloads are
executed correctly in a distributed infrastructure. There are two major issues related
to job allocation that must be addressed: First, the device hosting the container
execution must provide a secure environment. This can be achieved by using the
functionalities offered by the container runtime, Kubernetes, and Liqo. Second, the
allocation process must take into account customer constraints. It is crucial to ensure
that devices are authenticated through trusted parties to prevent allocation in insecure
sites.

By addressing these considerations, we aim to bridge the gap between theoretical
research and practical application, ensuring that our algorithm not only excels in

simulated tests but also meets the demands of real-world deployment.

3.6 Conclusions

Compared to the Cloud scenario, scattered and constrained clusters in Edge infrastruc-
ture pose non-trivial challenges for computing and bandwidth resource scheduling,

which can be hardly addressed by adapting traditional data center techniques.

In this work, we proposed a new approach to multi-cloud application scheduling,
called Phare, that takes into account the communication and computing requirements
of the entire application graph and leverages the capabilities of the underlying
infrastructure to optimize resource usage. Phare is based on a heuristic to speed up
the placement of the application while minimizing the overall application deployment
cost. We compared Phare against Firmament, a state-of-the-art scheduler largely
employed in cloud infrastructures, performing a series of tests over infrastructures of
various sizes. Our results show that, despite featuring a similar scheduling success

rate, Phare largely outperforms Firmament in terms of scheduling time, being able to
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quickly identify suitable placements even for large infrastructures. Modeling real
major provider resource costs, we show that networking costs can be a major factor
in highly distributed infrastructures, and assess Phare benefits over Firmament with
up to 10x deployment cost reduction scheduling 10K applications on 1K clusters.
Furthermore, our tests on network congestion show that Phare can effectively reduce
the bandwidth usage between clusters, resulting in more efficient resource usage and

better overall performance.

Overall, our results demonstrate the effectiveness of Phare in optimizing mi-
croservice application scheduling on multi-cloud highly-distributed infrastructures
and suggest that it can be a valuable tool for organizations that rely on scattered edge

resources to run their applications.



Chapter 4

Energy-aware orchestration in the

Computing Continuum

The widespread adoption of cloud computing technologies enabled a notable consol-
idation of computational resources, which resulted in unprecedented service agility
and massive cost and energy savings [111, 112]. In recent years, the I'T landscape
has evolved further, with myriads of sensors and Internet of Things (IoT) devices
being installed in homes, industrial premises, and public spaces [113]. The edge
computing paradigm has been proposed as an approach to reduce computational
latency (as processing happens closer to data sources) and bandwidth usage while

improving privacy and reliability.

The computing continuum has been introduced as a viable solution to integrate
cloud, edge, and IoT sensors while providing guarantees in Quality of Experience
(QoE) even for computationally-intensive latency-sensitive applications [114—117].
However, as of today, most edge computing installations consist of servers deployed
on premises that process data, which is further elaborated in remote data centers.
This top-down approach, in line with the original cloud computing paradigm, simply
extends the cloud data center approach to a local point of presence, failing to integrate

with the edge substrate and to leverage the unused processing capacity.

In the following, we first present a preliminary evaluation of the energy consump-
tion benefits provided by the computing continuum (Section 4.1). This is followed by
a detailed description of the proposed distributed energy-aware allocation framework
tailored for the continuum (Section 4.2).
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4.1 Energy assessment of the Computing Continuum

In this first section, we validate the proposed continuum use case, emphasizing
the possible benefits for the computing infrastructure in terms of overall power

consumption.

This work, based upon novel technologies that enable an initial implementation
of the computing continuum [14], extensively evaluates the possible benefits of such
a paradigm shift in our university production and educational environment. These
initial results can be easily generalized to cover a real enterprise department, in
which each layer (i.e., Cloud, Fog, Edge, etc.) can leverage the resource continuum
to actively execute the desired applications. However, such an approach requires
an extension of both the concept of cloud and edge. First, the cloud is no longer
perceived as the centralized computing power, located in the core of the network, but
it rather generalizes to any set of servers that run cloud orchestration frameworks (i.e.,
including also private cloud). Second, the edge is further extended to include also
end-user devices (e.g., laptops, mobile phones, etc.). Therefore, from the end-user
perspective, applications can either be executed locally on end-user devices or in the
continuum, based on the application QoE requirements and the specific goal of the

infrastructure (e.g., reduce latency, power consumption, etc.).

4.1.1 Main contributions

This innovative approach to edge-to-cloud management and orchestration raises many
additional challenges to cope with the dynamicity and heterogeneity of computing
devices. Still, it has the potential to bring the same benefits of the cloud also to the
edge of the network, e.g., with respect to power consumption. In fact, this work [19]
presents a preliminary assessment of the potential energy savings when the fluid
technology is used. This is achieved by analyzing a real use case in the computing
continuum, namely a University lab that can benefit from the increased flexibility
in running user applications on all the available devices. To achieve this goal,
two additional minor contributions can be also envisioned: (i) we introduce a new
definition of performance requirement, to describe the application QoE within the
heterogeneous devices of the continuum, and (i7) we define a possible methodology
that enables the shift from current desktop applications to the fluid containerized

environment.
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4.1.2 Related works

The computing continuum, as an emerging concept, has been intensely discussed in
recent literature as a promising solution to allow further evolutions on many “smart”
systems (e.g., Smart-cities, Smart-grid, and Smart-industry) [114, 118, 119]. In
fact, the Cloud-to-Edge resource continuum guarantees low-latency communications
with sensors and actuators, and high-performance computing (HPC) for further data
analysis and forecasting. Function-as-a-Service (FaaS) showed some promising
results, leveraging the heterogeneous resource continuum: function calls can be
executed in the different sections of the resource continuum depending on the
individual requirements. Although this work focuses on lightweight virtualization
(i.e., containers), FaaS experiences similar requirements, because, as it happens
with containers, computing resources must be granted to function call execution.
Pilot-Edge [117] introduced a FaaS interface for application-level tasks on a resource
continuum with heterogeneous devices. Delta [115] further extended the problem
representation, introducing dynamically evolving estimates of function execution
times to determine the most appropriate location. Still, both solutions focused
on maximizing the performance for function call execution, neglecting possible
implications in the infrastructure power consumption, which, instead, has been
intensively investigated in [120-122]. However, they primarily focused on reducing
the power consumption for battery-constrained end-user devices, not accounting for
the additional energy requirements on servers. In our case, instead, we overcome
such a narrow evaluation and encompass all the different devices of the continuum

in the evaluation of the energy-aware application placement.

The Cloud-to-Edge continuum is a very dense and complex scenario. Resources
can be considered unlimited at the core level (i.e., Cloud), whilst they become scarce
at the Edge. Thus, simulation represents a way to achieve an early-stage evaluation
before moving to real-world (and more expensive and complex) testbeds. Abreu,
David Perez, et al. [123] proposed a comparative analysis of three of the most
promising simulators for the Cloud-to-Fog continuum. Specifically, iFogSim [124],
CloudSimSDN [125] (both extensions of the well-known CloudSim [126]) and
YAFS [127] guarantee enhanced flexibility in the definition of both the infrastructure
and the workloads, while providing empirical results also in terms of infrastructure
power consumption. Still, none of the above simulators can provide an experimental

evaluation to correctly model the heterogeneity of devices that may be part of the
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computing continuum, as the only perceived difference between Edge and Cloud is
strictly related to the amount of available computing power, and not to the perfor-
mance of a specific device. Our evaluation is - to the best of our knowledge - the
first to properly account for and simulate the heterogeneity of computing resources

in the continuum while providing insights on the infrastructure power consumption.

4.1.3 Device characterization

University campuses may include a wide variety of devices, such as servers, laptops,
desktop computers, and, lastly, low-end devices like Raspberry PIs. They differ not
only in terms of the number of available computing resources (i.e., number of CPU
cores) but also in terms of performance per core, as different CPU architectures
may provide very different computing power (e.g., one Raspberry ARM Cortex core
is significantly less powerful than a high-end Intel i7 core). Therefore, traditional
performance metrics, usually expressed in terms of number of CPU cores reserved,
need to be replaced with a CPU-independent mechanism, which can guarantee that

the same amount of work is done despite any difference in CPU architectures.

We used the Passmark score! to compare the performance among different CPU
models, which represents a free alternative to the costly SPEC? suite. At the same
time, it avoids the known limitations of MIPS benchmarks, which focus on the
number of instructions per second and do not capture the complex set of conditions
affecting the CPU performance (e.g., core turbo boost, thermal throttling, etc.).
In fact, the Passmark score mimics the behavior of several common applications,
including complex mathematical calculations involving compression, encryption,
and physics simulations, to effectively evaluate the performance of a given platform.
It is widely adopted by the computing community and has shown consistent results
even across different OS [128, 129]. For our evaluation, the Passmark tool has
been containerized using Docker for two reasons: (i) Docker is widely used as
virtualization technology in cloud solutions, allowing us to replicate the execution
environment for a generic workload, and (ii) it offers the possibility to restrain the
Passmark execution on a subset of computing resources (e.g., on N CPU cores),
hence allowing us to map the “traditional” representation of computing resources into

the new Passmark metric. Specifically, the Passmark container has been executed by

Thttps://www.passmark.com/.
Zhttps://www.spec.org/benchmarks.html.
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linearly increasing the number of CPU cores assigned and collecting the related value
of Passmark score. The proposed performance metric enables the characterization
of the desired workload in terms of CPU resources (e.g., N vCPU) required on any

given platform to deliver the same workload (e.g., M Passmark score).

In addition to performance, different CPU architectures heavily differ in power
consumption, as some chips are designed for power efficiency (e.g., Raspberry PlIs),
whereas others privilege processing performance (e.g., servers). As a consequence,
this work needs first to establish a common ground to compare performance and
power consumption across different CPUs. Power consumption metrics are then
evaluated to correlate device power requirements with delivered performance. Specif-
ically, these metrics are collected using a smart plug, connected directly to the wall
outlet, monitoring the total power consumption of the device, while progressively

increasing the number of CPU cores assigned to the Passmark application.

Results in Fig. 4.1 correlate the performance of different devices (hence, different
CPUs) in terms of energy required to deliver a single Passmark (the lower, the better).
Due to the different levels of performance achievable by each CPU, a new CPU was

added to the plot when the previous ones become 100% loaded, hence resulting in
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Fig. 4.2 Components involved when running a user application with the traditional approach
vs using a fluidified approach.

the ‘saw tooth’ shape of the figure. As shown in the figure, it is not always possible
to identify the most efficient device, as such efficiency may be extremely variable,
depending on the applied workload.

4.1.4 Application characterization and containerization

This work relies upon the novel concept of fluid workload distribution, which
fundamentally changes the way applications are perceived and executed, in particular
when referring to most of the current desktop-oriented applications. This new
paradigm defines a computing continuum of resources, in which applications are no
longer executed solely on the particular device where they have been requested by
the user. Instead, applications can be started on the most convenient device within
the infrastructure, as it happens with the cloud computing paradigm. This paradigm
shift requires not only a proper infrastructure, able to provide benefits in the given
scenario, but it could potentially involve a substantial re-design of the application to

allow seamless interaction for the end user.

Compared to the current monolithic approach (Figure 4.2), in which the end
user directly interacts either with the application through the local desktop or with
the remote server, such as running remote virtual desktops (i.e., Virtual Desktop
Infrastructure — VDI) through a generic orchestrator, the fluidified approach heavily

relies on containerization to run the same workloads, while maintaining the same
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interaction with the end-user. Specifically, our fluid applications are composed of
three layers:

1. Application container: the traditional, monolithic process now running in a
containerized environment.

2. Display server: it captures all the graphical input/output of the application
and makes them available to the remote user, without any modification to the

running application. This is currently implemented as a VNC server.

3. Web proxy: it enables the interactions between a client and the display server
through the HTTP/HTTPS protocols, hence through a web browser, which
simplifies the user experience. Technically, it transforms WebSockets (RFC
6455), and the subsequent TCP bi-directional traffic, into the VNC protocol
spoken by the Display server.

Although this layered approach enables a seamless shift of current applications
towards the fluid approach, it could add some performance drawbacks, caused by the
graphical processing performed both on the end-user and application side. A more
recent trend in application development foresees the strict decoupling of application
logic and content visualization (i.e., in a cloud-native client-server fashion). The
fluidified approach would massively benefit from such a design choice, removing the
unnecessary overhead caused by the proxy and display server layers and, additionally,
with the possibility to share the same back-end replica between multiple front-ends.

Recently, our university has adopted a similar solution to deliver the Programming
Fundamentals exam to the enrolled students.> Multiple containerized replicas of the
PyCharm IDE are executed on private servers, and students were able to interact
with the IDE using only a web interface, directly connected to the remote instance of
the application through a noVNC server. This work considers a further evolution of
such an approach, leveraging the computing continuum to distribute the applications
across the entire infrastructure, according to specific execution constraints (i.e.,

power consumption).

In addition to the web interface, such a distributed system requires additional

computing resources also on the server side for the control plane logic to ensure the

3https://medium.com/the-liqo-blog/liqo-in-production-at-turin-polytechnic-20ed7 1dca475.
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correct execution. Specifically, the orchestrator logic can be shared among multiple
devices (i.e, the control plane can be executed on a small subset of machines),
whereas an additional layer of fluid substrate must be introduced to guarantee the

dynamic infrastructure re-configuration.

4.1.5 Experimental evaluation

This section presents a preliminary assessment of the potential energy savings of
the cloudified approach when used in a realistic use case. Specifically, devices are
modeled, based on the performance and power consumption metrics described in

Section 4.1.3, to better assess the heterogeneity of computing resources.

The purpose of this evaluation is to investigate the possible benefits of the
cloudified approach, enabled by the consolidation of the computing resources in
the continuum. In this respect, we implemented a scheduling algorithm based on a
brute-force exhaustive search, which guarantees the capability to find the best job

placement with respect to the overall power consumption.

Experiment Setup

The computing continuum is evaluated against the “traditional” workload execution,
referred to as baseline, in which applications are executed directly on the end-user
terminals or, in case of lack of computing resources, on the dedicated set of servers
that are statically configured on purpose. While in the case of the local execution,
the energy consumption is purely due to the reference application (plus the power
required to run the physical machine), measurements with the remote execution
always account for the web interface to connect to the remote application and the
additional requirements of the containerized workload (this also applies in case of
“traditional” workload execution on remote servers). Instead, the OS server-side
overhead is always present, as well as the requirements of a generic orchestrator (i.e.,
Kubernetes in our case), whereas the additional fluid substrate is present only in the

continuum approach.

The requirements of the fluidified approach (detailed in Section 4.1.4) are sum-
marized in Figure 4.3 in terms of processing power. Particularly, [B] identifies

processing components present in the baseline ([B*] applies only if static server
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Fig. 4.3 Passmark requirements of the different components of the fluid solution.

remotization is present), while [F] highlights components that must be considered
in the fluid approach. The web interface overhead is evaluated by measuring the
Google Chrome CPU requirements to connect to the remote instance. Specifically,
the resource usage of the client front-end never exceeds 500 Passmark, correspond-
ing to the 7% of the CPU in our desktop (as a reference, the desktop OS settles at
around 300 Passmark, ~4% CPU). Instead, the overhead for the orchestrator can be
evaluated by averaging the computing requirements on a given period and results
to be about 1800 Passmark (/1% of CPU usage of the server). Finally, the fluid
substrate includes the requirements for the Ligo control plane logic,* the selected
lightweight framework to create and manage the continuum infrastructure, which
requires ~80 Passmark.

Fluid workload distribution

We modeled an infrastructure based on a realistic university environment, which is
composed of 15 user terminals (respectively, 5 desktop computers, 5 laptops, and 5
Raspberry PlIs, the same depicted in Figure 4.1), to replicate the possible interactions
of the end-users with the infrastructure, and 2 servers (server#l in the same figure), to
provide additional computing power and to cope with more demanding applications.
We simulate 15 users, each one submitting the same workloads to the infrastructure

(simulating end-user requests to execute applications), which are modeled based

“https://liqo.io.


https://liqo.io

4.1 Energy assessment of the Computing Continuum 79

------ Baseline —— 1 app —— 2 app — 3 app

25 | -

15 |- |

10 |- -

Energy Saving (%)

0 I R SRS PSS RSSO FS R SR R -
| | | | | | | |
0 1,000 2,000 3,000 4,000 5000 6,000 7,000 8,000

Submitted workload per device (Passmark)

Fig. 4.4 Power consumption saving with respect to the baseline increasing the submitted
workload.

on the Passmark described in the previous section. Specifically, we increased the
workload from 500 up to 7500 Passmark.’

Results in Figure 4.4 compare the overall power consumption of the computing
continuum against the baseline. Specifically, the continuum is evaluated in three
different configurations (i.e., 1-2-3 app/user) representing the number of applications
deployed by each user (hence, requested on each device), while the value on the x
axis represents the cumulative workload deployed for every device (e.g., x = 2000
accounts for 1 application of 2000 Passmark, 2 applications of 1000 each or 3
applications of 666 each). The proposed simulation raises two considerations: (i)
The computing continuum is always able to guarantee a non-negligible reduction
in power consumption (i.e., approximately between 5% and 25% if we consider the
most realistic case of 3 applications per user) (ii) The reduction of power consumption
depends also on the processing requirements of the deployed applications. In fact,
having multiple relatively small workloads can drastically increase the number of

potential locations for their optimal placement.

Figure 4.5 depicts how the submitted workloads are spread across the available
devices due to the combination of the fluid workload distribution and the hetero-
geneity of our hardware. The percentage of the utilization on the different devices

in the infrastructure strictly depends on the cumulative demands of the deployed

3As a reference, 7500 Passmark corresponds to 7 CPU cores in our desktop.
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Fig. 4.5 Device resource usage increasing the submitted workload.

applications and is extremely variable, demonstrating the advantages of the rather
aggressive optimization opportunities granted by the fluid approach. Overall, when
the computing demand is rather low, desktops and laptops appear to guarantee the
most efficient placement, whereas in the case of high computing demands servers
can provide better scheduling opportunities. As a result, further optimizations can be
implemented to make the most out of the continuum by dynamically turning on/off

the devices, depending on the applied workload.

4.1.6 Conclusions

With the introduction of the concept of computing continuum, highly geographically-
dispersed computing resources can be logically aggregated in the so-called resource
continuum, with the possibility to define resource-sharing policies between cloud,
fog, and edge and guarantees in QoE for computationally-intensive latency-sensitive
applications. As an emerging concept, the computing continuum is still widely
unexplored and the focus has only recently shifted from the application QoE to the
possible benefits for the distributed infrastructure.

This work envisions a possible use case for the computing continuum, in which
also end-user devices can share the unused processing capacities and the generated
workloads may be executed on the different layers of the continuum, minimizing

on the overall power consumption of the infrastructure. First, we propose a CPU-
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independent mechanism for performance characterization, which can describe the
application QoE within the heterogeneous devices. Performance metrics are then
correlated with power requirements to assess device efficiency; results suggest an
extreme variability, depending on the applied workload. Then, we discuss a possible
methodology to shift from current desktop applications to a fluid containerized
environment, including a detailed analysis of the related requirements. Finally,
extensive simulations validate the proposed continuum use case, focusing on the

overall power consumption of the computing infrastructure.

Our findings suggest that the capability of the continuum to leverage computing
resources on all available devices enables a non-negligible reduction of power
consumption, despite the additional requirements of the continuum orchestration
components. Indeed, small-medium-sized applications allow for better consolidation
and, consequently, are best-suited for the continuum with a 13.3% reduction of
power consumption on average, and 25% peaks. In addition, as the percentage of the
utilization on the different devices of the infrastructure is extremely dynamic and
strictly related to the cumulative demands of the deployed applications, it is possible
to further optimize the overall power consumption, leveraging the dynamic powering

of the unused devices, which will be investigated in our future works.
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4.2 Distributed energy-aware orchestration

In recent years, containerization has emerged as a lightweight and versatile method
for packaging applications, enabling consistent operation across diverse infrastruc-
tures [1]. This paradigm has driven the cloud-native revolution, shifting the focus
from individual servers to entire data centers. Moreover, edge and fog computing [3—
5], which prioritize geographical proximity, low latency, and improved privacy, have
adapted these principles for smaller, distributed data centers at the network’s edge,
enhancing service flexibility.

Within the European project FLUIDOS, we emphasized that effective resource
utilization across a continuum requires exposing resources as a unified pool. Het-
erogeneous and geographically distributed computing resources enable advanced
allocation policies by incorporating device location as an additional dimension. This
spatial awareness enhances allocation policies related to the energy consumption of
the infrastructure [130-133]: (i) workload characteristics can be leveraged to identify
the most energy-efficient devices within the infrastructure, and (if) workloads can be
shifted in time and space to align with the availability of renewable energy sources,
fostering sustainable computing.

4.2.1 Main contributions

Such goals can be achieved both by centralized and distributed allocation policies.
From a functionality perspective, the former can guarantee the best allocation scheme
for the submitted workloads but, at the same time, requires a constantly updated
knowledge of the infrastructure. The latter, instead, reduces or, in some cases,
eliminates the non-trivial need to share the infrastructure nodes utilization status
leading to an (sub)optimal allocation. Therefore, we identify the protection of
sensitive node utilization metrics as one of the main concerns when choosing the

most suitable approach.

To this end, this work proposes a distributed allocation framework, which relies
on a distributed consensus algorithm to allocate tasks using private utility functions.
The algorithm operates in two phases: (i) a task dispatching during which each node
decides how green it is to execute that task on its available resources using the local

private utility function and (if) a consensus during which the nodes communicate to
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each other the output value of the function, deciding for an optimal task allocation.
The framework allows each node within the infrastructure to employ a utility function,
indicating its willingness to accept (and allocate) a particular task. Later in this work,
we propose a utility function for energy-awareness, still, each node can implement
a custom one, reducing the need to disclose information and enhancing its privacy
with the infrastructure. Eventually, for each task, the framework will converge on

the unique optimal task allocation.

4.2.2 Related Work

Recent advancements in distributed task allocation have significantly improved mo-
bile edge computing, multi-robot systems, and distributed computing environments.
In the realm of multi-robot systems [134] presented a distributed task allocation
and scheduling algorithm for missions with tight coupling between tasks, empha-
sizing the importance of addressing temporal and precedence constraints through
a distributed metaheuristic algorithm. Generalizing the scenario, [135] proposed a
load-balancing technique that randomly probes two nodes in edge-clouds and selects
the one with the less load to place the tasks to provide a QoE guarantee. Finally,
focusing on the distributed algorithm, [136] presented an allocation policy based on
the CBBA consensus algorithm that, differently from other distributed algorithms
like RAFT [137] and Paxos [138, 139], have a convergence guarantee. Still, while
being able to provide privacy guarantees, none of the above proposals included

energy consumption in the problem formulation.

Including energy into the allocation problem, [120-122] tackled the problem of
task offloading in mobile computing. However, they primarily focused on offloading
techniques to reduce power consumption for battery-constrained end-user devices,
neglecting additional energy requirements on servers. [133] further extended the
problem, including an online joint offloading and resource allocation framework
to prevent edge devices from exceeding a specified energy budget. Cloud-to-edge
infrastructures are typically shared among multiple users thus requiring both to
correctly model user mobility [140], and balance between energy-awareness while
providing delay-guarantees in task execution [141]. Authors in [142] extended the
problem formulation with a time-division multiple-access system for minimizing
the weighted sum of mobile energy consumption under the constraint of compu-

tation latency. Finally, the energy-aware workload re-distribution has also been
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Fig. 4.6 Each node maintains a utility function to determine its suitability for executing a
specific task, and the underlying framework analyzes the outputs from these utility functions
to converge on an optimal task allocation.

addressed, including heterogeneous edge devices in the problem formulation [131],

and evaluating the applicability on vehicular networks [130].

In the present study, we have examined several works related to task allocation
in edge-to-cloud infrastructures. However, all of the works presented thus far require
varying degrees of knowledge on infrastructure status, compromising the privacy of
certain nodes unwilling to share sensitive information. We, therefore, assert that the
joint allocation of tasks in distributed edge-to-cloud infrastructures, which considers

both energy and privacy requirements, remains largely unexplored.

4.2.3 System architecture

The edge-to-cloud approach follows a decentralized and peer-based model similar
to the Internet. This approach allows diverse participants, including large cloud
providers, smaller enterprises linked to specific territories, and even small offices
or homeowners, to independently and dynamically determine with whom they want
to share resources by choosing who to peer with. After joining this edge-to-cloud
infrastructure, each participant in this continuum may pursue individual goals (e.g.,
maximize resource usage, or profits) or share some common objective (e.g., minimize
the overall infrastructure power consumption). It is worth mentioning that if the
nodes in the continuum pursue a common goal, some level of information disclosure

is required.
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On top of this continuum infrastructure, applications must be efficiently allocated
(i.e., satisfying all the execution requirements), and nodes should compete to identify
the most suitable location to host the execution. In this regard, each node is equipped
with its utility function that maps how much a given node is willing to host one appli-
cation or a part thereof in the case of microservice-based applications. Customizable
utility functions can include metrics such as resource usage and power consumption;
however, the output value must fall within a predefined range to ensure fairness in
allocation. Nonetheless, multiple nodes can share the same utility function to pursue

global objectives or opt for a custom one in the case of local objectives.

We then use a distributed consensus-based RAFT-like algorithm to reach a
consensus among the participants in the continuum to select the node with the
highest utility value. The RAFT protocol allows the creation of a compute node
mesh (see Figure 4.6) to exchange the output of the utility functions consistently.
This can be achieved through an automatic leader election process that selects the
node that is fully responsible for managing log replication on the other servers of
the cluster. © Our distributed protocol operates in two phases: task dispatching and
consensus. First, each node receives the allocation request of an application. To
secure the hosting of the job or part of it (e.g., a subset of constituent microservices),
the node shares the output value of its utility function. Specifically, each node checks
the value of the current highest utility with the other cluster members, overriding
it if higher. At the end of the consensus phase, the information of the node with
the highest utility is replicated among all the nodes in the continuum to perform the
actual allocation.

4.2.4 Problem Formulation

We now describe the resource allocation protocol designed to guarantee the optimal
allocation. Such a mechanism is designed to clear the resource allocation problem
when competing jobs must be concurrently run on the hosting physical infrastructure,
participating in what we call a federation .# while minimizing the overall power

consumption of the computing infrastructure.

®In the RAFT terminology, a cluster comprises the set of nodes involved in the distributed
consensus.
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We assume a collection of .4 physical nodes, potentially hosting one or more
jobs, and we index such nodes withn € 4", where 4" = {1,...,N}, with N being the
total number of nodes participating in the federation .%. Each node is then equipped
with computing resources (i.e., CPU), denoted as c¢,. It is worth mentioning that
most Cloud-based solutions typically describe computing resources in terms of CPU
and memory resources; however, since the highest correlation occurs mostly between
CPU usage and power consumption, memory requirements will be omitted in the

problem formulation without losing generality.

Furthermore, physical nodes are also described using the transfer function P(x),
which correlates the CPU usage x with the energy required to sustain such load (the

exact formulation of P(x) will be detailed Section 4.2.5).

We assume that each hosting node » has a (private) utility function U,, and we
are seeking an allocation solution that maximizes the sum of the utilities of all nodes.
Such utility function is a policy of our resource allocation mechanisms and can be
tuned to be engineered for various application and infrastructure goals. In the scope

of this work, we design the utility function for a generic node n to be as follows:

1

Un®) = 5 =Bty

4.1)

where U, (x) is a function of the CPU usage x. Specifically, upon receiving the
request to allocate a task that would increase the resource usage of the node to a
value of x, the value of utility is the reciprocal of the difference between the power
consumption of the node n at the expected usage x, and the power consumption com-
puted for the prior resource usage xq (i.e., the step increase in power consumption).
Intuitively, the lower the increase in power consumption to host the requested job,

the higher the utility value.

Our primary objective is to determine an allocation of a set of jobs, referred to
as je€ #,where ¢ ={l,...,J} onto the nodes in .4 of the federation ensuring
a conflict-free assignment, i.e., satisfying the computing requirements of the job
without exceeding the available computing capability ¢, of each node n. Indeed,
every job j has particular resource needs that must be met during allocation to
ensure optimal execution across the nodes’ resources. To this end, following the
microservice-based approach, we represent each job j as a set of loosely coupled
components .7, and we index such components for each job j withm; € ., where
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AMj={1,...,M;}. We assume that each component m; of the job j has a specific
computing resource demand, and we denote it with r,, i Given such notation, a
conflict-free assignment is an assignment in which each component m; of the job
request j is mapped to one and only one of the hosting nodes n (note that multiple

valid mappings of a job over the topology are possible).

Based on the above notation, we model the (NP-hard) constrained graph match-

ing resource allocation problem upon the arrival of the job j with the following:

max Z Z Z Un(y;) 4.2)

Y e je_g med,

st Y Y yirm <ca Vne N (4.3)
JEZ meM;
Y ) yi=M, Vje 7 (4.4)
neN meM;
Y yi<i Vne NV Vje J (4.5)
me///j

where the allocation variable y; € {0, 1}¥*M; is intended to assign job j (i.e., the
set of its components) on the node n. Equation (4.2) seeks to maximize the node util-
ities as a function of the allocation variable y; under the constraint (Equation (4.3)),
which enforces that the sum of resources assigned to the node n does not exceed
the physical capacity ¢, for the same node. Finally, the conflict-free assignment is
enforced with (Equation (4.4)) and (Equation (4.5)), respectively stating that all the
components of the job j are allocated (i.e., we don’t consider a partial allocation as

valid) and the same component is not assigned to multiple nodes.

4.2.5 System Model

Beyond performance, CPU architectures vary significantly in terms of power con-
sumption, with some chips being optimized for energy efficiency (for instance,
Raspberry Pis) and others prioritizing processing power (like those used in servers).
Therefore, it is essential for this study to first establish a baseline for comparing both

performance and power consumption across various CPUs.
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We started by conducting real measurements to evaluate the power consumption
of the devices and then extrapolated the results to obtain an accurate mathematical
model. To assess power consumption, the study uses a smart plug connected to
a wall outlet and monitors the total power usage of the device as the number of
CPU cores allocated gradually increases (following the work in [19]). Using such
experimental results, we can define a mathematical model to represent devices’

power consumption as a function of the CPU usage x as follows:

if 0 <
Plx) = ox+ B, ifo<x<p 6)
ox+(ap+B—96p), ifp<x<2p

where p represents the number of physical cores of the system. In detail, devices
experience different power consumption patterns, depending on whether or not the
current CPU usage x exceeds the number of physical cores (i.e., logical cores are
also required to sustain the load). Specifically, with a CPU usage = 0 all devices
experience an idle power consumption 3, which is typically more prominent in the
case of servers. Until all the physical cores are reserved, the power consumption
typically follows a linear increase with a slope value of . Then, the power consump-
tion keeps increasing linearly but with a lower gradient value (6 < ). The values of
o, 3,0 are device-specific, but the values for devices belonging to the same class

(e.g., server, workstation, Raspberry PI) fall into predefined class ranges.

Next, in the consensus phase, the optimal job energy-aware allocation described
in Equation (4.2) can be achieved by weighting the components m; of each job j
based on the individual computing requirements r,,; and prioritizing the ones with the
lowest demands for the bidding process. As a result, this approach drastically reduces
resource fragmentation, allowing the most energy-efficient devices to maximize their

efficiency.

4.2.6 Experimental evaluation

Using a simulation-driven approach, this section details the experimental evaluation
of the proposed solution, further validated within the software framework provided
by the FLUIDOS project.
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Table 4.1 Infrastructure setup.

| SERVER | DESKTOP | RASPBERRY |
CPU Model | (Intel Xeon Gold 5120) | (Intel Core i7-6700) | (ARM Cortex-A72)
Count 5 5 5
# CPUs 28 8 4
o 1-7 10-20 0.5-1
B 150-180 10-20 2.5-45
5 0.5-at 0.2-6 NA

Setup

The simulated infrastructure is composed of 15 devices in total, 5 Desktops, 5
Servers, and 5 Raspberry PIs. Table 4.1 summarizes the main characteristics of the
devices and the ranges for the a, 3, and 0 values used to represent devices’ power
consumption based on the model described in Equation (4.6). Figure 4.7 depicts the
resulting correlation between the CPU usage and the expected power consumption

of the different classes of devices in the infrastructure.

As discussed in the introduction, we aim to achieve the best allocation for infras-
tructure power consumption while preserving the privacy of devices unwilling to
share any internal metrics. To this end, throughout the simulation, we tested different
configurations, namely DA-n (i.e., distributed-allocation-n), representing scenarios
in which all the nodes participate in the process using the utility function described in
Equation (4.1) (i.e., DA-0), and scenarios in which some of the nodes are not willing
to share sensitive information and, instead, rely on custom utility functions (i.e.,
DA-[2,4,6,8] in which the number represents the number of devices not participating
in the energy-aware process, thus introducing noise in the process). Specifically,
such nodes implement a random utility function to represent the maximum possible

unpredictability.

Results are then compared with the well-known Kubernetes scheduling algorithm
(shortened in k8s in the following figures), which is not energy-aware and accounts
only for available computing resources in the nodes, and a brute force allocation
policy (shortened in BF), which has the full knowledge of the infrastructure and can
thus perform the best allocation concerning power consumption.
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Fig. 4.7 Correlation between CPU usage and power consumption of the different classes of
devices included in the simulated infrastructure.

The submitted workloads consist of 500 tasks, arriving at a rate of one task per
second, with CPU needs varying within a specified range as shown in Figure 4.8. As
we can see, the majority of tasks require approximately 2 CPU cores, but a conspicu-
ous set of jobs has a much higher resource demand (up to 15 CPU cores). ’ Instead
of each task’s CPU demand being uniformly distributed across its components, it is
randomly divided in a non-uniform manner across 1 to 6 components (i.e., microser-
vices). This means that for a task with six components, the CPU requirement for
each component isn’t simply one-sixth of the total demand, but rather, the demands
of all components together equal the overall task requirement. Each task is defined

by its execution time, and resources are freed up immediately upon completion. To

"The dataset has been characterized starting from the Alibaba’s public trace available at https:
//github.com/alibaba/clusterdata.
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Fig. 4.8 Distribution of the CPU demand of the submitted workloads.

evaluate how the system handles different demand levels, we conducted simulations
using varied execution times, ranging from 1 second to 140 seconds.

Energy-aware allocation

Figure 4.9 depicts the power consumption of the different configurations previously
detailed, along with the brute force and Kubernetes-like allocation policies as a
reference. Specifically, Figures 4.9a to 4.9c represent the result of the allocation
varying the duration of the submitted jobs, respectively, with 60, 100, and 140
seconds. Intuitively, increasing the task duration while keeping the same arrival rate

results in different pressures for the computing infrastructure.

The results show that if all nodes use the energy-aware utility function presented
in this work (DA-0), it is possible to obtain almost the same results as the optimal
brute force approach for the overall power consumption of the infrastructure. The
difference with respect to the optimal allocation is always << 5%, demonstrating
that we can always achieve a near-optimal allocation. Instead, if we increase the
number of devices not actively participating in the energy-aware allocation, we
notice that the gap with the optimal allocation keeps increasing. Still, even with
eight devices not participating in the energy-aware allocation (i.e., more than 50%
of the devices of the infrastructure), we can always obtain better results than the
Kubernetes-like allocation policy. Overall, we can say that, on average, an energy
un-aware allocation policy like k8s always requires between 5% and 20% more

energy than our energy-aware allocation policy.
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Fig. 4.9 Power consumption of the infrastructure varying the duration of the submitted jobs
(i.e., the load on the infrastructure) for the different configurations.

It is worth noting that the possible benefits derived from energy-aware allocation
strictly depend on the amount of workload submitted to the infrastructure. With
highly saturated infrastructures, as the scenario depicted in Figure 4.9c, the possible
solutions for the allocation problem are extremely limited, resulting in almost compa-
rable results for all the configurations. In fact, if the infrastructure is overloaded with
job requests, the allocation problem becomes a simplified version of the knapsack
problem (i.e., fit as many jobs as possible with the few available resources). Still,
both the brute force approach and our allocation policy could allocate all the jobs in
less time than k8s, resulting in the outliers in Figure 4.9¢ (in those time instants, the
consumption is = OW).
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Fig. 4.10 CPU consumption of the infrastructure varying the duration of the submitted
jobs (i.e., the load on the infrastructure) for the different classes of devices included in the
simulation.

Such results can motivated by the fact that the energy-aware allocation policy can
preemptively select only the most efficient nodes for the job execution while leaving
the less efficient ones only in case of saturation of resources. In fact, Figure 4.10
details the CPU utilization of the different classes of devices in the infrastructure for
the case of DA-0 configuration. As we can see, with low saturated infrastructures as
in Figure 4.10a, our proposal relies almost entirely on servers and Raspberry Pls to
host the submitted tasks (being the most energy-efficient devices of the lot). Instead,
if we increase the load submitted to the infrastructure as in Figures 4.10b and 4.10c,
the system has to select less energy-efficient nodes to host the workload.

As a final comment on the results, although our approach proved some interesting
results on this specific setup, the same considerations and benefits can be achieved
on any infrastructure with heterogeneous devices, in which it is important to consider
not only the processing capability of the different devices but also the energy required
to obtain such computation.

4.2.77 Conclusion

This study presents a distributed framework to optimize energy consumption in

heterogeneous computing environments for cloud-to-edge computing environments.



94 Energy-aware orchestration in the Computing Continuum

Leveraging custom utility functions, the framework demonstrates a promising ap-
proach to optimizing task allocation while minimizing energy consumption across
the network, bypassing the need to share private resource information. Compared
to traditional centralized allocation policies and Kubernetes-like scheduling algo-
rithms, our method offers significant improvements in energy efficiency without
compromising the privacy of the compute nodes participating in the federation.

In the forthcoming works, the temporal shifting of workloads shall be evaluated
alongside the present geographical shifting to enhance the already encouraging
outcomes further. This shall be accomplished by incorporating information on the
proportion of energy utilized by various devices (green versus brown energy) to
encourage the development of sustainable cloud and edge computing infrastructure.
In addition, a trade-off between QoE and energy consumption should be evaluated to

provide execution guarantees for high-priority applications.

4.3 Final Remarks

The exploration of energy efficiency within the Computing Continuum has high-
lighted the necessity of bridging theoretical energy assessments with practical or-
chestration strategies. First, a detailed energy assessment revealed the intricate
relationship between device performance and energy consumption. By character-
izing both devices and applications, we laid the foundation for understanding the
inherent energy requirements of the continuum. These insights were pivotal in iden-
tifying opportunities for optimization, particularly in dynamic workload allocation

and energy-aware computing.

Building on these findings, we later introduced a distributed energy-aware or-
chestration framework that leverages these assessments to optimize task place-
ment dynamically. This framework integrates energy consumption metrics into
its decision-making process, enabling the continuum to balance performance with
energy efficiency. By adopting decentralized strategies, the framework minimizes
resource contention and ensures a scalable approach to managing the energy impact

of computational tasks.

Together, these sections demonstrate how theoretical analysis and practical im-

plementation can converge to address the critical issue of energy sustainability in
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distributed systems. By combining rigorous energy characterization with intelligent
orchestration mechanisms, the Computing Continuum can achieve not only opera-
tional efficiency but also alignment with broader environmental and sustainability
goals. This holistic approach reinforces the role of the continuum as a dynamic,
adaptive, and energy-conscious infrastructure, paving the way for future innovations
in energy-aware computing.



Chapter 5

Resilient Orchestration in the

Computing Continuum

The proliferation of renewable energy sources (RES) into power systems poses new
challenges to grid operators, who have to ensure the proper and reliable operation of
the electrical grid [143]. To this end, efficient and accurate state estimation (SE) is
fundamental to achieve near-real-time monitoring, especially at the distribution level
(i.e., the last mile of the electrical grid) where this function plays a central role in
the implementation of smart grid features [144]. Research on distribution system
state estimation (DSSE) began near 1990 [145] and recently, many projects have
introduced the applications of phasor measurement units (PMUs) in the distribution
networks [146].

Managing the bi-directional energy flows introduced by the emergence of small-
medium-sized distributed energy resources is a complex task. Due to the increasing
dynamics and uncertainly changing behavior of the distribution grid entities, such
as dual load-generator actors, advanced monitoring and real-time decision-making
are becoming crucial elements to ensure the stability and reliability of the grid. The
Information and Communication Technology (ICT) infrastructure plays a vital role
in enabling real-time large-scale data collection from advanced metering devices
and offering high processing capabilities. The modern distribution grid must be
considered as a complex cyber-physical system where the grid components and the
ICT infrastructure constitute a unified fault-tolerant system that ensures operational
continuity [147].
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Synchrophasors supplied by Phasor Measurement Units (PMUs) have gained
attention as one of the key measurements that can enable enhanced monitoring and
control of distribution grids [148, 149]. Widely deployed in the last decades on the
transmission grid, PMUs and their corresponding data collectors, known as Phasor
Data Concentrators (PDCs), have provided unprecedented situational awareness to
Transmission System Operators (TSOs) [150]. The enhanced reporting and sampling
rates of phasor, frequency, and Rate Of Change Of Frequency (ROCOF) estimates
from voltage and current signals, coupled with precise time synchronization across
vast areas, represent a significant technological advancement capable of addressing
the observability limitations within the distribution system. Although PMUs can
improve distribution network monitoring, a crucial aspect of future power systems
is their resiliency also in the case of natural disasters (e.g., extreme weather events,

earthquakes, etc.) or cyberattacks.

Applications that leverage the advantage of synchronized phasor measurements
in active distribution grids include wide-area visualization, advanced monitoring,
control and protection, advanced microgrid operation, distributed energy resources in-
tegration and control, and high-accuracy fault detection and location purposes [151].
This diverse range of applications presents significant challenges for the ICT in-
frastructure, requiring solutions for ensuring measurement accuracy, availability,
resilience, low latency, optimal reporting rates, as well as precise time synchro-
nization. Also, the 2021 IEEE guidelines on PMUs installation [152] highlight the
importance of “data quality” to support real-time mission-critical applications at the
utility scale, where it is stressed that data availability is as crucial as data accuracy.
Furthermore, it highlights how the planning of PMUs installation shall carefully

evaluate the IT network capability to assess which services can be guaranteed.

5.1 Main contributions

In this context, emerging computing paradigms have been considered to tackle these
challenges: (i) the cloud computing paradigm, that offers the possibility to acquire
scalable, high-performance, elastic computing resources thus allowing for the stor-
age, management and real-time analysis of the significant volume of data generated
by PMUs, facilitating seamless data sharing across operators [153]. (ii) the fog/edge

computing paradigm emerged in the distribution grid scenarios to satisfy the strict
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latency requirements of applications (for control purposes, typically on the scale
of tens of milliseconds), to reduce the burden of PMU data transportation and to
enhance the overall system resiliency through local processing capabilities [154]. To
efficiently manage applications in the different computing layers (cloud, fog, and
edge), containerization and orchestration techniques have been recently implemented
in synchrophasor measurement systems [21]. Among the various advantages, sim-
plified declarative configuration, automation, and and self-healing capabilities in
case of faults are particularly valuable. However, despite the emergence of common
interfaces for applications orchestration over infrastructures spanning across the
different layers of computing, industry-standard approaches handle each infrastruc-
ture as a multitude of (connected) isolated silos instead of a unique virtual space.
This work proposes and validates a synchrophasor measurement infrastructure that
encompasses the adoption of a novel architectural computing paradigm, called liquid
computing [14], which builds upon and extends the well-established cloud and edge

computing approaches towards a computing continuum.

The liquid computing combines the features of cloud and fog/edge solutions
while bringing two main advantages to synchrophasor measurement systems: (i)
automate the management of application life-cycle (ii) improve the resiliency of the
ICT infrastructure in failure scenarios. The creation and maintenance of the liquid
continuum have been evaluated considering the computing cost and communication
overhead. This study aims to identify the optimal balance between the benefits
of liquid computing and the associated costs for the synchrophasor measurement

infrastructure.

5.2 Related Work

PMUs are sophisticated devices designed to provide synchronized estimates of pha-
sors, frequency, and ROCOF derived from voltage and current signals. These devices
achieve synchronization with absolute timing by utilizing Global Positioning System
(GPS) signals and have reporting at rates of 10, 25, 50, 100, or 200 frames per second
in 50 Hz power systems [155]. Synchrophasor data collected from multiple PMUs
are aggregated by PDCs, which ensure the time-synchronized integration of data
streams and deliver PMU data to monitoring and control applications. Distribution

grids generally contain hundreds more nodes than equivalent high-voltage systems.
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Given the expected high penetration of PMU deployments in the distribution grid
and the associated high reporting rates, the volume of data is projected to increase
significantly, requiring scalable and resilient data processing and management infras-
tructures. For this reason, cloud-based architectures for synchrophasor collection
and analysis have been implemented in the last decade. A first implementation
has been proposed by Maheshwari et al. [156] that presented a PMU-based state
estimation application on a cloud architecture. Luo et al. [157] demonstrated how
data-intensive and compute-intensive power applications can leverage the advantages
offered by the cloud computing paradigm. Recently, industry real-world use cases of
synchrophasor measurement infrastructure leveraging cloud computing have been
implemented. The cloud deployment of a wide-area monitoring and data-sharing
platform is presented in [158]: ISO-New England and New York Power Authority
shared real-time data collected from PMU/PDC measurement infrastructure through
the so-called "GridCloud" platform based on a popular public cloud. Other cloud
computing real-world PMU use cases are presented in [153], which highlights the
enhancement in resilience offered using cloud computing and implementing particu-
lar architectures that mitigate network disruptions and service outages. Certainly,
current cloud-based power systems provide robust solutions for high-demand appli-
cations; however, they face several significant challenges. While traditional cloud
architectures offer high-speed processing and ample storage capacity, they are often
inefficient for real-time services. They are typically bound to cloud premises with
limited or no control over geographically dispersed computing resources at the edge
of the network. Decision-making and power system operations are more sensitive to

network latency and have to be highly resilient against faults.

To tackle this challenge, the edge computing paradigm has been applied to
smart grid monitoring and control applications. Edge computing poses the process
capabilities near the terminals, alleviating the service latency of real-time decision-
making algorithms. In addition, edge computing can help to enhance the resilience
of the system, providing local edge intelligence when communication with control
centers is disrupted. In this context, A. Meloni et al. [159] proposed and validated a
Cloud-IoT-based architectural solution for a PMU-based state estimation application
that combines cloud capabilities and edge-computing advantages. The authors
proposed the introduction of a "Virtual Object" at the edge which implements local
policies in order to decide whether to send or not PMU data remotely but has

limited processing capabilities. In a wider context, Chen et al. [160] presented a
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layered architecture to describe the deployment of distributed metering applications
to the edge. Data measured from meters and IoT devices placed on the power grid
are analyzed, processed, and stored at the edge of the measurement infrastructure.
In [161], a 3-phase Smart Meter Architecture was implemented to self-configure,
collect electric measurements from the power grid, and run power grid algorithms
on edge devices. While these works utilize the local processing power of edge
computing, they neither assess the system’s resiliency nor implement any self-healing

capabilities.

In parallel with the development of edge and cloud computing paradigms, con-
tainerization and orchestration technologies have emerged to enhance the automation
and resilience of power grid services. Monitoring and control applications are restruc-
tured into containerized microservices, enabling them to be efficiently orchestrated
across multiple physical devices. Leveraging the potential capabilities of orchestra-
tion and containerization technology in a smart grid environment, Li ef al. [162]
introduced an Energy Management System (EMS) orchestrated architecture built on
a Kubernetes cluster, to solve the reliability problem of EMS software under limited
resources. Pau ef al. [154] presented a service-oriented Distribution Management
System (DMS) based on Low-Cost PMU measurements leveraging containerization
and Kubernetes-based orchestration technologies. In this context, at the end of the
paper, they hinted at a possible DMS implementation that also exploits edge com-
puting to achieve scalability, relaxing the communication towards the upper-level
control center and decoupling different portions of the distribution system, while still
allowing the coordination of services running locally. Recently, Stoupis et al. [163]
proposed an edge architecture for distribution grid applications, e.g. fault detection,
1solation, and restoration application based on Docker and K3s technologies fully
leveraging the capabilities of the edge paradigm combined with orchestration tech-
nology. They highlighted the concept of hierarchical grid intelligence as the future
of the grid’s architectures. The application of orchestration and edge computing
technologies in the context of synchrophasor measurement infrastructure is described
in the work of Galantino ef al. [21]. Automatic configuration of PMU-PDC com-
munications during network reconfigurations, automatic redirection of PMU traffic
in the event of PDC service redeployment to a different location, and reduced data
loss during PDC failures are the key benefits achieved. Additionally, overall system

resilience is improved due to minimized downtime of ICT services.
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The works presented implement distribution grid applications leveraging either
the cloud computing paradigm, collecting data and processing them in a centralized
cloud location, or the edge computing paradigm, allocating processing resources
close to data sources. They do not consider leveraging the two layers as a unique
virtual environment. Moreover, the presented works do not evaluate the resilience
of the proposed architectures, which is a critical factor for ensuring the operational
reliability of smart grids. While orchestration techniques can enhance application re-
silience, cross-layer orchestration across both edge and cloud layers has not yet been
widely adopted, limiting the full resilience and automation benefits that orchestration
can offer. In this work, we propose a synchrophasor measurement infrastructure
based on a novel architectural computing paradigm called liquid computing, which
unifies edge and cloud layers into a single virtual and resilient environment. Through
this approach, we assess and demonstrate improvements in resilience and service
automation.

5.3 Requirements

The introduction of distributed energy resources requires essential changes in distribu-
tion planning, control, operation, and protection methods. Geographically distributed
sensors providing synchronized measurements and real-time decision-making are
needed to address the challenges of the distribution system. The PMU’s high report-
ing rate and precise synchronization over wide areas bring numerous advantages
for a large number of applications. Each application has specific requirements that
have to be satisfied by the ICT infrastructure. The application requirements can be
classified as:

* Availability: availability is defined as the ratio of measurement expected by an
application at a given reporting rate versus the measurement that arrives at the
application.

* Resiliency: strictly related to availability, resiliency is defined as the capability

to react and recover from failures minimizing the system downtime.

* Latency: strictly related to availability, latency is the time difference between
the arrival time of PMU data and the time of PMU data being generated at
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the source. If latency is above a specific threshold the application will discard
the data, impacting availability. Depending on the type of application, latency

requirements can vary from hundreds to thousands of milliseconds.

* Accuracy: measurement accuracy is defined by the PMU device and is evalu-

ated considering for steady-state synchrophasor measurement the Total Vector
Error (TVE) of 1 %, the Frequency Error (FE) of 0,005 Hz, and ROCOF error
(RFE) of 0,4 Hz/s (only for P class measurements) [155]; The PMU device
packages the data and transmits it to its destination, if the data changes due to
network availability and latency, the communication protocol will account for

the variation.

Time synchronization: strictly related to the accuracy, the time synchronization
error should be sufficiently low to keep the TVE, FE, and RFE within the
specified limits, e.g. to measure the phase angles of voltage and current, the
clock must be accurate within 25 microseconds [155].

* Reporting rate: applications may require different rates of PMU measurement

being reported, for 50 Hz systems typical reporting rates are 10, 25, 50, 100,
200, for 60 Hz systems are 10, 12, 15, 30, 60, 120, 240.

 Scalability: selected applications may require multiple measurement points

per feeder, the measurement infrastructure architecture should account for
the acquisition of data from hundreds to thousands of PMU devices, require-
ments are qualitatively expressed considering a low, medium, and high-density

architecture needed.

In general, advanced distribution monitoring and control applications have more

relaxed requirements in terms of latency and availability with respect to advanced

distribution protection applications. Minimum availability of 95%, maximum latency

of 1000 ms, and minimum reporting rate of 25 Hz (for 50 Hz systems) are required

by applications of wide-area monitoring which leverage the time-synchronization

advantage introduced by geographically scattered PMUs.

' These applications

require at least one measurement per feeder, depending on observability criteria, and

'As a reference, distribution protection, fault detection and stability management applications
require a much higher availability of data (more than 99%, up to 99.9%), lower latency (between
150ms and 300ms), but approximately the same reporting rate.
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data processing is expected to be at the control center site, resulting in a medium-
density architecture. Volt-Var control applications, which address the complex
voltage and reactive power control in modern distribution systems, have similar
requirements (95% availability, 2000 ms latency, and 10 Hz reporting rate) as long as
real-time distribution system operation applications. The latter uses PMUs to monitor
voltage and current data to operate the distribution system reliably identifying and
mitigating impacts caused by DER’s variable behaviour. The ICT architecture
for monitoring and control applications should be highly resilient and tolerant of
communication interruption and software/hardware failures. Higher latency values
are tolerated by analysis applications that are typically deployed in near real-time

and at control centers’ premises.

Finally, requirements are even more relaxed for applications targeting the plan-
ning of the distribution system (or combined transmission-distribution systems),
DER and loads forecasting, improved load-shedding schemes, commercial loss
analysis, or power grid resilience analysis. Particularly noteworthy is the case of
microgrids, small-scale power grids that can connect to the main power grid or oper-
ate independently from it, thanks to the significant integration of DER. Advanced
microgrid applications use synchronized high-reporting rate measurements to enable
the microgrid’s reliable operation and control in grid-connected and islanded mode.
Local processing capabilities are required within the microgrid, resiliency should
be guaranteed inside the microgrid and in case of communication breakdowns with

control centers.

The aforementioned applications based on synchrophasor measurements aren’t
isolated and must be deployed on a shared ICT infrastructure. Therefore, architec-
tural decisions in designing the ICT architecture should take into consideration the
full spectrum of requirements, ensuring a more integrated approach. The system
requires distributed and centralized processing capabilities. Substations should be
equipped with edge computing capabilities to perform initial data processing (e.g.,
filtering, aggregation, fault detection) close to PMU data sources. This reduces
the need for high-bandwidth transmission to centralized systems and ensures faster
response times for critical applications. Applications that do not have strict latency
requirements can be deployed on centralized servers (at control center premises)
or even on cloud platforms for advanced analytics, long-term storage, and control
center operation. The ICT architecture should be designed to scale both horizontally

(adding more PMUs) and vertically (e.g. increasing computational power and storage
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capacity at the edge or integrating cloud-based services that provide flexibility to
scale resources on demand). A key feature is that the management of the appli-
cations should be fully automated and easily configurable, allowing for seamless
operation and adaptability. The communication layer of the ICT architecture should
be carefully designed supporting real-time data transmission with low latency and
high availability. Over large geographic areas, a reliable Wide Area Network (WAN)
is needed and at a substation level communication at high-speed, low-latency Local
Area Network (LAN) is expected. Ensuring the resilience of the ICT architecture
is critical for sustaining the reliability of grid operations. Protection, control, and
monitoring systems must be capable of managing failures without significant degra-
dation in availability. More importantly, these systems should possess the ability
to autonomously recover with minimal human intervention. This necessitates the
design of an ICT architecture with inherent self-healing capabilities, ensuring no
adverse impact on system performance. In addition, the capability to continue func-
tioning even in case of network disruption with a control center is crucial for selected
applications. In this context, it is imperative to assess the resilience of these systems

considering the impact of multiple ICT failures.

5.4 Liquid Computing

To achieve observability in power grid distribution systems, monitoring devices are
required at the power grid edge. The simplest approach would involve collecting
data streams in a single, centralized management cluster. However, while theoreti-
cally straightforward, this approach is impractical, as the central cluster would be
overwhelmed by the need to collect and process potentially hundreds or thousands
of data streams. Additionally, the management of such dispersed infrastructure
requires manual and potentially error-prone intervention from the Distribution Sys-
tem Operators (DSOs). A more feasible solution would involve the creation of a
single “big cluster” using state-of-the-art technologies like Kubernetes to simplify
the management and combine all the compute nodes in the network. As a result, this
approach provides the support for relocating part of the computation closer to the

data sources, thus reducing the computational burden on the central cluster.

However, despite the emergence of common interfaces for applications orches-

tration over infrastructures spanning across the different layers of computing (i.e.,
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Fig. 5.1 The Liquid continuum breaks down the siloed-based approach in the computing
scenario by creating a logical infrastructure that aggregates the computing resources of the
various layers. Applications can then be deployed anywhere in the continuum depending on
execution requirements.

cloud, fog, and edge), industry-standard approaches handle each infrastructure as
a multitude of isolated silos instead of a unique virtual space. In fact, none of the
technologies available on the market natively support the “big-cluster” architecture
previously mentioned as they are typically designed for cloud environments (i.e.,
with guarantees in network connectivity). Each compute facility, hereinafter referred
to as a cluster, is thus a separate entity, independently managed and does not integrate
with the other clusters of the grid (i.e., closer to the end users). This leads to: (i)
unmanageable complexity when controlling such highly-dispersed infrastructure,
and (ii) a sub-optimal fragmented view of the overall available resources, preventing
the seamless deployment of fully distributed applications. No resource compensation
is ever possible, hence preventing applications from transparently moving from an
overloaded or temporarily unavailable cluster, e.g., due to unexpected spikes of re-
quests, to another one, underused and potentially offering better performance. At the
same time, the deployment of complex applications composed of multiple microser-
vices, each one with specific requirements (e.g., low latency, access to specialized
hardware, . ..), as well as the enforcement of proper geographical distribution and
high-availability policies, requires the interaction with different infrastructures.
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Accounting for these demands, this work relies on a novel architectural paradigm,
called liquid computing as described in the seminar paper[14], which builds upon
and extends the well-established cloud and edge computing approaches towards an
endless computing continuum. Overall, the resulting computing domain abstracts
away the specificity of each cluster, presenting to the final users (e.g., a system
administrator) a unique and borderless pool of available resources, the so-called
big cluster. Thanks to this abstraction (see Figure 5.1), applications are no longer
constrained in a specific silo, but are free to fly possibly in the entire infrastructure,
selecting the most appropriate location depending on its requirements (e.g., data
proximity), and the available resources, while retaining full compatibility with
traditional orchestrating frameworks (e.g., Kubernetes). With liquid computing, all
communications between applications are mediated by the virtual network fabric,
which guarantees seamless communications independently from the location of each

microservice.

In the context of smart-grid monitoring, liquid computing can bring a twofold
contribution: (i) automate the management of the application life-cycle, providing
the state-of-the-art control strategies to enforce the desired state for the execution,
and (ii) improve the resiliency of the entire IT infrastructure by relying on nearby
compute nodes in the event of unforeseen network partitioning events, or hardware/-
software failures in one of the clusters. Obviously, the creation and maintenance
of the liquid continuum has a cost, e.g., in terms of computing (additional software
services running on the nodes) and communication overhead (exchanging messages
to synchronize data in the different entities). This work has the ambition to deter-
mine the best trade-off between the advantages brought by liquid computing and the

corresponding costs.

5.5 Architecture

The electric power control and monitoring network, as shown in Figure 5.2, shares
some similarities with a logical hierarchical tree topology. The Operative Center
(OC) oversees a given number of primary stations (i.e., substations that deal with high
voltages in the range from 4 kV to 35 kV phase-to-phase), collecting measurements
and enforcing control strategies to bring the entire system to the desired state.

Primary stations can either be considered as the leaf of the infrastructure (i.e., no
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Fig. 5.2 Logical hierarchical structure of the electrical grid, with the Operative Center (OC)
overseeing the entire infrastructure of primary and secondary substations.

outgoing connections towards other stations) or can, in turn, oversee other primary
or secondary substations (i.e., last mile to the domestic customers). Although this
work focuses on monitoring applications, we can assume that applications serving
different purposes in the electrical grid might coexist in the OC.

Although quite simple, this hierarchical architecture cannot be directly replicated
using the default version of Liqo. In fact, Liqo does not allow for multi-level
architectures as the resulting topology may lead to circular behaviors that would
impact the convergence of workload allocation. For instance, in a scenario in which
cluster A is connected to cluster B, which, in turn, is connected backward to cluster A,
when cluster A receives the request to deploy an application it can decide to delegate
the allocation to cluster B. Now, if cluster B autonomously decides to offload the
application back to cluster A the entire process would never reach convergence and

the application would never be executed.

However, the hierarchical topology can still be implemented by flattening the
entire infrastructure, relying then on labels to differentiate the multiple substations.
The resulting infrastructure is based on the concepts of groups and levels, i.e., each

cluster can be categorized based on logical group and hierarchical level. Groups
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Fig. 5.3 Proposed architecture for the monitoring of the electrical grid, differentiating
substations based on groups and levels.

represents different domains for the monitoring system, i.e., all the substations that
oversee the same geographical area and whose metrics have some sort of correlation
in the processing seen by the OC. We further assume that monitoring services, when
possible, can be executed on any cluster belonging to the same group. Levels,
instead, prevent the loss of information derived by the flattening process previously
described by representing the depth of the substation in the hierarchical architecture.
Specifically, Figure 5.3 details the resulting architecture implemented using Liqo.
The leaf clusters are segmented into independent groups by assigning each node
within the cluster a label that uniquely identifies its respective group. These groups
are not mutually exclusive regarding the ownership of a node, provided there is no

logical contradiction among the identifying labels.

5.5.1 Implementation

This implementation is depicted in Figure 5.3, where the Operative Center (OC)
occupies the central position of the topology, establishing unidirectional peering with
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offloading capabilities towards every other entity (i.e., substations) in the topology,

whether it is a primary station or a secondary station.

This allows the OC to manage all application deployments, making it the central
access and management point for the entire infrastructure. The remaining clusters are
divided into groups, typically consisting of a primary substation and its associated
secondary substations. These groups represent a logical domain of applications with
their own high-availability distributed database system for data and configuration
persistence and, therefore, do not have interconnections among them. Within a
group, all clusters form a full mesh of unidirectional peerings simply to enable
communication in case applications are deployed onto different clusters. As a result
of this configuration, applications can be deployed on the OC, which will in turn
delegate the execution to the most appropriate cluster within the infrastructure based
on the geographical constraints of the same application (e.g., the execution is bound

to the set of clusters belonging to the “metropolitan area” group).

The cluster representing the Operative Center is a critical point as it hosts the
central logic of the network, but the effects of a failure or disconnection of this
node are negligible when compared to environmental constraints. Specifically,
in case of physical failure of the OC, the peripheral substations can continue to
operate transparently, i.e., the applications therein deployed are not affected by the
failure. In fact, Liqo simply extends the visibility of resources from the OC, without
affecting the control capabilities of the peripheral clusters that still maintain control
over the local resources. However, since the OC represents the control point of
the infrastructure, the obsevability is deeply affected until the failure is resolved.
Nonetheless, we can argue that this failure scenario is negligible because without the
central node’s logic, the network would not be observable by default, and, moreover,
such failure may affect as well other applications outside the scope of monitoring.
Therefore, in the following, we assume the OC to be implemented using cloud-based
solutions that can guarantee a level of availability > 99.99%.

In contrast, all other failures are recoverable from the perspective of the OC.
Failures within a cluster are generally recoverable in a short time as the applications
are automatically and quickly recreated into a healthy cluster of the same group
in case of disconnection or internal pod failure. Disconnections of single clusters,
multiple clusters, or parts of the network containing data production sources (PMUs)

are automatically recoverable only with the restoration of the connection itself as the
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PMU is physical hardware tied to its node and cannot be moved to others. However,
as discussed before, the disconnected clusters maintain their functionality also when

disconnected.

5.6 Experimental evaluation

In the following, we demonstrate the properties of the liquid computing architecture
when applied to the monitoring of the power grid. The proposed architecture is first
evaluated based on the requirements within our proprietary testbed facility, replicat-
ing the scenario of an isolated section of the ICT infrastructure, focusing on the local
properties enforced in each substation (Section 5.6.1). Then, through experiments
we evaluate the capability of the infrastructure to support application requirements

in terms of latency, availability, and resiliency at a global scale (Section 5.6.2).

5.6.1 Computing requirements

Given the recent trend in the industry, our architecture is heavily based on Kuber-
netes,” which includes implementations also targeting low-resource devices, hence
not requiring datacenter-grade servers. In addition to its native features (e.g., auto-
matic service restart/re-spawn in case of failure, multi-master capabilities, etc.), it
includes a large software ecosystem that can provide well-tested solutions for many
common problems, such as data redundancy. Specifically, K3s> is the Kubernetes
distribution chosen for edge sites, which features a very limited resource consump-
tion (CPU, memory, disk), performance close to vanilla Kubernetes [164] and a very

simple setup.

Monitoring services (i.e., PMUsim and OpenPDC) have been containerized to
be executed in a cloudified environment, hence only Linux-based operating systems
have been considered for our evaluation. To keep the results consistent, Ubuntu
20.04 has been used as the base OS for all measurements. We considered both x86
and ARM architectures, 64-bits, which will be hereinafter referred to respectively as

x64 and arm64. Further information are available in Table 5.1.

2https://kubernetes.io
Shttps://k3s.io/


https://kubernetes.io
https://k3s.io/
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Table 5.1 Relevant specifications of the machine used to carry out the tests.

Architecture x86 (64-bit) arm (64-bit)
Machine VM Raspberry Pi 4B
linux kernel 5.4.0-48-generic 5.4.0-1042-raspi
CPU model Intel Xeon (Cascadelake) | Cortex-A72
CPU cores 4 4

CPU frequency | 2.2 GHz 1.5 GHz
Memory size 8 GB 4 GB

Evaluation method

CPU and memory consumption metrics have been collected using sysstat, gath-
ering information using Linux standard counters with a cron job executed every
minute. CPU usage represents the time in which the CPU is not idle and the system
does not have an outstanding disk I/O request. Memory usage simply accounts for
the non-free memory at a given time. Applications were executed in their standard
operating conditions, e.g., PMU producing data at a constant rate, while the PDC
receives, processes and stores the above data flow. Tests have been carried out for
at least 4 hours to demonstrate that applications have a consistent behavior over
time and to collect enough data to perform significant statistical analysis, identifying

confidence intervals and outliers.

Our solution introduces an additional layer of abstraction for data persistence
leveraging the enhanced storage features provided by Longhorn CSI,* which features
advanced data management capabilities coupled with minimal resource requirements
e.g., compared to other software such as Rook/Ceph. The Longhorn service can be
replicated on multiple nodes within each site, each instance attached to a distinct data
volume created on the node itself. Longhorn instances are coordinated to guarantee
that any data is replicated on different physical volumes (hence nodes), providing
the selected level of redundancy to survive the departure of N data volumes.

Reaction times tests have been carried out using helper bash scripts to poll
system events and store their timestamp for subsequent analysis. Each single case

will be explained more in-depth in the dedicated section.

“https://longhorn.io/


https://longhorn.io/
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Fig. 5.4 CPU and memory usage comparison for service execution on bare metal and with
containerization.

Containerization overhead

This test quantifies the additional resources required by containerization for the same
application installed on bare metal. The PDC service has been containerized using an
Alpine base image on arm64 and an Ubuntu base image on x64, which resulted in the
most efficient CPU and memory usage in their respective environments. However,
this experience suggests that the base image to be used when containerizing a service
cannot be given for granted and should be properly assessed in a real production
environment.

Figure 5.4 shows that the CPU overhead added by the container environment is
negligible both in case of x64 and arm64 (actually, CPU consumption even improves
in case of arm64), whereas the additional memory is in the order of a few megabytes
(53MB for x64 and 40MB for arm64). This confirms that containerization overhead
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Fig. 5.5 Orchestrator CPU and memory requirements on K3s master and worker nodes, with
and without Longhorn.

is almost negligible — regardless of the device architecture — even for edge devices
with limited computational power.

Orchestration and distributed storage overhead

This test quantifies the resources required by K3s, i.e., the cost of the orchestration
(without any additional workload), differentiating between worker and master nodes.
This evaluation is needed to quantify the resource requirements for each cluster (i.e.,
substation) in the infrastructure. Figure 5.5 shows the resource requirements of the
different setups. As expected, the master node results in a higher CPU and memory
footprint with respect to worker nodes, because of the additional requirements of
the control plane components; the use of Longhorn further increases the footprint
in master nodes on arm64 devices (5% of CPU and 30% of memory). Although

the orchestration overhead is no longer negligible as for containerization, K3s and
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Longhorn can provide a good balance between resource usage — still tolerable even
for a low-end device such as a Raspberry Pi — and the advantages brought in by an

orchestrated system, which provides enhanced data and service resiliency.

Orchestrator reaction times

In Kubernetes the reaction time upon node/service failures can be dramatically
reduced using replicas, i.e., N instances of the same service are executed simulta-
neously, guaranteeing service resiliency in the event of n < N failures. Although
appealing, replicas cannot provide benefits in our case. In fact, multiple PMUs
instances would share the same physical measurement device, hence resulting in
hardware contention. PDCs are not suitable either, as the default Kubernetes load
balancing mechanism sends data to either one of the replicas. This results in data
partitioned across all the PDC instances and the consequent necessity of data re-
aggregation before further processing, which would not satisfy our requirement of

leveraging existing applications. Therefore, only single replica services are evaluated.

Our test evaluates the orchestrator reaction time upon the occurrence of two
possible failure events to assess local resiliency (the resiliency introduced by the
liquid computing will be evaluated later): (i) container restart after unexpected
execution failure (simulated by forcibly sending a kill signal within the container,
hence killing the process delegated to the synchrophasor exchange and triggering
the re-scheduling policy of the orchestrator); and (ii) container re-instantiation in a

healthy node after a node either fails or becomes unreachable.

We used the tcpdump command to measure the time required by PMU and PDC
to actively restore the synchrophasor exchange process, monitoring then the actual
network packet exchange between the components. Results are then compared
to the widespread nginx web server, which provides insights on the maximum
performance of a cloud-native application. The entire process is repeated 10 times to
obtain statistically relevant data.

Results, depicted in Figure 5.6, show that Nginx, designed to be fully cloud-
native, experiences the fastest restart time, rarely exceeding Ss. Instead, PMU and
PDC are not designed to operate on a Cloud environment and the measured restart
time ranges between 6 — 12s for the PMU, and between 18 — 25s for the PDC. The
proposed results raise some additional considerations: (i) In our configuration, the
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Fig. 5.6 Data flow restart time interval in case of nginx, PMUs and PDCs.

Kubernetes control plane checks every S5s the state of the specific service (e.g.,
healthy, unhealthy). Therefore, the contribution of the orchestrator on the final
restart time cannot exceed Ss in the worst case and can be further reduced upon
configuration. The remaining time is thus related to the service control logic to re-
instantiate the communication and can be reduced only with proper code refactoring.
(ii) As of today, the recovery upon monitoring service failure is not automated,
and in many cases still requires manual intervention. This implies that monitoring
services have different resiliency requirements, compared to control services, and
can withstand longer service disruption (e.g., minutes), without compromising the

smart-grid operability.

The node failure is emulated by pushing a set of firewall rules in iptables to
isolate the target node from the rest of the infrastructure. The isolation process is
repeated multiple times, in order to cover any possible failure, as the application
placement within the infrastructure is (almost) completely delegated to the orches-
trator and may vary over time. The K3s master is continuously polled to check
when the target node is marked as unreachable and measure the time required to
re-instantiate the containers running on it. Figure 5.7 shows the three critical reaction
intervals: (i) time required for the master to recognize a failed node and set its
status as NotReady/Unreachable, (i) time to re-create all the containers hosted in

the failed node and to restore the application data flow, and (ii7) the total time to
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Fig. 5.7 Time required to recover services on a disconnected node.

have the service restored on the remaining running nodes. Specifically, the total
re-creation interval is bounded to the slowest-restarting service (i.e., usually the
PDC), and the time interval required to identify a node failure strictly depends on
Kubernetes control logic and experience high variability, depending on the moment
of the failure and the next node health check. Still, even in the worst case, the
proposed infrastructure can recover to node failure event within 70s, well below the

requirements.

5.6.2 The continuum resiliency property

The focus now shifts from the local cluster to the liquid infrastructure proposed in
this work. The infrastructure replicates the logical topology depicted in Figure 5.3.
Specifically, one central cluster oversees all the different substations (i.e., primary
and secondary), which, in turn, are labeled to differentiate the respective role in
the grid. Each substation is then implemented with a Virtual Machine (VM), each
with 4 CPU cores, 8GB of RAM, and 25GB of storage, to replicate the limited
computational capacity that can be deployed on the substations of the distribution
layer. It is worth noticing that this evaluation focuses on devices with limited
computing capabilities to replicate a conservative deployment scenario. In fact,

considering the number of substations in the distribution layer it is economically
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unfeasible to install dedicated servers on each substation. Still, increasing the
computational capacity available in the substations would drastically improve the
performance of the overall infrastructure. This evaluation thus serves as a baseline

for future improvements.

Each VM hosts a Kubernetes cluster, specifically K3s° is the Kubernetes distribu-
tion chosen for edge sites, which features a very limited resource consumption (CPU,
memory, disk) [21], performance close to vanilla Kubernetes [164] and a very simple
setup. Applications are executed in their standard operating conditions, e.g., PMU
producing data at a constant rate, while the PDC receives, processes, and stores the
above data flow. In detail, we consider a three-layered chain of monitoring services,
with the PMUs generating synchrophasor measures, a first-level PDC collecting the
flows from one (or more) PMU, and a second-level PDC aggregating the streams
from one (or more) first level PDCs. The functionalities of the PDC are based on
the openPDC software system ©, which has been containerized to ensure compati-
bility with Kubernetes. In addition, the distributed DB Percona XtraDB 7 has been
adopted to ensure data persistency across clusters for PDC configurations and phasor

measurements.

Finally, the execution of PMUs is considered to be fixed, i.e., bound to the
specific substation equipped with the proper monitoring sensors, whereas the PDCs
are bound to a specific group in the infrastructure and can therefore be executed on

any cluster within the group.

[Latency] Infrastructure latency

Given that data is typically transmitted using TCP protocols (i.e., IEEE C37.118
communication protocol for synchrophasors, or IEC 61850-90-5 standard), latency
is measured as the round-trip time of a packet. This first evaluation focuses on the
additional latency introduced by Kubernetes and Liqo in the proposed infrastructure

by measuring the latency between the different clusters.

Firstly, to establish a baseline for the tests, the network latency is calculated
by averaging the mean of values obtained from the virtual machines. Figure 5.8
shows that the measured network latency in our testbed is negligible (as the VMs
Shttps://k3s.io/

®https://github.com/GridProtectionAlliance/openPDC
"https://github.com/percona/percona-xtradb-cluster-operator
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Fig. 5.8 Latency contribution of the liquid computing expressed in terms of network and
infrastructure latency. Overall, the liquid computing infrastructure introduces 1.3ms of
latency, well below the requirements of monitoring applications.

are all executed within the same data center) and is approximately 0.8ms. Then, the
latency introduced by the infrastructure is evaluated. In fact, Liqo and Kubernetes
both handle and forward the traffic flows, introducing potential sources of overhead.
To this end, we evaluated the time difference between the moment in which a packet
is received by the application, and the time the packet was generated from another
application running on a different cluster (i.e., different machine). As a reference,
we compare the latency introduced by liquid computing with the latency for the
same communication in case all compute nodes belong to the same Kubernetes
cluster (1.2ms as a reference value). Specifically, we estimated this total (end-to-end)
latency of the Liquid infrastructure to be on average 1.9ms, which allows us to
estimate the infrastructure latency as the difference between the total latency and
the network latency. As a result, the infrastructure only introduces a fixed latency
contribution of 1.1ms, which is two orders of magnitude smaller than the network
latency experienced in most wide area network installations for the IT system and
well below the requirements of the monitoring applications. Finally, it is also worth
mentioning that the maximum latency measured for liquid computing is 4.5ms, but
this is most likely due to our testbed facility experiencing temporary latency spikes
as the same behavior can be observed by considering only the network latency.

[Availability] Data stream

The combination of Liqo and Kubernetes preserves the functionality of the moni-
toring infrastructure in case of disconnection of part of the clusters from the main

communication network (a.k.a. island mode). In fact, assuming that a substation
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Fig. 5.9 Data Stream continuity in case of failure. In case of a disconnection from the main
network grid, services running on a different cluster experience a downtime in the data flow
(higher data stream), however, services running on the isolated site are not affected and
continue to seamlessly operate (lower data stream).

and the controlled substations detach from the rest of the infrastructure as a conse-
quence of a disruptive event, the execution of the applications therein deployed is
not affected, and enhanced control logic can be implemented to instantiate essential
applications in the isolated site.

The continuation of operations can be observed in Figure 5.9, which illustrates
the data stream represented as the number of received packets seen by an instance
of PDC lower and its directly superior PDC higher, shortly before and shortly
after the disconnection of the cluster hosting the PDC lower and its data sources,
which occurred at 465s. The PDC lower continues to receive data from the sources,
operating in an isolated environment, while PDC higher stops receiving the data
stream from the isolated source. As a result, the data is still collected from the
lower level PDC, potentially used by applications scheduled locally or stored in a
local database, and can be later forwarded to the higher level PDC as soon as the

connection is restored.
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Fig. 5.10 Data Stream continuity in case of failure. In case of a disconnection from the main
network grid, applications running on remote clusters can be instantiated locally to cope
with the loss of connectivity. The figure combines the data stream received by the first PDC
instance (blue), and the data stream received by the new PDC instance (green).

In addition, the isolated site still maintains control over the computing resources
and can adopt (if needed) countermeasures to overcome the lost of connectivity. In
the scenario depicted in Figure 5.10, the isolated site detects the connectivity failure
with the upstream portion of the network, and automatically deploys a replica of
the PDC instance locally. This can be achieved by enhanced control logic deployed
in the clusters of the infrastructure with the task of checking the status of the
communication. If issues are detected, then local instances of the remote application
can be enforced locally. As a result, once the new replica is ready, the communication
can be re-instantiated. Specifically, in Figure 5.10 we represented the data stream
seen by the PDC before the failure at time 135s, and the data stream seen by the
newly instantiated replica at time 150s. Additionally, we can also observe that the
new replica receives quite fewer packets compared to the initial one, due to the
fewer endpoints to scrape information from. It is worth mentioning that this self-
healing process can be customized depending on the requirements of the application
(e.g., maximum acceptable downtime, ... ). In fact, high response time can reduce
downtime, but at the same time, it might affect the overall system performance in

case of intermittent communication channels.
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Fig. 5.11 Reaction times with liquid computing.

[Resiliency] Reaction time

In the following, we evaluate the time required for the OC to detect a disconnection
from any of the downstream substations. This time is, in fact, crucial to evaluate the
responsiveness of the infrastructure to implement countermeasures in the event of
network partitioning events. Specifically, unforeseen and disruptive network events
are replicated in the testbed by randomly selecting one of the clusters, disabling the
network interface of the machine (i.e., isolating the machine from the rest of the
network) while constantly checking at the Kubernetes level in the OC when such
failure is detected.

As we can see from Figure 5.11a a failure in one of the substations can be always
detected within 11s (we label this time as detection time). This is due to the fact
that clusters constantly report to each other their health status. The absence of
such checks would notify the occurrence of a disruptive event. As a result, if the
disconnected substation is hosting the PMU, then also the stream of data will be
interrupted until the substation becomes reachable again. In this case, we assume
no countermeasure is possible if the PMU and the corresponding measuring sensors
are unreachable. Instead, if the substation is hosting the PDC, after approximately
10s on average it is possible to implement countermeasures to re-schedule some
of the applications hosted in the failed cluster into a suitable location. It is worth
mentioning that such mechanism is natively provided by Kubernetes and will be
shown in following section.
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[Resiliency] Stream reaction time

The following tests measure the downtime of a data stream originating from the
PMU in the following scenarios: (i) Internal failure of a PDC, i.e., unexpected failure
in the application, resulting in the rescheduling of the same application (we label
this as reaction time). (ii) Fault/disconnection of the cluster hosting a PDC, i.e.,
unexpected failure of the cluster hosting the PDC, resulting in the application being

rescheduled to another cluster (ideally, equal to detection + reaction time).

The downtime is calculated from the timestamp of the last data frame of the
old stream to the timestamp of the first data frame of the new stream. The use
of the data frame timestamp is crucial due to the PMU’s real-time production of
data frames at 40 millisecond intervals (based on EU frequency standard), ensuring

precise downtime calculations and analysis.

PDC Failure The failure scenario of the PDC was simulated by raising a custom
exception to the PDC application. As a result, the Kubernetes control plane im-
mediately identify the error state and takes care of starting a new healthy replica
either in the same cluster or in another cluster belonging to the same group. The
test results, displayed in Figure 5.11b, illustrate the reaction time as the median
duration required for the lower-level PDC application to resume normal operation.
Specifically, this duration encompasses the time from detecting the PDC failure to its
subsequent recovery, including the processes of restarting the a new instance of the
application, retrieving configurations from the system database, and re-establishing
connection to the data stream. Overall, this entirely automated process requires
approximately 16s to converge to a healthy state. It is worth mentioning that this
time is strictly related to the application. In fact, the code used to replicate the PDC
functionalities had been adapted to operate in cloud and multi-cloud environments,
but it is not designed to follow the best practices for cloud application development.
This means that a fully cloud-native PDC application (which is not available at the
time of writing this paper) would drastically reduce the measured downtime (as a
reference, a fully cloud-native web server like Nginx in a similar scenario would

require 1-2s to recover).

Cluster Failure The failure scenario was simulated by deliberately disabling the
network interface of the cluster hosting the lower-level PDC. The deployment con-

figuration of the lower-level PDC includes specific affinities to ensure that in the
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event of rescheduling, it can only be placed on another cluster belonging to the same
group. Compared to the results in Section 5.6.2 the focus shifts from the Kubernetes
perspective to the application perspective. In fact, detecting a cluster failure is just
an intermediate step in the recovery process and might not indicate whether the data

flow is resumed as well.

Figure 5.11c illustrates the median duration required for the lower-level PDC
application to resume normal operation. This duration includes the time required
for the cluster to detect that the virtual node hosting the PDC is unreachable (9.75
seconds as shown in Figure 5.11a), the waiting time before it can be rescheduled to
another node (5 seconds on average as a configurable parameter in Kubernetes), and
the time necessary for the application to restart (16 seconds as shown in Figure 5.11b).
Therefore, we can conclude that, upon disruptive events in one of the substations,

the correct flow of data can be automatically resumed in approximately 30s.

5.7 Conclusions

This work has addressed the challenges associated with integrating distributed en-
ergy resources (DERs) into modern smart grids by proposing a novel architectural
paradigm, Liquid Computing. This paradigm extends traditional cloud and edge
computing frameworks, forming a unified and dynamic computing continuum. The
proposed infrastructure effectively automates application lifecycle management and
ensures high levels of resiliency by leveraging the dynamic relocation of workloads
across distributed clusters. Experimental results show that the additional latency
introduced by the Liquid Computing approach is negligible for monitoring appli-
cations, and the architecture supports seamless data continuity even under network
partitioning scenarios. Additionally, the adoption of advanced containerization and
orchestration technologies, such as Kubernetes and Liqo, underpins the feasibility
of implementing this architecture within the constraints of current smart grid ICT
systems.



Chapter 6
Concluding Remarks

The rapid evolution of distributed computing has underscored the need for systems
capable of overcoming the limitations of fragmented infrastructures. This dissertation
proposes the computing continuum as a holistic solution, unifying cloud, edge, and
fog environments into a seamless and adaptive architecture. By addressing challenges
in resource discovery, task allocation, energy efficiency, and resilience, this research

advances the state of the art in distributed orchestration.

The introduction of FLUIDOS and the REAR protocol demonstrates how intent-
based resource negotiation and dynamic orchestration can enable efficient and sus-
tainable computing. The energy-aware and carbon-conscious allocation strategies
presented here emphasize the importance of integrating environmental considerations
into system design, offering pathways toward a greener computing paradigm. Fur-
thermore, the fault-tolerant frameworks developed in this work highlight the potential
for supporting critical applications in highly dynamic and resource-constrained sce-

narios, ensuring uninterrupted service delivery even in the face of disruptions.

Future research can build upon this work by exploring the integration of emerging
technologies such as artificial intelligence and machine learning to further optimize
resource allocation and system adaptability. Additionally, expanding the scope of
FLUIDOS to include broader interoperability standards and cross-domain collabora-

tions will enhance its applicability in diverse contexts.
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