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Abstract—Nowadays, Deep Neural Networks (DNNs) are
widely used in safety-critical fields such as automotive and
healthcare, where their reliability is crucial due to their direct
impact on human lives. Over the years, evaluating their resilience
through software-level fault injection experiments has become a
common research approach. The corruption of individual bits in
the model’s parameters has been one of the most studied fault
models in the last decade. This work introduces a methodology
to evaluate the impact of permanent faults on DNN weights in
image classification and object detection tasks, highlighting key
ideas, main contributions, and the research’s impact over time.

Index Terms—Deep Neural Networks, Reliability, Permanent
Faults.

I. INTRODUCTION

Deep Learning (DL) technologies are advancing rapidly,
with Deep Neural Networks (DNNs) increasingly integrated
into safety-critical systems due to their performance and
efficiency. Current devices are manufactured using the most
advanced semiconductor technologies (to achieve performance
and reduce power consumption). However, new hardware
technologies are more critical in terms of reliability [1]. In
addition, artificial intelligence (AI) models are never 100%
accurate, even in fault-free scenarios: they provide a prediction
score that indicates their confidence in performing a specific
task, such as classifying an object or segmenting an image.
Therefore, the need to ensure the safety and reliability of Al-
based systems has emerged as a crucial issue. Today, many
efforts are underway in industry and academia to both seek
more sophisticated and efficient approaches and to establish
safety standards that specifically address the unique challenges
posed by DNNs, e.g., the ISO/IEC CD TR 5469 [2].

Recent works have highlighted that permanent faults in
DNN hardware accelerators have a major impact on DNN
accuracy concerning transient faults such as soft errors [3].
Even single corrupted bits can change the final prediction
of DNNs [4]. Therefore, it may be necessary to evaluate
the reliability of the AI model before deploying it on the
chosen hardware, to understand its vulnerabilities and develop
appropriate mitigation solutions. The reliability evaluation is
often performed relying on a Fault Injection (FI) method,
a popular technique in the dependability domain in which
intentional corruptions (e.g., bit-flips) are introduced in the
model, and the system’s behavior is checked against this
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deviation. In the last few years, many FI tools and method-
ologies have been developed at different abstraction levels to
carry out this resilience characterization, e.g., [5]-[9]. This
work presents a methodology to characterize the resilience
of DNN applications against the impact of permanent faults
affecting DNNs’ parameters (synaptic weights). Under the
single-fault assumption, individual bits were corrupted one
at a time, and the response of the faulty DNN application
was evaluated given a reference set of images. To this end,
a fault injection tool was created by exploiting the darknet
open-source DNN framework [10]. This research adopts a
layer-wise Statistical Fault Injection (SFI) approach [11], [12]
to estimate the criticality of different layers in DNNs. The
statistical analysis quantifies the percentage of faults that result
in incorrect predictions and those that degrade prediction
quality without affecting the DNN’s correct functionality. The
results, provided with a 95% confidence level and a margin
of error of 1%, also reveal the most critical bit positions in
32-bit floating-point (FP) data representations.

Reliability investigations were conducted on two well-

popular CNN models. The first was a LeNet-like CNN [13],
a pivotal architecture used for classifying handwritten digits,
trained and validated using the MNIST database. The second
model was YOLO [14], a deep convolutional neural network
designed for real-time object detection. Overall, this approach
aims to study the effect of permanent faults at the software
level, so that it is not influenced by the hardware architecture
running the CNN (i.e. CPU, GPU, or HW accelerator). To the
best of the authors’ knowledge, the original idea presented
here, was introduced in [6], and it was one of the first
research publications targeting permanent faults in the DNN
parameters.
In addition, the research offers an overview of the literature,
providing an analysis of the most popular FI tools exploited
at different levels of abstraction and an overview of reliability
assessments on different DL tasks.

Finally, this article explores open issues and emerging
trends in the field, highlighting two primary challenges: the
complexity of current Al models, characterized by numerous
parameters, and Al hardware fabricated with advanced tech-
nology nodes, and the difficulty of establishing a fault model
that is both accurate and easy to manage.

The rest of the article is organized as follows. In Section II
a description of the approach is given and the most significant
experimental results are provided. Next, Section III highlights



the impact of the research in the last few years. Finally, Section
IV presents open issues in the field and new trends.

II. AN EFFECTIVE FAULT INJECTION METHOD ON DNNS

This research work presents a methodology to evaluate the
impact of permanent faults affecting the static parameters (i.e.,
synaptic weights) of CNNs adopted in automotive fields. The
following key contributions are provided:

o A software-layer FI-based analysis of CNN resilience, in-
dependent of any potential hardware architecture running
the CNN under assessment;

o An analysis of the criticality of different layers in DNNs;

« An analysis of the criticality of different faults depending
on the bit position in an IEEE 754 single-precision FP
representation.

This Section first introduces the proposed methodology
(Section II-A), followed by a detailed description of the
experimental setup (Section II-B), and concludes with an
analysis of the experimental results (Section II-C).

A. Proposed Methodology

To assess the impact of permanent faults on DNN ap-
plications, a FI tool was created by exploiting the darknet
open source DNN framework [10] implemented in the C
programming language. Darknet is a generic environment that
serves as a general-purpose engine for running various types
of neural networks. Reliability investigations were performed
on two popular CNN models, i.e., LeNet and YOLO [10].

As a permanent fault, we considered the Stuck-at Fault
(SaF) model at 0/1 (SaF0 and SaF'1). The Fault Location
(F'Lo) is defined by (1).

FLo =< Layer, Connection, Bit, Polarity > @))

Where Layer specifies the CNN layer, C'onnection is the
edge connecting one node of the Layer and Bit is one of the
bits of the weight associated with the C'onnection. Finally,
Polarity indicates whether the fault is Stuck-at-0 (SaF0) or
Stuck-at-1 (SaF'1).

Table I provides the CNN’s topology details exploited in
the experiments. The first column lists the layer number; the
second column specifies the layer type, either Convolution
(Conv) or Fully Connected (FC). The third column reports the
number of connections for each layer, while the last column
indicates the data representation used for storing each weight.
As shown, all CNN weights are represented as 32-bit FP
numbers (FP32).

Algorithm 1 Algorithm for Permanent Faults Injection on
FP32 synaptic weights of CNNs

1: RUN_CNN(CNN, golden_prediction)

2: for i = 0 to FLO.SIZE do

3 INJECT_FAULT(FLo[z], CNN)

4: RUN_CNN(CNN, faulty_prediction)
5

6

7:

COMPARE(faulty_prediction, golden_prediction)
RELEASE_FAULT(FLo[¢], CNN)
end for

TABLE I: CNN Characteristics.

Layer [ Type [ Synaptic Connections | Data Representation
LeNet
0 Conv 2,400 FP32
1 Conv 51,200 FP32
2 FC 3,211,264 FpP32
3 FC 10,240 FP32
Tiny YOLO
0 Conv 432 FP32
1 Conv 4,608 FP32
2 Conv 73,728 FP32
3 Conv 294,912 FP32
4 Conv 1,179,648 FP32
5 Conv 4,718,592 FP32
6 Conv 262,144 FP32
7 Conv 1,179,648 FP32
8 Conv 130,560 FP32
9 Conv 32,768 FP32
10 FC 884,736 FP32
11 FC 65,280 FP32

To ensure independence from any hardware architecture
running the CNN, the FI methodology operates entirely at the
software layer. The pseudo-code is provided in Algorithm 1,
which corresponds to a straightforward serial fault injector.
This injector modifies the CNN topology (i.e., it corrupts
individual bits) guided by the fault universe defined for the
reliability investigation. Specifically, the fault locations FLo
are determined as outlined in equation 1.

For a given pre-trained CNN, the fault injection process
begins by conducting a reference run to establish a baseline
set of results, known as the “golden prediction” (line 1 in
Algorithm 1). Next, the actual fault injection is initiated.

The first step involves generating a list of fault injection
points (also named fault location FLo). This list specifies the
locations within the CNN where faults will be introduced.
For each fault location in the list (line 2 of Algorithm 1),
a prediction run is executed with the fault injected, processing
the entire test-set (line 4 of Algorithm 1). The resulting output
is recorded as a “faulty prediction”. Subsequently, the faulty
prediction is compared to the golden prediction (line 5 of
Algorithm 1). For each inference (i.e., for each image), the
golden output (produced without faults) is compared with the
faulty output, and any discrepancies are logged for further
analysis. Once all image inferences for a specific fault are
completed, the fault is removed, and the FI process proceeds
to the next fault (line 6 of Algorithm 1).

In detail, the function compare of Algorithm 1 classifies
the prediction/classification of the faulty CNN with respect to
the golden one. The classification is performed as follows:

o Masked: No difference is observed between the faulty

CNN and the golden one.

o Observed: A difference is observed between the faulty
CNN and the golden one. Depending on how much the
results diverge, we further classify these as:

— Safe: The confidence score of the top-ranked element
varies by less than +/-5% with respect to the golden
one;

— Unsafe: The confidence score of the top-ranked
element varies by more than +/-5% with respect to



the golden one, or the top-ranked element predicted
by the faulty CNN is different from that predicted by
the golden one. As discussed in [5], this is the most
critical observed fault. In [5], a change in the top-
1 prediction in CNNs is referred to as Silent Data
Corruption SDC-1.

B. Experimental Setup

Table II lists the fault list size for each layer of the two
CNN architectures. The number of possible faults is calculated
by multiplying the number of synaptic connections by the
weight size (32 bits) and then doubling it to account for
stuck-at-0 and stuck-at-1 faults. As shown in Column 2, the
total number of possible faults is very large, making a full
FI campaign impractical. To reduce the execution time, we
randomly select a subset of faults. To ensure statistically
significant results with a 1% error margin (e=0.01%) and 95%
confidence new(t=1.96), approximately 9,000 fault injections
are required on average. The exact numbers are provided in
the last column of Table II, and they were calculated using
the following formula, described in [11].

N
N1 @

t2-p*(1—p)

In Eq. (2), N corresponds to the actual size of the population
and p to the probability of success, i.e., the probability that
the fault will produce a failure. Being a probability, p assumes
values between O and 1. When the probability of success is
unknown, it is common to set p equal to 0.5, meaning that
the single event under investigation has the same probability
of success (p=50%) or of failure (p=50%).

n =
1+e2-

TABLE II: Statistical Fault Injection and Fault List Details.

Layer [ Total Stuck-at Faults (N) | Statistically Injected Faults (n)
LeNet
0 153,600 9,039
1 3,276,800 9,576
2 205,520,896 9,604
3 655,360 9,465
Tiny YOLO
0 27,648 7,128
1 294,912 9,301
2 4,718,592 9,584
3 18,874,368 9,599
4 75,497,472 9,603
5 301,989,888 9,604
6 16,777,216 9,599
7 75,497,472 9,603
8 8,355,840 9,593
9 2,097,152 9,560
10 56,623,104 9,602
11 4,177,920 9,582

As above-mentioned, experimental analyses have been per-
formed on two CNN architectures, i.e., a LeNet-like architec-
ture and YOLO, performing image classification and object
detection, respectively. We employed the pre-trained LeNet
weights from [15]. For the FI campaign, a random selection
of 37 validation images from the MNIST database was used.
For YOLO, we utilized the pre-trained yolov3-tiny.weights

available from [10]. The workloads, comprising seven distinct
images, were also sourced from [10]. In both case studies,
a reduced set of images was used to decrease computational
costs and time overhead, enabling a larger number of fault
injections to be performed as a trade-off (i.e., by reducing the
margin of error). All inferences were run on a server equipped
with a dual Intel Xeon CPU E5-2680 v3. A single MNIST
inference required approximately 47 milliseconds. For YOLO,
each inference took around 200 milliseconds per image, with
the exact time varying based on the CPU’s workload. For
these experiments, we retained the same fault classification
criteria used for LeNet, with only one exception. In the case
of LeNet, the network classifies the input image as one precise
digit, allowing us to consider only the highest top-rank output.
However, with YOLO, multiple objects can be detected within
a single image, for example, several cars may be present in
the image. Therefore, we updated the Unsafe Observed faults
definition as follows:

1) The number of detected objects is different from the
golden and faulty prediction;

2) The number of detected objects is equal, but the labels
associated with them are different (i.e., wrong detec-
tion);

3) The “location” of the top ranked element varies by more
than +/-5% w.r.t. the golden one.

The other definitions (Masked and Safe) do not change.
To better clarify this definition, let us resort to an example
depicted in Fig. 1 and compare it with the golden prediction
shown in Fig. 1a.

In the case of Safe Observed faults, the faulty YOLO
successfully detects all four objects, as shown in Fig. 1b, but
their ”locations” deviate slightly (by less than 5%) from those
identified by the golden reference. The term “location” means
the rectangle identifying the object in the picture. Conversely,
Fig. Ic illustrates an example of an Unsafe Observed fault: it
is evident that the CNN only recognizes two objects (the bike
and the car) resulting in a wrong prediction.

C. Experimental Results

Experimental results on the CNN performing image clas-
sification show that convolutional layers are less reliable in
the presence of permanent faults compared to fully connected
layers. Indeed, the percentage of Unsafe faults is about 50%
higher. The obtained result is particularly interesting, as it
reveals an opposite trend in comparison to the impact of soft
errors (e.g., [5]). Our analysis suggests that stuck-at faults
affecting the early convolutional layers negatively impact the
entire feature extraction process. Fig. 2 reports the percentage
of Unsafe Observed Faults across different layers.

FI results on the CNN performing object detection (YOLO)
do not evidence a significantly higher criticality of convolu-
tional layers compared to fully connected layers: only the first
convolutional layer exhibits a greater vulnerability compared
to other layers. This behavior is likely tied to the differing
importance of the feature extraction process in object detec-
tion CNNs. On the other hand, YOLO’s resilience presents
a dependency on the workload: more contextually-complex



(a) Golden Prediction
recognition

(b) Safe Observed faults Prediction - missing

(c) Unsafe Observed faults Prediction - strong
corruption of prediction result

Fig. 1: Examples of YOLO predictions.
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Fig. 2: LeNet: Layer-wise distribution of Unsafe Observed
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Fig. 3: YOLO: Layer-wise distribution of Unsafe Observed
Faults (SDC-1).

images are more prone to mispredictions in the presence of
permanent faults.

As shown in Fig. 3, workload number 4 exhibits a peak
in Unsafe Observed faults across all layers, especially for the
Layer 0. Similar to the results observed with LeNet, Layer 0
is the most sensible layer to the input workload. However,
in this case, the variation is significant, with an observed
increase of 10% in Unsafe Observed Faults. Therefore, we

Fig. 4: Example of YOLO misprediction in a highly complex
scene. The image contains multiple overlapping objects and
ambiguous features, making classification challenging even for
human observers.

deeply investigated the input workload number 4, illustrated in
Fig. 4. The faulty CNN, instead of detecting the horses, detects
one sheep. This input image is inherently “complex” due to
the presence of multiple horses to detect. For this specific
image, faults in Layer 0 seem to lead to more Unsafe Observed
faults. These findings suggest that, depending on the network
topology, the input workload can play a significant role.

D. Most Critical Bits in FP32

Overall, all the Unsafe faults (SDC-1) originated from
faults affecting the bits of the exponent of the 32-bit FP
representation. The sign and the mantissa bits do not have
significant impacts (i.e., they led either to Masked or Safe
faults).

III. IMPACT AND SURVEY OF RELEVANT WORKS

Ensuring the safety of modern devices is currently one of
the most crucial and, at the same time, important requirement.
While Al remains one of the most promising technologies
of the future, the potential risks are worrying and limit its
adoption to strictly controlled environments.

To provide a comprehensive understanding of the impact of
this research over the past few years, it would be intriguing
to observe the progression in the quantity of published studies
in this specific field, starting from the year 2000. Figure 5
shows the number of published works matching the keywords
“Reliability of neural network™ since 2000. The analysis has
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Fig. 5: Number of published works in this topic from 2000 to
2024. Data collected on IEEE Xplore on October, 8t 2024,

been done on the IEEE Xplore library, and a distinction has
been done between journals and conference papers. The graph
demonstrates that over approximately 24 years, there has been
a consistent level of interest from the research community in
this particular topic, indicating a stable trend over the time.
Indeed, DNNs were considered intrinsically resilient due to
their redundancy and parallel and distributed architecture. On
the contrary, from 2018 to 2024 it is possible to notice a
non-negligible increase of interest, thanks also to pioneering
studies conducted in 2017 and 2018 showing that even single
corrupted bits in memories can change the prediction of a
neural network (e.g., [?], [16]).

This research work [6] has been published in 2019 and have
found a great interest in the research community. As above-
mentioned, it is one of the first works targeting the impact of
permanent faults affecting the static parameters (weights) of
neural networks, independent of any hardware architecture. A
novel version of the FI tool has been released as open-source
and is now available on [17].

Recent studies have emphasized that permanent faults oc-
curring in DNN accelerators significantly affect the accuracy
of DNNs with respect to temporary faults, such as soft errors
(e.g., [3]). Permanent faults may be caused by silicon wear
out, aging effects, or induced by an external perturbation (i.e.,
in a harsh environment), and it has been shown that can
significantly impact the inference leading to DNNs prediction
failures [18]. When DNNSs are deployed on hardware devices,
being read-only variables, weights and static data are stored in
memories and thus subjected to a cumulative bit-flip phenom-
ena induced by external perturbation. It is true that memories
can be protected with Error Correction Codes (ECC), but
it also true that ECC comes at the cost of extra circuitry
with power/performance overheads that may be too costly for
low-cost embedded application. Additionally, since the target
applications are DNNs, it is claimed that they are intrinsic
resilient to faults, and thus it justifies the absence of an
error correction mechanism. Moreover, as the characterization
based on radiation static/dynamic test shows [19], multiple
errors occur, and for that, ECC is simply not effective. This
motivates the validity of the adopted fault model: permanent
faults targeting synaptic weights in DNNs. Before 2019,
few research works targeted the reliability of DNNs in the
literature, but mainly targeting soft errors (i.e., bit-flip), e.g.,

[?], [20]. In [20], the authors evaluated the reliability of one
CNN executed on three different GPU architectures (Kepler,
Maxwell, and Pascal). The injection of soft errors has been
done by exposing the GPUs running the CNN under controlled
neutron beams. Other works address the reliability of DNN
accelerators, performing software FIs on data-path elements
(i.e., injecting transient faults, [?]), or an RTL description
in registers storing the DNN’s parameters (i.e., [16]). Next,
[21] performed a reliability assessment by running FIs directly
on an emulation platform, and they targeted both permanent
and transient faults. Compared to [21], a very relevant aspect
of the research presented in [6] is its ability to conduct
reliability assessments independently of any specific hardware
architecture.

In summary, the key discoveries of the research presented,
which have contributed to its current impact, can be sum-
marized as follows: (i) DNNs, although they try to mimic
the human brain, they cannot be considered inherently robust.
As depicted in Fig. 5, this finding is reflected in the level
of interest observed in published works from 2019 onwards;
(ii) as already written in [6], a very big problem remains the
impossibility of generalizing: each DNN must be analyzed
separately, and, worse, every little change in the model (such
as updating DNN’s weights) could change the reliability
assessment; (iii) the exponent bits in a FP representation are
the most critical ones.

A. Fls at different abstraction levels and popular FI tools

In the dependability domain, fault injection is a widely
adopted technique for simulating potential failures in both
hardware and software components. Tools designed for fault
injection play an essential role in evaluating systems’ relia-
bility. These evaluations enable the development of effective
strategies and techniques aimed at mitigating risks and en-
hancing tolerance to faults. In the field of deep learning, the
adoption of fault injection methods may present some chal-
lenges. One of the most pressing is the time required to run the
experiments, thus the need to accelerate the injection process
while maintaining accuracy of results, while simulating the
most realistic conditions possible. Given the diverse scenarios
that can be modeled across various components and levels
of abstraction, it is fundamental to inject faults that closely
mimic real-world conditions. Any inaccuracies in this process
could result in misleading conclusions regarding the system’s
resilience, highlighting the importance of precision in fault
injection practices. A more detailed analysis on open issues
and challenges is provided in Section IV.

State-of-the-art FI techniques, balancing FI time and accu-
racy of results, can be performed at very different abstraction
levels: considering only the software model, enabling faster FI
experiments, while others also include the hardware architec-
ture, resulting in slower execution time but more precise fault
injections that are closer to the actual hardware behaviour.
Indeed, to address the needs of Al computations, new flavours
of specialized hardware architectures have started to emerge.
Researchers have found that co-designing the algorithm and
the hardware could lead to achieving superior performance.



Both temporal and spatial architectures have been developed
to deal with data-intensive workloads introduced by Al ap-
plications [22]. Among the temporal architecture, Graphical
Processing Units (GPUs) found huge applicability and are
considered today as the leading architecture for running Al
models. They are a specialized processor originally designed to
accelerate graphics rendering but turned out to be very efficient
for parallel computing. Among spatial architecture, both spe-
cialized Application-Specific-Integrated-Circuits (ASIC) and
Field-Programmable-Gate-Arrays (FPGA) accelerators have
been proposed. Several research works have shown that, with
the advance of technological nodes, new hardware architec-
tures like Al accelerators are susceptible to random-hardware
faults [23]. The main causes may be due to external factors
such as radiation-induced faults such as Single Event Upsets
(SEUs), aging, wearout. Hence, to safety and reliably adopt
such architectures in safety-critical systems, it is needed to
assess and implement resilience mechanisms.

Given these premises, FI methods and tools operate across
various levels of abstraction, ranging from hardware to higher
application layers. They typically target three main areas:

o Simulation-Based FI: This FI approach is carried out in
simulation, by intentionally introducing faults to simulate
their effects, as follows:

— Software Level: Faults are injected into high-level
DNN models without considering specific hardware,
focusing on model vulnerabilities and layer sensitiv-
ity.

— Hardware Level: Faults are injected into detailed
HDL hardware representations (e.g., RTL, gate-level)
to simulate the faults’ propagation from the hardware
to the DNNs output.

o Platform-Based FI: Faults are injected into software
models, but the experiments run on physical devices like
GPUs and FPGAs, allowing engineers to assess DNN
behaviour in real-world conditions.

e Radiation-Based FI: External conditions, such as radia-
tions, are used to evaluate DNN resilience by exposing
physical platforms to radiation-induced faults, providing
highly accurate results. The software is not intentionally
corrupted, only the hardware is exposed to radiation-
induced faults.

An increasing number of FI tools are being developed
and released for DNN reliability analysis, many of which
are open-source and offer a wide range of features. These
tools are typically classified based on the DL framework
they support, with the two most prominent being PyTorch
and TensorFlow. One of the first fault injector designed
specifically for TensorFlow was TensorFI [8], introduced in
2018. TensorFI enables fault injections at the level of indi-
vidual operators within the TensorFlow computational graph.
Its high-level mechanism allows for straightforward mapping
between faults and the TensorFlow graph architecture, making
it a flexible tool for dependability analyses. TensorFI supports
complex neural network architectures and includes modes for
simulating single bit-flip faults. The tool has since evolved,
offering enhanced support for new versions of TensorFlow

and the Keras APIs. The updated version, named TensorFI+,
expands FI capabilities to include both activation matrices and
weights, whereas the original TensorFI focused on activation
matrices. Additionally, the enhanced version of the tool in-
troduces the ability to simulate both transient and permanent
faults, adding more flexibility to fault injections. Other tools
have also emerged for TensorFlow. For instance, BinFI [7]
implements a binary FI method that enhances the efficiency
of analyzing critical bits in DNN systems. BinFI’s binary
search-like approach contrasts with traditional random fault
injections by significantly pruning the search space of the
faults’ universe, making it optimal for quickly identifying
critical bits.

Regarding the PyTorch-based DL frameworks, tools like
PyTorchFI [24] have been released to inject faults by per-
turbing weights or neurons during the DNN execution. This
capability adds significant versatility in research, particularly
when evaluating the resilience of models in tasks such as
object classification and detection. PyTorchFI enables users to
simulate faults across different network components, allowing
them to observe how these faults affect model outputs and
assess the robustness of the network against adversarial attacks
or unexpected runtime errors. Building on this, PyTorchALFI
[25] extends PyTorchFI by offering additional functionalities
for fine-grained studies along with targeted fault scenario
configurations, data loader wrapping, test evaluation, visual-
ization, and experiment monitoring.

While its primary focus is not on the FI campaign itself, it
excels in providing tools for monitoring and analyzing exper-
iments, offering a comprehensive environment for FI testing
and evaluation. In addition, there are fault injectors such as
SFladvancedmodels [17], designed to perform statistical fault
injection analyses.

So far, the tool supports only the injection of permanent
faults on weights and output neurons, but in the future it
will be extended to support advanced and novel fault models,
including multiple fault injections. Finally, some tools are
capable of supporting both PyTorch and TensorFlow frame-
works. An example is CLASSES [26], which can perform
fault injection campaigns at the GPU level by leveraging
NVBItFI [27]. NVBIitFI is a hardware-level fault injection
tool for GPU programs that dynamically instruments code
without requiring source code access. It effectively analyzes
error propagation in GPU systems used in high-performance
computing and safety-critical environments. It is also widely
used for assessing the resilience of DL workloads. CLASSES
combines architectural- and software-level fault injections to
extract corruption patterns, thus, injects more realistic fault
models. A further FI tool for assessing the resilience of DL
accelerators is Fldelity [?]. This FI tool, requiring a minimal
amount of high-level design information, can inject a major
class of hardware errors (transient errors in logic components)
in software with high fidelity.

B. FlIs targeting different DL tasks

In the previous section, popular FI methods and tools
have been discussed considering the abstraction level and the



DL framework adopted (i.e., PyTorch or Tensorflow). It is
interesting to add that FI resilience evaluations have been also
performed targeting different DNN architectures, performing
different tasks. Several studies have analysed the effects of
permanent or transient faults on the output of DL models
across various tasks. Given the variety of tasks, this subsection
will be limited by reporting a few works in the context
of computer vision: image segmentation (e.g. [28]), image
classification (e.g., [21] [?]), object detection (e.g., [18], [29]),
and tasks using transformers (e.g., [30]).

Research works [31] and [28] explored FI in semantic
segmentation. The former provides a comprehensive analysis,
highlighting critical vulnerabilities in layers and parameters
when subjected to consistent FI campaigns. The latter proposes
a technique for fault identification and masking to mitigate
random-hardware faults.

Across other deep learning tasks, the impact of fault in-
jection can vary significantly, depending on the nature of
the task and the architecture of the model. For instance,
in image classification, fault injection studies like [4] have
demonstrated that faults in convolutional layers can drastically
reduce accuracy, with certain layers proving more sensitive to
perturbations. In object detection tasks, the authors in [18]
evaluates the impact of permanent faults on network used in
autonomous vehicles. They also perform accelerated neutron
beam tests to assess the sensitivity of these networks to
transient faults, along with a methodology for determining
fault criticality.

Moving on to advanced perception tasks, such as those used
by autonomous robots in resource-limited environments, the
authors in [30] focus their experiments on assessing the re-
silience of transformer architectures against radiation-induced
faults. These studies aim to assess how radiation-induced faults
affect model performance, offering a comprehensive view of
fault propagation and its impact on model accuracy.

Works in the literature across different DNN architectures
outline the importance of evaluating individual DNN topolo-
gies as specific architectural elements, such as layer types, data
types, and network depth, significantly influence the resilience
of DNNs.

IV. OPEN ISSUES AND NEW TRENDS

Evaluating the reliability of Al systems has become essen-
tial today; however, the task is proving to be increasingly
challenging for two main reasons: the complexity of current Al
models and AI hardware in terms of parameters and advanced
technology nodes, and the challenge of defining a fault model
that is both accurate and easy to manage.

A. Complexity of current Al systems

To address the complexity issue, which leads to huge and
impractical fault list sizes (in the case of FI-based approaches),
one of the current strategies involves selecting a reduced set
of faults that is statistically significant. In other words, that is
able to represent the characteristic of the entire population of
faults with a given margin of error and a confidence level. The
majority of the experimental results obtained in recent years

are based on statistical fault injection methods [5], [11], [12],
[18], [21]. Even though it is possible to dramatically reduce the
total number of fault injections by exploiting fault sampling,
as the complexity of models increases, more sophisticated
techniques should be devised. Indeed, given a fixed (i) error
margin, (ii) confidence level, (iii) probability of success, as
the population size grows, the sample size saturates at a fixed
value. It also means that the number of FI experiments that
need to be performed for a population equal to 50 million
elements corresponds to the same for a population of 100
million. This does not invalidate the methodology; rather,
it emphasizes the importance of adhering to the statistical
assumptions underlying it.

B. Fault Model Selection

The second challenge, when dealing with FI-based reliabil-
ity assessment methodology, is the definition of a proper fault
model. As above-mentioned, many research works targeted
random-hardware faults affecting synaptic weights in neural
networks. However, it is worth saying that, being a software-
level fault model, its accuracy is not very high [32]. The real
impact of software-level faults can be different based on the
adopted machine learning tool (e.g., PyTorch or TensorFlow),
due to existing numerical inaccuracies in operations used
for deep learning workloads [4]. Moreover, memories can
be protected via error-correcting coding techniques, which
makes the injection of single or multiple faults in memory
only relevant when assuming that these protections are absent.
Furthermore, it is worth saying that many works in the
literature adopt the single-fault assumption, either permanent
or transient faults affecting the synaptic weights of neural
networks. As the technology nodes are shrinking, multiple
faults are arising, and the ECC is simply not effective with
the detection and correction of multiple faults. To deal with
multiple faults, some works in the literature propose software-
level Fl-based reliability assessments adopting increasing Bit
Error Rate (BER) or fault patterns altering a given percentage
of bits within a given percentage of weights in neural networks
[33]. The problem with the latter solution is that there are
practically infinite multiple fault patterns, and the selection of
a subset of them is not statistically defined (in other words,
it can lead to too pessimistic or optimistic results, with no
correlations with the real failure rate of the population of
faults).

To overcome the limitations of introducing software-level
faults, recent works in the literature have introduced corruption
patterns, as a combination of architectural- and software-level
fault injections (e.g., [26]). However, because of their dataflow
dependency, corruption patterns present additional challenges.
It is impossible to generalize these patterns since they depend
significantly on the workload scheduling and the particular
hardware architecture being targeted.

Overall, given these premises, there is a need to develop
more accurate fault models to be injected at the software level,
reflecting the complexity of the hardware architecture and the
impact of dataflows on fault propagation.



V. CONCLUSION

This work presents a characterization framework for an-
alyzing the impact of permanent faults affecting CNNs in-
tended to be used, for instance, in automotive applications.
The characterization was done by means of a fault injection
campaign on the darknet open source DNN framework. The
experiments were performed at the software level with the aim
of being independent of the HW architecture and to derive a
common characterization of the behavior of these networks in
the presence of random-hardware faults. We believe that this
is an important outcome since the designer, starting from these
results, could be able to select the most convenient HW archi-
tecture for a given CNN. The paper then outlines the impact of
this research and related work in the literature. To conclude, it
presents open questions, in the authors’ experience, and open
points for future research directions.
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