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Abstract—The integration of Artificial Intelligence (AI) in
safety-critical systems raises concerns about reliability, partic-
ularly due to the inherent uncertainty of AI algorithms and
the complexity of modern hardware, compromising billion of
transistors. Existing solutions, such as Algorithm-Based Fault
Tolerance often focus on running detection algorithms after every
inference, introducing a not negligible overhead in the detection
phase. This paper introduces a two-phase fault detection tech-
nique for Convolutional Neural Networks (CNNs) with floating-
point precision. The first phase identifies easily detectable faults
(such as those stemming from a bit-flip on the 30th of a floating-
point representation), while the second one targets hard-to-detect
critical faults—those producing a wrong prediction but having
no visible effect during faults’ propagation. Although these faults
constitute only 1.4% of all critical faults, their detection is
crucial for ensuring system reliability. Validated on the CIFAR-10
dataset with a ResNet-20 model, the proposed method achieves
up to 99.67% coverage of critical inferences while maintaining
moderate computational overhead. This lightweight, real-time
solution enhances the robustness of CNNs in safety-critical
applications.

Index Terms—Fault Injection, Reliability, Convolutional Neu-
ral Network, Bit-Flip, Online Test.

I. INTRODUCTION

Convolutional Neural Networks (CNNs) have become a
cornerstone in various machine learning applications. These
models are often deployed in embedded devices and edge
computing environments, where they are subjected to unpre-
dictable conditions such as hardware faults. In these scenarios,
the reliability of CNNs under fault conditions is paramount.
This is especially true when errors arise from faults such
as bit flips in memory [1]. These faults can cause misclas-
sifications and undermine the trustworthiness of the system.
Current approaches to fault detection in CNNs typically focus
on hardware redundancy techniques [2], [3]. However, these
methods can be computationally expensive or may require
significant changes to the architecture, making them less
suitable for resource-constrained environments. Additionally,
existing fault detection strategies often lack mechanisms for
real-time anomaly detection during inference, limiting their
applicability in real-world deployment scenarios. In this pa-
per, we propose an online failure detection technique that
is specifically designed to monitor CNNs during inference.
The approach detects in a first phase anomalies arising from
faults by analyzing the sum of the embeddings (Embedding
Sum) after each convolutional layer (easy-to-detect). A key
feature of this approach is its use of thresholds computed
through fault injection experiments, which are employed to
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flag potential faults in the network’s behavior. Additionally,
the proposed method incorporates a second phase involving
an additional control system based on the logits of the final
layer. This system uses the difference between the top-1 and
top-2 logits (Top2Diff, [2]) as a secondary indicator of fault
presence, enabling the deployment of test image libraries to
validate or invalidate inferences flagged as dangerous (hard-to-
detect). This two-stage approach facilitates fault detection in
both the early and final layers of the network. To validate
the technique, we conduct experiments on the CIFAR-10
dataset using a pre-trained ResNet-20 model. Through fault
injection simulations, we demonstrate the effectiveness of the
proposed approach in identifying faulty inferences, achieving
coverages in excess of 99% with low computational overhead.
The results highlight the technique’s potential for On-Line
failure detection in CNNs, making it a promising solution for
enhancing the reliability of deep learning models deployed in
fault-prone environments.

The paper is organized as follows: Section II provides a brief
background on related works, highlighting the motivations
behind this study. Section III presents the proposed approach,
followed by Section IV, which details the case study. Section
V reports the experimental results, while Section VII con-
cludes by summarizing the main contributions and outlining
potential future research directions.

II. RELATED WORK

Related works on Fault Detection (such as Algorithm-Based
Fault Tolerance, ABFT [4], [5]) are based on running detection
algorithms after every inference. Fault detection scheme are
mainly based on crafting ad-hoc images able to detect critical
faults. Gradient-based adversarial image crafting [6] has been
extensively investigated, in addition to methods based on con-
sidering the probability vector of the DNN [7]. Some methods
have aimed to enhance the reliability of neural networks
starting since training phase [8]. Methods based on Embedding
Sum and logits analysis techniques have been investigated
in anomaly detection and outlier detection within machine
learning models. For example, work [9] demonstrates how
various tensor-related metrics, applied to output feature maps
(OFMs), can provide valuable insights for fault detection. The
Embedding Sum is computed by summing the elements of the
OFMs generated during the processing of an input. Conversely,
the term logit refers to the numerical values produced by
the final layer of a neural network, immediately prior to the
application of an activation function (e.g., Softmax), which
transforms these values into probabilities. For instance, in [2],
a similar approach is applied to detect abnormal behaviors



in deep learning models by analyzing their embeddings and
output, with a particular focus on improving the detection
of faulty or anomalous behavior. In detail, they introduce in
the first stage a finap level resilience technique (FLR), and
at a later time an inference level resilience technique (ILR).
The FLR system enhances robustness by duplicating filters
associated with the most vulnerable OFMs [2], introducing
redundancy to produce two copies. Similarly, the ILR system
leverages redundancy to protect against errors in vulnerable
inferences. The combination of these two techniques (FILR) is
evaluated across various models and datasets, achieving critical
inference coverage of up to 99.78%. The associated overhead
varies depending on the neural model utilized, ranging from
20% to 90%. In this work, we propose a similar approach,
leveraging OFMs and Top2Diff computed on the model’s log-
its to achieve high detection coverage with minimal overhead,
without introducing redundancy into the system. Specifically,
we design a two-tier control system: the first targets easy-to-
detect critical inferences by utilizing a tensor-related metric for
the early detection of permanent faults, as discussed in [9]. The
second control system employs Top2Diff to determine whether
to deploy test images [10] for identifying hard-to-detect critical
inferences.

III. PROPOSED APPROACH

The proposed mechanism is designed to monitor in the field
CNN applications during inference (with weights stored in
FP32 format) and identify hazardous anomalies caused by
faults, such as bit flips occurring in memories. The main
goal of the solution is to prioritize the in-field detection of
faults leading to failures, to avoid wrong CNN predictions. In
this work, we categorize critical faults (also known as Silent
Data Corruption SDC-1) in two classes: easy-to-detect and
hard-to-detect. The first class covers all those faults affecting
the most significant bit of the exponent part (MSB), that are
easy to recognize as their occurrence produces out-of-range
values (e.g., NaN). The second class is represented by all the
remaining faults producing failures (i.e., wrong predictions)
that are hard to detect, as their effect is not easily discernible
in the CNN computation. So, the proposed methodology works
in two phases: first it discards CNN inferences corrupted by
easy-to-detect random-hardware faults with a low-cost metric
applied to intermediate layers; then it exploits test images to
recognize and classify the hard-to-detect faults

The technique is developed to operate in real-time, with as
little as possible computational overhead, making it suitable
for deployment in resource-constrained environments where
CNNs might be susceptible to random-hardware faults. The
design of the approach consists of two different steps:

o Pre-deployment Analysis: A structured analysis is con-
ducted using metrics and FI campaigns to derive specific
parameters and thresholds. These specifications are uti-
lized to monitor the neural network during the online
fault detection:

— Internal Representation Analysis: it introduces the
concept of Embedding Sum between model layers

as a metric to capture the internal representations of
the CNN. This metric is used to compute an initial
threshold ¢; that serves as a basis for performing
fault detection of easy-to-detect faults.

— Top2Diff Logits Analysis: this step involves ana-
lyzing the probability distributions of faulty logits to
design a specific threshold ¢, for the model’s output,
based on the difference between the top-1 and top-2
predictions, (Top2Diff). This second threshold will
be useful to detect hard-to-detect faults.

— Image test libraries (ITLs) Selection: based on 2,
carefully selected test images are run to enhance the
percentage of faulty inferences detected.

« In-Field Detection Methodology: This step is performed
online and represents the in-field part of the methodology.
It is further divided into two additional phases:

— Phase 1: In this phase, Embedding sum it compared
with ¢ threshold to identify easy-to-detect faults.

— Phase 2: The objective of this phase is to miti-
gate faults not detected during the first phase. An
additional verification step based on comparing the
Top2Diff metric of propagated inferences and the
threshold ¢5 is done. This analysis aims to identify
particularly sensitive images that, in the event of
a critical fault, may result in inferences previously
misclassified as false positives. For these identified
images, a critical checking system utilizing pre-
designed ITLs is activated.

A. Pre-deployment Analysis

1) Internal Representation Analysis:

After each convolutional layer ¢, Embeddings Sum (3;) is
computed. These sums encapsulate the overall response of the
layer and can serve as a valuable metric for detecting faults.
The rationale behind using embedding sums is that faults,
such as bit flips, will typically cause significant deviations in
the layer’s activations, altering the distribution of embedding
sums. To set a baseline for normal operation, we first compute
the distribution of embedding sums under fault-free conditions
using a representative dataset such as in Figure 1. The distri-
bution is modeled using standard statistical techniques, and
the layer embedding sums distribution with the highest mean
is selected as the reference. For a reference distribution, a
threshold is calculated based on the mean (u) and standard
deviation (o) to define the boundary between normal and
anomalous behavior. The threshold is computed as follows:

ti=p+k o (1)

where:

o 1: The mean of the embedding sum distribution for the
chosen layer, representing the average value of the data
points.

o o: The standard deviation of the embedding sum distribu-
tion for the layer, which indicates the spread or variability
of the data around the mean.



e k: This parameter determines how far the threshold (¢;)
is set from the mean. Specifically, £ is a scaling factor
for o, and its choice influences the threshold’s position
relative to the mean:

— A larger value of k places the threshold farther from
the mean, making it less strict and reducing the
likelihood of false positives (i.e., classifying normal
instances as anomalies).

— A smaller value of k£ places the threshold closer to
the mean, increasing sensitivity to anomalies but also
raising the risk of false positives.

The value of k£ is chosen based on the desired balance

between sensitivity and specificity in detecting anomalies.

Data points with Embedding sum above ¢; are classified

as outliers, and the the inference is flagged as critical. The
threshold is empirically determined through the golden model
experiments, with careful consideration to achieve a balance
between detection sensitivity and false positive rates.
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Fig. 1. Layers Embedding Sum distribution.

2) Top2Diff Logit Analysis:

While Embedding Sum analysis is an effective early de-
tection mechanism for the easy-to-detect faults, certain faults
may escape and not being noticed.

For example, Fig. 2 illustrates the distribution of faulty
embedding sums that closely resemble those of the golden
inferences, resulting in critical outputs without significantly
deviating from the expected metric values. In the figure, red
dots represent embedding sums for faulty inferences leading to
CNN wrong predictions, while blue dots correspond to faulty
embeddings that do not impact the final prediction. To detect
red dots (the so-called hard-to-detect faults), the proposed
method incorporates a secondary check based on the output
logits of the final CNN layer, combined with the execution of
ITLs for enhanced fault detection of hard-to-detect faults.

Fig. 3 illustrates the impact of an FI campaign on a CNN,
focusing on Top2Diff. The analysis reveals that only faulty
inferences with a low Top2Diff are prone to deviating from the
golden (fault-free) prediction. Accordingly, to identify faults
that affect the model’s decision-making, even when embedding
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Fig. 2. Faulty OFMs Sum metric values between the layers with CIFAR10.

sum analysis fails to indicate anomalies, the goal of this
approach is to trigger an alert when Top2Diff does not exceed
a designed threshold, ¢5. This alert initiates further diagnostic
procedures, such as additional tests on the input image or
more comprehensive fault detection routines, to ensure the
reliability of the system. ¢ can be derived from a FI campaign
conducted on the selected CNN model using a representative
dataset, and it is specifically designed to identify sensitive
inferences by analyzing the distribution of Top2Diff values
for faulty inferences. To find the best {5, an optimization is
applied that employs an empirical approach using a greedy
algorithm based on exhaustive search. The optimization aims
to maximize accuracy, defined as the proportion of correct
classifications between the critical (red) and non-critical (blue)
sets shown in Fig. 3. Ultimately, in real-world scenarios, we
expect that if the Top2Diff metric falls below the predefined
threshold s, it signals a high degree of uncertainty in the
model’s prediction, often indicative of fault sensitivity.

3) ITLs selection:

The ITL is generated by a set-covering algorithm applied
to the set U of test images that triggered at least one critical
faults, resulting in a critical inference (Algorithm 1). This task
that can be efficiently performed using the data collected on
U during a FI campaign.
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Fig. 3. Top2Diff metric measured after fault injection campaigns.



Algorithm 1 Greedy Set Cover for Fault Coverage Using
Images

1: Input: U (Set of images), S (Collection of subsets, S; C
U where each S; covers a set of faults)
Output: C' (Subset of .S that covers all faults)
C + 0 v Initialize the cover set C for selected images
while there are still uncovered faults do

S; < argmaxg,es |S; N U| > Select the image

subset S; that covers the most uncovered faults

: C <+ CuU{s,} > Add selected subset S; to C
7: U+U\S; > Remove the faults covered by S}
from U
8: end while
9: return C

B. In-field detection methodology

The overall workflow of the fault detection methodology is
as follows:

1) Phase 1 (Easy-to-detect faults detection):

During inference, after each convolutional layer i, >; is
computed in real-time and compared against the predefined
threshold, ¢;. If the sum exceeds the threshold, the inference is
flagged as faulty. This early detection mechanism permits iden-
tifies faults before they propagate through the network, thereby
preventing incorrect classifications in subsequent layers. Ad-
ditionally, it enable saving energy, time, and computational
resources by halting further processing of faulty inferences.
This first control in depicted in Fig. 4.

2) Phase 2 (Hard-to-detect faults detection):

For every inference, the Top2Diff is calculated. If the
metric does not exceed to, an alert is generated, and the ITL
is executed. If even one of these test images results in a
prediction differing from the golden (fault-free) reference, the
inference is flagged as critical. This second control is depicted
in Fig. 5.
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Fig. 5. Phase 2: workflow for hard-to-detect fault detection through the ITLs.

IV. CASE OF STUDY

Experiments were conducted using a pre-trained ResNet-
20 architecture [11], validated on CIFAR-10 [12]. To validate
the methodology, a fault injection campaign was performed
using a Statistical Fault Injection (SFI) process [13]. Perma-
nent random-hardware faults were modeled as stuck-at faults,
where a fault was injected by flipping a random bit in a
randomly selected network synaptic weights. A total of 4,160
stuck-at faults were injected, achieving an estimation with an
error margin of e = 2% and a confidence level of 99%.

To validate the proposed approach described in Section
III, we utilized the 10,000 images available in the CIFAR-
10 test set. To ensure a robust analysis with a limited dataset,
a randomized cross-validation technique was employed.

The dataset was randomly partitioned 10 times into:

o Training Subsets: A subset of 8,000 images, used to
calculate and analyze the thresholds ¢; and ¢, as well as
to define the ITL.

« Validation Subsets: A subset of 2,000 images, used to
validate the methodology.

Experimental results were calculated by averaging the out-
comes across the 10 case histories. All experiments were
performed in Python using PyTorch tools for the DL mod-
els. Experiments run on a server equipped with an In-
tel® Core™ i9-13900K CPU @3.0GHz x 24, 64GB of RAM,
and an Nvidia® RTX A4000 GPU.

V. EXPERIMENTAL RESULTS
Phase 1

The initial experimental results focus on the application of
the threshold ¢1, which is computed using the training subset as
detailed in Section III-A1. The computation of ¢; follows the
formula provided in Eq. 1. In this study, k¥ = 6 was empirically
chosen, with the aim of prioritizing the accurate detection of
critical faults while allowing for a small, controlled rate of
false positives to ensure system reliability.

Evaluation is performed by constructing a matrix that quan-
tifies:

o True Positives (TPs): Critical inferences successfully

identified.

o False Negatives (FNs): Faulty inferences that are not

classified as dangerous.

o True Negatives (TNs): Non-critical inferences correctly

identified.

« False Positives (FPs): Non-critical inferences incorrectly

flagged as critical.

Fig. 6 illustrates the confusion matrix summarizing the
performance of the initial check using ¢;. This was evaluated
considering only the faulty inferences generated during the
FI campaign.

The first step successfully identifies and interrupts 2.15% of
faulty inferences, which represent approximately 98.6% of all
critical faulty inferences and correspond to the easy-to-detect
faults. A significant proportion, 96.77% of non-dangerous
faulty inferences TNs, are correctly allowed to propagate to
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Fig. 6. Confusion matrix of the ¢; effectiveness.

the final layer without interruption. A small percentage, 1.04%
of FNs corresponds to inferences with final Top-1 predictions
identical to the golden (fault-free) version but are interrupted
by the control system based on the ¢; threshold. These cases
represent the first “cost” of the technique. The remaining
0.03% (FPs) represent the hard-to-detect faults that remain
unmitigated producing a wrong prediction, and correspond
to the red dots in Fig. 2. The next phase involving t2 and
test images is specifically designed to address these remaining
cases classified as FPs in the confusion matrix.

Phase 2

1) Logits Comparison
At this stage, the Top2Diff of the uninterrupted faulty
inferences in phase 1 is calculated on the model’s logit.

TABLE I
to THRESHOLD FILTERING RESULTS
to Triggered images 5.5%
Accuracy of to 90.0%
Filtering Effectiveness | 66.89%

Total Critical Faults 645
Subset Fault Overlap 100%

Table I summarizes the efficacy of the approach at this stage:

« Triggered Images represents the percentage of images
identified as sensitive within the 2000-image validation
subset, based on the threshold ¢5 check.

o Accuracy of t; denotes the proportion of identified
triggered images that result in critical inferences during
the FI campaign.

« Filtering Effectiveness evaluates the filtering process’s
ability to capture critical images within the 2000-image
validation subset. Specifically, it measures the percentage
of critical images (which constitute 90% of the filtered
images) that are correctly identified and flagged for
further analysis.

« Total Critical Faults quantifies the total number of faults
capable of inducing critical perturbations in the inference
process within the 2000-image validation subset.

o Subset Fault Overlap highlights the critical faults that
impact images detected by ¢ and compares them with the
faults that affect the entire 2000-image validation subset.

In all 10 case studies analyzed, these faults exhibited a
100% overlap.

2) ITL Fault Detection

In this final stage, the ITL is evaluated for each image
triggered by ¢, in the previous stage. The final results regarding
the coverage of critical inferences and dangerous faults at
the end of Phase 2 are presented in Table II. In the table,
alongside critical inferences coverage, a second type of cov-
erage is also considered: the coverage related to the number
of identified faults, referred to as dangerous faults, that trigger
critical inferences. The coverage values are categorized based
on the number of test images selected for the final control
stage. Constraints can be introduced into the greedy set cover
algorithm to limit the maximum number of test images used.
According to the experimental data, the optimal number of
images required to cover all the faults in the training dataset
is around 21. When applied to the validation dataset, these
images cover 92.5% of the 645 faults listed in Table I and
99.67% of the critical inferences. In more conservative cases,
where the goal is to minimize computational cost by using
fewer test images and reducing the technique’s overhead, the
coverage values evolve as follows: starting with an inference
coverage of 98.53% and dangerous fault coverage of 17.22%
at the end of Phase 1, the coverage increases to 99.62% for
critical inferences and 86.75% for dangerous faults when using
only 5 test images. Beyond 9 test images, the use of additional
test images provides minimal additional benefit.

TABLE II
FINAL COVERAGE OF CRITICAL INFERENCES AND DANGEROUS FAULTS
Test Images | Critical Inferences | Dangerous Faults
Used Coverage (%) Coverage (%)
Phase 1 0 98.53 17.22
1 99.11 51.32
2 99.37 67.70
3 99.51 77.94
4 99.59 83.78
5 99.62 86.75
Phase 2 6 99.64 88.96
7 99.65 90.18
8 99.65 91.03
9 99.66 91.67
21 99.67 92.50

VI. OVERHEAD ANALYSIS

It is possible to estimate the total overhead, denoted as H,
associated with the proposed technique.

H can be expressed as the sum of two separate terms:
A and B. The term A represents the overhead in case a
fault does occur, while the term B captures the overhead in
the case that a fault does not occur. Both terms depend on
various factors, including the number of test images I used,
the conditional probabilities of the thresholds results (¢1 a t2)



and the probability of occurrence or non-occurrence of a fault
in a real-world scenario.

H = A+ B with
A= P(F)-[I-P(ty | F) + P(FP, | F)]
B=P(F)-[I-P(ty | F)+ P(FP, | F)]

Where:

o P(F) and P(F) represent the probabilities of a fault
occurring or not occurring, respectively, in a real-world
scenario.

o I is the number of images selected for fault detection,
which are our operational cost in terms of inferences for
each sensitive image triggered by t,.

e P(ty | F) and P(ty | F) define the probability that
the designed to on the Top2Diff of a faulty fault-free
inference will trigger the ITL-based control system. In
this case, we experimentally calculated that P(ty | F) is
5.5%, while for fault-free, P(ty | F) is 5.525%.

o P(FP;, | F)and P(FP,, | F) represent the probabilities
of a faulty and fault-free inference being erroneously
interrupted by the threshold ¢;, corresponding to the
false positives in phase 1. P(FP, | F) accounts for
1.04% already introduced in the confusion matrix shown
in Figure 6, while P(FP;, | F) is negligible due to the
k = 6 term in the computation of ;.

By substituting all experimentally calculated values, the

overhead terms can be expressed as follows:

A=P(F)-[I-0.055+ 0.0104]

B = P(F)-[I-005525 + P(FF,, | F) ~ 0] = P(F)10.05525

Since P(F) and P(F) represent complementary events,

their sum satisfies P(F') + P(F) = 1. Therefore, the total
overhead H lies within the following bounds:

I-5525% < H < (I-55%+ 1.04%)

This means the overhead H is linearly dependent on the
number of test images I. The lower bound represents the
minimal cost per image, while the upper bound accounts for
the additional false-positive cost. Consequently, increasing the
number of test images directly increases the overall cost of
the technique.

VII. CONCLUSIONS AND FUTURE WORKS

This paper presented a safety mechanism for in-field fault
detection in CNN-based systems. The main objective was to
identify dangerous anomalies caused by permanent faults and
to determine whether such anomalies had a significant impact
on the network’s final prediction. Experimental results on the
validation data show that the proposed technique is effective in
detecting critical inferences in CNNs with floating-point preci-
sion, granting more than 99% coverage for critical inferences.
In terms of operational cost, the overhead introduced by the
proposed approach strongly depends on the number of images

used, but the experimental results suggest that a few images
can still provide good coverage with a good trade-off between
accuracy and computational cost. Looking ahead, the proposed
technique will be extended to different models and datasets
beyond CIFAR-10 to evaluate its robustness and adaptability
across diverse contexts. Additionally, a version compatible
with quantized CNNs is under development. Furthermore,
we believe the technique’s performance can be significantly
improved by generating ad hoc-test test images designed
specifically to highlight failures in inferences.
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