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Abstract: The civil engineering sector operates within a complex ecosystem of stakeholders,
requiring efficient management and maintenance of structural and infrastructural assets. In
this context, there is an increasing need for robust tools to track critical events (e.g., alerts,
unusual behaviors) and support decision-making processes related to maintenance and
interventions. At the same time, ensuring secure and prompt payments is essential for
timely and effective responses. This paper investigated the potential of smart contracts,
integrated with blockchain technology, to automate and optimize asset management and
maintenance processes. The proposed framework examines how these technologies can
enhance operational efficiency, security, and event traceability, providing a structured ap-
proach for both routine operations and emergency interventions. Although smart contracts
have been widely applied in the construction phase of infrastructure projects, their use
in long-term asset management remains largely unexplored. As a conceptual study, this
work does not present a quantitative analysis but instead lays the groundwork for future
research and real-world applications of blockchain-based smart contracts in infrastructure
management and safety procedures.

Keywords: smart contract; blockchain; risk management; infrastructure; management;
emergency; optimization

1. Introduction

In recent years, the construction sector has been characterized by profound digital
and environmental innovation aimed at addressing the challenges of the new century. In
particular, the digital transition has led to the development and subsequent implementation
of new management and control tools. Studies and applications of technologies such as
IoT sensors and their connection with digital twin models have been developed in this
direction. Furthermore, the increasing number of infrastructures subject to monitoring
and control, combined with changes in safety standards to ensure the protection of human
life and the structure itself, has led to an increase in the human resources required for
operations [1,2]. These factors make it increasingly important to adopt innovative tools to
improve the economic sustainability of the sector.

In this context, the World Economic Forum estimates that the construction sector will
account for 14.7% of global GDP by 2030 [3], highlighting the importance of innovative
solutions to ensure the financial sustainability of projects. Payment delays can create
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financial strains among stakeholders, ultimately compromising the success and operational
continuity of construction projects [4,5].

In the face of these challenges, digital solutions emerge that can automate and make
financial processes more efficient. Among these ones, smart contracts have been widely
studied for their potential to streamline cash flow management and enhance financial
security in construction projects [6]. They are one of the most studied technologies for
improving cash flow management and ensuring timely and secure payments [7-9]. Their
application helps reduce disputes and delays, contributing to greater efficiency in financial
processes related to construction [10]. Recent studies, such as that of Kim and Kim (2024),
have analyzed the role of blockchain in optimizing procurement and contract management
in the construction sector [11].

Ahmadisheykhsarmast et al. (2023) focus on decentralized blockchain for tendering of
construction projects to improve the traditional process by eliminating intermediaries [12].
Sonmez et al. (2022) integrate BIM and a smart contract progress payment administration
system for project and construction professionals [13]. Wu et al. (2022) investigated such
technologies with the aim of ensuring the continuity of payments upon reaching specific
project and construction milestones in order to limit problems related to the supply of
materials [14].

Notable examples of implementing smart contracts in the context of modular con-
struction through simulations of real-world scenarios include the work by Wang et al. [15],
which developed an automatic incentive-penalty enforcement system specifically for mod-
ular construction projects. Moreover, Zhong et al. [16] applied Shapley value-based smart
contracts to equitably allocate rewards and penalties, fostering collaboration and enhancing
self-management in decentralized modular construction environments.

Figure 1 illustrates the different phases of the infrastructure life cycle, showing that
smart contracts are currently applied primarily between the design and construction
phases. However, this study extends their application to integrate not only the design and
construction phases but also maintenance operations. Additionally, Figure 1 highlights the
decommissioning phase as a critical component of sustainable infrastructure management.
For instance, smart contracts can facilitate cradle-to-cradle material tracking, minimizing
environmental impact and reducing the carbon footprint.

Proposal Situation
DESIGN

CONSTRUCTION

G
<<
o
=
=2
O
(O]
[
(=
<
=
(%}

MAINTENANCE OPERATIONS

DECOMMISSION

Figure 1. Current practice vs. proposed improvements.
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Further benefits include accelerating payment transactions, reducing emergency re-
porting times, and automating critical responses. By leveraging data from commercially
available IoT sensors [17], the proposed smart contract system enhances automation, relia-
bility, and traceability in infrastructure management, particularly in emergency scenarios.

This approach enables continuous structural monitoring and, in the event of disas-
ters, automatically triggers essential safety operations, such as mobilizing intervention
teams. More importantly, it ensures that these interventions occur in an automated and
verifiable manner—an essential feature in emergency management—while maintaining
full traceability of decisions and fund allocations [18].

To explore these potential applications, this study adopts a conceptual approach,
focusing on how smart contracts can enhance infrastructure management. Moreover, as an
illustrative case, an emergency scenario in transportation infrastructure is analyzed, where
a smart contract—integrated with external oracles (e.g., sensor data)—monitors critical
thresholds. If predefined limits are exceeded, the smart contract autonomously executes
safety protocols, demonstrating the benefits of automation, reduced response times, and
cost efficiency.

The following section provides a comprehensive literature review on smart contracts
based on blockchain technology, emphasizing the innovative contributions of this study.
Subsequently, the conceptual framework with methodological aspects is introduced, fol-
lowed by a detailed discussion on its implications and findings. The paper concludes with
a summary of key insights and future research directions.

2. Literature Review and Innovative Aspects

Assessing delays and project failures due to non-payments in construction is complex,
yet studies confirm the sector’s high vulnerability to insolvency and delays [19,20]. A key
factor in preventing these issues is ensuring a steady financial flow for maintenance and
risk management. Proper resource management enables contract obligations to be met [21].
Specifically, to address allocation challenges, smart contracts have been introduced in the
construction phase.

First introduced by Nick Szabo [22], smart contracts are blockchain-based digital
agreements that automate payments or actions upon predefined conditions. These coded in-
structions facilitate processes like money transfers, asset registration, and notifications [23].
Blockchain technology ensures immutable record-keeping and traceability [24].

Figure 2 outlines the smart contract implementation: IoT sensors collect real-world
data, which are processed (e.g., via a digital twin) and immutably stored on the blockchain.
The data are then shared with stakeholders through a structured data warehouse, enhancing
decision making [25].

Smart contracts mitigate construction project delays and failures by automating pay-
ments and resource transfers [26]. Blockchain’s decentralization and immutability enhance
security and transparency, reducing fraud and disputes. The main features are different
and varied in nature [27].

Smart contracts offer efficiency and speed in execution. When a condition is met, the
associated action is immediately executed, minimizing errors from manual drafting and
excluding third part involvement. The blockchain’s immutable ledger guarantees trans-
parency and excludes malicious modifications to previously established terms, ensuring
security [28].
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Figure 2. Flow diagram of the smart contracts” application from the real word to the digital data
processing.

For a smart contract to function, an active wallet is required to support its execution;
otherwise, payments cannot proceed. However, this relates to legal and regulatory as-
pects that fall outside the scope of this work [29]. Additionally, smart contracts rely on
a blockchain framework to ensure security, traceability, and transparency. Blockchains
function as immutable ledgers and can be public (open to all), private (restricted to a
company or institution), or hybrid (accessible to specific users) [30,31].

Smart contracts are primarily implemented on private blockchains [31]. Each transac-
tion generates a block containing monitoring data and documentation (Figure 3). This block
is verified, linked to the chain, and secured by the blockchain’s structure. Any attempt to
alter a block would require modifying the entire chain, ensuring data integrity and security
over time [32].
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Figure 3. Blockchain functioning.

Typically, a basic smart contract framework is composed of six different layers:

e Data layer;

e Network layer;

e Consensus layer;

e Incentive layer;

e  Smart contract layer;
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e DApplication layer.

The data layer manages and stores information, while the network layer enables
communication between nodes, utilizing the consensus layer to validate new blocks. A key
distinction in blockchain 3.0 systems, such as IOTA, is the evolved incentive layer, which
differs from earlier versions focused on financial transactions like Bitcoin [28,29,33,34].

The smart contract layer encodes agreements between parties, with Solidity [35] as the
industry-standard language for Ethereum-based contracts [36]. Its flexibility and robustness
make it suitable for various contract types [37].

Finally, the DApplication layer (DAPP) provides a user interface to interact with
underlying blockchain layers, playing a crucial role in smart contract implementation.

2.1. Smart Contract

It is evident that the capability of a smart contract is largely dependent on the pro-
gramming language, e.g., Solidity. In the literature, this concept has often been divided into
two distinct parts, specifically referring to smart contract code and smart legal contract [38].
The former concerns the coding of information and its interaction with the supporting
blockchain infrastructure, specifically referencing actions of data storage, archiving, and
verification of conditions. This aspect determines the actual efficiency and effectiveness of
a smart contract.

The term smart legal contract refers to the ability of legal and political institutions
to implement architectures supporting these technological tools. In this work, the team
focused on developing and implementing smart contracts at a technical level. For a smart
contract to function correctly, it must be properly programmed, connected to a blockchain
infrastructure, and linked to an account [39]. The link between the final user and the
blockchain framework is fulfilled by the DAPP, allowing the user to access all functions of
the smart contract.

Each smart contract is assigned to a hash function (Figure 3), which is a unique
20-byte address with a cryptographic function to be resolved. Once such an encoded
function is resolved, the smart contract receives what is technically referred to as the
network’s consensus [40]. As the predefined consensus value is reached, the contract is
automatically executed.

There are two main types of smart contracts: deterministic and non-deterministic.
The former depends exclusively on the information within the blockchain infrastructure,
while the latter require external information provided by “oracles”. This paper specifi-
cally focused on using an oracle, a viaduct monitoring system, to provide the necessary
information for the smart contract to perform the required maintenance operations [41].

In recent years, the advantages and disadvantages of using smart contracts in the
construction industry have been investigated. Table 1 describes the main features of
smart contracts and the related benefits they provide [24,33]. It is evident that automation,
the ability for certain actions to be executed autonomously and automatically upon the
occurrence of specific conditions, does not compromise the capability to track all operations
and relevant factors involved. For this reason, one of the major benefits obtained is a
reduction in time, and consequently costs, also linked to a decrease in legal disputes.

In the literature, several studies address the application and implications of this new
tool, which lends itself to various applications in the construction industry. However, these
works have primarily investigated and demonstrated the benefits of using smart contracts
during the design and construction phases, particularly concerning the management and
payment during the procurement of construction materials [3,11,42—44], potential design
changes, and the payment for various works [45].
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Table 1. Characteristics and benefits.

Smart Contract Feature Benefits for the Construction Sector in Maintenance Operations

Automation

Transparency
Immutability

Efficiency
Security
Interoperability

Automatic Execution

Legal Dispute Reduction

Traceability

Reduction of administrative times and operational costs through process
automation, such as payment times for labor.
Complete visibility and traceability of operations affecting the project, including
both ordinary and extraordinary maintenance work.

Guarantees that data and contract conditions cannot be altered.
Streamlining of bureaucratic operations and reduction of human errors that can
delay intervention times, thus improving structural safety.

Data protection that is particularly relevant for sensitive structures and
critical infrastructures.

Easy integration with other systems and technologies like Al or IoT sensors
dedicated to monitoring the project.

Automatic execution of payments and contract actions once the conditions are
met, reducing delays and potential disputes.

Clear and immutable rules that reduce the number of legal disputes and conflicts
between parties.

Recording of all transactions and modifications.

In some cases, studies have explored the possibility of using blockchain technology
to certify project documents aimed at defining specific project milestones [43,44]. Other
applications consider the use of this technology when project documents are subject to
modifications due to issues encountered during the design and construction phases [45].
These technical changes have affected the management costs of the construction site and
the project itself, including materials and labor [46]. As evidenced by the review studies
conducted in recent years, the scientific community’s efforts have primarily focused on
resolving issues related to cash flow management, logistics, and automated payment
processes [47,48]. On the other hand, it has been noted that the construction sector’s future
developments lie in the application of smart contracts to quality management and facility
management. For these applications, it has been observed that effective workflows and
proper integrations with the various employed technologies still need to be defined [48].

2.2. Innovative Aspects

This paper conceptually explores the advantages and limitations of applying smart
contracts in the management and maintenance phases, expanding beyond their use in
design and construction. Their application in structural maintenance and emergency man-
agement remains largely unexplored. The goal is to reduce response times for maintenance
teams while ensuring transparent tracking of interventions and related expenditures.

As shown in the diagram in Figure 4, the smart contract, which is based on blockchain
technology, can be utilized in two different ways, making it a flexible tool throughout
the life cycle and suitable for both routine maintenance activities, whether ordinary or
extraordinary, and in emergency situations.

The left side of Figure 4 shows that the activation of the smart contract is not influenced
by purely human analysis and decision-making processes. It is directly triggered when pre-
established conditions occur unless specifically planned actions (e.g., using an operator’s
supervision before activating interventions). In this case, sensors, known as external oracles,
send measurements directly to the smart contract, which compares the received data with
the threshold values set within it. Upon exceeding one or more thresholds, the smart
contract automatically activates and executes all the actions specified and encoded in
the contract.
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Figure 4. Smart contract interactions.

The second mode of use, shown on the right side of the diagram, involves constructing
the smart contract following a process of analysis, interpretation, and decision making
aimed at ensuring optimal solutions for managing the structure. In this case, the encoding
of the contract and the actions triggered by specific inputs are not determined by external el-
ements, such as sensors. Actions, for example, may be automatically activated after a certain
period of time or upon the completion of planned works through the contract subscription.

The difference between the two solutions lies in the way the smart contract is activated.
In the first case, in an emergency state, the contract is activated when thresholds detected
by external oracles are exceeded. In the second case, the contract is activated based on
factors defined following a data analysis and interpretation.

Another difference is the timing of when the two contracts are established: the first is
built alongside the monitoring system, while the second is constructed based on data that
have been processed later.

Smart contracts introduce a paradigm shift in asset management, offering distinct
advantages over traditional methods by enhancing automation, information tracking, and
data certification. While they have been widely used in construction for material tracking
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and payment automation, this study explores their application in real-time emergency
management and maintenance operations, addressing a significant gap in the literature.

This research proposes a novel flowchart for integrating smart contracts into man-
agement and emergency procedures, ensuring a structured, automated, and verifiable
approach to infrastructure resilience. In this context, “emergency” refers to critical situa-
tions where human safety is at risk—such as when a monitored facility no longer meets
ultimate state limit (USL) conditions.

The core innovation lies in how smart contracts impact two fundamental aspects:

e Automation: By enabling pre-programmed responses, smart contracts drastically
reduce intervention times, minimizing downtime and enhancing system resilience.
This contrasts with conventional decision-making processes, which rely heavily on
manual assessments and procedural delays.

e Information tracking and validation: Every intervention and decision-making phase
is immutably recorded, ensuring transparency and accountability. This extends be-
yond financial transactions to certify compliance with contractual obligations, safety
protocols, and prescribed maintenance guidelines.

Unlike traditional applications focused on payment security and material certification,
this study illustrates how smart contracts can serve as a governance tool for emergency
response and infrastructure oversight. The ability to track and validate decisions ensures
legal enforceability, facilitates responsibility attribution, and supports post-event audits.

However, human oversight remains essential to guarantee quality control and com-
pliance. Financial operations are safeguarded through pre-allocated funds and verification
mechanisms, ensuring payments are executed only after approval from qualified technicians.

As explored in this study, this approach has the potential to significantly reduce
downtime and enhance the legal certification of responsibilities during emergency events,
marking an advancement in the use of blockchain for infrastructure management.

3. Conceptual Framework and Methodological Aspects

The simulated scenario involved creating a smart contract programmed to react when
a predetermined threshold is exceeded, as detected by an external oracle. The smart contract
is written using the Solidity programming language, which is developed to operate on the
Ethereum blockchain infrastructure, using the cryptocurrency Ether for payments [49,50].
The choice of Ethereum was made considering that this platform is one of the most popular
and widely used in the world, as well as being the first to introduce smart contracts.
Additionally, Solidity was selected because it offers various functionalities that enhance
security and interoperability with different Ethereum standards, making it easily integrable
into Dapps [51].

Once written, the code, within a file with the .sol extension, is compiled to generate
bytecode, which is then distributed on the blockchain, making the contract operational.
The monitoring system, composed of IoT sensors [52], and supported by low latency 5G
technology [53], enables near real-time monitoring, acquiring values that are compared
with the thresholds established during the design phase of the structure. This monitoring
system thus acts as an external oracle, a source of data external to the contract but on
which some of the smart contract’s actions depend [54,55]. The internal code of the smart
contract can be developed [56]. As described, the input data consist of the values detected
by the monitoring system. If these values exceed the set thresholds, the smart contract
automatically activates its functions.

The simulated scenario represents an emergency condition, detected by the IoT moni-
toring system, where the primary priority is the protection of human life.
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In this scenario, the emergency is triggered by the hypothetical exceeding of predefined
threshold values for one of the parameters measured by the monitoring system. However,
this study does not examine specific threshold values; the parameters that led to the
emergency; or the most suitable communication protocol for IoT sensors, which may use
MQTT, CoAP, or HTTP. These aspects are case-specific and fall outside the scope of the
conducted simulation.

Rather, the primary objective of this scenario is to verify the correct reception of the
alarm signal, which activates the smart contract and triggers the corresponding automated
operations. When the thresholds are exceeded, the smart contract executes three distinct
actions, which, as previously mentioned, are carried out autonomously and automatically.

The first action involves sending an alert notification to the maintenance and control
teams, who are tasked with verifying whether the alarm is real or a false positive. Indeed,
the asset owner has a contractor team from outside or internally that begin operations
(e.g., restoration processes with interventions) once an alert is confirmed. The second action
is the saving of relevant information at both a technical and legal level, such as the ID of the
sensor(s) that reported the threshold overcoming, the time and date of the occurrence, and
the responsible operator present during that specific situation. The third and final action
involves sending a signal that leads to the closure of a section or the entire infrastructure,
based on the risk management plan.

The various types of interventions and their associated costs are pre-determined when
the contract is being coded, similar to a paper contract. Once the restoration work is
completed, the responsible party conducts a quality check, and if passed, they approve
the intervention. With the approval of the intervention, and the simultaneous uploading
of post-intervention evidence documentation, the work is certified as meeting the perfor-
mance requirements outlined by current regulations and agreed upon during the contract
definition. Upon receiving confirmation from the responsible party, the work carried out is
verified, and the contract proceeds with the immediate payment of the completed work.
Figure 5 summarizes the logical flow of the smart contract definition and operation, and it
will be further detailed in the forthcoming sections.

Description of the Structure

The contract, named “EmergencyManagement”, consists of several functions that
represent the actions previously described. The program’s architecture is composed of the
following main actions. The programming language employed for code development is
Solidity. The code was structured through functions, enabling the creation of a solution
that is both user-friendly and adaptable to diverse scenarios. It should be noted that each
action in a smart contract incurs a cost measured in the unit known as gas [57]. The more
complex the code, the higher the overall cost of the operation for the end user. (i) The
contract’s structure is designed by defining a set of information relevant to the emergency,
including the sensor ID, the time and date of the event, and the details of the responsible
parties involved. (ii) To ensure a high level of security, especially in the event of legal
disputes, the “owner” field is introduced, which stores the contract owner. The owner is the
only one allowed to modify and execute the main functions, such as entering the amounts
for different works, assigning team names, and authorizing payments. (iii) As shown in
the diagram representing the contract’s logical flow (Figure 5), once the threshold limit is
exceeded, the contract is activated. (iv) In addition to updating the number of reports, an
event called “EmergencyReported” is created, which notifies predefined recipients of the
contract’s activation and the triggering cause of the emergency. Within this framework,
every intervention and risk is assigned a unique ID, thereby facilitating the unambiguous
identification of each event. (v) A notification is sent to request the intervention of the



Buildings 2025, 15, 680 10 of 20

designated team, which will use the “confirmRisk” function to confirm or refute the validity
of the situation detected by the sensors (Figure 6). The “confirmRisk” function also requires
the upload of evidence documentation to certify the basis on which decisions are made to
confirm the reported situation.

Contract
Design

Definition of Contract
Terms

Creation of the Smart
Contract

Approval by the
parties Involved

YES
|

Creation of the
Fund

Structure
Monitoring

Exceeding
Threshold Limits

Activation of Terms

Intervention

‘Approval of the Work
Performed

YES Sufficent fund?

YES

Figure 5. Smart contract flowchart.
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function confirmRisk(uint256 emergencyId, string memory
preInterventionPhoto) public onlyOwner
Emergency storage emergency =
emergencies[éemer encyId%; ] ) ]
] require(Temergency.confirmedRisk, "Risk already
confirmed");

emergency.confirmedRisk = true;

emergencx.greInterventlonPhoto =
preInterventionPhoto;

emergency.emergencyTeam = msg.sender;

emit EmergencyConfirmed(emergencylId,
msg.sender);

Figure 6. Pseudo Code, in Solidity, confirmRisk function.

Once the intervention operations are completed, the team, using the “resolveEmer-
gency” function (Figure 7) can declare the completion of the work and upload post-
intervention images. These images, like the pre-intervention ones, are not managed within
the contract but are stored on InterPlanetary File System (IPFS), which will provide a
unique hash. IPFS assures that the data included in the network are unique and are pro-
tected against modifications, making these data immutable. This operation is therefore not
managed by the smart contract itself but by the DApp on which it runs.

function resolveEmergencK(uint256 emergencyld, string
memory postInterventionPhoto, uint4@ paymentAmount)
public onlyOwner

Emergency storage emergency =
emergenc1es[emergencyId%; i . .

] require(eémergency.confirmedRisk, "Risk not

confirmed"); .

require(!emergency.resolved, "Emergency already
resolved");

emer encg.postInterventionPhoto =
postInterventionPhoto;

emergency.paymentAmount = paymentAmount;

emergency.resolved_= true;

emit Emer encyResolvedXemer§encyId,
post%nterventlonp oto, paymentAmount);

Figure 7. Pseudo Code, in Solidity, resolveEmergency function.

The DApp is simply an application that provides a user-friendly graphical interface for
the end user. The payment for completed works is executed through the “makePayment”
function. This function, of which an example code is shown in Figure 8, ensures that the
specified payment fund contains the requested amount and then processes the payment
instantly and automatically upon contract completion.
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function makePayment(uint256 emergencyld, _address
e recipient) public nonReentrant onlyOwner
Emergency storage emergency =
emergenc1es[emergencyId%;
require(emergency.resolved, "Emergency not
resolved"); . .
require(address(this).balance >= )
emergency.paymentAmount, "Insufficient balance");

payabl

(bool success, = recipient.call{value:
emergency.paymentAmount 5 )
require(success, "Transfer failed");

emit PaymentMade(emergencyld, recipient,
emer%ency.paymentAmount);

Figure 8. Pseudo Code, in Solidity makePayment function.

4. Results and Discussions

The proposed solution provides significant advantages, particularly in enhancing the
system’s rapid response capability through smart contracts. Integrated with IoT sensors,
the contract facilitates an immediate and automated response to potential risks. Current
monitoring systems, already widely used to control access to sensitive infrastructures like
bridges or tunnels, are generally limited to blocking individual nodes. In contrast, a smart
contract could extend closure to multiple consecutive nodes, and based on the closure time,
local administrations could receive compensation calculated on the hidden costs generated
by the infrastructure’s inactivity.

By using a properly designed monitoring system and a digital twin, representing the
territory and the infrastructure network, it is possible to use the smart contracts to ensure
safety and timely response in emergency situations in order to improve the community
resilience. For instance, a flood detected upstream could pose a risk to several downstream
bridges [58]. With a smart contract, as soon as the monitoring system detects the critical
event, the affected bridges would automatically be closed to traffic. Once the emergency
signal ceases, the system would automatically calculate the economic damage incurred
and proceed with immediate payment, with further physical damage assessment based
on the interventions carried out by the teams. The contract, built with a dual verification
system, ensures compliance with the pre-agreed and designed procedures for managing
various risk scenarios, balancing automation with human oversight. This not only ensures
the correct execution of operations but also adherence to the expected timelines.

Adopting a smart contract improves emergency response and ensures that manage-
ment operations are carried out in the correct order and manner, simultaneously reducing
potential legal disputes that often follow critical events. The planned interventions outlined
in the safety plan are faithfully executed since they are predefined and encoded within
the contract itself. This logic also applies to ordinary and extraordinary maintenance,
where activation is not triggered by a critical event but by a scheduled timeline based on
performance degradation analysis over time. Legally, the smart contract serves as the ideal
tool to bridge the gap between the rapid response required in risk management and the
legal frameworks governing the sector [59].

The smart contract also includes the possibility of uploading evidence documentation
to report the damage and the post-intervention situation, a solution that addresses trans-
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parency regarding intervention methods and material use. The documentation (e.g., im-
ages), stored on blockchain, combined with the verification by the responsible party, provide
the necessary flexibility in managing these situations, which inherently involve a degree of
unpredictability.

For these reasons, the functionality of the smart contract was verified using the written
code efficiency verification tool SolidityScan [60]. This tool allows the functionality and
efficiency of the code to be highlighted with a score from 0 to 100 points. The created code
obtained a score of 86.75, with no critical issues.

As can be seen from Figure 9, the code has an excellent functioning capacity. The infor-
mation in the gas is essentially due to the authors’ choice to connect external information to
the smart contract that cannot be easily codified, such as photographs. Indeed, photographs
will have a different weight based on their quality and quantity, thus modifying the gas
required for the use of the smart contract. The aspect of gas is still critical today for the
development of smart contracts.

Scan Score: 86.75

Issue Distribution: { "critical": 0, "gas": 3, "high": 0, "informational": 3,
"low": 0, "medium": 0}

Figure 9. Code score.

Several studies [61] highlight that maintenance and disaster response interventions
frequently experience delays due to bureaucratic inefficiencies, payment processing issues,
and poor coordination among stakeholders. These inefficiencies can trigger cascading
delays, exacerbating infrastructure deterioration and increasing overall costs. Previous
research has explored various solutions, such as streamlining approval workflows and en-
hancing financial governance; however, these approaches often remain human-dependent
and prone to administrative bottlenecks.

In contrast, the adoption of smart contracts addresses these challenges by automating
key processes, particularly payment execution, based on predefined contractual conditions.
This reduces reliance on intermediaries, minimizes procedural uncertainties, and fosters
trust among stakeholders by ensuring that payments are executed transparently and in a
timely manner. Compared to traditional contract management methods, smart contracts of-
fer a self-executing mechanism that significantly improves the efficiency and accountability
of financial transactions in infrastructure maintenance and emergency scenarios.

Governance in infrastructure management involves administrative and bureaucratic
actions related to process transparency, procurement, and role coordination. Studies [62]
highlight that inefficiencies in these areas cause delays, cost overruns, and reduced opera-
tional efficiency.

Smart contracts streamline these processes by automating contract execution and
compliance monitoring, eliminating uncertainties and discretionary delays. Unlike tra-
ditional systems, they self-execute based on predefined conditions, reducing both direct
and indirect costs. This automation accelerates decision making, benefiting both routine
maintenance and risk management operations [63].

The effectiveness of these plans is evaluated using key performance indicators (KPIs),
shown in Figure 10 [62-65], which clearly benefit from the automation and autonomy
provided by smart contracts. The cost performance index (CPI), a key metric for budget
deviation, highlights how governance inefficiencies—such as funding delays, permit ap-
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Event

provals, and certification processes—negatively impact overall costs. By streamlining these

aspects, smart contracts enhance financial predictability and operational efficiency.
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e
%
S
@)
%

.
S
L

Key Performance
Indicators (KPIs)

3
S

Quality

Figure 10. Key performance indicators.

Figure 11 compares the planned budget trend for an emergency intervention with and
without smart contracts. In a scenario where an extreme flood impacts multiple bridges
along a watercourse, the event would trigger an emergency response phase, potentially
leading to severe infrastructure damage.

LEGEND

New re-opening Budget Trend with the
with smart contract Current Situation
Scloplion Budget Trend with the
/ == adoption of smart
contract
/ Reopening
- — — for Use
: “ Time
Emergency Administration Restoration Burocratic
Operacion Procedure Operations Procedure

Figure 11. Diagram representing budget increase requests.

In the current situation, once the critical event is managed, authorities must assess
damage, allocate funds, and initiate restoration to meet safety and efficiency standards
before reopening. This administration procedure often faces delays due to funding avail-
ability, bureaucratic approvals, and poor interdepartmental communication. Once work
is completed, the bureaucratic procedure follows, but inefficiencies such as stakeholder
misalignment and disorganized workflows can further slow the process.

By integrating smart contracts, these administrative and bureaucratic steps can be
significantly streamlined, reducing delays and improving budget adherence. However,
two key aspects remain: (1) operational phases (emergency response and restoration) are
assumed to follow pre-established timelines, and (2) human oversight remains essential
to prevent errors, such as false positives or misinterpretations of automated signals. Con-
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trary to concerns about full automation, smart contracts shorten but do not eliminate
administrative and bureaucratic phases, ensuring both efficiency and control.

As shown in Figure 12, and supported by the literature, many restoration delays are
due to administrative and bureaucratic issues, such as delays in inspections required for

reopening [66,67].
Optimal Increase in costs due to
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Figure 12. Resilience function.

The graph in Figure 12 shows the trend of infrastructure functionality function over
time and following a critical event, such as an earthquake or a flood. The inclined lines
from t,o represent the recovery paths to restore operability. The green line indicates the
improved recovery path, which is also linked to the optimal expenditure costs for the
various operations. The two lines, one orange and one red, represent less effective recovery
paths that have experienced time delays due to administrative or bureaucratic issues,
leading to an increase in costs.

It is worth noticing how the resilience R of an infrastructure is defined by the area
under the recovery line and the subsequent horizontal line [66] within the controlled time
span Ty c; the longer the recovery operations take, the lower the resilience. It follows that
lower resilience is influenced by increased recovery time and inefficient operations. In this
sense, smart contracts could help to streamline and accelerate the processes necessary for
complete recovery, such as the transfer of documents needed for testing and inspections.

The CPM (critical path method) chart in Figure 13 illustrates how extending project
timelines beyond the optimal duration increases total costs, primarily due to inefficiencies
in traditional legal contracts and bureaucratic interactions [68-70].
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Figure 13. CPM costs and optimal project duration.

Smart contracts mitigate these inefficiencies by reducing indirect costs, as shown by
the green curve in Figure 13. This cost reduction stems from improved process efficiency,
faster approvals, and streamlined administrative workflows. Consequently, the direct cost
curve also shifts downward when project durations exceed optimal timelines, as illustrated
by the orange line, due to the cascading effects of lower indirect costs.

Future research will focus on quantifying these cost variations, refining the model
with empirical data to enhance the accuracy of cost-performance curves.

Finally, it is also worth noting how the adoption of smart contracts also presents
infrastructural and operational challenges. A suitably designed support infrastructure,
compatible with 5G technology, is essential to fully leverage the potential of real-time data
acquisition from monitoring systems. Additionally, adapting current emergency manage-
ment and maintenance procedures is necessary to ensure seamless integration. At present,
not all administrative entities are sufficiently prepared to support such advancements,
and widespread adoption will depend on the sector’s ability to identify a blockchain
infrastructure tailored to the specific needs of the construction industry.

5. Conclusions

Smart contracts, along with the underlying blockchain technology, are relatively emerg-
ing tools with a wide range of potential applications. Although these technologies have
been known and used for some time in the construction phase of projects, their application
in the management and maintenance of infrastructure assets has remained limited and
largely unexplored. This study specifically addresses this gap, where its innovative con-
tribution lies. By conceptually exploring the use of smart contracts throughout the entire
lifecycle of an asset, this work demonstrates how they can offer substantial benefits.

Notably, it has been shown that the automation inherent in these tools can reduce reac-
tion and intervention times in emergency situations; streamline decision-making processes;
and accelerate maintenance workflows, whether routine or extraordinary. The efficiency
gained in these processes leads to cost optimization, a reduction in administrative and legal
disputes, and an opportunity to enhance risk management strategies and facility manage-
ment practices. Moreover, the transparency and immutability of blockchain foster greater
trust among stakeholders by ensuring compliance with predefined operational protocols.

Despite these advantages, several challenges remain unexplored. The widespread
adoption of smart contracts in asset management requires addressing regulatory concerns,
technical interoperability, and initial investment costs. Additionally, operational risks
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related to smart contract execution, such as coding errors or vulnerabilities, must be
carefully mitigated through rigorous validation and auditing processes.

Therefore, this study adopts a conceptual perspective, exploring the novel application
of existing technologies—specifically smart contracts—in the context of infrastructure
management and emergency response protocols. The findings suggest that repurposing
smart contracts for these critical functions has the potential to enhance infrastructure
resilience, operational efficiency, and risk mitigation strategies.

Future research directions include the development and validation of a simulated
infrastructure system integrating smart contracts to move towards real-world applications.
Further exploration of synergies with artificial intelligence and data-driven approaches is
also envisioned. For instance, a promising avenue is the combination of digital twins and
smart contracts to enable predictive maintenance, thereby further enhancing the resilience
of infrastructure.
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