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Summary

This thesis addresses the critical challenge of ensuring the reliability and testa-
bility of embedded memories in Automotive Systems-on-Chips (SoCs), spanning
from manufacturing to end-user reliability assessment. With the increasing com-
plexity and safety-critical nature of automotive systems, coupled with shrinking
technology nodes, ensuring the robust operation of embedded memories is paramount.
This work presents novel methodologies for efficient diagnostic data collection, pro-
cessing, and retrieval, along with hardware and software solutions for mitigating
voltage droop issues and classifying fault shapes.

The starting point of this thesis is the deep characterization of the embedded
memories of the Infineon Aurix SoCs produced by Infineon Technologies. In this
step, embedded memories are tested under various condition of supply voltage,
temperature, read timing etc.

After the characterization step, the challenge of efficiently manage the diagnos-
tic data coming from the test of the embedded memories is tackled. Three on-chip
diagnostic data collection methods are proposed and validated on an Infineon Au-
rix SoC. The first method employs "slices" for lossless failure bitmap encoding,
achieving up to 99.8% diagnostic space savings compared to previous list-based
methods. The second one further improves the first method by only reporting the
differences between one test and the other, further saving 66.99% of diagnostic
space. The third one utilizes "pixel slices" for density representation, offering up
to 72.6% savings with respect to state-of-the-art lossless approaches, albeit with
some loss of information. A novel hardware-software scheme for diagnostic data
retrieval reduces test time by 25% and improves fault representation fairness in
limited diagnostic memory scenarios. Furthermore, two low-area, low-complexity
circuits are presented to mitigate voltage droop during testing, thereby enhancing
diagnostic data reliability.

To facilitate advanced fault analysis, a ResNet18-based neural network is imple-
mented to classify eight different fault shapes, outperforming existing approaches
and enabling the recognition of novel fault patterns. Finally, this thesis presents
software for reconstructing internal memory organization from irradiation test data,
allowing end-users to simulate radiation effects and perform accurate reliability as-
sessments. These contributions collectively enhance the testability and reliability
of embedded memories in automotive SoCs, paving the way for more robust and
dependable automotive systems.
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Chapter 1

Introduction

This thesis addresses the increasingly critical challenge of ensuring the reliability
and testability of memories embedded in Automotive System-on-Chips (SoC). This
thesis provides a full overview of novel state-of-the-art approaches for memory tests
and diagnosis, spawning from the manufacturing of the devices to the reliability
assessment of the final users developing applications for the SoCs the eMemories
are integrated into. Carefully studying this topic is paramount, as with techno-
logical advancements and with technology nodes constantly scaling down, new and
unexpected fault mechanisms arise.

Technology is more pervasive than ever, especially in the automotive sector,
where the number of electronic devices has grown exponentially in the last couple
of decades. However, as SoCs become more and more complex with new peripherals
and new capabilities, embedded memories (eMemories) also need to grow accord-
ingly to satisfy the requirements of the new memory-hungry programs that take full
advantage of modern microcontrollers. Consequently, eMemories end up occupying
a significant percentage of the die area of each commercialized device. Their relia-
bility deeply affects the yield and the quality of the produced device, and thoroughly
testing them during production is paramount for modern SoC manufacturers. [1]

To address these multifaceted challenges, this thesis presents a comprehensive
investigation into various aspects of testing and diagnosing memories embedded in
Automotive SoCs to keep improving the state-of-the-art (SOTA) and make modern
safety-critical devices as reliable as possible while also saving test costs for SoC
manufacturers.

The key challenges addressed in this thesis include:

o Deep characterization of memories embedded in Automotive SoCs
o Efficient collection and processing of large volumes of diagnostic data
e Reduction of test time while ensuring fair representation of memory faults

o Mitigation of voltage droops during critical test phases
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» Classification and interpretation of fault patterns using machine learning
o Reconstruction of internal memory organization for radiation effect simulation

The first step is the characterization process that Automotive SoC manufac-
turers perform on their eMemories to assess their characteristics before the prod-
ucts are launched on the market. During these tests, the manufacturers tests their
eMemories in various conditions of temperature, reading speed, memory access time
etc [1]. These extensive characterization procedures generate massive amounts of
data that must be efficiently managed and analyzed.

Regarding diagnostic data management, this thesis presents three novel methods
for efficiently collecting and processing diagnostic data. These methods are designed
and validated to run on-chip on an Infineon Aurix Automotive-grade SoC and to
reduce the amount of communication with the external testers to reduce transfer
times.

1. The first method exploits the regular structure of the eMemories to perform
an optimized fault shape recognition, resulting in a lossless collection of shape-
encoding segments called "slices". Test performed on real Infineon Automotive
SoCs shows that this approach saves up to 99.8% of the diagnostic space
required by previous SOTA approaches [2].

2. The second method is an algorithm that expands the capabilities of the first
one by encoding just the differences between a test and the next one. During
the first test, the algorithms save the order of arrival of the faults in structures
called delta slices. In this way during the second test, the algorithm can com-
pute the next expected fault and immediately notice if there is a difference,
if another fault is received. The algorithm uses colored slices to represent the
differences found. This further saves an average of 66.99% diagnostic memory
space with respect to the algorithm presented in the previous point.

3. The third method is oriented toward the density representation of failures
in memory, reporting just the number of faults in a given square of memory
but not their precise location in special structures called "Pixel slices". Even
with their lossy nature, pixel slice results are incredibly valuable during some
characterization steps as they allow test engineers to notice weaker areas of
their memories immediately. Test performed on real Infineon Automotive
SoCs shows that using this lossy approach, the total diagnostic memory save
is up to 72.6% compared with the lossless slice approach.

While efficient data organization is crucial, the ability to retrieve and process
this diagnostic information is equally important. Therefore, this thesis next ad-
dresses the challenge of effectively retrieving the diagnostic data to reduce test
time and assess memory fairness in case of limited dedicated on-chip diagnostic
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memory space. For these reasons also, the dedicated Memory Built-in-Self-Tests
(MBISTS) [3][4] and how to efficiently manage them are addressed in this thesis. By
implementing a novel hardware-software scheme in an Infineon Automotive SoC, a
reduction of test time of 25% (with respect to previous linear-search-based methods
[5]) is achieved while also having the added benefit of a fair representation of the
faults in the memory.

Apart from managing the Design for Testability (DfT) hardware of the eMemo-
ries, other external factors need to be considered for a successful memory test such
as:

o Supply voltage variation for characterization purposes
» Voltage droops caused by the sudden change in the current requirements

« Bit flips caused by cosmic radiations

For example, during characterization, the SoCs are tested at various ranges of
supply voltages [1]. In particular, low voltages are often caused by issues during
the test flow, as sudden current requirements create dangerous voltage droops [6]
[7]. Two novel low-area and low-complexity circuits have been designed to solve
dangerous voltage droops by temporarily raising the voltage in critical parts of the
test flow. These hardware optimizations ensure reliable data collection, setting the
stage for comprehensive failure analysis.

With robust data collection and hardware solutions in place, the next criti-
cal challenge is to classify and interpret the accumulated diagnostic data effec-
tively[8][9][10]. To this end, this thesis presents a novel SOTA neural network
based on the ResNet18 architecture to classify 8 different fault shapes. Apart from
performing significantly better than previous SOTA approaches, the proposed so-
lution allows for the recognition of new and unseen fault shapes to speed up the
diagnosis of novel memory fault mechanisms.

Up until this point this thesis focused on what manufacturers can do to improve
the tests and diagnosis of their eMemories. However, manufacturers are not the
only entities interested in the reliability of their products.

In safety-critical environments such as automotive and aerospace, assessing the
reliability of electronic systems is paramount. In these environments final SoCs
programmers:

e mneed to test their application against the most common issues arising during
their systems’ operational life

o don’t know the internal organization of the devices they are programming,
including the memories

« wants to simulate the effect of various physical phenomena on the reliability
of their systems
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A classic example of a threat that affects electronic devices is cosmic radiation
made of high-energy charged particles[11][12][13]. This phenomenon is dangerous
as it can interact with transistors and flip their state, generating Single Event
Upsets (SEUs) and Multiple Event Upsets (MEUs)[14]. Various countermeasures
have been devised to mitigate this issue, such as Error Correction Code (ECC)
and other correction mechanisms for the most critical components (duplication,
triplication, etc).

Due to their regular matrix structures, having multiple bits near each other,
eMemories are particularly prone to MEUs, which would flip multiple bits at once.
This is particularly true for charged particles that strike at the intersection between
two or more cells. But to study the effects of these radiation-induced errors on the
execution of the programs stored in the affected memories, final users would need
to simulate the effects of MEUs in their system. However, having a simulation of
the eMemories is a challenging process for final customers as they are not aware
of the internal organization of the memories they are using, treated as industrial
secrets by manufacturers.

To mitigate this issue, a software to reconstruct the internal eMemories or-
ganization has been developed. The software takes as input MEUs coming from
irradiation test and gives as output a list of possible internal memory organization.
The algorithm does so by trying various memory parameters combinations and test
if in each combination, all the faults in the MEUs are physically near to each other.

With 5500 sets of input composed of 100 MEUs each (one set per memory
organization) the algorithm gives an average of 2 equivalent memory organization,
both perfectly capable of simulating the effects of MEUs on the execution of a given
program. This thesis will be organized as follows: Chapter 2 provides the reader
a background in all the relevant eMemories aspects necessary to understand the
presented works and how they contribute to the SOTA. Chapter 3 is the central part
of this thesis and contains all the proposed strategies, divided in multiple sections,
to advance the SOTA in embedded memories test and diagnosis. In particular:

o Section 3.1 show the in-depth analysis that manufacturers place in the char-
acterization of their eMemories.

o Section 3.2 discuss two novel approaches to compensate Voltage Droops along
critical steps in the memory verification flows.

o Section 3.3 presents three highly efficient encoding algorithms for the diag-
nostic data found during the Characterization process and mass production
for statistical purposes.

o Section 3.4 deals with the efficient management of the MBISTs embedded in
SoCs to reduce test time and improve fair memory representation.
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o Section 3.5 presents a new Machine learning approach for large volumes fault
shape classification.

e Section 3.6 explores how memory’s MEUs data coming from irradiation tests
can be used to reconstruct the internal eMemories organization.

Finally in Chapter 4 there are some final conclusions about the works exposed in
this thesis.






Chapter 2
Background and Related Work

This background provides the reader with comprehensive information about
embedded memories and several key aspects of their test and diagnosis procedures.
The information provided in this chapter gives a solid foundation to understand
the proposed strategies shown in Chapter 3.

This chapter starts with the organization of embedded memories and their possi-
ble configurations, along with details on their DfT hardware. While the Character-
ization work shown in Section 3.1 focuses specifically on embedded Flash memories,
the methodologies presented in the remaining sections are broadly applicable to all
types of embedded memories, as they leverage the regular structures of the bit cells
themselves and not on the used technologies. For this reason, the background will
primarily address embedded memories in general rather than a specific technology.

In the following section, a description of the traditional testing methodology is
presented, together with the current limitations and challenges.

Finally, current SOTA fault classification techniques are introduced. These
methods are used to recognize fault shapes found during the tests of the embedded
memories. Fault shapes are then useful for test engineers and designers to improve
their test flows and strengthen their designs.

2.1 Embedded Memory Architectures and Orga-
nizations

2.1.1 Embedded Memories general organization

Embedded memories are organized in regular structures that are easy to repli-
cate and manage [10]. A general overview is depicted in Fig. 2.1. The topmost
block comprises several independent memory banks. These are entirely separate
structures that can be placed around the die surface. Each bank is then subdivided
into several physical sectors (and may contain a Memory Built-in Self Test (MBIST)
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to speed up testing operations). Physical sectors are then subdivided into Logical
sectors that are divided into Wordlines. Wordlines are composed of multiple words
that contain a certain number of Bytes. Bytes represent the minimum granularity
accessible by the final user.

L CPU(s) ’

Vs

Bank 0 } ‘ Bank 1 ’ ‘ ’ [ Bank N }
N L

Flash Bank
Physical Sector 0 Logical Sector 0 Wordline 0
Physical Sector 1 A Logical Sector 1 Wordline 1
Physical Sector 2 Logical Sector 2 Wordline 2
Physical Sector M Logical Sector K Wordline Y
Word 0 Word 1 Word 2 Word X
Byte O Byte 1 Byte 2 Byte Z

Figure 2.1: A general organization of embedded memories.

2.1.2 Logical vs. Physical addresses

In the programmers’ view, the logic memory is a progression of words going
from the lowest index to the highest one, as seen in the left part of Fig. 2.2. In this
view, the memory is a "black box" in which bits in words are again organized one
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2.1 — Embedded Memory Architectures and Organizations

after the other from the lowest indexed one to the highest indexed one. Standard
memories, however, are organized in a more complex structure to improve their
reliability and chances of being repairable with some integrated spare components.

Manufacturers use a set of Memory Design Configurations (MDCs) to modify
the organization of their memories. Referring to Table 3.21, some of the MDCs are:

« WORDS: The total number of words in the memory
o MUX: The number of words in a row (also called wordline).
o BITS: The number of bits contained in a single word

o BIT ORDER sequence: Describes how the bits of the words are organized in
a wordline.

e Mirroring: This parameter decides if the memory has portions repeated in
alternated order. The mirroring comprises either column (bitline) and/or row
(wordline) mirroring.

o BIT SCRAMBLING: Bits in wordlines are divided in blocks in which each
block i is made of bits with index ith.

Fig. 2.2, 2.3, 2.4, 2.5 and 2.6 show some possible examples of MDCs. In the
figures, a single wordline is shown per example, and consequently, only parameters
affecting the rows are shown. However, similar configurations can also be applied
to the bitlines (column) of the memories.

Memory configuration:
WORDS =8 BITS=4 MUX =4
COLUMN MIRROR =0 (NO) BIT MIRROR =0 (NO)

N W A o o N
L

I
Word} 0 | 1 | ' 3 |
1 Biti01112131011121310111213101112131
0
Logical View Physical View

Figure 2.2: An example of an MDC with no bitline or bit mirroring.
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N w A o0 OO N

Memory configuration:
WORDS =8 BITS=4 MUX =4
COLUMN MIRROR = 8 BIT MIRROR =0 (NO)
T
Word, 0 1 ! 3

Logical View Physical View

Figure 2.3: An example of an MDC with column mirroring

Memory configuration:
WORDS =8 BITS=4 MUX =4

COLUMN MIRROR = 0 (NO) BIT MIRROR =2

T
Word | 0 : 1 ! 2 !
iutute Buluinl sl nliaiiat Sl [t il Sl nliadiatie haiialh el miaiiaiie Rafie Siafiatiel bbatiails Bl
Bit, 0'1!'3 2:0'113'2:0111312I011
Logical View Physical View
Figure 2.4: An example of an MDC with bit mirroring
Memory configuration:
WORDS =8 BITS=4 MUX =4
COLUMN MIRROR = 8 BIT MIRROR =2
T
Word | 0 | 1 : 3 :
iutute Buiuinl tiaiai nliaiiat Sl [t il Sl nliadiatie haiaalh dhaiintinl miaile Rafsi Siafiatiel by Bl
Bit, 0'1!'2 3:0'11213:2'31110'213
Logical View Physical View

Figure 2.5: An example of an MDC with column and bit mirroring
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Logical View Memory configuration:
WORDS =8BITS=4 MUX =4

7 COLUMN MIRROR = 0 (NO) BIT MIRROR = 0 (NO)
6 SCRAMBLED BIT
5
4
3 —1
2 Bit | 0 : 1 : : 3 :
1 Wordl 011123310711 27301172V 3 011172730
0 | |

L] Physical View

Figure 2.6: An example of an MDC with bit scrambling

2.1.3 Architectures for diagnosis

The most straightforward architecture for embedded memory diagnosis is the
one described in Landzberg et al. [2]. This work proposes a methodology based on
ATE that can directly access the memory under test by retrieving the fail coordi-
nates as soon as they appear or the collection of coordinates stored on-chip. This
method applies no manipulations to the collected data, and the fail constellation
can be reconstructed from the whole sets of coordinates.

Differently, Schanstra et al. [15] Chen et al. [16] and Bernardi et al. [17] pro-
posed variations by exploiting additional hardware that integrates the memory test
capabilities and supports on-chip bitmap collection. The approach by Schanstra
et al. [15] uses a modified MBIST architecture extended to perform shape recog-
nition. The described MBIST recognizes and compresses shapes such as failing
bitlines or wordlines. Some faults may be lost during this compression, so this
technique does not yield an accurate bitmap representation. Chen et al. [16] pro-
pose a compression method to reduce the number of bits needed to reconstruct the
failure constellations; this reduction of bits comes at the cost of a lower accuracy
of the reconstructed constellations. In Bernardi et al. [17] the authors used the
integrated MBIST in combination with the CPU of their device to compact the
fault coordinates found during their tests. The MBIST reported the coordinates of
each failing bit. The CPU then compacted these addresses, exploiting do not care
values by effectively searching cubes of a Karnaugh map. This approach limits the
number of communications between ATE and DUT.
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2.1.4 MBIST Architectures for Memory Test

Microcontroller eMemory is characterized by highly time-consuming tests. In
addition, memory capacity grows quadratically every four years according to Moore’s
Law and, similarly, testing times also grow.

The introduction of Memory Built-In Self-Test (MBIST) modules led to a test
time reduction for which the magnitude depends on the MBIST structure and
the CPU’s and firmware’s ability to access the memory [18, 19, 20]. Consisting of
specialized hardware surrounding the memory, MBIST enables at-speed self-testing
without the need for expensive and high-frequency Automated Test Equipment
(ATE).

Depending on its complexity, an MBIST’s logic can apply fixed or programmable
test flavors and acts as a slave; thus, it must be configured by the ATE or the
CPU, respectively, for production tests and online inspections [3, 4]. The most
straightforward configuration of an MBIST is composed of an Address Generator,
a Pattern Generator, a Read/Write Controller, and a Data Output Evaluator [21]
as shown in Figure 2.7:

o Read/Write Controller is an input to the memory as it decides when its time
to write a new test pattern or read it back.

o Address Generator is also an input to the memory as it decides the address
for which the test pattern has to be written to or read from.

o Pattern Generator decides the pattern to write at a specific address in the
memory. It also provides the reference pattern to the Output Evaluator,
which can then compare it with the output of the flash memory.

e Output Evaluator simply compares the output of the memory at a given
address with the expected pattern provided by the Pattern Generator. In
case of a mismatch, a fault is detected.

MBISTs can access at page granularity and apply patterns and verify the cor-
rectness of the read data compared to the expected output. This behavior can
be achieved in different ways depending on the MBIST’s complexity and can range
from simple ATE-controlled MBISTs to more advanced programmable MBISTs able
to interact with the CPU through flags or interrupts.

From a higher point of view, MBISTs with programmable options are usually
able to implement many modes of operation [22], including:

o Count mode: At the end of the memory test, the MBIST makes the total fail
count available to the master.

o Stop-on-fail mode: During the memory test, the MBIST module stops each
time a fault is detected and provides the fault’s position and type. After a
stop event, the master must resume the verification.

12
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Read/Writ Patt
ead/Write > attern MBIST
Controller Generator
\ 4
Data in
P Read/Write
Address > Address Data > Output
Generator out Evaluator
Flash
memory

Figure 2.7: Simplified MBIST architecture.

For massive embedded memory composed of multiple banks, the basic structure
of an MBIST can be replicated several times. These independent MBIST instances
sensibly reduce test time at the cost of a small area overhead. In particular, a
distributed MBIST system is better than a centralized one because the test of a
fault-free bank is not stopped when a fault occurs in another bank tested by another
MBIST instance. The distributed approach gives a significant speed-up during
the ramp-up of a technology. An example of a distributed MBIST architecture is
illustrated in Figure 2.8.

Nevertheless, coordinating MBIST instances is not a trivial task. Especially for
immature technologies, many banks in the same chip may fail simultaneously. Of
course, each unit shows its own fail shape, and several MBISTs must be managed
concurrently. In a stop-on-fail scenario, MBIST behavior is resumed only after the
current fail coordinate is saved. Meanwhile, many MBISTs can notify of failure
and wait to be served. This is especially true for devices with thousands or tens of
thousands of faults. In these circumstances, efficiently managing the MBISTs can
save up to 26% of test time.

2.1.5 Linear Search Method

In the case of multiple independent MBISTs integrated into a system [23], it is
necessary to access each one of them individually to check their statuses. This is
the case for the system represented in Figure 2.8. The status register is thus the
primary communication mechanism used by the MBISTs. After their programming,
they only need to write any event (such as “fault found” or “job finished”) to their
status register. The CPU can then read the status register of the corresponding
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CPU

I

Common Bus

Status Status Status Status

MBIST 0 MBIST 1 MBIST 2 MBIST 3

Bank O Bank 1 Bank 2 Bank 3

Figure 2.8: Hardware organization of four independent MBISTs.

MBIST. With the independent MBIST configuration set in the stop-on-fail mode,
to understand if a fault has been found in the memory bank, the CPU has to
continuously check the MBISTs’ status register in a linear search fashion.

In the simplest scenario in the so-called “linear search” approach, all MBISTs
are checked one-by-one, starting from the one with the lowest index as reported in
Algorithm 1.

Algorithm 1: Linear Search for N MBISTs

Start all MBISTs;

while Test not finished do

for each integer ¢ in N do

if MBIST[i] found a fault then
Retrieve fault coordinate;
Restart MBISTYiJ;
break;

else
L Continue;
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Linear search is the only possible choice for an architecture that requires indi-
vidual access to the status register of its MBISTs. A perfect example of this kind of
architecture is presented in [5], where the MBISTSs are connected to the central con-
troller bus through a multiplexer that selects the desired MBIST on a one-by-one
basis. Thus, no parallelization during the MBISTS’ status check is possible using
the architecture proposed in [5].

To visualize how the linear search works and its intrinsic issues, Figures 2.9
and 2.10 show how this access mechanism works in a possible test scenario with
many fails distributed along multiple memory banks. This scenario is an example of
what automotive SoC manufacturers may find during the characterization of their
devices. Referring to Figure 2.9 in particular:

1. Banks 0 and 2 represent randomly distributed faults with various shapes.

2. Bank 1 has a faulty bit cell at the junction of the “cross” of failing bit cells.
That faulty bit cell appears to work correctly but negatively affects nearby
cells.

3. Failures in Bank 3 represent a failing sense amplifier.

eMemory

MBIST MBIST MBIST MBIST

Bank 0 Bank 1 Bank 2 Bank 3

Figure 2.9: Realistic fault scenario in 4-bank memory.

The diagram in Figure 2.10 shows a possible order in which the banks (or better,
their MBISTS) requiring CPU attention are served:

o Ty. At the start, each MBIST is in the running phase and is testing the
memory in search of faults.

o T;. The MBIST of Bank 0 is the first to find a fault; it stops the bank test
and waits for the CPU read. The other MBISTs are still running and are
searching for faults.

e Ty. The CPU accesses MBIST 0; MBIST 3 stops and waits while the other
MBISTs are still running.
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e T3. The CPU resumes MBIST 0. All the other MBISTs are stopped and are
waiting for CPU intervention.

e T,. The CPU starts analyzing MBIST 1. MBISTs 2 and 3 are stopped and are
waiting for the CPU read, while MBIST 0 is again running and is searching
for faults.

o T5. MBIST 0 stops and is waiting for the CPU, MBIST 1 is running. MBISTs
2 and 3 are still waiting for CPU intervention.

o Tg. The CPU starts analyzing MBIST 0. All other MBISTs are stopped and
are waiting for CPU attention (MBIST 3 has been waiting since Tj).

After Tg, if MBIST 0 and MBIST 1 continue to find faults, they will always be
served first. With this intrinsic priority, MBISTs 2 and 3 will be served last. This
unfair serving of the banks is especially problematic in cases for which there are
time or diagnostic memory limitations (i.e., if there is not enough space to store all
fault information, faults appearing in Banks 2 and 3 will not be logged).

eMemory

MBIST MBIST MBIST MBIST

Bank 0 Bank 1 Bank 2 Bank 3

Figure 2.10: Timing diagram of the linear search applied to the MBISTs of a fault-
dense 4-bank memory.

2.2 Traditional Memory Testing Methods and their
Limitations

2.2.1 Measurements setup

During their tests, manufacturers adopt a complete array of measurement de-
vices. Having a stable and reliable setup is essential as it is fundamental to guar-
antee the repeatability of the measurements. Measuring instruments include:

o Oscilloscope with multiple channels to be used, for example, for current and
voltage measurements. The oscilloscope can also be connected to the DUT’s
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General Purpose Input/Output pins (GPIOs). These GPIOs can then be
used as triggers to understand the starting and ending point of the test and
the exact time a failure has occurred due to a voltage droop.

o Current probe, an instrument designed to be clamped onto insulated con-
ductors and used to precisely measure the current. Current probes are more
precise than shunting the input terminals with a low-value resistor and read-
ing the voltage droop over its terminals.

2.2.2 Test Characterization

SoCs can work at different combinations of frequencies and supply voltages. A
combination of high frequency and supply voltage is chosen for high performance,
increasing the power consumption and, consequently, the device’s temperature. On
the opposite, when power consumption has to be minimized, the supply voltage and
the working frequency are lowered. During validation and characterization, one of
the main tests for Automotive SoCs is called voltage sweep, a stress test aimed at
evaluating the behavior of the DUT at the variation of the supply voltage. The
absolute maximum and minimum voltage values are determined by observing the
correctness of the results of a given set of operations ranging from memory read-
/write to logic computations. These tests are fundamental to characterize a device’s
performance and power consumption, especially for the lower voltage values. Man-
ufacturers test their devices in harsher conditions than the one recommended for
the final users to retain a certain safety margin. During this characterization phase,
a minimum voltage called V;, is chosen.

Vmin 18 chosen considering a Guard band that allows the device to work even if
a relatively small voltage droop is present and is equal to Vi + Vauard bana ( Fig.
2.11).

2.2.3 Voltage droops and decoupling capacitors

All SoCs have minimum and maximum operating voltage specifications. If the
voltage is lowered under a minimum threshold, the device no longer work reliably.

To keep the voltage stable, it is a good habit to insert capacitors between the
supply voltage and the ground. These capacitors are able to compensate a certain
degree of voltage variations between their terminals as graphically shown in Fig.
2.12. These so called decoupling capacitors are able, when the input voltage droops
or increases, to respectively provide or absorb the excess energy that is trying to flow
through to the SoC. If the voltage droop is too quick and extended, the capacitors
are not able to compensate, and the device goes in an undervolt condition that
triggers an alarm, consequently failing the test.
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VNOM

VMIN

VF/\]L

Figure 2.11: Effect of voltage droops at different supply voltage

The droops are caused by a high dynamic power consumption that depends on
the executed instructions. When this happens, the device requires a large amount
of current for a brief period from the power supply that is not fast enough to prevent
a voltage droop.

There is a strict correlation between a rapid requirement of current and voltage
droops. Current spikes are usually caused by strong activity inside the devices, like
activating more than one CPU in parallel or performing certain energy intensive
steps. The correlated current spikes cause a discharge of the decoupling capacitors
that cause a voltage droop according to the formula V' = Q/C. In the long run the
power supply will compensate this droops, but if their amplitude is high enough
the device will show misbehavior.

Vddsuppy _: Vddic
Zline
Decoupling
POWGI’ _Epamtor IC
Su ppl'y Cdecoupling
GND

swooy ] GNDic

Zline

Figure 2.12: Power supply setup

Voltage droops are considered critical when testing at the minimum voltage
because when a voltage droop happens, the test is no longer performed at minimum
voltage but at a lower one. In this case the voltage can reach Vi, causing fails.
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2.2.4 Characterization and Memory Current Margin Test

Memory units may present many faults in the early steps of technology devel-
opment. Characterization processes are used to perform studies about statistical
topological distribution that may be present due to non-optimal architectural de-
sign or specific process variation or different working parameters (temperature,
frequency and so on) [1]. Many verification steps are performed to find fault dis-
tribution when changing the Sense Amplifier reference current and observing the
corresponding bit misbehavior. This process can highlight recurring defects in the
memory behavior, such as non-uniform topological faults distributions, that are
process and technology-dependent.

The resulting diagnostic information can be seen as coordinates that describe
the physical location of the faults present for the selected margin.
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Figure 2.13: Standard bit fail map generated shifting the reference current of the
Sense Amplifiers

2.2.5 Fault topological distribution

Technology experts are interested in topological failings patterns with respect
to their exact positions. They benefit from a compressed overview of the failings
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in the memory that shows the fault density more than their precise locations. The
benefit is especially evident for fault-dense DUTs, where the number of faults limits
the ability to represent a large portion of the memory. Also, the exact coordinates
of every fault are not needed for this type of characterization.

A topological failings pattern corresponds to an increased probability of faults
in a specific area of the physical memory. Multiple factors can interfere with the
correct reading, altering the programming state of the cells and then generating
a topological failings pattern. Fig. 2.13 represents the failing information using
a standard Bitmap in which each black dot corresponds to a failure. Failures are
focused on the center, highlighting a topological failing pattern.

2.2.6 Test flow

Since requirements for automotive fields are particularly strict, eMemories have
to be reliable across various environmental and electrical conditions. The reliability
of the embedded memories has to be assessed in conditions such as:

o Temperature: standard operating temperatures for embedded memories range
from -55°C to 125°C. During characterization and mass production, DUTs are
actually tested in temperatures slightly above and slightly below the specified
ones to maintain a certain safety margin.

» Voltage: also for supply Voltage there is a specified range of acceptable values.
To assess the correct behavior of the devices along the entire range, manufac-
turers test values slightly below and slightly above the specified values.

o Timing: Memory readings or writings follow a set of precisely timed oper-
ations involving multiple actors such as the sense amplifiers, the row and
column selectors, and, generally, signals propagation. The correct timing be-
havior has to be deeply tested during characterization since is one of the key
aspect of every memory read or write operations. Fig. 77 (from [1]) illus-
trates how supply voltage and read access time affect the fault distribution
in an Infineon™ Automotive SoC embedded memory.

« Sense Amplifier reference: a circuit named Sense Amplifier (SA) is used to
decide whether the content of a bit cell is a 0 or a 1. The SA compares
the current of the read memory cell against a reference current. If the cell’s
current is higher than the reference, the bit cells is read as 0, 1 otherwise. The
manufacturer sets the reference current depending on the technology, and its
correct calibration is fundamental to obtaining a valid read from the memory.

To test all these aspects, a comprehensive test flow is developed. The test flow
is a collection of multiple test steps performed in different configurations. Apart
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from testing the DUT’s behavior at different environmental conditions, these test
flows also search for faults such as the classic stuck-at and slow-to-raise faults.

For these reasons, automotive SoC manufacturers have to test the embedded
memories of their devices deeply. Multiple sensitization and detection steps are
performed in different conditions to test the memories fully. The sensitization
consists of:

o Active: program, erase, disturb, and stress operations.

o Passive: Retention bake and accelerated read disturb.

SA output:
Iref 0: IceII > Iref
1 Iref > IceII
| Sense Amplifier
Bit Cell cell

Figure 2.14: The sense amplifier decides if the content of a bit cell is a 0 or a 1

As described in Figure 2.15, these sensitization-detection steps are performed
both in the Front End, at the wafer level, and in the Back End after packaging.

EWS Front End: ATE

Back End: Bl tester + ATE

-

Figure 2.15: eFlash test Flow from Wafer level to Package level

The main goal of these tests is to discard defective devices as soon as possible,
to optimize the process costs.

The first step is the Wafer Sort (WS), in which the manufacturers skim the first
defective units. This is followed by the data retention Bake and by another WS to
help assess the data storage capacity of the memories under test.

Devices that survived the previous steps are then assembled (packaged) and
tested again in the Back End (BE) after a Burn-in that stresses the memories with
a series of memory operations. Fig. 2.15 graphically explains this test flow.
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2.2.7 Diagnostic data encoding methods

The test flows in the preceding paragraph produce a large volume of diagnostic
data. This data must be managed effectively by the manufacturers who seek to
both cut test time and boost their yield (and consequently reduce test cost).

To handle this data there are multiple methods found in the literature that span
from list-based methods [2] to more advanced shape recognition methods [24] to
lossy compression methods|[25].

List-based methods

List-based method such as the one presented in [2] are the easiest ones both
conceptually and from an algorithmic point of view. Each fault found is represented
in a list together with its coordinates. The advantage of this method is in the
immediate processing of the data, which just requires storing the fault location
without any processing. The disadvantage lies in the memory requirements to store
all the fault location one by one. Faults that involve an entire bitline or wordline
or even a physical sector can take a huge amount of space to be represented. Fig.
2.16 shows an example of a failing bitline and some sparse faults represented with
Landzberg’s method.

Y=0 X Y
/ 4 5 Sparse fault
Sparse fail 6 0
— Failing bitline Faults of
6 1 the failing
6 2 bitline

Figure 2.16: In the Landzberg’s representation each fault location is reported indi-
vidually

2.3 Existing Fault Classification Techniques

Industrial approaches to large-scale bitmap analysis of memory errors are typ-
ically based on heuristic methods, in which carefully crafted algorithms are de-
veloped by experienced engineers. These algorithms are good at processing large
volumes of faulty logs to detect and classify "known" faulty shapes emerging from
tests of memories. Nevertheless, they suffer from (i) poor performance as they rely
on a series of nested loops (i.e., very long execution time), (ii) difficulty in detect-
ing new classes of defective forms (i.e., heuristic algorithms can detect the faulty
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shapes they have in their database). As an example, LI-C. Wang in [26] discusses
the engineering tasks in the production yield application context. Every wafer goes
through a sequence of tools (manufacturing equipments), but there could be more
than hundreds of tools involved. It underlines the necessity of both automating the
workflow and supporting the data analysis with machine learning algorithms. It is
worth to underline that this is task-dependent: many applications in design and
test do not have a “big-data” problem [27]. However, the problem we are addressing
do suffer from such issue.

2.3.1 CNN-Based Classification of Memory Failure Bitmaps

As a matter of fact, in recent decades, to facilitate and aid this diagnosis process,
traditional industrial heuristic algorithms have been powered with machine learning
approaches. The intent is manyfold: to predict bit errors, to increase the yield of
a memory device, to automate and support the test chain, and so on. ML-based
approaches have been widely explored for accurately predicting endurance levels or
reliability issues in Flash memories [28]. In [29], a polynomial evaluation model for
predicting NAND Flash bit errors is proposed. A further prediction scheme based
on the SVM algorithm is presented in [30] to predict endurance levels of Flash
memories.

When it comes to diagnosis, the majority of research works focuses on the de-
tection of systematic defects on production wafers. This is carried out by means of
statistical approaches (e.g., [31]), machine learning and more advanced deep learn-
ing algorithms (e.g., [32, 33]). The authors in [31] adopt a layout-aware diagnosis
based on statistical criteria to wafers’ diagnosis to provide more resolution and
eliminate ambiguities. Surfing the high wave of Al technology, Nero et al. in [32]
proposes a technique for wafer diagnosis based on Generative Adversarial Network
(GAN). The adopted GAN leverages on two CNNs for building the generator (G)
and discriminator (D) neural networks, accounting for a total of 34,067,601 train-
able parameters. The main limitation of the work resides in the dependence on
the classes of images used in the training (it may demand a very large training set,
leading to a long training time). The authors also discuss the potential robustness
issues linked to adversarial samples. In [9], the authors explore the potentiality of
Artificial Neural Networks (ANNs) to classify shapes over a quite large memory
matrix. To survive such a memory size, the method does not feed the ANN with
an image but is based on the extraction of several features from the failure bitmap
under evaluation. A pre-processing part based on clustering the faulty portions
of the memory. For each identified region, 4 features are extracted, including the
size and density of the failing region. Each region is separately classified according
to known shapes. The process is fast and quite accurate, despite "blob" failures
introduced by the authors as "unknown" shapes that pull down the accuracy of the
classification. Anyway, it is so far the only paper looking for a concrete way to ease
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the inspection for novel failure shapes, not yet classified.

Among the different Al applications, image processing has gained significant
popularity in recent years in different fields, from medical imagery, to agriculture
industry. Specifically, CNN-based image categorization techniques have progressed
as well quickly [34]. As a matter of fact, CNNs excel at learning the structural
representations of images and accurately predicting their contents [35], by leverag-
ing the core operation: i.e., the convolution. Making use of filters (also known as
weights) to identify and examine particular patterns in the image, they are highly
effective for extracting hierarchical features from images.

e . . Vector of
Failure Bltmap probabilities
:LI m HORZONTAL
N Softmax 0.01| VERTICAL
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Figure 2.17: Exploiting CNNs to classify memory failing bitmaps.

Fig. 2.17 depicts the process of classifying the shape of a failing memory bitmap,
in our specific context. The first block, i.e., feature extraction, typically intermixes
convolutional, ReLLU, and pooling layers to extract features from the analyzed im-
age (e.g., shapes) using pre-trained filters (i.e., weights). Then, a classification
block (consisting of fully connected layers, followed by a final softmax function)
transforms the final values into a vector of probabilities; the probability assigned to
every label is also known as the confidence level. The higher the confidence level,
the higher the probability of a correct selection of the class. Fig. 2.17 illustrates
an example of correct prediction: the picture represents a multi-adjacent bitline,
which corresponds to the CNN’s highest score after classification; the confidence
level is 97%, e.g., 0.97 probability of having a correct prediction.
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Chapter 3

Proposed strategies and
experimental results

This chapter presents all the research performed to advance the state-of-the-art
in the embedded memory testing field, together with their experimental results.

Embedded memory testing is a complex field, especially in safety-critical envi-
ronments such as the automotive one where the reliability of the electronic compo-
nents is paramount, and their deep assessment is mandated by standards such as
the 1SO26262. To reach the goal of advancing the SOTA in the memory test and
diagnosis, it is necessary to tackle this challenge from several different perspectives.
For this reason, this chapter is comprised of works in multiple key areas of the
embedded memories life cycles:

e Section 3.1 concentrates on the Characterization of the embedded memories
a process that precede the mass production of the devices. Before starting
mass production, it is paramount to determine the exact characteristics of
the memories produced and to compare them with the results obtained in
simulation environments. During this characterization process, several key
parameters are set, including the reference current for the sense amplifiers.
The memories are characterized across multiple supply voltage and tempera-
ture ranges to evaluate the dependence of key parameters.

e Section 3.2: Part of the characterization is performing tests of embedded
memories at a low supply voltage called V,,;,. This section tackles the issue
of voltage droops along with the testing of embedded memories at this low
voltage level. In this kind of test, the manufacturers change the supply of
their SoCs to a limit close to the minimum operating voltage of the devices
and consequently stress-test their embedded memories. While performing
these tests, the activation of the DfT hardware and some energy-intensive
preparation steps lead to voltage droops. This phenomenon may lower the
voltage below a critical level, and so, in turn, cause false fails unrelated to the

25



Proposed strategies and experimental results

memory under test. To solve this issue, two circuits have been proposed to
temporarily raise the supply voltage when a critical voltage drop is expected
and then to lower it again after this critical step is passed. Compared to
previous SOTA solutions, these two circuits are simple, small, and easy to
integrate and work very efficiently in test environments with predetermined
test flows.

Section 3.3: After stabilizing the tests to solve the false fail issue, the collection
of the data generated during the test flow is tackled. During a test flow,
immense amounts of diagnostic data are generated. Efficiently managing
the data is paramount to limit the communications between the SoCs under
test and the external tester, resulting in faster test times and lower costs
for manufacturers. In this section, a series of three different algorithms are
presented: two of them losslessly encode the faults found in the memory based
on their shape and (the most efficient one) on their repetitions across several
tests, while the other is lossy and density-oriented and is incredibly efficient to
show fault distribution along the devices in an incredibly efficient way. Each
algorithm sensibly improves the previous SOTA solutions.

Section 3.4: While the previous section concentrated on the diagnostic data
encoding, the work in this section is related to the diagnostic data collec-
tion and how to efficiently manage the DfT hardware to save even more test
time and have fairer representation of the memory conditions. This result
is achieved by an innovative hardware-software scheme that enables the par-
allel polling of several Memory Built-In-Self-Tests (MBISTs) and a periodi-
cal priority-shift mechanism that guarantees the periodic serving of all the
MBISTs needing the SoC’s attention without the intrinsic priority shown in
previous SOTA approaches. T experimental results prove a sensible reduction
in test time together with a fairer representation of the memory.

Section 3.5: Once diagnostic data coming from embedded memories are effi-
ciently collected and encoded, it is time to use them to categorize the kind
of failures encountered during the embedded memories tests. Test engineers
and designers will then use this information to improve the robustness of their
designs or to concentrate the test efforts in the most relevant areas. This sec-
tion proposes a novel CNN network based on the ResNet18 architecture to
categorize fault shapes into 8 different categories. The network is also able
to recognize previously unseen fault shapes to help engineers quickly identify
new fault mechanisms. Compared to previous SOTA solutions, the proposed
method performs comparably to the best algorithmic solution while being one
order of magnitude faster (important for huge volumes of data) and incredibly
flexible, allowing for the easy addition of new fault shapes.
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e Section 3.6: All the previous sections tackled the issues that manufacturers
encounter during characterization and general tests of the memories embed-
ded in their SoCs. This section tackles the test issues of the final programmers
of the boards and the integrators that need to use these SoCs in their prod-
ucts (for example cars’” ECU manufacturers). After manufacturers made huge
efforts to ensure the reliability of their devices, a difficult-to-solve reliability
issue persists: cosmic radiation. During the operational life of the devices, it
is expected that highly charged particles will interact with the devices’ tran-
sistors, causing sudden faults inside the devices. When the highly charged
particles interact with the embedded memories, in particular, they risk alter-
ing several adjacent bits at the same time due to the closeness of the cells and
the regular shape of the memory structures. This phenomenon takes the name
of Multiple Bit Upsets (MEUs). Developers cannot easily simulate the effects
of MEUs as they would need to know the internal organization of the memo-
ries themselves, a detail that is rarely shared by SoC manufacturers. The only
reliable way to perform this simulation is to bring the devices to dedicated
radiation laboratories, a process that is not only slow but also very costly and
should be repeated with each new version of the code or new application. To
solve this issue, this section will introduce an algorithm to reconstruct the
Memory Design Configuration (MDC) from a limited amount of information
from a single and quick radiation experiment, and so from a list of MEUs
and their logical addresses in the memory. Using the reconstructed MDC
information, developers can efficiently simulate the effects of MEUs on their
applications. Experimental results show the validity of our approach using
simulated memories with different MDCs: the algorithm always returns the
correct MDC together with some "equivalent" ones (the number of equivalent
MDCs decreases with the increase of MEU data provided to the algorithm).

All the work described from Section 3.1 to Section 3.6 shows experimental results
coming from Infineon Aurix devices and stems from a multi-year collaboration
with Infineon Technologies that advanced the memory testing SOTA in several key
aspects, while the validity and efficiency of the work in Section 3.6 is proved through
the simulation of thousands of memories with different MDCs.

3.1 Defect-Oriented Testing and Memory Char-
acterization

This section introduces the characterization steps for the flash memories em-
bedded in automotive SoCs. During this phase, the various specifications of the
memories are assessed to verify their compatibility with the values simulated dur-
ing the design phase. Characterization is a time-intensive process and is performed
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on a limited sample of dies, typically involving new technology nodes or memory
technologies.

The first section focuses on the Erased Cell Current Distribution, a metric used
to calibrate the reference current of the sense amplifiers in the memories. In this
step, all memory cells are erased, and the current they generate is measured by
incrementally shifting the reference current of the sense amplifiers in small steps.

The second section addresses the characterization of the Read Access Time, a
metric used to evaluate the speed of the memories. Factors such as internal wiring
and sense amplifier delays impose a lower threshold on the operational speed of
a memory. Faster read speeds can lead to errors in bit decoding, where bits are
erroneously interpreted as 0s even when they contain 1s.

All the results shown in this section have been collected on Infineon Tricore
devices and the work resulted in a publication at IEEE IOLTS 2022[1].

3.1.1 In-depth Analysis of Erased Cell Current Distribu-
tion

In a Flash memory the value of each bit cell is stored in a floating-gate transistor,
which can hold a charge to represent data. These transistors are organized in row
(wordlines) and column (bitlines). During a read operation, the memory controller
activates the wordline and bitline corresponding to the target cell. A sense amplifier
then compares the current generated by the selected cell with a reference current
to determine the stored value. If the current generated by the selected bit cell is
higher than the reference one, then the bit is decoded as a 0. Vice-versa, if this
current is lower, it is decoded as a 1. This mechanism is explained in Fig. 3.1.
This current measure may vary from cell to cell. Therefore, analyzing the overall
cell matrix values and distribution is essential.

Identifying the most appropriate reference current to use during volume testing
is one of the characterization steps performed on the eFlash. The test of the current
observed from each memory cell after an erase or a program operation provides
valuable information to set the reference current limit for an erased or programmed
cell.
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Figure 3.1: A sense amplifier, part of the bit cell decoding mechanism

The result of the current tests are collected through stacked bitmaps classically
collected through bitmapping techniques [2] or with more advanced shape recogni-
tion techniques [24]. The following Fig. 3.2 shows an example of a stacked bitmap,
showing the current distribution in an erased bank. In the figure, the intensity of
the violet color corresponds to the magnitude of the bit cell current. The more
violet, the higher the current. A bit cell is recognized as a logical '0’ if its current
Therefore, a higher bit cell

Bit -

exceeds the reference current of the sense amplifier.

current indicates a stronger bit cell.
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Proposed strategies and experimental results

Figure 3.2: Stacked bitmap showing the current distribution of erased cells in a
bank. The more violet the color, the higher the current of the cell

As it can be seen in the figure 3.2, the current distribution is strongly position-
dependent. With "weaker" cells concentrated in specific areas such as the middle
part of the top half of Fig. 3.2. Manufacturers can then use the information coming
from these stacked bitmaps to set the lower limit for their sense amplifier reference
currents. Erased cells that exhibit a current lower than this limit will be marked
as defective.

3.1.2 Characterization of Read Access Time

Another crucial aspect for manufacturers is the read access time for the eFlash
memories. The faster it is, the higher the performance of the SoC they are part
of. The lower limit for the access time is established by multiple factors such
as wires and sense amplifiers delays. However, also these parameters show some
process variations together with temperature and voltage dependence and need to
be assessed during the characterization of the devices.

To perform this characterization, the manufacturers can act on different aspects
of their memory read, such as:

« the supply voltage of the eFlash modules;
» the temperature at which the characterization is performed;
o the system frequency of the SoC they are part of.

The following example in Fig. 3.3 shows the effect of changing the system
frequency and the reference voltage on the eFlash behavior when operating at
room temperature. Along with these eFlash tests, performed by stepping through
growing voltage and frequency values, the interesting parameter is the point at
which faults start to appear.
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In Fig. 3.3 the horizontal ax represents the frequency at which the SoC is
working: faster frequency means less time for the memories to correctly return
their read result. The vertical ax represents the percentage of failings over the
total amount of tested bits. The multiple semi-circular colored shapes represents
fault appearance at different voltage levels. The green curve represents the access
time of the CPU, how fast the CPU read the content of the memory after requesting
a read operation (decreasing with the increase of the system frequency). The red
constant line represents the lower limit for the CPU access time to read meaningful
data as it is the actual time at which the memory starts to output the read results,
but fault starts to appear sooner due to other delays. As emerging from 3.3, the
voltage has a clear effect on the performance of the eFlash. The lower the voltage,
the sooner the faults start to appear. On the other hand, by focusing on the
frequency, the figure shows that at some critical points, the eFlash has not enough
time to decode the bits correctly, and failures start to appear.
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Figure 3.3: Example of eFlash characterization tests performed at room tempera-
ture

Most manufacturers also include additional hardware components called Mem-
ory Built-in-Self-Test (MBIST) in their eFlash to speed up the testing procedures.
Nevertheless, also the performance of these devices has to be characterized. Fig.
3.4 shows the results of these tests in case of a verify Os on a memory composed of
all erased cells. Similarly, Fig. 3.5 shows a verify 1s over a memory composed of
all programmed cells.
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Figure 3.4: Test to check the effectiveness of the integrated MBIST against the
CPU in case of a verify Os
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Figure 3.5: Test to check the effectiveness of the integrated MBIST against the
CPU in case of a verify 1s

The previous two figures show that the CPU and MBIST results are almost
identical. The comparison between CPU and MBIST shows that the specialized
hardware can be reliably operated in the testing environment, with all the advan-
tages in test time it brings.
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3.2 Voltage Droop Mitigation Techniques

Voltage droop is a critical challenge in modern integrated circuit testing, partic-
ularly when operating at the minimum supply voltage (Viin). This phenomenon,
caused by sudden current spikes during testing, can lead to test failures and unre-
liable results. Addressing voltage droop is essential to ensure the robustness and
accuracy of the testing process, especially in scenarios involving Design for Testa-
bility (DfT) hardware or concurrent operations like parallel MBIST activations.
This section introduces innovative techniques specifically designed to mitigate volt-
age droop during testing, focusing on simple, cost-effective solutions that leverage
predefined test flows to maintain system reliability without significant overhead.

To understand the impact of voltage droops, Fig. 2.11 illustrates how they can
lead to test failures. A fail arises when the voltage droops below a value called V.
In order to avoid unexpected failures due to voltage droop, we devised a voltage
compensation technique. Our compensation technique requires three steps:

1. Identify the critical test steps. These steps cause a current spike and are not
generated by the Circuit Under Test (CUT) but by its DfT or other parts of
the DUT. These current spikes generate dangerous voltage droops that can
cause the DUT to fail.

2. Raise the supply voltage of the system just before the critical steps. The
voltage is raised enough to prevent a fail induced by the drop.

3. Lower the supply voltage to the starting value once the test has passed the
critical step. In this way, it is possible to test the CUT at the minimum
voltage set by the manufacturer.

Table 3.1 compares our proposed approaches with other solutions [36][37][38][39],
analyzing their differences. Our proposals have the lower complexity with respect
to all the analyzed solutions, requiring almost no extra components. Similarly
to the approach in [36], the proposed approaches only works with known droops.
This is not an issue for Automotive SoCs tested with a predefined test flows. The
method proposed in [36] requires a relatively big transistor charged to an higher
voltage than the supply of the circuit. This higher voltage capacitor is then used to
inject current just when needed. Of course there is the added complexity of charg-
ing the capacitor to an higher supply voltage through another voltage source that
needs to be disconnected when the current injection is needed. The work shown in
[37][38] and [39] are part of a modified DC-DC converter. These methods do not
require previous knowledge of voltage droop timings but require the devising and
building a new kind of DC-DC converter. In the testing scenario, the sequence of
tests is predefined by the manufacturer, so our proposed approaches leverage this
knowledge to create two circuits that are as simple, cheap, and reliable as possible.
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The first proposed approach utilizes an Embedded Voltage Regulator (EVR) to
adjust the supply voltage during critical test steps dynamically. For devices with-
out an EVR, we present an alternative solution based on external circuitry, which
employs a Schottky diode and an NMOS transistor to achieve the desired volt-
age shift. Both approaches are designed to perform gradual voltage adjustments,
avoiding abrupt changes that could cause dangerous current spikes.

Table 3.1: Comparison of the proposed approach with other Voltage droops miti-
gation techniques

Masila ni et al. Barrado et al. Proposed

Non Li

Control Alternative DC-DC
er

Supply Voltage
Loop Shift

Droop Mitigation Technique

Automatic Compensation Automatic Comp ation
Activation Mechanism (Integrated in (Integrated
a DC-DC converter) a DC-DC converter) a DC-DC e

Externally Controlled | Externally Controlled

Voltage droop type Any Any Known Droops Known Droops

Arca Overhead Medium Medium

& Complexity Medium Low (four components)

In the proposed approaches, shifting the supply voltage consists of 4 steps:
1. Raise the voltage to an higher level when a critical step, is about to start.
2. Wait for the voltage to reach the set value and continue the test.

3. At the end of the critical step, lower the voltage again to V.

4. Wait for the voltage to reach the set value and continue the test.

3.2.1 Voltage Droop During Testing

The first phase of our proposed approach is the empirical search of critical
steps that generate consistent voltage droops. To find these critical steps, the
evolution of the Voltage-Current behavior is monitored along the testing flow of
the DUT. The instruments involved in this search are oscilloscopes equipped with
both voltage and current probes or a tester with analog capabilities. In addition, to
help this analysis, a GPIO of the DUT is also used as a fail /pass signal. The GPIO
is particularly useful to understand which droops translate in test fail. Current
spikes and corresponding Voltage droop are identified, and the specific embedded
components that generate them.

Fig. 3.6 shows an example of a voltage droop causing an integrated voltage
monitor to raise a fail signal. After the signal is raised, the test is interrupted
abruptly. In the particular example shown in Fig. 3.6, the voltage droop is caused
by a CPU exiting the idle mode to check the state of an MBIST (causing the test
to fail).
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Figure 3.6: Current spike generates a Voltage droop and a fail signal raised by a
GPIO

3.2.2 Proposed Mitigation Techniques

Once the critical steps are found, the tests are repeated with our devised coun-
termeasure. When reaching the critical part of the test discovered in the previous
step, the supply voltage is shifted to a slightly higher value. The first proposed ap-
proach uses an Embedded Voltage Regulator (EVR) to reach this goal. For devices
that do not include an EVR, a solution based on external circuitry is also proposed.

A sudden shift in the supply voltage would cause dangerous circuit current
spikes due to the supply lines’ parasitic components. To avoid these current spikes,
our approaches are used to "slowly" raise the voltage to the chosen safe value.

Embedded Voltage Regulator

The EVR is organized as in Fig. 3.7. Once the target voltage is set, a digital
controller drives the gates of two MOSFETSs (one of type P and one of type N).
The drain of the PMOS is connected to an external power supply providing "V ",
while the source of the NMOS is directly connected to the ground. An inductor is
connected to the node between the PMOS source and the NMOS drain, followed
by a grounded capacitor. These two reactive components help the EVR to have a

stable and glitch-less output.
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Figure 3.7: Embedded Voltage Regulator schematic view

The EVR uses an internal voltage reference to decide how to drive the two MOS-
FETs and consequently set the output voltage. The output voltage is compared
against the reference one and set to the desired value. Depending on the result of
this comparison, the digital controller decides the changes needed for the input of
the two gates. For example, if the output voltage is too high with respect to the
reference one, the voltage of the NMOS is increased, together with the voltage of
the PMOS, and vice-versa.

- Voltage [V]
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Figure 3.8: Effect of voltage droop at different supply voltage

The EVR is programmed to perform the voltage shift in small steps. The small
shifts performed one at a time help reduce the current spikes created by a sudden

shift in the supply voltage. A visual representation of this slow shift is shown in
Fig. 3.8.

36



3.2 — Voltage Droop Mitigation Techniques

External circuitry-based approach

The second proposed approach uses external circuitry to achieve the desired
voltage shift. This approach is best suited for DUT that does not include an EVR
but still needs a technique for voltage droop compensation.

The circuit, as shown in Fig. 3.9, has a Shottky diode and an NMOS connected
in parallel between the power supply ground and the ground of the DUT. A Shottky
diode has been used for this implementation to have a 0.3V voltage droop, but a
diode with a higher drop can be used to have a lower V ;.

The output of a low-pass filter is used to drive the NMOS gate. The low pass
filter is connected to one of the DUT’s GPIOs allowing the DUT to turn on and off
the transistor. During normal operation at V,,;,, the transistor is shut off, setting

Vddv: GPIO GND\C
100 Q
__ 100 WF
vdd GND GND

Supply Supply Supply

POWER SUPPLY

Figure 3.9: Diode and Mos setup

the GPIO to a low output value to have the diode as the only path between the
two grounds.

In a first approximation, the Schottky diode can be seen as a Vgeottky Voltage
generator as seen in Equation 3.1

G(AN'IDDUT = GtN’l)PowerSupply + VSchottky (31)

From this relation, it is clear that the two grounds are not equipotential and
that the DUT is effectively receiving the Voltage set in the power supply minus
Vschottky as in Equation 3.2.

VDUT = VPowerSupply - VSchottky (32)
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Consequently, to perform a test at V,,,, the power supply is set as shown in
Equation 3.3.
VPowerSupply = Vinin + VSchottky (33)

During critical steps, the transistor is switched on, setting the GPIO to a high
voltage value. A transistor can be considered a simple switch in a first approxima-
tion. When turned on, the transistor provides a low resistance path between the
two grounds, effectively eliminating the effect of the diode as seen in Equation 3.4

GNDPowerSupply = GNDDUT (34)
Consequently, the effective voltage supplied to the DUT is expressed in 3.5.

VPowerSupply = VDUT = Vmin + VSchottky (35)

It is important however not to change the voltage too abruptly, as this would
generates dangerous current spikes.

To understand how we can slow down the voltage change, it is necessary to
take into consideration the NMOSFET Voltage-Current relationship. As the Ipg
of the transistor is related to the Vgg, it can be considered a variable resistance
voltage-controlled. The value of this resistance goes from infinite (Cut Off region)
to Ron of the transistor, which usually has a value in the order of the m2. In order
to slow down the voltage shift and allow a smooth current increase, the effective
resistance of the transistor is changed by using a low pass filter to modify the Vg
gradually.

As known, the 7 of a low pass filter can be expressed as shown in 3.6.

T=RxC (3.6)

When turning on the GPIO used as input for our filter, it is possible to consider
that at 47, the capacitor is fully charged to Vgpio. The GPIO’s High state voltage
is not necessarily high enough to bring the transistor into the saturation region.
However, it should be enough to obtain the desired voltage shift. Remembering the
Vpowersupply We can obtain the ranges shown in the Double inequality 3.7 for Vpyr.

Vmin > VDUT S Vmin + chhottky (37)

ADC Feedback

The approaches that have been studied need a certain amount of time to perform
the voltage shift. Multiple ADC reads are performed to ensure that the critical step
is executed only when the correct supply voltage is applied. Through these reads,
the CPU is stalled until the correct value is detected. The same check is performed
again once the supply voltage is shifted back to its original value after the execution
of the critical step.
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Methods comparison

Both the proposed methods are effective in compensating voltage droops during
SoCs’ testing but have their characteristics, and the best method to use is strongly
dependent on the SoC itself. The EVR-based method is generally superior to the
external circuitry-based approach, but not all SoC have an EVR unit available.
Table 3.2 summarizes the differences between the two approaches.

Table 3.2: Comparison between the proposed approaches

Compensation Method

Compatibility

Voltage Shift Timing

Voltage Shift Amount

Circuit Complexity and Cost

SoC with available Low
EVR EVR + ADC Programmable Programmable 4 components
External Circuitr SoC with available Fixed by the Fixed by the diode Low
* v GPIO + ADC low pass filter voltage droop 4 components

To validate the proposed approaches, we used an Aurix™ TC49 made by
Infineon™ that already contains an EVR. A photo of the experimental setup is
provided in Fig. 3.10 that shows the board with the DUT and the oscilloscope
used to measure the Voltage and Current signals. Contrary to the method pro-
posed in [36], which requires the power supply to provide two differents voltages
to overcharge a capacitor, the proposed methods just use a single power supply’s
channel. The proposed approaches perform a voltage shift independently from the
power supply.

During our analysis with this DUT, we discovered that one of the most critical
steps was related to a parallel MBISTs activation step. This parallel MBISTs
activation generated consistent current spikes able to cause a dangerous voltage
droop. The voltage droop was particularly critical when performing a memory test
at Vdd min.

In accordance with Infineon disclosure agreement, the following results will ex-
clusively show relative percentages and not absolute values.

Finding critical steps

The proposed approaches require knowledge of the so-called critical steps. In
this context, we defined critical steps as the test steps generating a sudden current
spike and, consequently, a dangerous voltage droop.

To find the critical steps in a particular test flow, all the flow is executed without
any voltage droop compensation technique in place. During the flow execution, the
voltage and current behavior is monitored to search for dangerous current spikes

Fig. 3.11 shows the test scenario without our voltage droop compensation step.
The fail signal is raised due to the voltage droop, effectively causing a failed test.
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Figure 3.11: Current Spike and Voltage Droop during a parallel MBISTs activation
step

Supply voltage shift

The first experiments will show the behavior of the DUT current and voltage
when performing a voltage shift in both sudden and gradual shifts in case of an
idle device. After these initial considerations we will show how knowing the critical
test step our compensation approach can be used to effectively prevent dangerous
current spike and consequently voltage droop.

Fig. 3.12 shows the behavior of our system when the supply voltage is raised by
11% in a single step using the integrated EVR. The sudden change in the supply
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voltage generates a dangerous current spike that peaks at 470%, the nominal value.
A current spike of that amplitude can be harmful to the DUT, even if it lasts for
a small amount of time.

The solution for the current spike is to program the EVR to raise the supply
voltage in a sequence of small steps. The resulting scenario can be observed on
Fig. 3.13. As seen at every small step, a well-tolerated small current spike of
approximately 50% is generated (the figure use the same scale as Fig. 3.12).

Fig. 3.13 shows the same increase of 11% of the supply voltage with respect to
the nominal value but this time performed in 20 small steps of 0.55% each. Fig.
3.13 clearly show that performing the voltage shift in smaller steps is more efficient
in terms of current spikes. Performing the voltage shift step by step, the current
peaks decrease by 420% with respect to the nominal value. The drawback of this
approach is the impact on the timing, the component that causes more problems is
the ADC reading that is done two times, every time the voltage change thanks to
the EVR. Fig. 3.14 shows the system’s behavior when the MBISTs are concurrently
activated and the voltage is subsequently shifted down with a series of small steps.
As shown in the figure, the peak due to the MBISTs’ activation now lies in the
"safe" voltage zone, and the subsequent voltage shift generates just small, and not
dangerous, peaks.
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Figure 3.12: Current behavior with sudden supply voltage shift

Fig. 3.15 shows the behavior on the current of the DUT in case of a sudden
shift of the supply voltage through the proposed external circuitry. The figure
refers to the circuit proposed on Fig. 3.9, but without the 100uF capacitor and the
100 Ohm resistor to obtain the sudden change in the supply voltage. As can be
seen, by raising the supply voltage by 22% a 214% current spike is generated. The
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Figure 3.13: Current behavior using EVR for small voltage shift steps
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Figure 3.14: MBISTs activation phase with EVR setup

current spike is lower than the one obtained through the EVR because the intrinsic
capacitance of the Mosfet is by itself delaying the saturation of the transistor and
providing a small delay in the execution of the voltage shift. So also in this case
it is necessary to slow down the voltage shift to prevent dangerous current spikes.
Fig. 3.16 shows the behavior of the external circuit with the addition of the 100uF
capacitor and the 100resistor. Again in this case the supply voltage is raised by
22%. In this case there are no discernible current spikes and the current increase
just by 81% with respect to the nominal value as an effect of the increased voltage.
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Figure 3.15: Current peak problem with diode and mos setup
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Figure 3.16: Results with diode and mos setup

Timing

In this section, the time overhead of the proposed EVR approach is analyzed.
In the following pictures, the focus is on the EVR approach as both approaches
showed similar timing and as the most time overhead is introduced by the ADC
readings anyway. Both the sudden and gradual supply voltage shifts are analyzed
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to see the difference. Fig. 3.17 shows the time overhead when the supply voltage
suddenly shifts to the desired voltage and then suddenly returns to the previous
one. As can be seen, the overhead with respect to the parallel MBISTs activation
operation, in this case, is just 5.5%. Still, it also shows the dangerous current peaks
discussed in the previous section.

Fig. 3.18 shows the time overhead of the voltage shift performed with a series
of small steps. In this case there is an overhead of 25.5% if the voltage change is
done in 20 0.55% voltage steps to abtain the 11% shift in the supply voltage.

Fig. 3.19 also include the time overhead introduced by the ADC readings,
integral part of the proposed approach. The proposed approach requires two ADC
readings, performed when the voltage is raised to the "safe' level and when the
voltage is lowered back to its original value. By taking in consideration the two ADC
reading the time overhead increase to 800 % with respect to the parallel MBISTs
activation timing. Of course in the overall test time, an 800% time overhead on a
single (and relatively fast) test step does not cause a sensible difference, but it is
incredibly valuable to prevents fails due to voltage droops.

== Voltage

100us 150us 200us 250us 300us 350us 400us 450us

Figure 3.17: Timing with 11% voltage change in one step during parallel MBISTs
activation
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Figure 3.18: Timing with 11% voltage change in 0.55% steps during parallel
MBISTs activation

500us 1000us 1500us 2000us 2500us  3000us 3500us 4000us

Figure 3.19: Timing with 11% voltage change in 0.55% steps and adc read during
parallel MBISTs activation

These timing overheads are negligible in our test setup; since our compensation
only happens in critical and limited test steps, the total time overhead in the test
flow was less than 0.01% of the total test time.
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3.3 Optimized Diagnostic Data Compaction and
Compression

In modern semiconductor testing, the ability to efficiently store and analyze
diagnostic data is critical for ensuring the reliability and performance of devices
under test (DUTs). Embedded memories, such as Flash, are particularly challenging
due to their high density and the need for detailed failure analysis. Traditional
diagnostic methods often face limitations in terms of memory usage, accuracy,
and on-chip implementation feasibility, especially when dealing with fault-dense
scenarios.

This section introduces a series of innovative algorithms and methodologies
aimed at optimizing diagnostic data compaction and compression. These ap-
proaches address the challenges of limited on-chip memory, test time constraints,
and the need for accurate fault representation. The proposed methods leverage en-
coding, compaction, and compression techniques to maximize the diagnostic infor-
mation stored on-chip while minimizing memory requirements and computational
overhead.

The section is structured as follows:

o Fault Shape-based Encoding Strategy: A novel on-the-fly encoding
method that compacts failure bitmaps into "colored slices" for efficient storage
and analysis. This work has been published at the IEEE ETS 2022 conference
[24]

o Delta-Oriented Compaction Algorithm: An enhancement to the encod-
ing strategy that focuses on storing only the differences between successive
tests, further reducing memory usage. This work has been accepted at the
DATE 2025 conference as a Late Breaking Result.

e Density-Oriented Compression Algorithm: A pixel-based compression
approach that represents fault density across memory regions, enabling effi-
cient visualization and analysis of fault patterns. This work has been pub-
lished at the IEEE ETS 2023 conference [25].

By combining these techniques, the proposed solutions provide a scalable and
efficient framework for diagnostic data management, particularly suited for auto-
motive and safety-critical applications.

3.3.1 Fault Shape-based Encoding Strategy

The proposed approach is based on the concept of encoding to create on-chip
compact failure bitmaps. By leveraging on a composite test architecture, the
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Table 3.3: Comparison between capabilities of various methodologies

Method | Landzberg[2]| Chen [16] | Proposed
Accuracy Complete Partial Complete

Storage Low Variable Very Low

On-chip Yes Possible Yes

bitmap information is stored in encoded or "colored" segments that we call "slices"
and updated along with the execution of the test.

The proposed compaction approach guarantees high accuracy, similarly to [2].
Conversely, [16] returns an approximated information due to compression as sum-
marized in Table 3.3. About memory needs, the proposed method requires fewer
memory resources than required by [2], and slightly more than the method in [16]
when the minimum compression ratio is used. The proposed method run on-chip
enabling the download of complete information at the end of the test, as it is done
by [2] and possibly with the method in [16], which is originally implemented by
additional hardware and tester capabilities. The bitmapping schema we present is

CPU Programmable
Launch PBIST BIST
Poll PBIST Read Page

Encode
Bitmap In
embedded RAM

Download
encoded bhitmap

Figure 3.20: CPU and Programmable BIST organization

Select Next Page

supported by a suitable hardware design, where a programmable BIST is directly
accessible from a CPU like in [40] and [41]. A sketch of how the Flash memory
design for test works is in Figure 3.20. The CPU activates the selected procedure
to be run by the Programmable BIST and then waits for the failure events. When
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a fault is encountered, the BIST stops and raises a flag. Once the CPU notice this
flag through polling actions, it can access the data, resume the BIST operation
and then perform some computations. These on-chip computations may involve a
repair algorithm that allocates some redundancy elements and a bitmapping algo-
rithms like the one described in this thesis. In Figure 3.21, a Golden fault-free test
execution is shown. Here, after the Init phase, the BIST independently tests the
entire embedded Flash memory in a reference time called "tgo1q '

‘—"1 EENEN 1

t gold t

Figure 3.21: Golden test execution

In Figure 3.22 a different scenario is shown. Here the BIST finds a fault and
stops, waiting for the CPU to read it and resume its operations. At this point, the
CPU and the BIST can work independently in an interleaved fashion. So, while the
BIST is busy testing the rest of the memory, the CPU can analyze the discovered
fault and run a bitmapping algorithm or the coloring algorithm proposed in this
thesis.

Init Flzee:jms; Bitmapping
CPU [—— .= > >

i Test i [ Fault | Test
BIST le—!¥ found |
1

Figure 3.22: Test with a faulty bit and interleaved CPU & BIST operations

t gold t faulty t

The total test time increase, and it is now “tgue,”, which is less than the sum
of the single time components of the entire system (e.g., tguiy is smaller than the
sum of tgold, tread a0d tencoding). Such a folding method is very beneficial for saving
test time when a computation is required to react to a fault appearance. In our
case, we exploit this possibility to encode the bitmap information stored on-chip
incrementally. Every time the PBIST returns a fault, the encoding algorithm is
executed, and the current bitmap information is updated.
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Proposed encoding strategy

The goal of the proposed approach is to produce an on-chip and on-the-fly
encoded representation of the failing bitmap. The primary objective of the method
is to maximize the number of information that can fit into a pre-assigned amount
of on-chip memory. The on-chip memory constitutes a very strong constraint.
Suppose the available memory resource is exhausted before the test has ended.
In that case, the bitmap will result incomplete, or the tester should intervene by
downloading the current part, resuming the test, and continuing iteratively till the
test ends. Despite the multiple download solution looks feasible in theory, few
tester architectures support it, and it heavily impacts on the test time.

Therefore, the most viable solution to save a more significant number of com-
plete bitmaps is to compact them by encoding the information. The trade-off is
with the test time overhead introduced by the encoding computations.

In our methodology, we encode on-chip and on-the-fly the bitmap information
into "colored segments’, also called "slices", which are the basic structures of our
compaction algorithm. We chose segments over other kinds of shapes (i.e., rectan-
gles) after a careful examination of thousands of failure constellations. Fails mostly
align over wordlines and bitlines, making segments the most efficient and straight-
forward way to encode them. A slice represents one or multiple faults belonging to
the same bit-line or word-line, in a format that includes:

e The indication if the segment is horizontal or vertical

o The part of the physical coordinate of the first and the last faults in the
segment

o A color, which characterizes the segment in consideration of the distribution
of the faults it covers.

For our approach, we propose four colors as depicted in Figure 3.23 and de-
scribed below:

[label=)|Black: a black segment includes one single fault Blue: represents
two faults far from each other Red: represents two or more faults at odd
or even positions (one or more faults regularly interleaved by working bits).
This color is beneficial when a checkerboard pattern is applied, as memory is
tested exactly in its encoded pattern. Orange: Two or more faults physically
adjacent

In Figure 3.23, the left-hand part shows the actual bitmap, while on the right,
it reports the colored segments or slices.

The purpose of the proposed approach is to create a set of slices that fit the
failure constellations of our DUTs. Such a set is built on the fly by the CPU that
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Figure 3.23: Fault shape to color representation
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Figure 3.24: Slice being updated based on the position of the new incoming fault
represented as blue dots

reacts to a new fault arrival by updating the existing slice’s content or by initializing
a new one.

In Figure 3.24, an example of how slices can be updated when new faults arrive
is shown:

3. At first, a fault is received, A.1, and a black slice is created in A.2. In A.2,
we also receive a new fault that causes the update of the black slice to the
red slice in A.3. Similarly, the fault received in A.3 in the middle of the red
slice causes its update to an orange slice shown in A.4

o At first, a fault is received, B.1, and a black slice is created in B.2. In B.2, we
also receive a new fault that causes the update of the black slice to the blue
slice in B.3. In B.3, a fault is found just below the blue slice. Since the blue
slice cannot contain an additional fault, a black slice is created to encode this
last fault in B.4

On-chip memorization of the encoded information

An important issue to consider is how the on-chip memory is organized. This
is not only relevant in terms of potential storage capability but also in terms of
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access time to the memorized information. In fact, the algorithm should be able
to quickly check the already included information to evolve the current encoded
bitmap. In other words, the algorithm must search in the current set of slices if
there is one of the existing to update or to create a new black one.

The approach we adopted and illustrated targets both the minimization of the
information to store and the time required by the algorithm to process a new fault.
The memory organization is like the one used in caches, and it implements a set-

associative approach.
Given the number N of selected sets, the available memory is split into N equal

parts. When a new fault is logged, its address and fault mask are retrieved by the
CPU, which manipulated them to extract three components:

¢ From the word-line address it derives

— The set index which the slice belongs to as, computing Address%N

— The coordinate of the fault normalized by the set calculated as Ad-
dress/N

o From the fault mask, it extracts a tag that is then used to perform the
searches, indicating the bit’s position in the fault mask.

In Figure 3.48 illustrates with an example how the PBIST output is parsed.

Fault mask Address .
Slice
0x0G 100000 0x9E820 _
v - Start coordinate M=% (Ox27A
1 LY
I PR
'l' ’/’, ‘¥ End coordinate == Ox27A
] %N {N
; v # Color |[ Tag || Dir
rd ) ) hY
0x14 Ox1 Ox27A 7 3 ~

K
\
Tag Set Coordinate Black Ox14 ‘( vertical

Figure 3.25: Fault information analyzed by the CPU when N=32

Figure 3.49 completes the memory organization overview, in a case where the
number of sets is N=32, and the fault mask includes 256bits. As dictated by the
set-associative organization, the memory is divided into N chunks of equal size.
Once the set is computed out of the fault information, the correct memory portion
is accessed, and the tag is used to look in the set for a slice with the same tag
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value. If such a slice already exists in the corresponding set, it is manipulated as
described before. Conversely, a new slice is stored if the current fault cannot be
linked to any previously stored one.

The illustrated method is both very efficient in terms of search time and in
terms of required bits. The division in sets permits the reduction of search time by
a factor that depends on the number N of sets. The set value is not stored in the
slice but can be inferred by reverse formulas from the slice address in the on-chip
memory.

Fault ] RERD "S-

info
Set1 | slice
> ) et > slice info
Set 31 (N-1)
\‘\ /T/
NEEDED Tag

ADDRESS

Dﬂ
—| Tag | Set |

|

Figure 3.26: Cache-like organization of the available memory for on-chip slice stor-
age

Yy

Selection of horizontal or vertical encoding direction

Of course, the fault mask may contain more than one failing bit. In such
cases, the algorithm can create either a vertical (bit-line oriented) or a horizontal
(word-line oriented) slice. Despite vertical coloring being easier and performed by
considering a bit at a time in the fault mask, it is crucial to reduce its usage as much
as possible by identifying horizontal shapes as soon as possible. To conclude that
a segment is horizontally oriented is made difficult by the scrambling effects, which
leads to the distribution of faults over many Flash memory pages in a word-line.

To solve the trade-off between speed and accuracy in the selection of vertical or
horizontal direction, the horizontal coloring is triggered when the algorithm "guess"
the presence of a horizontal shape. This guess is based on the number of faults
received for the current page; the horizontal coloring is activated if it exceeds a
given threshold.

The selection of direction mechanism is explained in Figure 3.50. Depending
on the number of faults in the fault mask, they are either immediately colored one
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by one vertically if their number is less than the threshold, or they are temporarily
saved in a buffer for later coloring. In fact, to color horizontally is more efficient
if all pages aligned on the same word-line according to the scrambling schema are
processed together. Once the horizontal direction is taken, the temporary buffer is

.

received

Faults in

page >
threshold
?

Store faults in a buffer |
to encode later

fault in
same
wordline

Fault

received
- 2

Encode the bufferinto |
horizontal slice(s)

Encode fault(s)
vertically

Figure 3.27: Flowchart of vertical/ horizontal encoding decision

updated with failure data eventually coming from other pages on the same word-
line. The buffer content is processed at the first encountered fault that is no longer
in the word-line under investigation. The created horizontal slice(s) is stored in the
corresponding memory set.

Experimental Results

This section shows the results obtained by the proposed algorithm over various
study cases. Our reference device is the Aurix TC39xB, manufactured by Infineon
Technologies. For this device, a limit of 24KB in RAM memory to store bitmap
information was defined during test operating system component sizing. The avail-
able on-chip memory constraint is the key factor to evaluate the approach.

In the following paragraphs, we will compare the pros and cons of the pro-
posed compaction approach with respect to adopting a bit-by-bit coordinate-based
approach [2] or a compression approach like in [16]. According to scrambling param-
eters, we divided such a space into 32 sets. The configuration parameters, including
a fault mask on 256 bits and addresses on 32bits, lead to 6-bytes sized slices for the
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proposed approach. Conversely, the bit-by-bit approach [2] directly saves the fault
coordinates into 4-bytes elements and [16] resorts to shared bits among word lines
and bit-lines.

Experimental results that follow show how the illustrated approach guarantees
a solid average save in terms of memory requirements, meaning that it can store
more information than the reference bit-by-bit approach [2] when the same amount
of memory is supplied. In other words, the proposed method can fully log more
failing devices than the bit-by-bit approach. The method pays a fee in terms of
increased bitmap generation time, which looks sustainable given the occupation
advantage.

About the comparison with [16], we were running experiments executed with a
compression ratio of 4480x. This is the lowest resolution possible, and it requires a
fixed 20KB of on-chip memory so that this method would be feasible on-chip with
our memory limits.

At this point, we first report the advantages and costs of the proposed approach
by referring to four real and typical fail scenarios coming from production data. For
all of them, we report a comparison among the proposed approach and [2] that saves
on-chip the complete list of failing cells coordinates.

Then, we consider a more extensive set of failing devices, around two thousand,
which have been accurately selected to constitute a significant sample of the volume
production. This part reveals that the bit-by-bit approach [2] is slightly faster but
limited by the available on-chip memory space. At the same time, this limitation
is lessened by the proposed approach. We also compared the average accuracy of
bitmaps reconstructed after compression by [16] and computed a correlation index
to grade the loss in accuracy with respect to our lossless method.

Fine analysis of some typical phases

The following figures are cropped bitmaps showing some specific regions of fail-
ing embedded Flash memories. Per every figure, there is (A) the failure bitmap
and (B) the respective representation returned by our algorithm.

A vertical-oriented faulty scenario is shown in Figure 3.28. In this specific
case, with the eFlash affected by 388 faults, the overhead with respect to the
gold execution (test with a good memory) is 21ms. Compared with a bit-by-bit
approach, which takes 14.35ms, our method shows a relative time overhead of 46%.
Despite the time loss, the proposed algorithm was saving 95% of the required RAM
space of about 78B with respect to the bit-by-bit approach requiring 1.51KB.

The vertical cases are those that fit more with the proposed algorithm. In fact,
the PBIST takes some time to reach the subsequent fault and, therefore, the CPU
takes great advantage of this time to perform the algorithm while PBIST is running.

In the case of Horizontal oriented shapes, like the ones in Figure 3.29, a larger
time overhead is expected, given that the horizontal coloring derives from failing
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Figure 3.28: Example of partially failing bitline oriented scenario

masks that contains more than one failing bit, therefore taking more time to com-
pute, and the PBIST is encountering faults at every consecutive read. For such a

A B

Figure 3.29: Example of partially failing word-lines

case, with 18,229 faults overall, the increase of test time with respect to the bit-
by-bit approach is 69%, while the RAM memory save is about 98.68%. Table 3.4
shows a comparison of the bit-by-bit versus the proposed when varying the num-
ber of failing bits. It is worth noticing that our approach requires slightly more
time and memory than the bit-by-bit approach for the sparseness of the faults that
prevent their aggregation.

Sparse faults configurations are another important scenario to observe. This
kind of constellation is the most difficult to deal with because of the limited com-
paction possibilities. Figure 3.30 depicts a quite dense case of sparse fails over the
memory matrix. Some of them are originating a blue-colored slice when they are far
but aligned on the same bit-line or word-line shape is a composite of the previously
considered case. Despite the intrinsic difficulty, the proposed approach shows a
limited loss with respect to the bit-by-bit approach. About the case in Figure 3.31,
which contains 9,949 faults, the time to collect the diagnostic information is 680ms,
while the bit-by-bit approach demands 440ms. Conversely, the memory occupation
dramatically drops from 38.85KB for the bit-by-bit to 0.1KB for the proposed one.
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Figure 3.30: Example of a sparse failure scenario

Table 3.4: sparse faults scenario analysis

| Method | #faults [ 10 | 100 | 1000
2] Memory 40B 400B 3.9KB
Proposed | occupation 60B 600B 5.89KB
2] Test time 72ms 75ms 109ms
Proposed 74ms 78ms 139ms

Results on a larger base of devices

Experimental measurements are also available for a more extensive base of de-
vices. We considered 1864 failing devices that come from front-end wafer testing
operations [b12]. Such a set collects many different shapes and is used to further
evaluate the benefits and costs of the proposed approach. We compare it with the
bit-by-bit coordinate-based approach [2] and the compression approach in [16].

Table 3.5 reports about the capacity of the approaches in terms of number
of devices over the entire base which can be bitmapped without exciding the on-
chip 24KB RAM limitation. From this table it can be seen how many devices are
fully logged within the 24KB only by our approach (135) and by the bit-by-bit
coordinate-based approach.

When the 24KB of on-chip RAM available are filled, some diagnostic infor-
mation are lost, unless the test and diagnosis process is interrupted, the current
bitmap is dumped to the tester, and then the memory test procedure is resumed.
Suppose the diagnostic collection is suspended and new faults are not logged any-
more. In that case, the previously encoded faults are retained, and a partial failure
constellation can be reconstructed at the end of the testing flow like the one shown
in Figure 3.32. The selected population shows an average of around 2,000 faults,
with a variance of around 5,000 faults. By looking at the performances over the
population sample, we observed that the overall time to test and collect diagnos-
tic information is 192ms on average, with a variance of 279ms. For the bit-by-bit
approach, these values are 152ms on average with a 189ms of variance. Table 3.6
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Figure 3.31: cross shaped failure constellation with working bits at the intersection

Table 3.5: confusion matrix comparing capabilities of proposed and reference ap-
proach [2]
Proposed approach
Full bitmap Yes No
in 24KB
2 Yes 89.32% 0.05%
No 7.24% 3.38%

concerns bitmap size occupation; it shows the percentage of the investigated popu-
lation whose bitmap creation was smaller in size, comparing our approach and the
reference one. Considering all devices, the proposed approach asks for less mem-
ory in about 60% of cases. If failing scenarios with more than 250 faults are only
considered, our approach shows size advantages in about 91% of cases.

Table 3.6: On-chip memory demends of proposed and reference [2]

Proposed better | [2] better than
than [2] proposed
All Devices 60% 40%
Devices with more
than 250 faults % 9%

Concerning the comparison with [16], we computed the Pearson correlation
index to measure the amount of differences with our approach. Constraining the
memory requirements to 20KB, [16] can store any failure constellation with a pretty
low accuracy; on average, we computed that the correlation index is 61%. Figure
3.33 shows the rebuilt failure constellations when a) it is compressed with [16] and
b) when it is compacted with our compaction method. In this specific case, with
around 2,000 faults, the correlation index is 83%.
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Not logged (Apparently working area)

Figure 3.32: Partially reconstructed failure constellation from a full 24KB buffer
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Figure 3.33: comparison among bitmap reconstructed by the method shown in
[16](A) and the proposed compation one (B)

3.3.2 Delta-Oriented Compaction Algorithm

The proposed approach starts from the method disclosed in [24], expanding its
capabilities to report just the differences between a base test and the subsequent
tests. In this way, the absence of information serves as information itself, and only
new (or disappearing) faults are encoded. The concept is graphically explained in
Fig.3.34. In the example, a certain number of faults were discovered and encoded
in the first test. Then, a second test is executed, resulting in a similar fault shape
configuration. As can be seen from Fig. 3.34, the proposed algorithm just encodes
the differences between the first test and the following one, reducing the amount of
diagnostic data required while still maintaining the lossless nature of the method
presented in [24].

First Test Second Test Encoded differences
[1 1 14114.11.11] [+ 111 111.11111]
E H 4
0

Figure 3.34: Encoded differences after two memory tests.
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To achieve its goal, the algorithm efficiently stores the order of fault arrival in
colored segments called delta slices, as can be seen in Fig. 3.35. These slices are
temporary and only used internally by the algorithm to save faults’ order of arrival.
In the example, the memory is tested from left to right and from top to bottom.
The resulting Delta Slices are placed in an ordered structure with the first slices
containing the first fault found.

Classic Slices Delta Slices

EET
[Ec= - -l - W=cn
. - |

Figure 3.35: Classic slices created from [24] and the temporary Delta ones that
represents the order of faults arrival.

From the second memory test onward, the algorithm computes the Next Ex-
pected Fault (NEF) and check it against the received faults. For example, at the
beginning of the second memory test, the algorithm picks the first fault received
during the first test and takes it as the first fault of the first Delta Slice. Every
time the algorithm receives a fault to analyze, it follows Algorithm 2.

Algorithm 2: Fault Handling Algorithm

if incomingFault before NEF then
L encodeDifference(incomingFault);

else if incomingFault after NEF then
while incomingFault after NEF do
encodeDifference(NEF);
L NEF « selectNextNEF();

Experimental Results

To validate the proposed approach, a simulator was developed in Rust to per-
form both [24] and the proposed algorithm. The simulator was fed with data
coming from 10,000 devices modeled to realistically represent fault evolution be-
tween memories undergoing a typical Automotive eMemories test flow composed of
four memory tests. A simplified example of how this devices are modeled is shown
in Fig. 3.36. An algorithm generates realistic fault shapes for the first memory
step and then expand them and/or adds other faults for the subsequent tests.
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First Test Second Test

'.-'-

Figure 3.36: In the modeled devices at each subsequent test faults are expanded
and/or new ones are created (purple squares).

The experimental results on these 10,000 devices are summarized in Table 3.7.

Table 3.7: Aggregated data for 10,000 devices tested with the methods in [2], [24]
and the proposed approach.

For 10000 Approach in | Approach in | Proposed

devices 2] [24] approach
Memory
Usage (MB) 1865.9 72 23.8

Memory Saving

wrt to [24] (%) | 229107 // 66.99%

As Table 3.7 shows, the proposed approach on average saves 66.99% of diagnostic
memory space when compared with the method in [24], meaning that devices under
test would be able to store more amount of data in case of limited on-chip diagnostic
memory space.

3.3.3 Density-Oriented Compression Algorithm

The proposed solution is based on the compression of diagnostic failing infor-
mation during the execution of an on-chip memory verification. Our solution can
overcome the explosion in memory requirements required by [2] and, for sparse
faults, by [24] to represent fault-dense scenarios.

The base element of the compression algorithm is called pixel, which represents
a portion of the memory of the DUT. A pixel is composed of a configurable number
of wordlines and bitlines. These two parameters are freely configurable to achieve
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various levels of compression. The smaller the pixel’s dimension, the greater the
resolution at the expense of the memory requirements. Each pixel comprises a
two-dimensional coordinate and a counter representing the number of faults for the
represented memory portion.

Method Density Storage On-Chip
accurate
Landzberg|2] Yes High Yes
Variable :
Chen|[16] No with resolution Possible
Bernardi[24] Yes Low Yes
Variable
Proposed Yes with resolution Yes

Table 3.8: Comparison between features of various approaches

Table 3.8 shows a comparison between our proposed approach and other diag-
nostic data collection algorithms. Our proposed approach is topologically accurate,
showing the density of memory fails in different areas of the memory. This char-
acteristic is in common with the algorithms shown in Bernardi et al. [24] and
Landberg [2]. As for storage requirements, similar to the algorithm of Chen et al.
[16], it varies based on the chosen resolution. In common with Bernardi et al. and
Chen, the proposed approach’s memory requirements are lower than the Landzberg
approach. Lastly, all the compared methods are executable on-chip (with [16] being
originally tested with additional hardware and tester capabilities).

The proposed approach does not require additional hardware in the DUT. It
is also compatible with BIST-based memory tests, as well as the CPU-based ones.
Moreover, the proposed approach can be used in conjunction with the methods [2]
and [24] by dynamically switching to the compression approach when the available
dedicated on-chip storage is running low.

SLAC Pixel structures

Each pixel is encoded into the on-chip memory as a structure that includes three
parameters: x and y coordinates and the number of faults. This approach allows
the algorithm to achieve the minimum possible used space by exploiting bit-wise
operators to manage the structure parameters. Each pixel is represented using 4
Bytes in the following way (Fig. 3.37):

o 1 Byte, X pixel coordinate
e 1 Byte, Y pixel coordinate

« 2 Bytes, faults counter
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Pixel
X 1 Byte
Y 1 Byte
Faults 2 Bytes
TOTAL 4 Bytes

Figure 3.37: Pixel encoding structure

On-chip memorization of the encoded information

When a new fault is discovered and processed by the proposed algorithm for
compression:

o The corresponding pixel X and Y coordinates are identified. These two values
are computed in the following way:

Xpixe] = ¥—————— .
Pixel *bitsPerPixel (3.8)
YFault
Y pixe] = ¥ —— 3.9
Pixel *bztsPerPZ:Bel (3.9)

Where bits Per Pixel corresponds to the pixel’s dimension terms of number of
bitlines or wordlines. X pgyu; and Y g represent the fault coordinate.

e The pixel with the corresponding X and Y coordinates is indexed, and the
counter used to represent the number of faults is increased by one.

To optimize the algorithm’s speed, available memory has been organized using
a set-associative approach as in Bernardi et al. [24]. Given a number of N sets,
the allocated on-chip memory for the diagnostic data is equally divided into N
portions. When a new fault is found, the corresponding pixel is indexed using the
X coordinate. The pixel location is used to generate the set and tag in the following
way:

SET = Xpia%N (3.10)
X Pixel
TAG = 3.11

Each SET represents a different list that is indexed once a new fault is found. A
linear search is then performed over all pixels already present in the selected SET,
checking for correspondence using the T AG.
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For example, Fig. 3.38 depicts a memory composed of 16 bitlines and 12 word-
lines. In this example, each pixel represented by a square composed of 2 bitlines//-
wordlines each (bitsPerPizel = 2). The red square represents a fault located at
coordinates X = 6 and Y = 1. Fig. 3.38 shows an example of how the SET and
T AG of the pixel are computed starting from a given fault.

11

% X =6 Xpixel = 3
g Y=1 Ypixet =0
. SET =1
15 bitline 0 TAG = 0

Figure 3.38: Example of set and tag computation starting from a fault

Another important aspect is that a pixel is stored in the on-chip memory only
if there is at least one fault. The first fault will trigger its creation. This approach
can reduce the storage used to the minimum, avoiding storing useless information.

Fig. 3.39a represents a Bitmap on a memory bank using a compaction algorithm
[24]. This algorithm is based on encoding and compacting faults while performing
on-chip memory verification. To reduce the used storage, faults are compacted and
encoded as contiguous slices. In this case, only a portion of the memory could be
represented due to the on-chip storage limitation. Fig. 3.39b represents the same
failing information using our compression algorithm. The compressed bitmap allows
to overcome the storage limitation. Each square corresponds to 128 wordlines and
128 bitlines and has been colored if the portion has at least one fault.

ek

st ot iyt

(a) Bernardi et al. (b) Proposed

Figure 3.39: Bitmap on one single bank with sparse faults, presenting a topological
failings pattern towards the right
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Fig. 3.40 shows a zoomed version of the example in Fig. 3.39 reconstructed
starting from the data produced by the algorithm of Chen et al. [16]. The resolution
was set to the maximum allowed to represent the entire memory in the dedicated
on-chip memory reserved for diagnostic information. The red dots in the picture
represent faults, while the blue dots represent the area in which the presence of
faults is uncertain. For this uncertainty, Chen et al. method is unsuitable for
characterization studies, where the topological fault distribution is the most crucial
parameter for designers and technology experts.

Figure 3.40: Example of reconstructed memory using Chen et al. algorithm

Color gradient for visualization

To better visualize the generated pixels, we developed a post-verification tool
that creates a colored representation of the memory under test. This tool runs
offline on the tester or on an external computer after collecting the pixels from the
DUT. The corresponding color depends on the number of faults represented by the
pixel. A naive approach would be to divide multiple ranges of faults and assign
each to a different color. The problem with this solution is that the entire spectrum
must be manually assigned. To overcome this limitation, the value is mapped into
the three RGB components. Each pixel that has at least one fault is color mapped
using three different sine functions, centered respectively at 0.0, 0.5, and 1.0 in the
following way:

RED  sin(m - faults,orm — ;—O) (3.12)
GREEN  sin(m - faultsuorm)

T

BLUE  sin(m - faults,orm + 50

)
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Where faults,,.m refers to the normalized number of faults with respect to the
maximum number of representable ones by a pixel (on turn dependent by its di-
mension):

Faults _ faultscount — 1

3.13
faults,az ( )

Value of faults,,,, can be offline trimmed to highlight better topological patterns
that appear with higher or lower faults.

The plot of the three sine functions is available in Fig. 3.41. Coloring examples
are depicted at Fig. 3.42.

fG'UZtSnorm

. E
0.0... .. 0.5.. .

. 1.0

Figure 3.41: Mapping function from pixel difference to RGB components

The post-processing function is applied offline once the failing information have
been downloaded from the test machine. A different color schema can be applied
depending on the needs, making this approach even more flexible. In the shown
case, the higher the fault density, the more red the pixel will be. A lower number
of faults will make the color bluer.

Experimental Results

This section shows our experimental results collected with the proposed com-
pression algorithm using an Automotive SoC device made by Infineon.

The following results are collected while characterizing the eMemories sense am-
plifier’s reference current. In our experiments, we had a limitation of an embedded
24KB of memory to collect diagnostic information from these tests. All the results
and pictures that will be shown are contained in this integrated memory. Once this
memory is saturated by diagnostic information, the data logging stops leading to a
loss of information. The following results show the performance of the various bit
mapping algorithm with this memory limitation.

Data visualization

The following pictures illustrate how the same fault configurations are exported
and visualized using different approaches. The main goal of our approach is to help
designers and technology experts visualize the failure density of their DUT, so the
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10% 15% 20%
80% 85% 90%

Figure 3.42: Example of pixel coloring based on the percentage of faults

main focus of this paragraph is to show how this density can be discerned using
different methods.

The following pictures have been obtained by gradually shifting the reference
current of the sense amplifiers, a standard test performed during the characteriza-
tion of new devices.

Fig. 3.43 shows the first of these current reference shifts performed on a single
bank of the memory under test. In this picture, there is a comparison of three
different diagnostic data collection algorithms. In Fig. 3.43a the simple Landzber
bitmapping approach [2], in Fig. 3.43b the compaction algorithm of Bernardi et
al. [24] and in Fig. 3.43c the proposed compression approach. As can be seen, by
using A, identifying the most fault-dense area is not immediate. Even a zoomed-
out version, centered on the most fault-dense zone, is challenging to analyze and
observe. This situation is slightly better for the compaction algorithm in 3.43b,
where the colors help identify the faults. Using 3.43c, the topological distribution
of faults is immediately evident, indicating the most fault-dense zones on the top
right corner of the memory bank. In the following, we will keep the Bernardi
approach as a reference for a lossless algorithm.
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(a) Landzberg (b) Bernardi et al. (c) Proposed

Figure 3.43: Bit fail map visual comparison with slight reference current shifting
(increment #1)

Fig. 3.44 further increases the shift in reference current of the sense amplifiers.
The fault density is again more visible in Fig. 3.44b, showing the reconstruction
of the bank with the proposed approach. The algorithm of Bernardi et al. in Fig.
3.44a tries to show the same information in a lossless compaction of the data but is
not able to represent the faults in the top left corner of the bank that are starting to
fail under the tighter reference current constraints. The Bernardi et al. approach
saturates the 24KB of available memory to represent the fault information, reducing
the amount of helpful information that reaches the ATE at the end of the test.
Fig. 3.45 and figure 3.46 clearly show that the lossless approach cannot give
helpful information about the fault happening in the memory under test. The
24KB limit is reached when just a portion of the total faults are discovered, and
a vast percentage of memory is not represented at all. On the other hand, the
proposed algorithm can correctly represent all the faults in the memory, albeit in

a Compressed manner.
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(a) Bernardi et al. (b) Proposed

Figure 3.44: Bit fail map visual comparison reference current shift (increment #2)

(a) Bernardi et al. (b) Proposed

Figure 3.45: Bit fail map visual comparison reference current shift (increment #3)

(a) Bernardi et al. (b) Proposed

Figure 3.46: Bit fail map visual comparison reference current shift (increment #4)
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TIMING

In this section, the timing overhead of the various algorithm is analyzed. The
Landzberg approach is always the fastest and will be used as the overhead computa-
tion reference. The scenarios considered to make this consideration have a variable
amount of faults randomly distributed along the memory under test. As shown in
Table 3.9, the overhead of Bernardi et al. and the proposed approach grows with
the number of faults found. The overhead of the proposed approach is always lower
than the Bernardi et al. one, especially with the growing number of faults. For
example, at 5500 faults, the Bernardi approach has a 14.63% of overhead, while the
proposed stops at 9.60%.

Time overhead
(% wrt to Landzberg)
# Faults | Bernardi et al. | Proposed

100 2.33 2.28
250 2.67 2.48
500 3.02 2.67
1000 4.18 3.25
2000 6.81 4.48
4000 11.03 7.35
5500 14.63 9.60

Table 3.9: Comparison between timings of various approaches in a memory with
randomly distributed faults (with % computed over the overhead with respect to
the Landzberg approach)

Memory requirements

This section is focused on the memory needed to represent the various scenarios
depicted in figures from 3.43 to 3.46. These cases are taken from a real characteriza-
tion step performed by Automotive SoC manufacturers. The diagnostic information
collection limit is 24KB of on-chip dedicated memory. When this memory is sat-
urated, no additional data is saved, and the related information is lost. It would
be possible to notify the ATE of the saturation, wait for it to download the 24KB,
and restart the logging. However, this communication with the ATE would be un-
manageable for fault-dense scenarios and cases of multiple devices tested in parallel,
such as in a mass production environment. As seen from Table 3.10, the case in Fig.
3.43 is the only one in which all three analyzed methods can fit the diagnostic data
in 24KB of dedicated on-chip storage. The Landzberg approach is already near
this value, with a memory requirement of 20.62KB. The Bernardi et al. approach
requires 90% less with requirements of 2.19KB, a reduction of 90% with respect to
Landzberg. Finally, our proposed approach required 0.60KB, a reduction of 97%
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with respect to Landzberg and of 72,6% with Bernardi et al. In the other cases,
up to 3.46, the lossless algorithms saturates the 24KB available, with the proposed
approach requiring only 4.68KB in the worst case. For a visual comparison, Fig.
3.46 clearly shows the limitation of the lossless approaches. With 24KB, only a
tiny portion of the memory is represented. In this case, our compression approach
can represent all the memory under test, with information about the fault density
in its various zone, invaluable information for Automotive SoC manufacturers.

Size (KB)
Landzberg | Bernardi et al. | Proposed
Fig. 3.43 20.62 2.19 0.60
Fig. 3.44 24.0 24.0 1.82
Fig. 3.45 24.0 24.0 2.04
Fig. 3.46 24.0 24.0 4.68

Table 3.10: Comparison between memory requirements of various approaches

3.4 MBIST Architecture and Management for Par-
allel Testing

The increasing complexity of modern System-on-Chip (SoC) designs has led to
a significant rise in the number of embedded memories, making efficient testing
and diagnosis of these memories a critical challenge. Memory Built-In Self-Test
(MBIST) architectures have become a standard solution for ensuring the reliability
of embedded memories. However, as the number of memory banks grows, tradi-
tional testing methods face limitations in terms of test time, area overhead, and
diagnostic efficiency. Addressing these challenges requires innovative approaches
that balance performance, resource utilization, and diagnostic accuracy.

This section presents a novel MBIST architecture and management scheme
designed to enable parallel testing of memory banks while minimizing test time
and hardware overhead. The proposed approach leverages a combination of CPU
firmware and a lightweight hardware add-on to efficiently manage MBIST opera-
tions. By introducing a common status register and employing advanced search
algorithms, such as binary search and binary search with priority shifting, the ar-
chitecture achieves significant improvements in test time and diagnostic fairness
compared to traditional linear search methods. This work has been published in
the MDPI Electronic Journal[42].
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3.4.1 Proposed approach

The proposed approach considers the usage of CPU firmware supported by an
additional hardware structure, as illustrated in Figure 3.47A). Such ad hoc circuitry
controls a status bit value by ORing the status bit spilled from every MBIST. When
a fault occurs in any memory, this flag bit raises to value one and triggers the CPU
similar to an external interrupt. The processor, left in idle mode, wakes up from idle
and interacts with a bank selector register to identify the failing bank following the
approach shown in the following paragraphs. This hardware organization is cheap
because of CPU reuse to support memory testing and because it demands very few
extra gates. For sure, a single flip-flop could be extended to a register. However, it
would not fit other constraints, such as the number of interrupt channels, other than
for area overhead minimization. A status register without interrupt capabilities
would require continuous polling by an always-awake CPU, which would impact
device consumption during the test execution.

Therefore, distributed MBISTs supported by the proposed hardware add-on
allow the execution of concurrent memory bank tests. Consequently, it sensibly
reduces test time with small area and power demands. This approach focuses on
getting maximum performances out of this scheme without sacrificing the effective-
ness of the collected failure coordinates, especially in cases of simultaneous fails
detected on different MBISTs.

Overall, we compare three different methods:

o A linear search method, which is considered as a baseline for comparison.
o Two versions of a binary search method: without and with priority shifting.

Among these methods, binary search with priority shifting achieves a better
trade-off between test time and the retrieved failure information quality, i.e., over-
coming the limits highlighted in Section 2.1.5 about diagnostic data collection.
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(C) Third step: two MBISTs selected and at least a fault detected
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(D) Fourth step: a single MBISTs selected and a fault detected

Figure 3.47: Example of a real scenario.
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Hardware Architecture for Diagnosis

The hardware design used for our approach enables concurrent access to one
or more MBIST status registers by providing the ORed version of all the selected
ones in one readout. Considering the case in which all MBISTs are addressed for
a status register readout, a raised stop-on-fail flag means that at least one module
needs to be served by the CPU.

Figure 3.47A depicts a simplified model of the proposed hardware organization.
The status register bit accessible for readout contains the ORed information of all
MBISTs selected through the bank selector. That is an array composed of as many
bits as there are MBISTs available. The output of an MBIST is enabled when its
corresponding bit in the bank selector is set to one. To understand if at least one
MBIST found a fault, the CPU must check the common status register bit through
polling or by waiting for an interrupt. Independent of the chosen solution, this
organization shows clear advantages in circuit complexity and test time compared
with an arrangement wherein each MBIST has its own status register. Reducing the
number of needed registers is a major contributor to area savings. For what concerns
the test time, as we will see in the following section, this organization allows for
clever search algorithms that exploit the common status register bit. Architectures
with completely independent MBISTs, such as the one presented in [5], can only
resort to the linear search algorithm, which will be used as a reference to evaluate
the performance of the proposed algorithms.

Binary Search Approaches

The goal of the proposed search algorithm is to overcome the intrinsic problems
of linear access that affect the overall test time. Taking advantage of the capability
of our proposed schema, it is possible to shorten the test time by relying on a
tailored binary search procedure such as the one described in Algorithm 3.
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Algorithm 3: Binary search for N MBISTs

Start all MBISTS;

Start < 0;

End «+ N — 1;

Enable all MBIST outputs;

while Test not finished do

if common status bit is 1 then

while end — start #+ 0 do

middle «+ (start + end)/2;

Enable output for MBIST [start] to MBIST [middle];

if common status bit is 1 then
end < middle;

L Continue;

else
L start <— middle;

In our scenario, the binary search algorithm generates the bitmasks to be loaded
into the bank selector.

Figure 3.47 shows how binary search is applied in the case of four MBISTs by
disabling or enabling the outputs of groups of MBISTs. Once a fault has been found
by at least one MBIST, the ORed stop-on-fail flag is raised. This flag generates
an interrupt that wakes the CPU from idle. At this point, the algorithm generates
a bitmask containing “half 0s” and “half 1s”: enabling the ORed flag of MBISTs
0 and 1 (half the MBISTs available). The algorithm will continue analyzing the
rightmost half if the flag is high. Otherwise, it will proceed on the leftmost half.
The analysis iterates, halving the number of MBISTs to evaluate step-by-step. At
the last step, a bitmask containing only one bit set to “1” is applied, and the
procedure returns the index of the bank to be served.

With this approach, in case of fault, exactly loga(N) checks are needed to identify
the correct MBIST. In case of no faults, one check is enough for all the MBISTs.
Anyway, the pure binary search approach still suffers the intrinsic propriety order
of access seen in Section 2.1.5. For example, let us analyze the case in which every
bank requests an action from the CPU (Figure 3.48a): the selected bank to be
served will inevitably be the rightmost one. This unintended fixed priority could
lead to undesirable starvation of “stopped” MBIST modules. Consider, for example,
an event wherein one memory module completely fails and the rest present only
one fail on the first page; suppose that the entirely failed memory module has the
highest intrinsic priority. All the MBISTs will start concurrently, and they will
all stop on the first page. The CPU will serve and repeatedly resume the entirely
failed bank, preventing the other MBISTs from stepping over the first failing page
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and proceeding concurrently.

To overcome this problem, we developed a revised binary search by merging
the superior performance of the binary search with the starvation-free capability of
round-robin scheduling.

Time TO T1 T2
MBIST # 3210 3210 3210
Bankselector0 |1 |1 |1 |1 11111 1/1(1(1
Bank selector 1 111 11 1|1
Bank selector 2 1 1 1
Served MBIST 0 0 0
(a)
Time TO Tl T2
MBIST # 3210 3210 3210
Bankselector0 |1 |1 (1|1 11111 ) 1(1(1(1
— —
Bank selector 1 111 ( 1 1 C 11
Bank selector 2 1 (1/_\7 (/1_\
Served MBIST 0 3 2
(b)

Figure 3.48: (a) Binary search, fixed priority. (b) Advanced binary search: the
bank selector rotation increases at every iteration.

To achieve this priority changeover in the served MBIST, an n-bit rotation to
the bank selector generated at every step of the algorithm is applied: n is increased
by one each time “binary search with priority shifting” is executed.

Figure 3.48b analyzes again the case in which multiple MBISTs need to be served
by the CPU at the same time: applying a 1-bit right rotation to the bank selector,
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the priority is shifted from the rightmost module (MBISTO0) to the leftmost one
(MBIST3).

For manufacturers, it is crucial to have as much information as possible about
the failures in their systems. However, in a production environment, a trade-off
between the accuracy of the collected information and its costs must be explored;
this includes test time and diagnostic memory size.

A common approach when there are memory limits consists of assigning a fixed
amount of on-chip memory for storing as much diagnostic information as possible.
This constraint limits the number of fault locations that can be stored on-chip dur-
ing the tests. Without a specific division of the available on-chip memory between
the different MBISTs, a manufacturer may lose important insight into of some the
memory units under test. For example, in a scenario with a memory bank showing
a lot of failures (enough to fill the assigned memory space) and another with a few,
if the priority is fixedly given to the MBIST self-testing the memory with more
failures, then the fault information from the other one may not be collected. For a
producer, this is the worst possible situation; it would be much better to renounce
some information about largely failing banks than totally missing indications about
a failing memory bank.

Figure 3.49a—c illustrate the issue. It uses a memory module with four banks
as a reference; each bank has its own MBIST.

A Figure 3.49a shows all the failures in the memory. Without an on-chip mem-
orization limit, the total test time is the only difference between the three
access methods presented in this thesis.

B In Figure 3.49b, there is a limit to the on-chip memory available to store
diagnostic information. Using the linear and binary search approaches, the
BIST of Bank 0 is always served first. Bank 1’s BIST is served next and fills
the remaining reserved memory space. As can be seen, no information about
Banks 2 and 3 reaches the external world as the reserved memory is already
saturated when their MBISTs are served.

C Figure 3.49c shows the effect of the binary search with priority shifting in
case the memory limitation is still in place. The result is a fairer memory
representation with partial information from all the memory banks.

Binary search with priority shifting ensures a fair representation of the differ-
ent banks in the memory. Of course, the trade-off is represented by the partial
representation of these banks. Nevertheless, it is essential to notice that it is often
possible to extrapolate fault patterns and understand their causes even with partial
information.
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Figure 3.49: (a) Unlimited diagnostic storage space. (b) Limited diagnostic stor-
age space: binary search and linear search. (c) Limited diagnostic storage space:

advanced binary search.

Experimental Results

This section analyzes the behavior of the proposed hardware and software
scheme in real-case scenarios. We used a subset of the tests usually executed dur-
ing the characterization of the SoC. As execution time is the best metric for this
kind of test, we analyze the three access mechanisms’ timing behavior. All of them
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were executed in an Infineon™ SoC with the MBIST organization described by
our approach and using polling to check the MBISTs’ common status register. The
following experimental results examine three scenarios: a sweep of artificially in-
jected errors, data from real faulty devices, and some special cases. In the following
sections, the linear search algorithm is used as a reference for comparison with the
basic and priority shifting binary search algorithms. The two binary search methods
exploit the architecture proposed in this thesis. Such optimized algorithms cannot
be implemented in architectures with isolated MBISTs like the one presented in [5];
these architectures can only implement the linear search method.

Sparse Faults Randomly Distributed

Sparse faults randomly distributed along the memory are one of the common
issues with embedded memory. To emulate the sparseness of defective bits that
characterizes real devices, 5000 tests were performed under these conditions:

« Single-bit error (SBE) only: at most, a single bit per page can be faulty;

o Pseudo-randomly generated addresses: the indexes of faulty pages are calcu-
lated in a pseudo-random manner;

o Number of injected errors is between 0 and 90 k, which roughly corresponds
to 0.03% of the bits in the memory.

The faults generated by this random approach are very similar to those obtained
during tests performed during the characterization of the sense amplifiers of the
DUTs and generate a semi-random distribution of faults along the entire memory.

Test Time Comparison

In our experiments, it is clear that the test times are directly proportional to
the number of injected faults for all three analyzed algorithms in a linear manner.
The superiority of the binary-search-based approaches results in a time reduction of
roughly 25% compared to the linear search. The standard implementation provides
the best performances, leading to a 26.3% test time reduction, while the binary
search with priority shifting is limited to 23.9% (the 2.4% overhead is due to the
rotation of the bank selector).

Table 3.11 shows our results with respect to the time overhead of the three meth-
ods with increasing fail counts. In this experiment, we injected variable amounts
of sparse fails on a single device. As we can see, the binary search approaches have
a sensible advantage over the linear one.
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Table 3.11: Test time comparison for different approaches.

Sparse Random Fault Timing Comparison
Fault Count (#) 27,451 | 41,416 | 54,959 | 68,817
Linear Search (ms) 92 138 182 228
Binary Search (ms) 68 102 134 168
Binary Search priority shifting (ms) 69 104 138 173

Progress of Bank Verification

To test the evolution of bank verification, we devised an experiment in which we
injected pseudo-random SBEs into roughly 0.006% of the memory. This experiment
aimed to prove that the linear search and binary search methods prioritize the banks
with the lower index. In contrast, the binary search with priority shifting makes
all MBISTs proceed in parallel to the greatest extent possible.

The line plots in Figure 3.50a—c (with the banks’ color legend in Figure 3.50d)
highlight how the intrinsic priority affects the progress of the MBISTs’ memory
verification. The x-axis represents the test duration, with 100% being the overall
time that the linear search needs. The y-axis measures the ratio of faults found
by each MBIST and the total number of errors in the corresponding bank, which
is expressed as a percentage. The time reduction of the two binary-search-inspired
approaches is over 25%.

This behavior can be easily discerned in Tables 3.12 and 3.13. These tables
shows the percentages of faults analyzed by the three access methods in five different
banks at 10% and 30% of the test time (with 100% representing the time required
for the linear search).

For the 10% test time represented in Table 3.12, it can easily be seen that the
linear search and the binary search have similar behavior:

o Faults in Banks 0 and 4 start to be analyzed, with Bank 0 receiving the most
attention;

o All faults in the other banks are not analyzed.

By contrast, the binary search with priority shifting shows a “fairer” distribu-
tion of the analyzed faults. Bank 0 is still the most analyzed (perhaps because
MBIST 0 is the first that the CPU programs and starts). Banks 4, 8, 12, and 14
are all analyzed to a certain degree based on factors such as fault location and,
consequently, the detection time for all MBISTs.

For the 30% test time represented in Table 3.13, again, the priority of lower-
indexed banks is clear in linear and binary searches:

o Faults in Banks 0 and 4 are completely analyzed at 30% test time;
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o Faults in Bank 8 are starting to be analyzed;
o Banks 12 and 14 are not even reached at this point.

With the binary search with priority shifting, Bank 0 is still the most analyzed,
while Banks 4, 8, 12, and 14 are all analyzed up to a certain degree.

Figure 3.50a—c also show what happens in case of a 24 KB limit for the repre-
sentation of diagnostic information. The dashed purple lines represent the point at
which the 24 KB are saturated in the different scenarios. The saturation happens
in different conditions for the three tested algorithms:

o For the linear and binary search algorithms, the intrinsic priority of the lowest-
indexed banks is clear. Banks 0 to 4 are completely represented in both cases.
The other banks are analyzed just partially or not analyzed at all, e.g., Banks
13 and 14.

o The saturation scenario is entirely different for the binary search with prior-
ity shifting algorithm. All the banks are at least partially analyzed, and a
couple are already wholly analyzed. This scenario is much fairer in terms of
representation. Once analyzed, the 24 KB of collected diagnostic information
will reveal the partial situation of all the memory banks, making diagnosis of
the device easier.
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Figure 3.50: (a) Bank-by-bank test percentages over time using the linear search
algorithm. (b) Bank-by-bank test percentages over time using the binary search
algorithm. (c) Bank-by-bank test percentage over time using the binary search
with priority shifting algorithm. (d) Color legend for the various banks.
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These results are also summarized in Table 3.14, which shows the percentages
of faults analyzed at the 24 KB diagnostic memory saturation point by the three
access mechanisms for five different banks.

Table 3.12: Bank analysis at 10% test time.

Percentage of Stored Faults at 10% Test Time for Different Approaches
Bank Number 0 4 8 12 14
Linear Search 66.89% | 35.81% 0% 0% 0%
Binary Search 100% | 28.68% 0% 0% 0%
Binary Search, Priority Shifting | 67.97% | 14.18% | 30.32% | 11.98% | 10.51%

Table 3.13: Bank analysis at 30% test time for different approaches.

Percentage of Stored Faults at 30% Test Time

Bank Number 0 4 8 12 14

Linear Search 100% | 100% | 14.4% | 0% 0%

Binary Search 100% | 100% | 34.5% | 0% 0%
Binary Search, Priority Shifting | 100% | 41.71% | 87.5% | 37% | 29.9%

Table 3.14: Analyzed banks at 24 KB diagnostic space saturation for the different

approaches.
Percentage of Stored Faults at 24 KB Diagnostic Memory Saturation
Bank Number 0 4 8 12 14
Linear Search 100% | 100% | 38.03% | 0.67% 0%
Binary Search 100% | 100% | 22.32% 0% 0%
Binary Search, Priority Shifting | 100% | 36.31% | 75% | 31.75% | 25.28%

Data from Production Tests

Test times were evaluated by running the three algorithms on datasets of faults
extracted from over 500 samples coming from devices in the production phase.
These experiments were designed to prove the validity of our scheme in a real
case scenario with real devices and its feasibility in an industrial scenario. This
time, with respect to the pseudo-randomly generated faults, pages can also contain
multiple-bit errors and other typical embedded memory fault shapes. Figure 3.51
illustrates the results for this case. The axes represent the fault collection time and

the total number of faults.
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Figure 3.51: Test times against fault percentage in real case scenarios (solid lines)
and random faults (dotted lines).

The test times do not increase linearly with the number of faults: pages are
evaluated by the MBIST in one read operation, so multiple faults are analyzed at
once. The advantage of the binary approaches is unequivocal when compared to
the linear search and can be highlighted by the dashed trend lines of the three algo-
rithms. Again, the proposed binary search approaches show a percentage reduction
in the test times of roughly 25%. Once more, the binary search with priority shifting
suffers a 2% overhead compared to the standard binary approach.

3.5 Machine learning for large volumes fault shape
classification

The increasing complexity and density of modern memory technologies, coupled
with the continuous evolution of failure modes during production, present signif-
icant challenges in the classification of memory fault shapes. Traditional meth-
ods, such as heuristic algorithms and earlier Artificial Intelligence (AI)-based ap-
proaches, often struggle to address these challenges effectively. Specifically, they
face limitations in computational efficiency, scalability to large memory sizes, and
adaptability to novel failure patterns. As memory sizes grow and production vol-
umes increase, the need for a robust, scalable, and accurate fault classification
methodology becomes critical, particularly in safety-critical applications like auto-
motive systems.

This section introduces a novel machine learning-based framework designed to
address these challenges by leveraging Convolutional Neural Networks (CNNs) for
fault shape classification in large memory arrays. The proposed approach integrates
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pre- and post-processing steps to enhance scalability and efficiency, enabling the
classification of known fault shapes while also identifying novel, previously unseen
failure patterns. By treating memory failure bitmaps as images, this methodol-
ogy capitalizes on the strengths of modern image classification techniques, offering
significant advantages over traditional solutions.

The section begins by outlining the limitations of existing methods and the
motivation for adopting a CNN-based approach. It then provides a detailed de-
scription of the proposed framework, including the pre-processing phase for mem-
ory tiling, the CNN-based classification process, and the post-processing phase
for reconstructing diagnostic information at the memory level. Additionally, the
methodology incorporates advanced techniques, such as OpenMax, to detect and
handle outliers, ensuring adaptability to evolving failure modes. Experimental re-
sults demonstrate the effectiveness of the proposed approach in terms of accuracy,
computational efficiency, and the ability to detect novel fault shapes, making it a
promising solution for large-scale memory fault classification in modern production
environments.

3.5.1 Proposed Approach

The presented approach aims to effectively and efficiently process modern mem-
ory failure bitmaps; the analysis result is the classification of the shapes of the
failures occurring in a memory bank. Similarly to [9], the proposed methodology
uses an Artificial Intelligence framework, specifically a (CNN), joined with a pre-
and a post-processing phase. Section 3.5.1 provides an extended summary of the
proposed framework. Because the memory size is reaching huge areas and failure
modes evolve continuously along production, methods like [10][9] cannot address
the problem properly in current days due to computational time and failure shapes
characteristics, respectively.

Fig. 3.52 visualizes the proposed flow, which effectively tackles previous ap-
proaches’ [10][9] difficulties. To the best of our knowledge, this is the first approach
facing scalability of classification towards huge memory sizes and automatic iden-
tification of unclassified failure shapes.

The pre- and post-processing steps surrounding the classification phase based
on CNN permit solving the scalability issue. The memory area is divided into "tiles"
in the pre-processing phase. Such tiles are obtained by subdividing the memory
area into many squares or rectangles. A tile size selection strategy is detailed in
section 3.5.1, which also helps select the most proper CNN engine among the ones
available today. Empty tiles affected by no faults are suddenly removed and will not
be considered anymore for classification. Once the CNN classifies every meaningful
tile, the post-processing step re-assembles the diagnostic information at the failure
bitmap level by an algorithmic solution, described in details in section 3.5.1.
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Figure 3.52: Overall view of the proposed flow

Concerning novel failure shapes that could appear during production, the pro-
posed approach overcomes this difficulty by using the openMax methodology [43]
as explained in detail in section 3.5.1.

Overall, this research work shows that treating large volumes of failing memory
as images provides significant advantages over existing traditional solutions using
heuristic nested-loop-based algorithms [10] and also behaving better than previously
proposed methods based on Artificial Intelligence methods [9]. The illustrated
strategy better explores the trade-offs between:

o accuracy and confidence in the classification of the failing memory bitmaps
into known shapes

o time required to classify the failing memory bitmaps;

« ability to detect new unknown failing shapes.

Summary of the framework

Fig. 3.53 illustrates the overall flow proposed in this thesis with an example.
Starting from the top of the figure, a failure bitmap is visualized. This specific
bitmap is artificial and a product of a graphical cosmetic to ease explanations. In
this example, the memory size is relatively small (1000x250 cells) and the failure
shapes have been magnified to better stem from the drawings; every red dot in the
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memory matrix represents a failed bit. The full list of failing bit coordinates is
indispensable to put in place the proposed methodology, thus, an effective failure
data collection [24] is a strong requirement for the proposed flow.
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As previously introduced, the failure bitmap is pre-processed before reaching the
ML step of the methodology. The failure bitmap is subdivided into the so-called
"tiles". The primary aim of this pre-processing phase is to minimize the successive
efforts by the CNN.

In the context of huge arrays of memory cells, mass production error rates are
usually quite low, and failure shapes are rarely catastrophic (i.e., entire memory
blocks failed, large failing clusters); as a consequence, a majority of production
failing memories show a few 'red dots" surrounded by a lot of "white'. Pruning
out fault-free zones is also an objective in [9]. The proposed method suggests
subdividing the memory into tiles and pruning out from the computation all the
tiles with no failure contents. The remaining meaningful tiles are sourced to the
CNN framework.

Nevertheless, subdividing the memory matrix into tiles of moderate size also
faces some CNN limitations. Current networks implementing image classification
[34] cannot process images of too large sizes without incurring extremely high hard-
ware costs and long computational times. Moreover, due to the nature of failure
bitmaps where failing shapes to be classified are very small compared to the mem-
ory area, the accuracy of the classification may be difficult to ensure. It turns out
that the optimal tile size needs to be identified in conjunction with the selection of
CNN to utilize. How to select the optimal tile size and the proper CNN to tune
the cost function of the proposed method is further discussed in subsection 3.5.1.

Once the set of meaningful tiles is extracted per every memory showing failures
along the mass production flow, each one is separately passed to the CNN as a
feature for classification. The classification into labels is determined by the training
applied to the CNN. The creation of a proper dataset and the fine-tuning of the
CNN abilities are described in detail in subsection 3.5.1.

In the example reported in Fig. 3.53, some shape categories are selected among
the possible ones. For this explanatory case, only vertical (V), horizontal (H), cross
(X), and sparse (S) cases are considered. Additional shapes can be added if they
represent significant failure modes and should be monitored. In the explanatory
example, all shapes included in the selected tiles have been correctly classified, as it
is quite the expected and usual scenario with a high classification confidence level.
Nevertheless, the CNN may encounter unexpected shapes (e.g., a combination of
shape types in the same tile or odd shapes due to scratching while handling wafers)
that need a separate classification. Subsection 3.5.1 provides more details about
identifying novel shapes.

After CNN classification, the post-processing phase intends to return to memory
from the tile level. Classified tiles are re-assembled according to the original memory
layout. This step is based on an algebra of shapes. Adjacent tiles are merged to
synthesize diagnostic information at the memory level according to precedence rules
(i.e., two horizontally adjacent tiles showing horizontal shapes merge into a single
horizontal shape at the memory level), as detailed in section 3.5.1.
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Optimal tile size and CNN selection

An important part of the proposed method builds upon the subdivision of the
failure bitmap into "tiles". This is a pre-processing step that intends to make the
successive computations lighter.

The first product of cropping sub-regions of the memory is the easy pruning of
fault-free areas, which normally cover most of a failed memory surface. The Neural
Network (NN) processes the remaining "meaningful” tiles, only. This is an effective
and low-cost alternative to adopting AT methods that implement pooling [44] at
high equipment or CPU/GPU time costs.

The size of the tile plays a significant role in optimizing the proposed strategy’s
cost. Even though large tiles could seem better because leading to fewer compu-
tations, CNN costs per image might be extremely elevated in terms of CPU/GPU
time or RAM requirements if the size of a tile is above a certain dimension. Simi-
larly, many small tiles will require low computational effort for the single tile, but
a higher number of CNN elaborations. Looking for the best trade-off among the
size and number of tiles then is crucial to maximizing the benefit of using CNN for
quick classification of failure shapes.

The optimal tile size selection primarily depends on the expected failure shapes
and their dimensions. For example, suppose the assumption is having sparse failures
homogeneously distributed over the surface of the memory. In that case, it is
possible to trace a curve showing the number of tiles needed to cover all defective
memory bits at the varying tile sizes. Fig. 3.54 shows the trends for a set of
memories showing sparse failure constellations. In this explanatory case, this figure
spans from seven to almost 100 thousand failures in a memory core of 8960x1056
cells following an exponential formula. For each number of failing bits detailed in
the legend in Fig. 3.54, 40 memory cores were simulated and injected with heavenly
distributed fails. In the figure, groups with the same number of injected failing bits
are represented with the same color going from purple (less faults) to red (maximum
number of faults). The ordinate axis reports the squared tile side size in bits (or
pixels), while the abscissa axis reports the relative number of meaningful tiles. The
average trend is highlighted with black squares.
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Figure 3.54: Detailed view of the relationship between tile size and number of
significant tiles in case of sparse failure cases

The number of meaningful tiles may vary greatly depending on the tile size.
The number of meaningful tiles is lower when the expected failure shape is more
localized and solid than sparse shapes (i.e., a horizontal or vertical failing line, or
a cluster of failing bits). Using real data from production is the most appropriate
decision.

The CNN accuracy and confidence level are also important ingredients for the
selection of the optimal size of the tile, as many CNN engines are available today for
image classification. Which one of the available CNNs to select is a question that
can be answered by exploring the trade-off between (a) the size of the tile, which
implies the computational efforts for a selected CNN, (b) the number of meaningful
tiles, and (c) the accuracy and confidence of the selected neural network.

Therefore, we suggest a two-step strategy to determine the optimal tile size in
conjunction with the CNN selection:

1. exploring tile size vs number of tiles trade-off: this analytical phase can be
based on real data coming from the production flow, or data being artificially

generated (but showing the same failure characteristics as the production
does)
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2. selecting the CNN that better fits the expectation of having very high classi-
fication accuracy in the shortest time possible.

Starting from point 1, it is logical that the tile size impacts the computational
time required by the CNN to compute the result. Maybe, higher computational
costs are paid for a few large tiles, than having more small tiles; given that every
specific CNN exposes its own computational cost, selecting a tile size from graphs
like in Fig. 3.54 must be connected to CNN costs. Thus, point 2 becomes part of
the tile size selection criteria; the better trade should be found among the number of
tiles, the computational cost for the CNN to crunch a single tile, and the accuracy
of the CNN.

All these considerations bring us to point 2; the selection of the CNN to deploy
becomes contextual with the selection of the tile size; accuracy and confidence
perspectives of the possible alternatives of CNNs to be used become factors to
consider contextually to the tile size.

The following is a possible way to synthesize a rank for a combination of tile
size/selected CNN. Given a tile size corresponding to the image size managed by
a CNN; from a pool of N CNN candidates, it is possible to compute the cost as
a simple multiplication of CNN parameters (e.g., impacting on the CPU time) by
the number of tiles as in formula (1).

Cost®Ni = Parameters(CNN;) x #Tiles (3.14)

Then, a weight is added to the computation, as in formula (2), corresponding
to the expected accuracy of the selected network, which could be derived according
to the vast literature on this topic. Accuracy expectation is a value that varies
between 0 and 1, where 1 is the maximum value of accuracy corresponding to 100%
of correct classifications.

WeightedCost“NNi = Cost®Ni | Accuracy(C N N;) (3.15)

Ranking from low to high Weighted Cost the pool of CNN frameworks permits
operating an effective selection. In the case of similar results for different networks
at the top of the rank, the confidence expectation of the CNNs that stem from the
computation can be a discriminating factor.

Dataset creation

Once a specific NN is selected, and the tile size chosen contextually, an instructor
trial is necessary to tailor the CNN weights. A carefully crafted Dataset must be
developed by leveraging as much as possible on real failing bitmaps and augmented
data if necessary to avoid class imbalance. In simple words, a Dataset is a "large
enough" bunch of cropped tiles, whose content should be very representative of
the most common and expected failure shapes. Nevertheless, it considers as valid
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shapes, such as vertical, horizontal, etc, also not continuous failure shapes, which is
tricky to implement in an algorithmic way [10]. Examples of non continuous shapes
are in the failure bitmap of figure 3.53.

As already shown in [9], it is first of all necessary to list the type of failure
shapes that are expected to be dominant in the production. Table 3.15 reports a
list of basic failure shapes as an explanatory example. The list of shapes may be
extended or a shape category split into many ones depending on the considered
technology.

Table 3.15: Description of known failing shapes in memory bitmaps.

Label Description

HORIZONTAL | Horizontal shape*

VERTICAL Vertical shape*

CROSS Combination of an horizontal and a vertical shape
SPARSE failing bits are spread over the memory surface

Once the failure shapes to target are identified, the database of shapes needs to
be populated with a sufficient number of tiles containing cases of the failing shape.
How to select the right tiles to add to the dataset is a crucial task to reach the
accuracy level expectations.

Ideally, this selection process should be fully based on the extraction of real
shapes from real faulty devices. This is not always feasible for some practical
reasons, such as it is not easy and very time-consuming if a human person is required
to search "by hand" for the right amount of tiles.

To partially solve this issue without fully resorting to algorithmic solutions like
in [10], it is suggested to exploit some additional information that may be returned
from a failing chip under test. Failure data collection approaches like [16][25][24]
compress or compact the failure bitmap of a failing device in order to minimize
on-chip memory requirements and the transfer time from chip to tester. Compact
or compressed bitmaps, which are fast to transmit, are then "unpacked" offline and
ready to be saved in the cloud and, individually or statistically, analyzed. Com-
paction or compression information, which continues to be available after bitmap
reconstruction, can be used to roughly classify the failure shape and guide the test
engineer to a faster and more fruitful selection than before. Figure 3.55 illustrates

a possible ecosystem for a test engineer devoted to select meaningful tiles to train
the CNN.
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Figure 3.55: Illustration of the Dataset creation flow

Nevertheless, in real cases, the number of failure cases for one shape category
could be abundant and necessitate a selection, while, in the most unlucky case for
a strong dataset creation, for another the number of real cases is low. By training
a ML classifier with more training data, it is possible to enhance the performance
of the proposed model [45] and obtain better generalization on in-domain samples.
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Figure 3.56: Example of dataset augmentation by applying shiftings and transla-
tions.

Given such a realistic unbalanced distribution of real failing tiles, it is often
necessary to resort to extra artificial data. Data augmentation is a popular tech-
nique [46] consisting of artificially generating new data sets from existing ones with
synthetically created samples.

Among the existing augmentation techniques [45], relevant transformations clos-
est to the real case were applied. Starting from the images of the available dataset,
new synthetic images have been obtained by using shiftings, translating, cropping
and clipping [47].

An example of image augmentation is illustrated in Figure 3.56. For the sake
of comprehensiveness, rotation has not been used as it is unrealistic to get rotated
bitlines (or other shapes) in failing memories.

NN-supported Diagnosis of novel failure shapes

One of the key advantages of the proposed approach is the detection of known
failing shapes (according to Table 3.15) along with the filtering of novel unknown
shapes, to be carefully analyzed by experienced engineers. This class of failing
shapes is also referred to as outliers, to be aligned with the terminology of the
deep learning world. The problem of identifying novel failing shapes falls into the
problem of identifying Out-Of-Distribution (OOD) samples from in-distribution
(ID) ones [48]. In other words, ID samples correspond to the training data that
have been used to instruct the NN to recognize a given set of failing shapes. OOD
samples are failing shapes never seen by the NN.

Among the different OOD detection techniques, confidence-based approaches
[49] are widely used, effective, and simple at the same time. In the literature, it is
known that the prediction probability of incorrect and out-of-distribution samples
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tends to be lower than the prediction probability for correct (ID) ones [50]. How-
ever, it is not convenient to rely solely on the confidence of neural networks, as they
tend to be overconfident even in the case of incorrect predictions: this phenomenon
is also known as agnostophobia [51] and is even more crucial for very deep neural
network architectures.

Therefore, to identify outliers (i.e., novel memory failure shapes in our case of
study), a methodology to estimate the probability for a given input belonging to
an unknown class was integrated, i.e., OpenMax [43]. To identify OODs, OpenMax
compares the logit of an inference (i.e., the penultimate layer of the network before
the Softmax) with the average logit recorded during training for ID classes. More in
details, OpenMax calculates the Mean Activation Vector (MAV) for each ID class.
The MAV for a specific class is determined as the average logit of all correctly
classified samples within the training set. The greater the distance between a
sample’s logit and the MAV of its predicted class, the higher the likelihood that
the input is OOD. Hence, OpenMax substitutes the Softmax activation function
with the OpenMax function. At inference time, the distance between the computed
logit and the MAV distribution is used to revise the logit and add an open-set class
(OC) score, yielding the OpenMaz vector, namely a new score vector including a
new class (i.e., the unknown-unknown class) to collect all OODs f(z) € RICI+1,
where C corresponds to the ID classes. Therefore, OpenMax provides probabilities
that support explicit rejection when the unknown class has the largest probability.

0

i probjE?l:is Confidence

u HORIZONTAL 50%

: VERTICAL 35%
CROSS 12%
SPARSE 3%

Figure 3.57: Example of an outlier failing shape

Figure 3.57 reports an outlier example coming from production.

Post-processing algorithm to summary from tile to memory level

Once each tile is classified, it is crucial to reconstruct the failure information
at the memory level from the classified tiles. For statistical reasons, as desirable
to monitor a mature mass production process, it is valuable to have volume data
organized by failure shape at the memory level, while more emphasis is put on tile-
level "micro" failures, including novel failure identification that just necessitates tile
information.
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This section aims to illustrate an effective algorithm that crunches tile-level
information and returns a list of shapes classified at the memory level.

The algorithm inputs the list of classified tiles T in memory and returns the list
of shapes S identified at the memory level. Every element in list T transports a
few fields:

e X, Y: the coordinates of the tile inside the memory, values available from
the pre-processing stages;

o tClass: the classification of failure into a category of shape at tile level, a
value inherited from the NN elaboration;

« mClass: the classification of failure into a category of shape at memory level,
corresponds to the tile level classification before post-processing;

o mark: it is an algorithmic boolean field necessary to optimize the computa-
tion, reset to False at time zero.

Algorithm 4: Tile visit to synthesize memory level shape statistics
S [
procedure GETMEMORYSHAPESFROMTILES for each tile t in T do
if not t{mark] then
L S.append(ADJACENT(?));

print(9S);
end procedure

procedure ADJACENT(c) if not ¢[mark] then
clmark] < True;
for each tilet in T do
if not timark] and t.isAdjacent(c) then
S <— ADJACENT(t);
m < merge(c/mClass], s);
if m=ILLEGAL then
L S.append(s);
else
L c[mClass| < m;

return c¢[mClass;
end procedure

GETMEMORYSHAPESFROMTILES();
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The listing 4 describes in a Python language style how to explore the tile list
in a kind of post-order breadth-first visit and uses the mark field to optimize the
exploration. Along the visit, the search explores the memory shapes recursively and
the shape computation is elaborated along the backward phase of the algorithm.

Every tile in the list 7' is requested to look recursively to the neighborhood;
adjacent tiles are identified by a function called isAdjacent(t1,t2) that compares
tiles’ coordinates eventually accepting a ratio as an additional parameter (i.e., to
define how far could be the neighbor). Every tile that is reached by the search is
marked as visited and not considered anymore successively. The recursive explo-
ration of the neighborhood ends when a tile has no unexplored failing neighbors
left; for the leaves of the traversed tree, the returned value is the shape classification
at the tile level. By going backward recursively level by level, the recursive function
caller receives a shape from every opened branch and uses the merge function to
aggregate the current tile shape with the shape coming from the successive tiles.

The merge function is based on an algebra of shapes that determines the re-
sulting shape when combining the shapes from two tiles. A partial summary of a
possible algebra is reported in table 3.16. The current classification of tile ¢ and its
neighbor tile t are compared and the relative position of the tiles is also included
in the operation (i.e., A/B stands for Above or Below, while L/R for Left or Right
neighbor). The result is often an updated shape, but it can also fall into ILLEGAL
configurations. At memory level, the classification may be expanded to more cate-
gories, such as it is shown in table 3.16. In this explanatory case, new shapes are
introduced at memory level, like double and multiple vertical shapes.

Table 3.16: A possible shape merge algebra, limited to compute about vertical,
cross, and sparse tile cases, returning memory level classification.

relative
¢ t le ok m notes

position
VIV A/B \Y% single vertical
V|V L/R VvV double vertical
V| VV L/R MV multiple vertical
V| H A/B ILLEGAL | incomplete cross
V| H L/R ILLEGAL | incomplete cross
V] X A/B X large cross
V] X L/R ILLEGAL | potential outlier
V| S A/B \Y% incomplete tail
V| S L/R ILLEGAL | potential outlier
X S - ILLEGAL | potential outlier
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Figure 3.58: Example of merge that corrects a wrong classification at tile level
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Figure 3.59: Example of an ILLEGAL merge that brings attention to a potential
outlier at memory level

The merge operation is also beneficial in correcting some CNN wrong classifica-
tions that sometimes happen because of the arbitrary cropping of tiles. As in the
example provided in figure 3.58, a tile could be misclassified but the merging algo-
rithm can correct many of these cases. An ILLEGAL merge case may also emerge,
which could pinpoint an outlier at the memory level. An example of an ILLEGAL
merge of a VERTICAL and a SPARSE tile horizontally adjacent is depicted in
figure 3.59.

3.5.2 Experimental Results

This section will introduce the experimental case of study (Section 3.5.2) and
discuss the implementation choices (Sections 3.5.2-3.5.2) and will present the ob-
tained results, along with a careful analysis of the performance and the costs of the
proposed approach (Section 3.5.2).
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Case of Study

For the case study, we selected an Automotive SoC manufactured in very large
volumes by Infineon. The chip includes more than ten Megabytes of Non-Volatile
Memories (NVM) which are distributed among several memory banks located on
the SoC surface.

Such Automotive SoCs are safety-critical and must have a high level of reliabil-
ity. Thus, a quick and accurate classification of failing shapes is very important to
ensure a sufficient quality level. The NVM test flow is composed of many test steps
that bring the Devices Under Test in several combinations of temperature, system
frequency, voltage range, memory access time, etc. [1].

Along the memory test runs, which are applied by a hardware-firmware com-
bination (e.g., an MBIST behavior is controlled by a CPU), failure information is
stored on-chip in the available volatile memory, which is not involved in the test,
and transferred to the ATE at the end of the test execution or before releasing the
chips from the current ATE insertion. To face the limitations in terms of on-chip
memory requirements that may arise when the number of failing bits is large, fail-
ures’ coordinates are stored in a compact format by exploiting an extra software
ingredient described in [24]. The algorithm in [24] processes the faulty bits as soon
as they are discovered by the MBIST, looking for possible aggregation of many
faulty bits together to save space without losing information. As detailed in [24],
the algorithm encodes the faulty coordinates in a lossless compact format, for ex-
ample compacting a set of adjacent faulty bits into a data structure including the
first and last coordinate of the faulty "slice", the direction (horizontal or vertical)
and a color to label different faulty pattern (i.e., continuous or regularly intermit-
tent failure between the first and the last fail in the slice). Such extra information
coming from a compaction process, mainly necessary to save on-chip memory, is
then greatly beneficial for the dataset creation.

Optimal Tile Size and CNN selection

Each NVM memory bank is further divided into physical sectors. Every physical
sector is tested individually; physical sectors belonging to different banks are tested
in parallel. This strategy enables the full test of the NVM banks in a shorter time
and, joined with the test parallelization on multi-site ATEs, permits the production
of huge volumes of devices.

Physical sectors of the considered chip correspond to an area of 8 960x544 bits
corresponding to around 0.6MB of capacity. As motivated in section 3.5.1, it is
hard for any CNN to process such a large failure bitmap as a single image. As
illustrated in section 3.5.1, a viable solution is based on dividing it into tiles, which
could be rectangular or squared, as in this case.

Fig. 3.60 shows the trends of the number of meaningful tiles vs. the tile size for
production shapes extracted from corner lots, encompassing a significant number
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Figure 3.60: Average trend of number of tiles over tile size in case of horizontal,
vertical, cross, and sparse failure constellations from production

of dies from a large production volume. Selected failing memories are expected
including many instances of failures deriving from the same root cause and valuable
to train a CNN properly.

Based on these production data and a list of promising CNN architectures avail-
able in the NN arena, formulas (1) and (2) introduced in section 3.5.1 are used to
extract a rank of the possible tile size/CNN combinations. Table 3.17 shows the
top elements of a longer list based on a deep search for CNN architectures and their
abilities in terms of image size, CNN parameters, and accuracy, combined with the
production data analysis. The Cost is computed as the number of expected mean-
ingful tiles multiplied by CNN parameters, which are used here as a surrogate of
the CPU time needed by a CNN to complete the analysis of a tile.

ResNet18 looks to be the most promising CNN engine to use for the illustrated
case of study. It is then considered as the selected CNN. ResNet-18 is a widely
popular network architecture: today, in the task of image processing (classifica-
tion, segmentation, object detection), ResNet-like architectures are considered as
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[ Rank | CNN [ Tile Size [bits] | AVG Tiles | Parameters | Cost | Expected Accuracy Weighted Cost |
1 ResNet-32 32x32 202.01 0.46 93.73 90.90% 1.03
2 ResNet-18 224x224 28.01 4.00 112.05 99.50% 1.13
3 EfficientNet-B0O 224x224 28.01 5.30 148.47 77.10% 1.93
4 InceptionV1 299x299 21.88 6.80 148.78 69.77% 2.13
5 DenseNet 40 32x32 202.01 1.10 222.21 94.73% 2.35

Table 3.17: Ranked list of the top 5 CNNs

the reference for optimizing the hardware computational requirements [52], or in-
vestigating the effects of various activation functions [53]. Indeed, they are quite
popular, having been the first architectures in the ImageNet Challenge to achieve
a top-b error rate lower than that of human performance [54].

Dataset Creation

Having defined the processing size of the failing bitmaps (i.e., failing tiles of
224x224 bits), the next step corresponded to the creation of the dataset for training
an ML model.

The list of considered shapes in the experimental setup is the following:

o BITLINE/WORDLINE: it is a vertical/horizontal shape that could be also
subdivided into full, partial, or intermittent

« TWO BITLINES: Two vertical shapes are located far from each other, at a
critical distance (e.g., such as scrambling-significant distance)

« MULTIPLE BITLINES: multiple vertical shapes are located far from each
other (not necessarily at a regular distance); in the following, the distance is
fixed to 32 bits

« MULTIPLE ADJACENT BITLINES/WORDLINES: multiple vertical /hori-
zontal shapes that are located close to each other

« WORDLINE X BITLINES: it is a cross created by a Wordline and a Bitline
incident to each other

o SPARSE: failing bits are spread over a region of the memory.

A further shape category, which does not take part in the training process of
the CNN;, is the Outlier category, which includes all "odd" shapes coming from pro-
duction (e.g., those not falling into the defined labels). All Wordline- and Bitline-
oriented categories consider non-continuous shapes.

Leveraging on an experimental setup including (a) the complete and lossless
failure bitmap of every failing physical sector, (b) compaction information deriving
from the approach in [24],(c) a failure bitmap visualization tool [55] and (d) some
basic algorithmic functions recognize failure shapes (at high cost), a test engineer
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selected real failure shapes from the same production lots used to determine the
optimal combination of tile size and CNN to adopt.

From such failure data, a total of 35,180 real failing tiles of size 224x224 bits have
been extracted and analyzed to be categorized into different failing shapes. This
process was performed by exploring both manual effort and loop-based heuristic
algorithms that count the number of failing rows, columns, and bits, with the
intent of classifying them into known images. Table 3.15 illustrates the percentual
amount of sample tiles found along the partly automated selection process.

Table 3.18: Final composition of the dataset, including real images and extra data
obtained by resorting to data augmentation. Each image is made by 224x224x1
pixels.

Total Labeled Selected Tiles Augmented
Labels Images from real data [%)
chips [%]
BITLINE 5,000 100 0
WORDLINE 5,000 100 0
TWO BITLINE 5,000 40.58 59.42
MULTI BITLINE 32 5,000 11.24 88.76
MULTI ADJ BITLINE 5,000 16.26 83.74
MULTI ADJ WORDLINE 5,000 100 0
WORDLINE X BITLINE 5,000 22.58 77.42
SPARSE 5,000 100 0
| TOTAL \ 40,000 | - | - |

The analysis of those 35,180 failing tiles revealed an unbalanced trend across
the different classes. Figure 3.61 reports statistics on the occurrence of the different
failing shapes in real failing memory physical sectors. As emerging, more than the
25% of failing tiles are classified as sparse. The other majority of tiles belongs to the
bitline, wordline, and multi adjacent wordline (~16%, ~20%, ~22%, respectively).
The union of those 4 categories surpasses ~85%. The remaining 4 classes occur
with a very low frequency.

The trend shown in Figure 3.61 points out that the likelihood of occurrence of
some failing shapes (i.e., bitline, wordline, sparse, multi adjacent wordline) is much
higher than others. To address this imbalance, synthetic tiles were generated for
underrepresented failing shapes, as above-described. Therefore, given the number
of the available real failing tiles, a bound of 5,000 images has been selected for
each class of the dataset. Table 3.18 also reports the final composition of the
dataset, including percentages of real images and synthetic ones, if any. This process
guarantees the same number of samples for each category in our dataset. Overall,
a total of 40k images were collected for classifying failing shapes in large volume
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failing memories.
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Figure 3.61: Percentage of failing shapes (i.e., classes) obtained from the analysis
of 35,180 failing real tiles.

The reader can notice from Figure 3.61 that over 35,180 failing tiles analysed,
the 1.17% has been classified as "outliers', meaning that the obtained shape does
not fall into any of the known faulty shapes. This category is not included in the
final dataset (as reported in Table 3.18). The outlier detection is a crucial point in
the proposed methodology. Instead of incorporating different unknown shapes in
a single class of "outliers" (that would have made the training more complex and
with the risk of non-convergence), the proposed approach relies on the OpenMax
methodology for outliers’ detection, as described in Section 3.5.1.

Accuracy, performance, and costs

As previously shown, ResNet-18 was selected, trained and deployed on our
database of failing shapes of NVM.

We have trained ResNet-18 on PyTorch (a popular tool for neural network
inferences) for 200 training epochs, with a batch size of 64, a learning rate of
0.1, and a weight decay of 0.001. The final model achieves 97.81% of accuracy in
classifying the 8 classes (Table 3.18) of the test set, and 97.64% on the validation
set, for about 4 million parameters. In line with the tile size discussion, the first
layer of our implemented CNN receives B&W images of size 224x224x1.
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Table 3.19 summarizes the tile- and memory-level accuracy over a significant
base of about 12K failing chips from production lots. Also, it is reported the
confidence level of the CNN for tile classification. Table 3.19 reports also the
accuracy for outlier shapes; this result is obtained by integrating OpenMax to the
ResNet-18 model as detailed in Section 3.5.1.

Label Tile-level Memory-level
Accuracy [%] | Accuracy [%)]
BITLINE 99.33 99.39
WORDLINE 99.70 99.80
TWO BITLINE 100.00 100.00
MULTT BITLINE 32 99.70 100.00
MULTI ADJ BITLINE 96.67 98.67
MULTI ADJ WORDLINE 97.94 97.94
WORDLINE X BITLINE 90.91 97.91
SPARSE 99.80 99.90
OUTLIERS 91.89 91.89
Total 99.18 99.50

Table 3.19: Proposed method results about accuracy at tile (before post-processing)
and memory (after post-processing) level, and the average confidence of the classi-
fication by CNN at tile level

The proposed method looks very accurate and fast in the classification of known
shapes and is also effective in identifying new, unknown failure shapes.

| Method [ Accuracy [%] | CPU Time [h] |
Algorithmic [10] 99.92 3.66
ANN-Based [J] 90.80 1.76
Proposed 99.50 0.51

Table 3.20: Accuracy and cost comparison with ANN [9] and algorithmic [10] meth-
ods applied to classify the base of over 12K failing memories

A comparison with two approaches is reported in table 3.20; the first one is
an algorithmic solution, which is proposed in [10], the second is the ANN-based
approach illustrated in [9]. It is reasonable that the algorithmic approach reaches
the highest accuracy, but requires significant time to perform the classification. The
ANN-based is the fastest, with the lowest accuracy among the compared methods.
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Finally, the proposed approach shows an exciting trade-off between accuracy and
time. It is quite accurate, losing only 0.42% from the algorithmic, and it is also
slightly faster than the ANN-based approach in which pre- and post-processing is
particularly heavy [9]. Results have been patiently validated manually by the test
engineer appointed to cross and verify results from the different approaches. The
availability of the same test engineer is suggested to monitor production failure
classification results, supported by a bitmap visualization tool and guided by the
automatic classification, giving primary attention to outliers.

3.6 Novel Approach for Extracting Memory De-
sign Configurations

Modern memory systems are increasingly exposed to radiation-induced faults.
These faults, caused by charged particles interacting with memory cells, often mani-
fest as Multiple Event Upsets (MEUSs), where multiple bits fail simultaneously. An-
alyzing these MEUs provides a unique opportunity to infer the underlying memory
design configurations (MDCs), which are crucial for understanding memory behav-
ior and improving fault tolerance.

Reconstructing MDCs from MEUSs, however, is a complex task due to the wide
variety of possible memory architectures and the intricate patterns of faults gen-
erated by radiation. This section presents a systematic approach to address this
challenge, introducing an algorithm capable of efficiently identifying the most prob-
able MDCs by leveraging the spatial characteristics of MEUs. By focusing on the
proximity of faults and their patterns, the proposed method offers a robust solution
for extracting memory parameters and validating memory designs under fault con-
ditions. This work has been published at the IFIP /IEEE VLSI SoC 2023 conference
[56].

3.6.1 Proposed Approach

The proposed approach uses an efficient algorithm to extract the MDCs by
observing the memory MEUs from irradiation tests. MEUs are generated by the
interaction of a charged particle with multiple memory cells. The affected cells can,
for example, share a corner or be one in front of the other. For this reason, the
algorithm assumes that each set of MEUs is composed of faults near each other,
following the principle that a charged particle generates failing patterns (MEUs)
such as the ones illustrated in Fig. 3.62. As can be seen, each bit in the failing
pattern is next to at least another failing bit in either the same row or column.
The proximity of the MEUs is the central assumption of our algorithm that can
test multiple possible memory organizations to extrapolate the correct ones and
exclude the wrong ones as soon as possible.
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Figure 3.62: A general view of MEUs in memory cells.

Memory reconstruction

The proposed algorithm’s aim is based on the assumption that each MEU from
the irradiation tests generates faults located near each other, as shown in Fig.3.62
an. These MEUs stem from a charged particle hitting the intersection between
2 or 4 memory cells, causing them to be interpreted as failing bits. So MEU is
composed of a variable number of faults. Due to this assumption, the proposed
algorithm performs a series of steps for each set of MEUs received:

1. Guess an MDC: The aim of the algorithm is set to test all the possible
MDCs systematically. It achieves this goal by changing the various param-
eters one at a time until an exhaustive search is performed. This approach
represents a guess by the algorithm that will then test this MDC to discover
if it can be the source of the MEUs.

2. Fault reconstruction: This reconstruction is performed considering logical
addresses of faults and the selected MDCs. As each MEU is made of a certain
number of faults, at the output of this step, the algorithm obtains a set of
physical coordinates (one for each fault in the MEU set).

3. Check the contiguity between the reconstructed faults: Given the
fault coordinates, the distance between each fault is checked. The main ob-
jective is to find all faults’ locations in close proximity. In other words, a
group of fault locations is called MEU when:

o There are at least two fault locations with a Euclidean distance of 1 from
each other.
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e The third fault location can be added to this faults’ locations group if
it has a Euclidean distance equal to 1 from at least one of two faults’
locations.

e Other faults can be added to the mentioned group if they have a FEu-
clidean distance equal to 1 from at least one of the other faults’ locations
group. These groups of x and y coordinates should create some patterns,
such as the one shown in Fig. 3.62.

For instance, in Fig.3.63, the location of the MEU is compliant with the
chosen MDC because the faults are in the same neighborhood. However, as
can be seen in Fig.3.64, the chosen MDC is non-compliant because the faults
are in different neighborhoods and separated.
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Figure 3.63: A scheme of reconstructed memory with the correct MDC.

4. Update correct combinations or remove MDC from possible solu-
tions: If the combination is marked as correct, the algorithm increases a
counter that counts how many times the current MDC was identified as cor-
rect. Otherwise, no further steps are performed, and the MDC is removed
from possible solutions.

The steps from 2 to 4 are repeated for all the MEU sets related to a given
memory. The algorithm continues to test until all the MDCs have been tested.
Once all the MDCs have been fully explored, the possible combinations are ordered
from the most probable to the least probable. The correct memory organization is
in the most probable ones. Often the algorithm reports equivalent. The complete
algorithm is provided in algorithm 5. This algorithm has a programmer’s point of
view on the proposed approach.
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Algorithm 5: Memory parameters extraction algorithm

input : A list of MEUs. Each MEU is composed of N faults, each with:
The logical word address of the fault: Addr
The failing bit inside the word: Q
output: A set of MDCs that can generate the MEUs in the list.
foreach MEU in MEUs list do
foreach Memory Dimension in Possible Memory Dimensions list do
foreach Row Mirroring in list do

foreach Column Mirroring in list do

Take the Addr and Q and calculate faults’ coordinates (n is
the number of fault locations): (z;,4;), (Tix1,Yix+1), -
(Zin,Yitn) And make a group of coordinates by randomly
adding one coordinate to the group.

while At least a fault coordinate is added to the group in this
iteration. do

foreach Faults’ coordinates do
if The coordinates have a Fuclidean distance of 1 at

least with one of the coordinates in the group. then
| Add the coordinate to the group.

end
end

end

if The group contains all of the faults’ coordinates then
| Mark the MDC as one of the possible solutions.

end
else
| Remove the MDC from the checklist.
end
end
end
end

end
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Figure 3.64: A scheme of reconstructed memory with the wrong MDC.

Memory Design Configurations
Min Max Steps
Total Number of Words 2 21 B 1
Words Per Wordline 2 9logz(Total number of words)-3 PxponentflaQ
Bits Per Word 2 28 (Powers of 2)
Wordines o
Wordlines Mirrored Every | 2°(no mirroring) 2logz(Wordlines) Exponential
(Powers of 2)
Bitlines Bits per word * Words per Wordline
Bitlines Mirrored every | 2°(no mirroring) 2logz (Bitlines) Exponential
(Powers of 2)

Table 3.21: Memory parameters taken into consideration for our experiments

Experimental Results

The research aims at extracting the memory design parameters, and the pro-
posed approach uses the Algorithm 5. The final results can then be used by test
engineers to accurately assess the behavior of their programs in case of radiation-
induced MEUs. In order to corroborate the functionality of the proposed approach,
a complete simulation and validation environment was developed. This environ-
ment comprises multiple scripts that perform a series of steps provided in Fig. 3.65
to inject the MEUSs, and then reconstruct the memory parameters. The Python
script responsible for the simulation and injection of the MEUs is called "supervisor
script." This supervisor script:

1. Randomly select an MDC made of all the parameters described in the previous
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section

2. Randomly select multiple MEU shapes and their physical location inside the
chosen memory. The shapes are selected with respect to the ones described
in Fig. 3.62

3. Calls a C4++ memory creator script that simulates the memory and outputs
the logical faults addresses

4. Organize the outputs of the memory creator to simplify the checks of the
memory reconstructor script

The previous steps were repeated to create a collection of memories and their
related MEUs.

Now that the memories have been generated, a Python memory reconstructor
script is called. This script performs the following operations:

1. Select a set of MEUSs.
2. For each possible MDC and for each MEU in the set:

(a) Reconstruct all the physical locations of the faults inside the MEU, using
their logical address and assumed parameters.

(b) Check the physical location to understand if all faults are adjacent to
each other.

(c) If the faults are all adjacent, add the current MDC to the possible correct
ones.

3. Collect all the MDCs that were marked as "possibly correct" for all the MEUs
in the set.

The output of the aforementioned steps is a list of memory parameters and
the number of MEUs they can contain in the correct neighborhood as previously
explained in Fig.3.63 and Fig.3.64.

Memories’ and MEUSs’ parameters

The experiments were performed on around 5,500 different bit-scrambled (as
shown in Fig.2.6) memories with randomly chosen MDCs presented in table.3.21.
A minimum is decided in table3.21 because the number of the equivalents increases
in small-size memories. Because there are few MDCs available, and most of them
are equivalent geometrically. These small-size memories were not having a dramatic
reduction in possible MDC.

For each memory, a set of 100 MEUs were injected. These MEUs were randomly
generated with the following MDCs, also reported in Fig.3.62:
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o Base Fault Count: Between 2 and 6
 Shapes: square, rectangle, single line (wordline or bitline oriented)

o Extra fault: a small probability exists that an extra fault is added adjacent
to a previously inserted fault, such as the case in the bottom right of Fig.3.62

Given the aforementioned parameters, the algorithm tested a total of 550,000
MEUs distributed in 5,500 memories.

Stats and performances

The tests were performed on a Macbook Pro 13" equipped with an Apple M1
processor and 16GB of RAM. Table 3.22 summarizes our experimental results. It
can be seen that each set of MEU had a different number of equivalent MDCs
based on the number of considered MEUs (down to 2 for 100 MEUs). Notably, in
the beginning, no data was available about the MDC. But among the candidate
memories to be the correct memory with the correct parameters, the correct one
is always present in this list. This cross-validation is based on the fact that the
parameters were already known when random memories were generated.

Experimental results
MEU sets Average equivalent Time
per memory (#) MDCs (#)
20 6 26 minutes
40 3.64 45 minutes
60 2.79 63 minutes
80 2.31 77 minutes
100 2 96 minutes

Table 3.22: Experimental results and performances of the proposed algorithm.

Equivalent memories

For each MEU set, the algorithm correctly reconstructed the compliant memory
parameters to what they belonged to, together with some "equivalent" memories.
Fig. 3.66 and Fig.3.67 graphically explain why we have such equivalencies. For
example, in Fig.3.66, it is possible to see how the same MEU made of four faults can
come from memory with a straightforward organization (on top) or from memory
with a Column mirror equal to 2 (on bottom). In Fig.3.67, another MEU of four
faults can come from two different memories. One of the possible memories is
mirrored in the center (top), and the other has a column mirror equal to 2 (bottom).
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Figure 3.66: The MEU in the picture may come from a straightforward memory
organization (top) or a mirroring every two columns (bottom)
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Figure 3.67: The MEU in the picture may come from an x-axe mirrored memory
organization (top) or a mirroring every two columns one (bottom)

The main reason behind these equivalencies is that the location of two faults
can be changed without violating the fault location shapes provided in Fig.3.62.

These examples show some of the possible equivalent memories organizations.
The number of equivalent memories can decrease if the MEU has a greater dimen-
sion and is not symmetrical. In symmetrical shapes, all the faults can be swapped
without violating the memory contiguity, and there are always memories with pa-
rameters that fit these MEU shapes.
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Figure 3.65: The flowchart of the proposed algorithm
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Chapter 4

Conclusions and Future Work

This thesis has investigated several critical aspects of embedded memory testing
and diagnosis in Automotive SoCs, spanning from manufacturing considerations to
end-user reliability assessment. The contributions presented address the growing
challenges of ensuring memory reliability in increasingly complex and safety-critical
automotive systems.

A deep characterization of the memories embedded in automotive SoCs is pre-
sented, showing variation of key parameters in different conditions of supply voltage
and access speed.

The development and validation of three novel on-chip diagnostic data collection
and processing methods provide significant improvements in diagnostic efficiency.
The slice-based method, achieving up to 99.8% diagnostic space savings compared
with list-based representations, offers a lossless approach for failure bitmap encod-
ing. The difference-based approach further improve this performance by 66.99% by
only encoding the differences between one test step and the next one. The pixel
slice method, while inherently lossy, achieves up to 72.6% savings and provides valu-
able density representation for rapid identification of weaker memory areas. The
slice-based and the pixel methods were successfully implemented and validated on
an Infineon Aurix SoC, demonstrating their practical applicability in a real-world
automotive context.

Furthermore, the novel hardware-software scheme for diagnostic data retrieval
demonstrated a substantial 25% reduction in test time while improving fault repre-
sentation fairness, particularly beneficial in scenarios with limited on-chip memory.
This contribution addresses the practical constraints of on-chip diagnostic memory
resources and optimizes the utilization of available diagnostic space.

The thesis also addressed the challenge of voltage droop during testing, a crucial
factor affecting data reliability, especially at minimum operating voltages. The two
proposed low-area, low-complexity circuits provide effective mitigation strategies for
voltage droop, ensuring reliable data collection for comprehensive failure analysis.
These circuits offer practical solutions for minimizing voltage droop-induced failures
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without significant overhead.

The development of a ResNet18-based neural network for fault classification
introduced a novel approach capable of classifying eight distinct fault shapes. This
method outperforms previous approaches and enables the recognition of novel fault
shapes, contributing to a more comprehensive understanding of emerging failure
mechanisms. The neural network’s ability to identify new fault shapes is particu-
larly valuable for adapting to evolving memory technologies and defect character-
istics.

Finally, the software developed for extracting memory design configurations
from irradiation test data empowers end-users to simulate radiation effects and as-
sess memory reliability in their specific applications. This contribution bridges the
gap between manufacturer knowledge and end-user needs, enabling more accurate
reliability assessments in radiation-prone environments.

Future research directions include expanding the neural network’s capabilities
to classify a wider range of complex fault shapes. Further optimization of the diag-
nostic data compression algorithms could explore more sophisticated compression
techniques while minimizing information loss. Extending the memory reconstruc-
tion software to accommodate diverse memory architectures would enhance its ver-
satility and applicability across a broader spectrum of embedded memory systems.
Additionally, exploring the integration of these techniques into a unified frame-
work for comprehensive memory testing and diagnosis would provide a powerful
tool for ensuring the reliability of embedded memories in future automotive SoCs.
This future work will build upon the foundation laid by this thesis and contribute
to the ongoing pursuit of robust and reliable embedded memory systems for the
automotive industry.
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