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ARTICLE INFO ABSTRACT

JEL classification: Time-inconsistent internet users neglect future privacy costs and release too much data to digital firms. We study
D82 how regulation that requires user consent for data processing affects firm profits, user surplus, and welfare,
D83 depending on the degree of time inconsistency and on firms’ business models. If the firm appropriates sufficiently

Ef; high profits from data, consent mechanisms increase welfare only if their design facilitates consent refusal and

L51 time inconsistency is neither too high nor too low. If firms can make it difficult to opt out, it may be better for
society to let the former choose the disclosure level. However, consent policies increase user surplus when time

Keywords: inconsistency is high. Voluntary caps on usage can raise profits by making some users disclose more data.

Data disclosure
Time inconsistency
Privacy

1. Introduction Current privacy legislation, most notably the European GDPR, relies

on the consent principle as the prime mechanism through which peo-

If data is the new oil, naive internet users feed an inexhaustible oil
field. Individuals often reveal massive amounts of data through their
daily online behavior, even though they claim to care about privacy
(Acquisti et al., 2015). This behavior partly stems from a widespread
pattern of time inconsistency that induces the disclosure of personal
information and which lowers future utility in favor of the immediate
gratification through users’ browsing activities (Acquisti, 2004; Acquisti
and Grossklags, 2005; Tucker, 2019).!

ple can protect or waive their privacy.?> The consent principle is based
on the assumption that people, when provided with adequate infor-
mation, are able to make self-interested and forward-looking choices.
However, this assumption fails with time-inconsistent individuals. Be-
cause of self-control problems, consent forms are perceived as a nuisance
to be dispatched by choosing the default option, which often is to waive
privacy. For example, cookie banners may nudge users into disclosure
by presenting immediately the option to accept all cookies, while deny-
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ing disclosure of personal data to third parties requires personalizing a
(usually long) list of trackers.

A considerable part of digital firms’ profits comes from the exploita-
tion of user data.® This paper studies how users’ time inconsistency
about privacy affects digital firms’ profits and their decision to exploit
user data, and how users and firms react to the introduction of consent
policies, such as cookie consent pop-ups. We also investigate the con-
ditions under which introducing these consent policies is preferable for
users or for society. Our analysis yields some interesting insights into
the effects of consent policies and of their implementation by profit-
maximizing digital firms.

One of the main challenges in approaching this problem is the fact
that monetizing data is the primary line of business for some online
firms, while others obtain a large share of their revenues also from the
direct sale of a service. We build a flexible framework that allows us to
analyze, in a unified setting, firms with different business models and
thus varying degrees of preference for data exploitation. More precisely,
we model firms that derive their profits from either one or both of two
sources: from the direct sale of digital services, or from monetizing data
with third parties, such as advertisers.

In our model, a digital firm provides a service to time-inconsistent
users, who might be aware or not of their self-control problem. The
usage of the service produces personal data. The firm obtains its rev-
enues from commercial activities related to the usage the service and
from disclosing a share of the collected data to third parties. Data dis-
closure causes a future privacy loss to users, which they partly neglect
due to time inconsistency. We consider two alternative policy options.
If a consent policy is in place, the level of data disclosure is chosen by
users, otherwise it is chosen by the firm. The consent policy allows users
to restrict (at a cost) the disclosure level, by for example the personal-
ization of privacy settings. Unawareness of time inconsistency further
dampens users’ ability to protect their privacy through restrictions to
disclosure, weakening the effectiveness of consent mechanisms.

We have two main results. First, the introduction of consent policies
aimed at protecting consumers can backfire and reduce user surplus.
When disutility from personalization or time inconsistency are suffi-
ciently high, user surplus is higher if the disclosure decision is left to
platforms. In fact, under these conditions, users skip personalization
of privacy settings but will subsequently curtail usage, in a belated at-
tempt to protect their privacy. Conversely, platforms have the incentive
to limit data disclosure from the outset not to harm future usage rev-
enues, and users are also spared going through privacy popups. Thus,
consent policies increase user surplus only if both personalization cost
and time inconsistency are sufficiently low - they do not protect users
against the effects of time inconsistency if using them is too costly. The
scope for welfare-enhancing consent policies is even more limited. Con-
sent policies increase welfare (indicating the social value of the market
as the sum of profits and consumer surplus) only when the personaliza-
tion cost is low and time inconsistency is neither too high nor too low.
Users with a very low time inconsistency are more likely to excessively
restrict disclosure, preventing the realization of the social value of their
data.

Second, users’ time inconsistency increases the importance of well-
designed consent policies. In fact, although time-inconsistent users are
more likely to skip the personalization of privacy settings, firms are also
more tempted to exploit users by increasing data disclosure, especially
when the value of data is high. Here, the aim of policy intervention
should be to raise user awareness and reduce the burden of personalizing
privacy settings or opting out directly.

Mandating firms to ask users for consent is a regulatory tool that has
been widely adopted, in Europe and elsewhere. However, firms have

3 The exploitation of user data may involve, for example, targeting users based
on their revealed personal information for the purpose of advertising or price
discrimination.
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significant leeway in implementing these consent policies. We thus ex-
tend our model to the case in which the digital firm determines the cost
for users of personalizing the privacy settings. We find that the firms’
incentive to raise rather than reduce the complexity of the consent form
depends both on their business model and on users’ time inconsistency.
When the business model is based on the direct provision of the service
or users’ time inconsistency is mild, the firm has an interest to boost its
commercial activities by reducing the complexity of consent forms, by
making sure that users feel that their privacy is protected. Otherwise,
firms have an incentive to make it harder for users to restrict disclo-
sure. Interestingly, this firm strategy, while not benefiting users, can at
least raise welfare. This feature is important from a policy perspective.
In 2020 California enacted a law imposing an opt-out default option,
and an increasing number of firms in Europe carry such an option, too.
Such a policy protects time-inconsistent users, but at the same time may
also reduce the potential social value of data.

Lastly, we further extend the model in two ways. First, we show that
voluntary usage caps, such as time limits offered on Facebook, Apple
or Google, can increase firm profits in the presence of consent policies.
The reason is that a cap provides sophisticated users, i.e. those users who
are aware of their time inconsistency, with a means to commit to lower
future usage. This in turn reduces their privacy concerns and makes
them more willing to choose higher levels of disclosure. The resulting
gain in revenues from sharing data can more than outweigh the effects
of lower usage. Usage caps also raise welfare if data are sufficiently
valuable.

Second, we assume that the privacy cost stems not only from the
disclosure of information to third parties, but also from its collection
by the firm, thereby making users more exposed to the privacy risk.
Results show that in this case users have a higher tendency to choose full
disclosure, despite their higher exposure. This counterintuitive result is
due to the fact that users now suffer a privacy cost even if they do not
share data, so that the decision to restrict disclosure is relatively less
advantageous than in the case the privacy loss stems only from data
sharing.

In the following section we provide an overview of the literature. The
rest of the paper is organized as follows. Section 2 presents our model.
Sections 3 and 4 analyze the cases where privacy settings are chosen by
the firm or by users under a consent policy, respectively. In Section 5
we extend the model by studying the effect of voluntary usage caps,
and of privacy risk stemming also from data collection, and Section 6
concludes. All proofs are contained in the Appendix.

1.1. Related literature

This paper is part of a recent and growing literature on data ac-
quisition, privacy regulation, and their impact on digital businesses.*
Two strands are directly related to our concerns. The first focuses on
the potential effect of time inconsistency on privacy costs in the data
acquisition market. Tucker (2019) suggests that psychological factors
strongly influence user behavior on digital platforms. To our knowl-
edge, only three papers consider boundedly rational consumers in this
context. Acquisti and Varian (2005) consider repeat sales by a monopo-
list while assuming that tastes are intertemporally correlated. A firm can
benefit from the use of past information, but only if its consumers are

4 The literature on privacy is vast. Recent papers have analyzed the impact
of competition on privacy (Casadesus-Masanell and Hervas-Drane, 2015), the
exploitation of information for personalized pricing (Braulin and Valletti (2016),
Montes et al. (2019)), and the impact of taxation on data collection (Bloch and
Demange (2018), Bourreau et al. (2018)). Our research is also associated with
the literature on data externalities (Choi et al. (2019), Acemoglu et al. (2019))
which explains that excessive data sharing by some users might be consistent
with rational behavior when the information disclosed by one consumer reveals
information about others.
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myopic, because rational consumers would be deterred from consum-
ing in the first place. Using a similar argument, Taylor (2004) provides
a theoretical model in which privacy regulations limit the ability of indi-
vidual merchants to sell customer transaction data to other merchants.
Rational consumers anticipate that their present actions may affect the
prices they will face in subsequent transactions, hence, they may strate-
gically modify purchasing behavior. Conversely, myopic consumers do
not take the future consequences of their present decisions into account
and suffer a loss of privacy. Finally, Baye and Sappington (2020) exam-
ine a similar setup, but assume that merchants operate inside a platform.
Since the platform internalizes the externality of individual transac-
tions, it maximizes its profits by disclosing all transactions data to its
merchants. In their model, rational users gain from sharing personal in-
formation, as disclosure opens a channel through which they can signal
their reservation values. Conversely, myopic users benefit when the plat-
form never shares transactions data with third parties, as this prevents
that users are exploited by merchants.

We depart from these studies in the nature of the behavioral bias
involved. In the aforementioned literature, users fail to take the future
exploitation of their data into account, but do not suffer from a self-
control problem. Conversely, in our setting, users may be aware that
their future use will be excessive but cannot by themselves prevent it
from happening. This time inconsistency affects how seriously users take
consent policies that are meant to protect them, which is the focus of this
paper. This issue has recently been highlighted by experimental studies.
Ek and Samahita (2023) ran an experiment designed to verify whether
users really tend to have an undercommitment problem as stressed in the
existing literature, or instead an overcommitment problem where users
spend resources on commitment devices they do not actually need. They
find that while a significant share of users is too pessimistic about their
self-control and thus prone to overcommitment, both the fraction and
loss of utility of users who are overoptimistic and thus prone to under-
commitment dominate in the aggregate. Kummer and Schulte (2019)
studied the relationship between willingness to pay for privacy and app
design using data from the Google Store, where prior to installing an app
users were shown the privacy-related permissions requested by the app.
Users thus had a choice between paying for apps with fewer permissions
or paying with their data for free apps, and app designers provided both
options. Kummer and Schulte show that, at the same price and quality,
users demanded less those apps that requested more permissions. This
suggests users’ awareness of privacy costs, in line with our assumptions.

The second strand of literature studies the effects of privacy regu-
lation, in particular on price discrimination (Montes et al., 2019), tar-
geted advertising (Johnson, 2013), innovation incentives (Lefouili et al.,
2024), and quality investment (Conti and Reverberi, 2021), although
these papers do so in a context of full rationality. As in our paper, it is
assumed that protecting privacy is costly for consumers, but we assume
that users can be time inconsistent and unaware of their own time incon-
sistency, a combination that to the best of our knowledge has not been
analyzed before in the privacy literature. Fainmesser et al. (2022) show
that imposing a minimum level of investment in protecting data from
leaking out together with a tax on data holdings can lead to an efficient
outcome. Our approach complements theirs by considering regulation
that involves the user side, specifically the role and complexity of con-
sent forms.

While our paper is part of a stream of work based on the assump-
tion that the collection and disclosure of personal information create
privacy costs, a recent tendency in the literature is to start from the
opposite baseline assumption that some disclosure of information could
raise users’ utility. The typical setting here is price discrimination among
heterogeneous consumers where it is assumed that without disclosure a
seller sets prices at a high level. Ali et al. (2022) show that lower-value
consumers can credibly pool into groups to obtain discounts. Galperti
and Perego (2023), leveraging on the general model of platform infor-
mation design of Galperti et al. (2023), show that a platform that knows
user types and optimally reveals information to a seller, pools users in a
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similar manner if its objective is to maximize consumer surplus; still, if
its objective is to maximize the seller’s profits, it transmits all the infor-
mation it has. They show that under-pooling giving users control over
data disclosure creates externalities between user groups. No such ex-
ternalities exist in the latter case (here the authors do not consider users’
optimal privacy choices).

Contrary to some previous models in the literature, we do not as-
sume by default that users’ choice of disclosure must be at an interior
optimum. Rather, we show that the fact that users can reduce their usage
to avoid privacy costs creates a fundamental non-convexity in their deci-
sion problem, which leads to either no or full disclosure. Miklés-Thal et
al. (2024) come to a similar result in a different setting: In their model,
users are paid to provide either non-sensitive information or sensitive
personal information (the latter at a privacy cost), or both. They show
that if the platform learns how to deduct sensitive from non-sensitive
information, then users will either disclose nothing (digital hermits) or
everything.

We also provide a general framework for analyzing firm behavior,
representing different business models of digital firms. Here we follow
Bloch and Demange (2018) and Jullien et al. (2020), although their fo-
cus is on optimal taxation of digital platforms. There exist many types of
platforms, which lead to different data disclosure approaches in order
to boost the usage of their service or to extract value from the informa-
tion, or both (Fainmesser et al., 2022). It is thus crucial to describe their
varied choices in a unified setting, so as to provide a taxonomy of the
profit-maximizing decisions of each type of firm. Representing the dif-
ferent business models across digital firms is also important for a better
understanding of the effects of privacy constraints on firm design and
user responses to privacy control tools.

2. The model

We model the interaction between users and a digital firm providing
a service. Usage of the service entails the release of personal data, which
the firm can monetize with third parties, imposing a privacy cost on
users.

A digital firm provides a service to a unit mass of users, who choose
the amount of usage x € [0, 1], e.g., the number of Google searches or
Facebook likes. Usage reveals personal information about users’ charac-
teristics or preferences. For simplicity, we assume that one unit of usage
corresponds to the production of one unit of personal information.®> The
firm discloses the share d € [0, 1] of usage-generated information x to
third parties, for example advertisers. The share d will be determined
by users or by the firm, depending on whether or not there is a regula-
tion in place which requires the consent of users for disclosing data (the
consent policy). Users face a privacy risk stemming from the disclosure
of the amount dx of information with third parties. For example, third
parties may suffer a data breach, or they can exploit this information
for purposes that harm consumers.®

Actions are divided between two periods, the present and the future.
In the present, either the firm or users choose the level of disclosure d,
which is observed by all (r = 1). Subsequently (at t = 2) users choose
usage x, and utility from usage and profits are realized. In the future
(t = 3), users suffer the privacy cost. Users cannot previously commit
on their own to a specific usage level, nor to not using the service at
all. Fig. 1 represents the timeline of the basic model. In Section 5.1 we
extend the baseline setup by an initial period t = 0 where the firm offers
a usage cap that consumers can voluntarily sign up to.

We now lay out the main features of the model in more detail.

5 In practice not all usage may generate personal information. For a consistent
modeling of the privacy problem, we focus on the “active” usage that reveals
personal information and thus creates a privacy problem.

6 In Section 5.2 we explore the case in which privacy risk stems also from the
collection of information by the firm.
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Present Future

=1 t=2

time

Choice of d by the  iChoice of x by users
platform or users !

Cost of consent:
1 C(1-d)

Privacy cost: cdx

1Utility: v(x)

Fig. 1. Timeline of the model.

Users. Usage provides utility v(x) with v(0)=0, v, >0, v, <0. For
simplicity, we adopt the functional form v(x) = x(2 — x).”>8 Users incur
a future privacy cost cdx, ¢ € (0,2), due to the exploitation of their per-
sonal information by third parties, net of any potential benefit obtained
from data disclosure.

Users have time-inconsistent preferences with regard to the pri-
vacy cost (see the seminal work of Laibson, 1997, and, more recently,
O’Donoghue and Rabin, 1999a, O’Donoghue and Rabin, 1999b, and
DellaVigna and Malmendier, 2004). In particular, following DellaVigna
and Malmendier (2004), users before using the service correctly under-
stand that their surplus from using the firm is v(x) — cdx, as the utility
and the privacy cost are both obtained in the future. Still, when actually
using the service in t = 2, they perceive a surplus equal to v(x) — ficdx,
with g € [0, 1], as the privacy cost in the next period is discounted rela-
tive to the utility v(x) received in the present period.

The firm. The firm obtains profits from two different sources, as in
Bloch and Demange (2018) and Jullien et al. (2020). Direct provision of
the service and the corresponding commercial activities originate prof-
its 6x, with 6 > 0. For example, these profits incorporate e-commerce
commissions and pay-per-click ads. The parameter § can be interpreted
as the incremental value of more data to the firm or alternatively as
commissions for clicks. The second source of profits is the monetization
of data dx with third parties, for example for targeted advertising or for
elaboration by data aggregators, as with search engines and social net-
works. The total profit obtained from the data shared with third parties
is ydx, with y > 0, and it is distributed between the firm and the third
parties according to the share 6 € [0, 1] and 1 — 6. The parameter y can
be interpreted as the monetary value of the data collected by the firm.
Firms such as search engines, social networks, or digital marketplaces,
derive high profits from a large variety of information about their cus-
tomers, their needs and interests, implying a high y. Conversely, firms
specialized in a more specific segment (such as video or music stream-
ing services) have a low y and thus collect a narrower set of data that
they use to tailor their own supply. Third parties, e.g. advertisers, ob-
tain a profit o(x) = (1 — 0)ydx from the information shared by the firm,
where 6 can be interpreted as the firm’s market power vis-a-vis third
parties.

The disclosure decision. We examine two scenarios, which differ in
who makes the disclosure decision at r = 1. In the first scenario, ana-
lyzed in Section 3, the firm chooses the level of disclosure. In the second

7 Choi et al. (2019) assume quasi-concave general functional forms, imposing
from the outset that all choices are interior. Yet, users reduce usage under higher
disclosure, which leads to non-concavity and potentially to corner solutions such
as full or no disclosure. Our setup allows for considering such outcomes.

8 While our focus is on firms offering free services to users, note that this
surplus can be intended net of any given subscription fee that all users might
pay to the firm.
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scenario, in Section 4, users choose their preferred disclosure level d
by personalizing the privacy settings provided to them under a consent
policy. Such a personalization imposes a choice cost on users equal to
C(1—-d),with C >0.° Selecting full disclosure (d = 1) implies zero in-
convenience, whereas adopting more stringent privacy settings takes an
increasing amount of time and attention.'® We initially assume that the
choice cost parameter C is exogenously given and focus on users’ dis-
closure choices (Subsection 4.1). Then we consider the preferred level
of choice cost for the firm or from society’s point of view (Subsection
4.2).

At t =1, users know that their true net surplus is U (x) = v(x) — cdx.
Still, when actually using the service (¢ = 2), given a disclosure level
d, users select usage x to maximize perceived net surplus v(x) — ficdx,
with!!

*d)=1-2=>0. e8]

Ped
2
The expression of actual usage in (1) has three important implications.
First, more time-consistent users (i.e., with a higher f) restrict usage
more, because they better take into account the loss of privacy that us-
age entails. Second, users respond to higher levels of disclosure d by
reducing usage, but this reaction is muted if they are more time in-
consistent (lower ). Indeed, in the limit case of § =0, usage does not
depend on the disclosure level. This fact increases the potential for the
exploitation of users’ time inconsistency by the firm. Third, and as we
will discuss below in Section 4 on the effect of consent policies, the
downward adjustment of usage in response to higher d implies that per-
ceived net surplus at the chosen usage is a convex function of d, and as a
result users either prefer no disclosure (d = 0) or full disclosure (d = 1)
over intermediate privacy settings.'?

At t = 1, users may not be aware of their time inconsistency (DellaV-
igna and Malmendier, 2004). As a consequence, they may have biased
expectations about their actual usage x* (d). Let us denote by X(d) users’
belief, at t = 1, about their actual usage at t = 2. There are two types i of
users: sophisticated users (i = s) and naive users (i = n), whose weights in
the population are given by 4 € [0,1] and 1 — A, respectively. The two
types differ in the degree of awareness of their time inconsistency: At
t = 1 sophisticated users are aware that at t = 2 they will be using the
service excessively, i.e. X,(d) = x* (d). Conversely, naive users at ¢t =1
expect that usage at t =2 is equal to %,(d) =x"“(d)=1— %, i.e. they
believe that they are time consistent (f = 1). Denote by d;, xf and Ul.*,
with i € {s,n}, the levels of disclosure, actual usage and net surplus per-
taining to sophisticated or naive users, respectively.

The firm maximizes its total profit, given by

r=Ang+1-Nx,

where r; = (6 +y0d;) x¥, i € {s,n}.

The social value of the firm’s activity, including any data disclosure,
is the weighted sum of users’ true net surplus and the industry profits,
which includes the firm and the third parties’ profits:

W=a(U+a(z,+0,))+(1 -1 (U +a(r,+0,)),

where « € [0, 1] is the weight of the industry profit in the welfare func-
tion. A consumer privacy authority whose only concern is maximizing
consumer surplus is represented by @ = 0. Conversely, a social planner

9 For example, consent forms might entail long and dry lists of privacy-related
options, entailing significant personalization cost for users.

10 Assuming that consent popups also cause some fixed disutility further re-
duces the scope for them to protect consumers.

1 Note that the resulting true net surplus becomes negative if ¢ > 2/[(2 — ) d],
i.e. if privacy cost, disclosure and/or time inconsistency are high, while maxi-
mized perceived net surplus is always non-negative.

12 This is also true with general utility v(-), as long as v/(-) is not too convex.
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will normally give a positive weight a > 0 to profits. We will refer to the
resulting values as “user surplus” or “welfare”, respectively.'>

3. The firm’s disclosure choice

Let us first assume that at r = 1 the firm selects the level of disclo-
sure d. At t =2, users observe the value of d and choose usage x*(d),
which is the same for naive and sophisticated users. In fact, given that
users do not choose the disclosure level, their awareness of their time
inconsistency plays no role here and does not affect either profits or user
surplus.

Let us denote with d, the level of disclosure chosen by the firm, such
that

dp=argm51x(5+y9d)x* d).

The firm’s profit is concave in d. In fact, a higher level of disclosure
has a positive effect in terms of higher revenue from a given amount of
data (through the term y6d), but also reduces usage x* (d) and hence
the personal information provided by users. This problem has interior

or corner solutions, depending on the value of f. Denoting with f; =
2y0 _ 2v0 . . .
615)° and f, = =5, we obtain the following result:

Lemma 1. The profit-maximizing level of disclosure is
1 if 0<p<p,
dy=3 5= 35 F B<P<P @
0 if  p>h
Both d,, and the firm’s profits z(d,,) are decreasing in .

The firm’s choice of disclosure level in Lemma 1 is continuous and
(weakly) decreasing in f, i.e., the firm chooses a higher disclosure level
if users are more time inconsistent. By doing so, the firm exploits the
behavior of time inconsistent users, who react less to disclosure.

Expression (2) also highlights the role of the firm’s business model
on its disclosure choice. In particular, d, is increasing in y and ¢ and
decreasing in 6. If the value y0 of exploited data is low, relative to the
direct returns &, the firm prefers to maximize usage revenues by reduc-
ing the disclosure of data. Still, full disclosure is only optimal if g < g,
i.e. if users are sufficiently time inconsistent. For § = 0, the firm’s profits
only arise from sharing data. In this case, the disclosure level is always
positive and does not depend on the value of y. Here the firm’s opti-
mal strategy is analogous to that obtained by Jullien et al. (2020), in a
context where users are rational but data sharing causes disutility from
advertising.

We now compare the profit-maximizing disclosure level of the firm
with the level d,, that would maximize user surplus or welfare given
that users are time inconsistent, i.e.

d,= arg max W(d)=v (x* (d)) —cdx*(d)+a(5+yd)x*(d).

In determining d,,,, if « > 0, there is a trade-off similar to that of the firm,
owing to the ambivalent effect that disclosure has on profits: A higher
disclosure discourages usage but increases the revenues from data shar-
ing. However, contrary to the firm, a social planner also takes into
account the utility from usage and the associated privacy cost. Hence,
the optimal level of disclosure depends on the social net gains from ex-
ploiting data, ay — c, i.e. the cost of privacy is not so high relatively to
the value generated by data. Notably, when c is sufficiently large rel-
ative to ay, welfare is maximized at d,, = 0, for all f.'* There is no

13 Alternatively, @ could be interpreted as the share of national, rather than
foreign, firms. While it is helpful to keep this idea in mind, we do not follow it
in the text.

14 Welfare is concave in d when ¢ > 2ay for all g, with W (0) > W (1).
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trade-off for the social planner in this case: the cost of privacy is so
high, that closing the data business is best for consumers and society,
so that the decision to implement or not consent policies in practice
becomes pointless. To better highlight the nuanced effect of consent
policies, in the rest of the analysis we thus assume that ay > c. Denot-

_ a@y+9) + V(ad+2ay—2¢)%+8(ay—c) and ﬂl _ 2Aar—o)

ing with g = 2 ==, the
welfare-maximizing level of disclosure is shown in the followmg Lemma

Lemma 2. The socially optimal level of disclosure is:

1 if 0<p<p,
_ L_ ad+1 . / ’
dy=9 7o~ T I B <B<P, ®)
0 if  p>p

Interestingly, time inconsistency has a counter-intuitive effect on so-
cially optimal disclosure, as a higher level of time inconsistency (i.e.,
a lower f) increases d,,. This is due to the fact that time inconsistency
decreases the social cost of raising d, in terms of lower direct revenues
6x*(d). There is no gain from protecting users through a lower d,,, since
their privacy costs are already fully taken into account.

Lemma (2) also highlights that the increase in the value y of data is
associated with higher socially optimal levels of disclosure, despite the
privacy cost imposed on users. However, user surplus is highest with
zero disclosure, as it encourages usage and eliminates the privacy cost.

We now compare the socially optimal level of disclosure d,, with
the level d, that the firm chooses. To this aim, let us denote with f; =
min{f;,#]} and with B, = max{p,, B} We find the following:

Proposition 1. The firm’s choice of disclosure is socially optimal if < f;
(d,=d,=1)orp>p, (d,=d,=0).For p € (., [%), there exists a value
ézOsuchthatdp>d 1f0>0 and d, < d,, otherwise.

A first key result from Proposition 1 is that the firm may either
overdisclose or underdisclose data relative to the social optimum, de-
pending on how much profits can appropriate from sharing data with
third parties. If the firm’s share of profit from data exploitation is suffi-
ciently high, it has the incentive to overdisclose data, as the firm does
not internalize the increase in privacy cost caused by higher disclosure.
On the contrary, underdisclosure occurs in the opposite case, as the firm
fails to internalize the total value of data.

A second result emerging from Proposition 1 is that, under some
conditions, the firm’s preferred level of disclosure may still coincide with
the welfare maximizing one. In particular, if users’ time inconsistency
is sufficiently low, the firm chooses d, = 0 and this choice is optimal
both for welfare and user surplus. Moreover, when time inconsistency
is sufficiently high, the firm selects full disclosure and this choice is
optimal for welfare —though not for user surplus— due to the returns
from data. However, for intermediate levels of f, the firm discloses an
inefficiently high or low amount of data.

Fig. 2 illustrates the optimal disclosure levels as a function of time
inconsistency (on the horizontal axis), for increasing levels of y from
panel (a) to (b), in the case the firm appropriates a high share of prof-
its from data (the overdisclosure case).'®> The red curve represents the
firm’s choice d,, while the blue curve is the socially optimal level d,,.
While the firm’s preferred level of disclosure is never below the welfare
maximizing level, the increase in the value of data y (or the decrease of
6) shifts rightwards both curves. Note also that when a decreases, the
curve d,, moves towards the left, implying that it is less likely that the
firm’s choice of full disclosure remains socially optimal.

15 The full parameter constellation used in the figure is: « = 0.3, § =40, ¢ = 0.9,
0 =0.8, y =10 in panel (a), and y = 15 in panel (b).
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Fig. 2. Profit-maximizing and socially optimal disclosure levels, with (a) y = 10 or (b) y = 15. (For interpretation of the colors in the figure(s), the reader is referred

to the web version of this article.)

Overall, if the firm is allowed to set the level of disclosure and retains
a sufficiently high share of profits from data monetization, it will dis-
close excessively, unless users’ time inconsistency is sufficiently high or
sufficiently low. It might be interesting to explore how the firm’s busi-
ness model affects the role of time inconsistency in the firm’s strategy.
We obtain the following Corollary.

Corollary 1. The thresholds f3/, B, are all increasing in y and decreasing in
é.

Corollary 1 shows that the interval of g for which the firm overdis-
closes data (when @ is sufficiently high) shifts to the right, towards
higher values of f, when y increases or 6 decreases. While Proposition 1
finds that the firm does not profit from disclosing data when users are
sufficiently time consistent, Corollary 1 highlights also that firms will
disclose more data when they rely more on data revenues relative to
direct sales.

Due to the firm’s tendency to overdisclose data when 6 is sufficiently
high, and underdisclose them when 6 is instead sufficiently low, there
is a market failure that regulation (or self-regulation) could address. In
the following we explore some common schemes and how well they fare
under time inconsistency.

4. Delegating consent to users

Under the privacy legislation in Europe, users are given the right
to give or deny their consent to the disclosure of their personal infor-
mation. In this section, we thus assume that users choose their own
disclosure level d € [0,1]: The firm must present users with options to
personalize individual privacy settings. We now analyze how users react
to these options, and whether they improve on the outcome when the
firm chooses the disclosure level. As we will see, the level of the choice
cost is decisive for the outcome.

According to the European GDPR, in order to be valid, consent must
be both active and unambiguous, hence pre-checked boxes or bun-
dles of expressions of intention do not constitute valid consent. As a
consequence, the action of actively expressing their own preferences
regarding privacy is costly for users. In practice, websites typically com-
ply with these provisions by presenting users with the choice of either
accepting full disclosure with immediate access to the website, or of go-
ing step-by-step through the privacy settings and having to make many
choices before accessing the site. Thus, full disclosure is currently of-
ten the de facto default. We formalize this process by assuming that the
personalization of privacy settings imposes a choice cost on users equal
to C(1 —d), with C > 0. Selecting full disclosure (d = 1) has lowest
inconvenience (normalized to zero), whereas adopting more stringent
privacy settings takes an increasing amount of time and attention. The

more stringent privacy settings (i.e., the lower d), the higher the cost
C (1 — d) of users for achieving protection.'®

In Section 4.1 we show that users choose extreme disclosure levels
for any exogenously given level of C. In Section 4.2 we consider the
firm’s incentives in selecting the value of C.

4.1. User choice under consent policies

At t =1, users of type i, with i = s, n, believe that their future usage
will be X; (dl-) as defined above. We also assume that users make their
usage decision based on the chosen disclosure level, independently of
whether the firm would have preferred less disclosure. Users’ expected
net surplus is therefore given by

Uid)=v(%;(d;)) —cd;2; (d;) —C (1 -d).

In choosing d;, users face a trade-off: On the one hand, low disclosure re-
duces the privacy cost and increases expected usage. On the other hand,
achieving low disclosure requires the costly action of going through the
privacy settings.

The two types of users differ regarding their expectation about us-
age X; in the following period. Sophisticated users anticipate that they
will overconsume later on and correctly believe that %, (d,) = x* (d,),
while naive users are ignorant of their time inconsistency and expect
to provide X, (d,,) = x'“(d,). As a result, users’ expectation about future
usage affects their present choice of disclosure level.

Proposition 2. If consent is delegated to users, they either choose zero or
full disclosure. Users of type i, i = s, n, choose zero disclosure if C < C;, and
full disclosure if C > C;, where

1 1
CS=C—Z(2—ﬂ)ﬂc22C,,=c—Zcz.

Users prefer to read the privacy settings and set zero disclosure only
if the choice cost C is sufficiently low. In this case their usage is %;(0) = 1.
Conversely, if the cost of reading the privacy settings is sufficiently high,
users choose full disclosure, i.e. d, =1 and lower expected usage X;(1).
The reduction in usage demand as a response to intermediate values of
d is so strong that the latter are never optimal choices.

The threshold C, for sophisticated users increases with time incon-
sistency (lower f): More time-inconsistent but sophisticated users are
less willing to authorize disclosure, in order to protect themselves from
their future behavior since they cannot commit to a lower usage level

16 We could assume here that intermediate privacy settings involve a higher
choice cost than simply unclicking all boxes in order to select zero disclosure.
As we will see below, this would not change our results.
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Table 1

Conditions under which consent policies can im-
prove welfare (W+) or user surplus (U+). Disclo-
sure levels d,, of users, and d b of firms, respectively.

d,=0 0<d,<1 d,=1
d,=0 - W+(0 > 0), U+ U+
d,=1 | W+(©<0) W+ < 8) -

instead. Importantly, time inconsistency implies that users choose less
disclosure only if they are aware of it. In fact, naive users have the same
choice threshold as time-consistent users (corresponding to g = 1). Lack
of awareness of their time inconsistency makes naive users more likely
to stick to the de facto default of full disclosure than sophisticated users
(i.e., C, < C,). Here the consent policy fails, because it is precisely these
users that need more protection.

When disclosure is delegated to users, welfare is defined as W (d) —
C(1 — d). As seen in Proposition 1, the firm’s choice may be socially
optimal, so it is a priori not clear that letting users choose disclosure
raises welfare. The following Proposition lays out when consent policies
do increase user surplus or welfare - and when they do not. It shows
clearly that consent policies are only useful if the choice cost is low
enough, so that users find it worthwhile to reduce disclosure.

Proposition 3. The introduction of consent policies, relative to a situation
in which the firm chooses disclosure, strictly increases welfare only if:

a. users restrict disclosure while the firm prefers partial disclosure, when
0>0;

b. users prefer full disclosure while the firm prefers zero or partial disclo-
sure, when 0 < 6.

Consent policies strictly increase user surplus only if users restrict disclosure
while the firm prefers partial or full disclosure.

The following Table 1 summarizes the results of Proposition 3, high-
lighting the conditions under which consent policies can increase wel-
fare, depending on the user’s and the firm’s disclosure decision.

The set of values (f, C) for which the consent policy raises welfare
has a rather complex shape; it is neither convex nor connected, due to
the extreme nature of users’ disclosure choices. Still, a robust conclu-
sion is that the consent policy can have a positive effect on user surplus
only if it makes users restrict disclosure (low C) while the firm would
choose positive (partial or full) levels of disclosure. Moreover, when 0 is
sufficiently high, welfare is increased only if users deny disclosure and
the firm’s choice of disclosure is partial. Still, if both users and the firm
would choose no disclosure (i.e., # is high), user surplus and welfare
are lower due to the wasteful choice cost. A different conclusion about
welfare emerges when 6 is low enough. In this case, consent policies
can increase welfare only if users would choose full disclosure due to
the high choice cost, while the firm would limit disclosure due to the
limited appropriability of profits from data.

These results complement the findings by Conti and Reverberi
(2021), who highlight how policies that allow the use of personal data
only after the consent of the subjects may decrease consumer surplus due
to a negative effect on product quality, provided that the complemen-
tarity between information and quality is weak. We show how consent
policies can be surplus decreasing for an additional reason, specifically
the inefficiency related to burdening consumer with a disclosure choice,
when the firm partly internalizes the cost of disclosure.

Fig. 3 and 4 provide more intuition focusing on the case in which
0 is sufficiently large. We denote welfare (gross of choice cost) at full

disclosure as W (1), with W (1) = (1 +as+ipe—c+ ay) (1 - %,Bc),
and at zero disclosure as W (0), with W (0) = 1 + a4, respectively. Fig. 3
provides a graphical representation of the result stated in Proposition 3
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when users restrict disclosure (i.e., C < C,,).17 The blue curve represents
welfare W, under the consent policy, while the red curve represents wel-
fare w, under firm choice of the disclosure level. As a reference level,
the Figure also reports the welfare levels under zero disclosure (the dot-
ted line) and full disclosure (the dashed curve). Panel (a) shows that,
when 0 is sufficiently high (i.e., the firm tends to overdisclose data),
there exists an intermediate range of § such that welfare is higher un-
der the consent policy than under firm choice. When the f is high, it
is socially preferable to allow the firm to make the disclosure decision.
This is because the firm chooses zero disclosure in order to spur usage
(in fact, W, = W(0) for sufficiently high g, where welfare W (0) is rep-
resented by the blue line). Users have to pay the choice cost to achieve
the same outcome, hence the consent policy lowers welfare. When g is
low, the firm exploits users’ time inconsistency and chooses full disclo-
sure (i.e., the function W), coincides with W (1), represented by the red
curve in the figure). Full disclosure is also the socially optimal choice if
profits have a sufficiently high weight in the welfare function (panel (a)).
Hence, the consent policy increases welfare only if time inconsistency is
neither too high nor too low. However, a different conclusion emerges
for user surplus (i.e., panel (b)). In fact, the consent policy increases user
surplus when the firm discloses enough data, i.e., time inconsistency is
sufficiently high.

Fig. 4 provides a graphical representation of the result stated in
Proposition 3 when @ is sufficiently high and users do not restrict dis-
closure because choice cost is too high (i.e., C > CS).18 The curve VVP
representing welfare under firm choice is the same as in Fig. 3. However,
due to full disclosure, the curve W, for the consent policy differs from
that of Fig. 3 and coincides with welfare under full disclosure W(1).
Now the consent policy leads to lower welfare and user surplus if f
is sufficiently high: Having opted for full disclosure, contrary to what
the firm would have chosen, users restrict usage while the firm fully
shares their data. Still, welfare and user surplus do not change if time
inconsistency is high, because also the firm chooses full disclosure. As
a consequence, firm choice dominates (although not strictly) consent
policies with high choice costs.

For intermediate levels of choice cost (C, < C < Cy), the curves W,
are combinations of those depicted in Figs. 3 and 4, and results are qual-
itatively similar to those described in Fig. 3.

Interestingly, when the firm can appropriate a sufficient amount of
profits (i.e., 6 is high enough), the value of data y has a counter-intuitive
effect on welfare under the firm’s choice W,. In fact, a higher value of
data increases the firm’s incentive to adopt higher disclosure levels. If
profits are sufficiently valuable in the welfare function, higher levels
of disclosure are also the welfare maximizing choice, as it allows to
internalize the value of data. It follows that, when y increases, the region
of p where W, > W), shrinks. For sufficiently high y, W, > W, for all §.
The opposite result however merges when the user surplus is considered.
A higher value of data y increases the range of # such that user consent
is preferred for user surplus over firm’s choice.

4.2. Firm’s incentives to inflate choice cost

The analysis so far has taken the size and shape of the choice cost
as given. However, the exact implementation of the consent scheme can
itself be a policy variable. In this section we consider some dimensions
of this design.

Several observations are in order. The current legal framework of
the GDPR provisions and cookie law provide general guidelines for pro-
tecting consumer privacy, but the actual design and implementation of

17 The full parameter set used in the figure is: y = 10, § =40, ¢ = 0.6, C =0.2,
A=0.5,0=1and a=0.1.
18 The full parameter set used in the figure is: y = 10, 6 =40, c=0.6, C =1,
A=05,0=1and a =0.1.
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Fig. 3. Welfare (panel a) and user surplus (panel b) when all users restrict disclosure under the consent policy (C < C,) and 6 is large.
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Fig. 4. Welfare (panel (a)) and user surplus (panel (b)) when users choose full disclosure under the consent policy (C > C,) and @ is large.

consent forms is left to the websites’ discretion.'® As a consequence,
firms can currently choose how hard it is for a user to personalize the
privacy settings. But other approaches can be imagined.

Let us first maintain the shape of the choice cost, with the default
option of full disclosure, i.e. C(1 — d). It might then seem obvious that
the firm always has an incentive to cause a high (low) level of choice
cost C when it tends to overdisclose (underdisclose) data. For example,
it might influence the complexity of the choice procedure to make users
choose its preferred level of disclosure. However, this may not be true
in general. When the firm overdiscloses data, designing a high choice
cost implies that it has to trade off higher revenues as a result of more
disclosure with lower revenues due to less usage. Analogously, reducing
the choice cost when it underdiscloses data means giving up revenues
from data, but increasing those from usage. We find the following:

Proposition 4. Given choice cost function C(1 — d), the firm prefers any

C < C, (all users select zero disclosure) if § > ﬁ = - (;V_? g and any C > C;

(all users select full disclosure) if § < . For f > 2 C'Z(;f;), though, any C >0

reduces welfare as compared to a costless disclosure choice.

19 Art. 12 of GDPR states: “The controller shall take appropriate measures to
provide any information referred to in Articles 13 and 14 and any communica-
tion under Articles 15 to 22 and 34 relating to processing to the data subject
in a concise, transparent, intelligible and easily accessible form, using clear and
plain language, [...]. The controller shall facilitate the exercise of data subject
rights under Articles 15 to 22.”.

Since fi; < f < f,, the firm selects a low choice cost only if it would
itself choose at most a low level of partial disclosure. As one would
expect, the firm prefers that users select full disclosure if its profits from
data exploitation are high enough. This will therefore depend on the
users’ time inconsistency and on the firm’s business model. When users
are mildly time inconsistent or the direct provision of the service and the
corresponding commercial activities are highly profitable, the firm has
an interest in helping users to protect their privacy, because by doing so
they are more willing to use the service. Hence, the firm has a incentive
to make users’ choice of full protection easy. Conversely, when the firm
obtains high profits from exploiting users’ information, either because
data have high value or users are severely time inconsistent, it has an
incentive to raise the choice cost of users.

A second interesting point is that neither the firm nor society would
want to have a choice process that makes sophisticated and naive users
choose different levels of disclosure. The reason is that from both points
of view their usage and costs have the same value.

More importantly, though, while the firm may not in all cases imple-
ment a choice procedure that leads to full disclosure, any procedure that
involves a positive choice cost is inefficient if § is high enough. Further-
more, the above also implies that any consent policy with choice cost
C > 0 is worse for users than one that is costless, or, equivalently, an im-
position of zero disclosure. Thus there is a possible market failure that
stems from the implementation of the consent provisions themselves,
beginning with the de facto default option of full disclosure.

This leads to the next step, i.e., changing the design of the choice
procedure itself. For example, following the lead of the California Con-
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sumer Privacy Act (CPPA), platforms could be asked to facilitate users’
decision to opt out by a clear “do not share” option. Indeed, either the
firm or the legislator, depending on who has the power to decide, could
in principle design a choice process (and therefore implicitly a choice
cost function) that has a costless default at the respective preferred value
and very high cost for any other level of disclosure. This process would
therefore also exhibit the required level of convexity that is needed to
make users select this preferred level over zero and full disclosure. While
each firm could certainly do so depending on its specific characteristics,
as described in our model by the parameters (6, y), it will generally not
be possible for governments or regulatory agencies to devise a specific
default and process for each firm, because of the immense complexity
of doing so and firms’ private knowledge about their characteristics and
profitability. Therefore a choice process to be described by legislation
must first of all be simple to design and applicable to a large variety of
firms.

The simplest alternative to a default setting of full disclosure is one
with a default of zero disclosure. In our setting, the above discussion
shows that the immediate outcome will be that no user would want to
change these default settings if service provision was not allowed to de-
pend on this choice, as under the CPPA. The latter condition must be
imposed to prevent firms from circumventing the default disclosure op-
tion by offering two service tiers, a basic one without disclosure and full
service with disclosure. The effect of this no-disclosure default is then
to hinder data monetization, even when it would give rise to welfare
gains. Thus there is no simple way out of this dilemma using consent
policies.

5. Extensions
5.1. Voluntary usage caps

In the case firms have the incentive to overdisclose data, they face a
dilemma. Firms are of course aware that they disclose more information
than users would like and that this makes the latter limit usage or restrict
disclosure. They cannot increase their profits by committing to some
disclosure level, since the disclosure levels discussed in Section 3 already
maximize these profits.

Rather, in this section we consider a different type of firm self-
regulation, where the firm offers its users the option of committing to a
maximum level of usage by accepting a cap on future usage. Examples
of this type of policies are time limits on Facebook, Screen Time settings
on iPhones, and Google Digital Wellbeing on Android phones.?-2! We
show that the firm can indeed increase its profits by offering such a cap,
but only when it is offered to users that can control the level of disclo-
sure and are aware of their time inconsistency.

Suppose that the firm offers a cap on usage and also chooses its
level.?? Assume that at ¢t = 0 the firm offers users a voluntary cap on
usage with level x. Users decide at # = 1 whether to accept the cap or
not, and we assume that they will only accept the cap if their expected
utility strictly increases by doing so0.?3 At ¢ = 2 users choose usage, which
cannot exceed the cap agreed to previously.

We consider two scenarios concerning disclosure, either letting the
firm choose the disclosure level simultaneously with the usage cap, or

20 See https://about.fb.com/news/2018/08/manage-your-time, and https://
wellbeing.google.

2! In the UK, mobile phone operators were required to offer caps on bills
or usage, see https://www.ofcom.org.uk/phones-telecoms-and-internet/advice-
for-consumers/costs-and-billing/mobile-bill-limits.

22 1f the firm lets users choose the level of the cap themselves its profits are
lower.

23 This assumption captures a status quo bias where taking an action rather
than doing nothing has some psychological cost, such as potential future regret
of having taken the wrong action.
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letting users set the disclosure level under a consent policy after accept-
ing the cap. In the first case we find the following:

Proposition 5. If the firm sets the disclosure level, it will not offer a binding
usage cap.

This Proposition shows that if the firm sets both the levels of the cap
and of disclosure then the former is pointless: The cap simply reduces its
revenues without creating any benefits for the firm. Note that the same
result would hold if the privacy regulation were to set a disclosure level
beforehand, since the level of d has no effect on the outcome (as long
as it is a given for users).

In our setting, the firm might want to offer a binding cap to influence
users’ disclosure decision®*: Under a binding cap, users might be more
willing to set a high disclosure rate. So let us now consider the case
where, after observing the firm’s offer X, users simultaneously decide
whether to accept the cap and set a disclosure level d;. We find the
following:

Proposition 6. For C,, < C < C, and y high enough, the firm can increase
its profits by offering a binding cap on usage that makes all users adopt full
disclosure. For other values of C offering a cap does not increase profits.
When 6 is sufficiently high, the firm’s offer of a cap reduces welfare if y is
relatively low, but otherwise increases it. Conversely, when 6 is sufficiently
low, the firm offering the cap always increases welfare.

Thus it is exactly when the choice cost C, for some exogenous reason,
has a value that the firm would never choose (see Proposition 4), that
there is indeed a potential gain for the firm to offer a cap on usage.
This gain arises exclusively from being able to make users that know
about their time inconsistency adopt less restrictive privacy settings,
while naive users simply ignore the offered cap.

Introducing the cap reduces welfare if the value of data y is low
and 6 is high. The reason is that in this case zero disclosure is socially
preferable to full disclosure. If y is high enough, though, then the offer
of a cap does increase welfare, as it leads to a better balance between
usage and disclosure of sophisticated users.

5.2. Privacy cost of data collection

In our baseline model, users suffer a privacy cost only when their
data is disclosed to third parties. In practice, however, users might bear
a privacy risk also from the collection of information by the firm, even
when it is not shared with third parties. For example, the firm could
exploit the information collected to extract surplus from the consumer,
or a data breach stealing information stored on the firm’s information
system causes a loss of privacy for users. In this section we explore the
implications of a privacy cost arising both from collection and from dis-
closure of user information, by assuming that the function representing
the privacy cost is ¢(1 + d)x, with ¢ € (0, 1).

When using the service at 1 = 2, users choose usage x to maximize
perceived net surplus v(x) — fc(1 + d)x, with?®

Pe
2
where the superscript CD denotes the result in the case the privacy cost

arises both from data collection and data disclosure to third parties.
When the privacy loss stems not only from disclosure, but also from data

P (@)=1- (1 +d)>0, 4

24 In our model, there are no other behavioral dimensions. Firms might also
offer caps to create goodwill with the public and regulators, or to make parents
allow their children to use the firm’s services, as with Google’s Family Link.

25 As in our baseline model, maximized perceived net surplus is always non-
negative, while the true net surplus becomes negative if ¢ > 2/[(2 — f) (1 + d)].
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collection, usage is lower as users face a greater privacy risk. Nonethe-
less, the difference between (4) and (1) disappears as users become more
time-inconsistent.

The following lemma identifies the firm’s optimal level of disclosure
when the privacy loss also stems from data collection.

Lemma 3. Given the privacy cost function c(1 + d)x, the profit-maximizing
level of disclosure is

1 if 0<p<pP,
1 15 .
AP =3 5. —3-55 ¥ FP<B<pP ()
0 if B> p5P
; CcD _ __ 20 CcD _ _ 29 cD S .
with | = 6,019 and f; —C(y9+5).Both dp and the firm’s profit

zr(deD ) are continuous and decreasing in f.

Similar to the results in our baseline model, the firm’s optimal dis-
closure level and profits decrease in . However, Lemma 3 shows that
now the firm has the incentive to further restrict disclosure relative to
(2), as disclosure has a stronger crowding-out effect on usage.

We now study the welfare-maximizing level of disclosure, defined as

ng =arg m;lx W (d)

=0 (x*P(d)) — c(1 + d)x*P (d) + a (5 + yd) x*P (d).

The socially optimal level of disclosure is shown in the following
lemma.

Lemma 4. Given the privacy cost function c(1 + d)x, there exist two values
Pc

/ICD pICD . JCD _ 1 /cp. jop_ 1 1 btltT e

ﬁl ,/32 >0, suchthat: d;;” = 1if p sﬂl sd” = % T2 Tayiheie
: CD p/ICD\. JCD _( ; CcD
if p € (BICP,BCP); dSP =0 if p> PP

As in the case examined in our baseline model, the socially optimal

level of disclosure entails full disclosure of information when users have

high time inconsistency, while partial or no disclosure for lower levels

of time inconsistency. However, compared to a situation in which data
collection does not generate a privacy loss, we have that ng =d

Be _,
1 5 —c
14+ 2
2< ay+ﬂ7‘—c ’

tends to be lower than in the case the privacy loss stems only from data
sharing, because the social planner takes into account the additional risk
to privacy.

We now compare the socially optimal level of disclosure ng with
the level deD that the firm chooses. Let us define

0€P = min {

Proposition 7. The platform’s choice of disclosure is socially optimal if f
; - CD _ 4CD _ ; ; ; CD _ 4CD _
is sufficiently low (d b= d;” =1) or B is sufficiently high (d U= d;” =

; ; CD s 4CD ; gCcD CD _ 4CD
0). For mtermed_late lev_els of B, d;P>d, if >0, and d;” <d,
otherwise, with 6€0 > 4.

w

ie. ng < d,,. The socially optimal level of disclosure

0 2ay+fe—2c
2y 115+1+%7c

t } We find the following:

The results of Proposition 7 are qualitatively similar to those ob-
tained in our baseline model. The reason is that the fundamental trade-
off between more usage and more privacy is not altered by the fact that
the privacy cost arises not only from sharing data with third parties, but
also from the data collection itself. Interestingly, however, Proposition 7
also shows that now there is a higher scope for firm’s underdisclosure,
as P > 4. Intuitively, the fact that the privacy loss stems also from
data collection has a larger (negative) effect on the firm’s choice of dis-
closure than on the social planner’s. Hence, for any given 0, the firm is
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more likely to underdisclose data than in the case the privacy loss only
comes from data sharing.

We now evaluate the conditions under which users choose the dis-
closure.

Proposition 8. If consent is delegated to users, they either choose zero or
full disclosure. Users of type i, i = s,n, choose zero disclosure if C < C,.CD,
and full disclosure if C > CI.CD, where

cp_,_ 3 2o CD_,._32
(& —c—Z(Z—ﬂ)ﬂc >C, —C—ZC.

Similar to our baseline model, users disclose their data only if their
choice cost is sufficiently high, and naive users are more likely to choose
full disclosure than sophisticated users. Interestingly, however, both the
thresholds CEP and CCP are lower than in our baseline model. This
implies that users have a higher tendency to choose full disclosure when
they are more exposed to the privacy risk, which now stems not only
from data sharing, but also from data collection. This counterintuitive
result is due to the fact that users now suffer a privacy cost even if they
do not share data, so that the decision to restrict disclosure is relatively
less advantageous than in the case the privacy loss stems only from data
sharing.

6. Conclusions

Our internet browsing activity is constantly interrupted by pop-ups
asking us to agree to websites’ privacy policies. We often consent im-
mediately to full disclosure because these banners contain too many
options and take time to browse. However, this haste to give consent
is costly too, in terms of privacy loss. Time inconsistency in neglecting
future risks to our privacy makes us more prone to skip the protection
offered by privacy law.

How do firms’ information disclosure strategies depend on their busi-
ness model? How does time inconsistency affect these strategies? Are
consent-based mechanisms more desirable when users are not fully ra-
tional? In this paper, we study the complex interplay between users’
time inconsistency, the value of data, and the rules that frame informa-
tion disclosure. We find two main results.

First, whenever firms disclose information, from a user perspective
they disclose too much. They also disclose too much information from
the perspective of society as a whole (considering both user surplus and
profits) unless the value of data to third parties or time inconsistency
are high. Both the level of disclosure and firm profits increase with the
degree of users’ time inconsistency.

Second, the introduction of consent mechanisms without paying at-
tention to their implementation may be worse for users and welfare than
not introducing consent mechanisms at all. The reason is that firms that
monetize data may have an incentive to increase the cost (i.e., the com-
plexity) for users to deny their consent. Therefore, from a policy-making
point of view, our findings suggest a revision of current privacy legisla-
tion to refine the rules under which consent forms are designed. Some
countries have already taken steps in this direction. For instance, Cali-
fornia recently required platforms to offer users an easy opt-out option.
Our analysis suggests that such a solution protects users but reduces to-
tal value to society. On the other hand, EU privacy regulation does not
provide rules for designing consent forms, resulting in substantial het-
erogeneity across websites and over-complex privacy settings.
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Appendix A. Proofs
Proof of Lemma 1. The firm solves the problem

_ _ fed
drél[%?(l]n(d)—(5+y0d) <1 > > .

The interior solution of the problem solves the f.o.c. y0 (1 - %) -

6+ y&d)% =0, from which we obtain d,= L_ 2

%" 5 continuous and

monotonically decreasing in f. Moreover, d, >0 1ff L_ 2y_9 >0, ie.

ﬁ<ﬁ2_ Thend—Oforallﬂ>ﬂ2 Finally, d, <11&7—ﬁ51
—_ 0 —

ie f> /31 = 22r615)" Then, d, =1 for all # < f;. We can thus conclude

that d, is weakly decreasing in f.
By substituting the profit-maximizing level of disclosure d, in the
profit function, we immediately obtain:

(5+y9)( —E) if 0<p<p,

= 270 5 .
(d,) % if py<p<po,
5 £ p>p

which are continuous and decreasing in f.

Proof of Lemma 2. Let us express welfare as W (d) = x*(2 — x*) +
adx* + (ay — c)dx*. The first derivative of W (d) is: W'(d) = x*l(2 -
x*+ad + (ay —c)d) + x*(—x*/ + ay — ¢), where x¥ = —%. The sec-
ond derivative is W' = —ﬁc(% + ay — ¢), implying that the function is
always concave in d given that ay — ¢ > 0. To find its maximum, we
compute the f.o.c.:

ﬂc Ped ped fc _
> <1+ 5 cd+a(6+yd)> (1 2 ><2 c+ay>—0.
Solving by d, we obtain:
1 ad+1
dy=—————, 6
Y Be 2ay—-Q2-pPc ©)

which is continuous and decreasing in f. We can rewrite (6) as d,, =

2 (1= Eeeesh ). Since d,, €[0,1], we have that d,, =0 when 1 -
Pe(ad+1) 2(0!7 9]
2(ay—c)+pc <0, ie. p> ﬂz 0”5
Moreover, d,, = 1 when ad+l >1,ie.

E " 2ar-2-p)e
2ay—(2—p)c—Pcad—pc—PcRay—(2—p)c) > i iti
Fear—C—P)) 0. The previous condition can be

rewritten as 23/=2c—fcad—pcCay—Q2-p)c) > 0, which is verified iff the
Beay—(2—p)c)

numerator is positive. In turn, the numerator is positive for g €

2e—ay+8)  V(ad+2ay—2¢)2+8(ay—c) 2c—aRy+8) |, V(ad+2ay—2c)2+8(ay—c)
_ R + .
2¢ 2¢ 2¢ 2¢
— 5 RV Qay—2¢)2 —
However, < ”;3”')) — V(@é+2ay 2:) +8ar=0) (), We thus conclude that

. - Vi TP 8(ar—c)
d,=1forany pe [0, ﬁ;], with ﬁi =X az(iﬁ'é) + (ad+2ay 22;) +8ay—c)

Proof of Proposition 1. From Lemmas 1 and 2, we immediately obtain
that d, = d,, = 1 when g <min{p,,4|}, and that d, = d,, = 0 when
p > max {p,, )}

For f € (min { B ﬁi} ,max { B, ﬁé}), using the expressions in Lem-
mas 1 and 2 for d,.d, € (0,1), we can rewrite the condition d b >dy
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5 1 as+1 . TR
as: E %87 % e After straightforward simplifications, the
6 2ay+pc—2c - é’

latter can be expressed as 6 > — % bt

If @ >0, we have that f; > ﬂi and B, > ﬁé. This implies that
min {ﬂl,ﬂ;} = f and max {ﬂz,ﬂé} = f,. Then, the interval in which
the platform makes a socially suboptimal choice is f € (ﬂ{ ,P»). In par-
ticular, for 6 > 6’, d, > d,, for all f € (81, 6).

If instead 6 < §’, we have that f; < p; and p, < f,. This implies that
min { B ﬂ{} = f, and max { B, ﬂ;} = p}. Then, the interval in which the
platform makes a socially suboptimal choice is f € (f;, ﬂ;). In particular,
for 0 <6’, d, <d, forall p € (B, )).

Proof of Corollary 1. From the expression of f, = 28 we immediately
find that g, is increasing in y and decreasing in 6.

Consider now the expression of ﬂ; . The derivative of ﬁ; w.r.t. y is

d_ﬂfzg ad+2ay —2c+2 -1 o

dr ¢ \ \/(ad+2ay —2c)> +8(ay —c)

This expression is positive iff 4 + 4aé > 0, which is always verified.
The derivative of §| w.r.t. § for ay —c 20 is

dp -

@ _a ad +2ay —2c ~1) ®

dé  2¢ \ \/(as +2ay — 2¢)2 + 8(ay — )

This expression is negative iff ay — ¢ > 0.

Proof of Proposition 2. Sophisticated users choose disclosure d, to
maximize U,(d,), with X, = x*. Since this utility is convex in d,, they
either choose zero or full disclosure, with

ﬁs(0)=l—C;ﬁs(1)=1—c+i(2—ﬁ)ﬂc2.

Zero disclosure (d; = 0) is optimal for sophisticated users if l7s(0) >
Us(l), or C<Ciy=c— %(2 —p)pc?, and d, =1 is optimal for C > C,.

Naive users maximize Un(dn), with %, = x’. Since also this utility
is convex in d,, we obtain d, =0if C<C,=c¢ — A—l‘c2 and d, =1 for
Cc>C,.

Proof of Proposition 3. Welfare levels under zero and full disclosure,
before choice cost, are W(0)=1+ adé and W (1) = (1 - %ﬂc) (1 +ad+

%ﬂc —-c+ ay), respectively. Under the consent policy, welfare is

W) -C if 0<c<cC,
W,=2 AW(O)-C)+(1-HW(l) if C,<C<C,
W) if C,<cC,

which is non-continuous in C at the thresholds. When the firm chooses
the level of disclosure, welfare becomes,

W) if f>p,

) (1 pes\ (3 pes AN
W,= W=(5+n>(E—M—e—ﬁ+2y—6+a6(l—2—9>+ﬁ—) if B, <p<ps,
w1 if <P,

which is continuous. In particular, the function W is convex and non-
monotonic in # if ay > c. We can now identify the conditions under
which W, > W,. We distinguish between two subcases.

Case 1: 0 > 0. This implies that d,=d,=1for f<p,d,>d, for
pe B, p,], and d,=d, =0 for f> f,. In this case, d, > d,, for all §.

If d, =0, given that d,, < d, for all f, we have that: if d, = 0,
W,=WwO0)>W,=Ww(0) -C;ifd,=1, then also d,, = 1, implying
W (1) > W(0), and in turn W, =W (0) - C <W(1)=W,; if d, € (0, 1),
welfare might be higher or lower under user consent. In particular, when
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p is sufficiently close but smaller than f,, W,= W< W (0). Then, there
always is a range of # < f5, and C < C, for which W, =W (0)-C > W,,.

Ifd,=landd,=1, W,=W,=W().Ifd,=1and d, <1, W, =
W) <W,=W,asd,<d,

Case 2: 0 < 0. This implies that d, =d,, =1 for <, d, <d,, for
B €(py.p,), and d, = d,, =0 for f> f. In this case, d,, > d, for all §.

If d, =0, given that d,, > d, for all §, we have that W, > W, =
W (0)— C for all d, (users under-disclose data relative to the social op-
timum, and in addition they have to pay the choice cost).

Ifd,=landd,=1, W,=W,. Ifd,=1and d, < 1, delegating con-
sent to users increases welfare only if f is large but sufficiently close to
pi (asd, <1butd, =d,=1). When instead § > f d, =d,, =0, so that
wW,>Ww,. Then, for all g € [ i,ﬂ;], delegating consent to users might ei-
ther increase or decrease welfare. We conclude that delegating consent
to users can increase welfare only if d, = 1 and d, < 1.

Let us now consider the effects on user surplus. User surplus
U(x*(d)) = v(x*) — cdx* is maximized for zero levels of disclosure, as
U'=v'x* —c <0 U)) is always decreasing in d). Then, delegat-
ing consent to users can improve user surplus only if d, =0 and d, > 0.
If instead d, =1, d, >d b= 0 for all g, so that Up > U, (with the equal-
ity sign for d, = d, = 1), with U,,,U, denoting user surplus under the
firm’s or user’s disclosure choice, respectively. Finally, if d, = d‘,J =0,
U,=U00)-C<U0)=U,.

Proof of Proposition 4. The firm’s profits under the consent policy are

P if o<c<c,
1=225+(1=NG+y0)x* (1) if C,<C<C,
(6 +70)x* (1) if C>c,

which increases with C if (6 +y8)x* (1) > 6 or equivalently § < f =
2% Thys for B > f§ the firm chooses some level C < C,, resulting

c(5+10)°
in d; = d, =0 and high usage, and for § < § some level C > C, with
dy=d,=1.
The welfare-maximizing level of C is C =0 if W(0) > W (1), i.e.
ﬂ > 2 ‘IYTCs )
ca(6+y)

Proof of Proposition 5. Suppose by contradiction that the cap is bind-
ing, i.e. X < x*(d). When sophisticated users decide whether to accept
the capat =1, given x and d, they maximize true net surplus v (x)—cdx
over x € {X,x* (d)}, with

v (x*(d)) = cdx*(d) = i (2-pde)2 -2 - pydc),
v(X) - cdX = (2 - F) X — cd*.

The latter is concave in X and decreasing towards x*(d), therefore so-
phisticated users accept caps x € (1 —(1 —f/2)dc,x*(d)): There are
caps with X < x*(d) that strictly increase sophisticated users’ net sur-
plus, unless d =0 or = 1.

By the same argument, naive users will only accept caps X €
(x'“(d),x*(d)), i.e., they will not accept any cap, independently of
whether it restricts their usage or not. This is because they believe that
they are time consistent and therefore do not need a cap at all. Their
actual usage will therefore be x*(d).

The firm’s profits from users of type i, i = s,n, are (6 + y0d) x;, in-
creasing in x; for all levels of d. Naive usage is unaffected by any cap on
offer, while sophisticated users only accept caps at some X < x*(d) that
lead to lower profits than offering a non-binding cap X > x*(d). Thus a
profit-maximizing cap is not binding.

Proof of Proposition 6. If sophisticated users do not accept X, as before
their optimal choices of disclosure are d; = 0 with net surplus 1 — C if
C <C,and d; =1 for C > C,. The case C < C, is thus the relevant one,
because the cap would only be offered to increase d,.
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If sophisticated users accept X, then the disclosure level d; = 1 max-
imizes v (X) — cdx — C (1 — d) if x < C/c, with net surplus (2 — X) X — cX.
Accepting such a cap x and choosing d; = 1 maximizes (and strictly in-
creases) users’ net surplus if

)‘cE(l—c/Z— C—C,,,l—c/2+\/C—C,,),

which is both non-empty and below C/c for C > C,, and empty for
C < C,. Thus if and only if C,, < C < C; there are caps that increase
sophisticated users’ net surplus while making them switch from zero
to full disclosure. Over this range of user cost, naive users choose full
disclosure and have usage x*(1) at t = 2.

The firm’s profits are 7 = (6 + y6) [Ax + (1 — 1) x* (1)]. Again, this is
increasing in X, so the firm can choose some X close to but below x* =
1—c/244/C — C, (which is below x*(1) for C < Cy). This increases the

firm’s profit if (6 + y0)x* > 6, or y > ,f -45/6.

At cap x* and d; = 1 welfare is v(X*) + a (6 + y — ¢) X*, which is
lower than welfare at zero disclosure (i.e., 1 + ad) if

y<1+aéiu(x)+c ©
ax®
If 0 is sufficiently high, this threshold is higher than 6/(6x*) — /0,
thus for y in this range the firm’s introduction of the cap lowers wel-
fare. Conversely, for § low enough, the threshold in (9) is lower than
6/(0x*)—6/06, implying that when y > ;—,9 — 6/0 the introduction of the
cap increases welfare.

—0.

Proof of Lemma 3. The firm solves the problem

| Pelita)
— )

d)=(5+y0d
drg[a(lﬁ]ﬂ() 6+r )<

whose interior solution can be obtained from the f.o.c. y0 (1 - @ ) -

6+ yed)%c =0, from which we find deD =L _1_2 continuousand

T pe 2 0’
monotonically decreasing in . Moreover, de >0 iff ﬁ—lc - % - 2% >0,
: CcD _ _2v0 — CD i cD i
ie. f< /32 = om0 Then, d,= 0 for all g > ﬂ2 . Finally, dp <1iff
1 _1_ 6 i CcD _ _ 20 cp _ cD
"2 20 <l,i.e. ﬂzﬂ] = G019 Then, dp =1 forallﬁsﬂ1 .
By substituting the profit-maximizing level of disclosure deD in the
profit function, we immediately obtain:

G+y0)(1—pe) if 0<p<pCP,
@rO+pc(6—y0)? e ACD CcD
”(d;:D) _ S07 it pro<B=<py",
5(1—%) it p>pCP,

which is continuous and decreasing in f.

Proof of Lemma 4. The internal solution of the welfare maximization
problem is

C
ng:L_l_L-F%_C’ 10)
fc 2 2ay+pfc—2c

which is continuous in f. In the limit for g — 0, the r.h.s. of (6) goes
to infinity, hence d,, is bounded to 1. By continuity, there exists some

(positive) value ﬂ;CD such that d,, =1 for f < ﬂ;CD .
The derivative of (10) w.r.t. f is 9di,” =—1 4 d@bayt ) The

op Bc  (cpH+2ay—2c)?
fact that dSP is monotonically decreasing when dSP € (0, 1), jointly
with the fact that the value in (10) can be negative (e.g. when 6 is high
enough) in turn imply that there exists a value of ﬂ;CD sufficiently high

such that d$P =0 for any g > }P.

Proof of Proposition 7. From Lemmas 3 and 4, we immediately obtain
that d$P =dCP =1 in the limit for § =0, and that d$” = d,, =0 when

p>max {50, B CP Y.



L. Abrardi, C. Cambini and S. Hoernig

Consider now intermediate levels of f such that ng = ﬁ - % -
as+1+L5 ¢
kM cp_1 _1_.3 ) )
T € (0,1) and dp =T 17 %8 € (0, 1). We first verify that

the set of f such that dSP ,deD € (0,1) is non-empty. This is true, for
example, for « = 0.3, 6 =40, ¢ =0.9, y =10 and 6 = 0.8, implying
dSP =0.47 and deD =0.70 when g = 0.3. From Lemmas 3 and 4, for
intermediate levels of f, dSP is constant to changes in 6, while deD
is monotonically increasing in 0. Using the same parameter set as be-

fore, for § = 0.8 we have that dSP < de, while for § = 0.7 we have

that dSP > deD . This implies that there exists a value 6P such that
de >dSPif > 0P, and d;:D < dSP otherwise.

From the condition d€P = dSP we obtain P = ML””;CZ‘).

p 2y(ads+1+ 5 —c)

6Qay+pc—2c)

Moreover, by imposing d, = d,, we obtain 6 = 27@stD)

higher than 6P for all ¢ > 0.

, which is

Proof of Proposition 8. Sophisticated users choose disclosure d, to
maximize U, (d,), with %, = x*“P. Since this utility is convex in d, they
either choose zero or full disclosure, with

pe? B

US<0)=1_c_c+7( -5);@(1):1—2&(2—/3)/1«:2.

Zero disclosure (d, = 0) is optimal for sophisticated users if U,(0) >
Uy1), or C<CP =c— %(2—/))/1::2, and d, = 1 is optimal for C >
CCD
s ° .
Naive users maximize U, (d,), with X, =1 — %(1 + d). Since also this
utility is convex in d,,, we obtain d,, =0if C < C,?D =c- %cz andd, =1
for C > CCP.
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