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Detection and Suppression of Intentional EMI
Attacks to Smart Speakers

Ahmed Abdullah, Member, IEEE, Francesco Musolino, Member, IEEE
and Paolo Stefano Crovetti, Senior Member, IEEE

Abstract—A new digital technique to detect and suppress In-
tentional Electromagnetic Interference (IEMI) attacks on Smart
Speakers (SSs) without disrupting their nominal operation during
the attack is proposed in this paper. The effectiveness of the
proposed approach is verified by experiments on a proof-of-
concept SS prototype equipped with an Artificial Intelligence
speech recognition algorithm. Thanks to the proposed suppres-
sion technique, the power of malicious signal in the audio
band is suppressed by 19dB, thus effectively preventing the
execution of malicious commands in more than 99.6% of the
cases under IEMI attacks of up to 5dBm injected RF power in
10MHz-100MHz bandwidth. Under the same test conditions,
the proposed detection technique, operating independently from
the suppression method, makes it possible to successfully identify
IEMI attacks in more than 99.8% of the cases. Experimental
results also show the proper recognition of nominal commands
while IEMI attacks are performed.

Index Terms—Smart speaker, intentional electromagnetic in-
terference (IEMI), inaudible attack on smart speaker, artificial
intelligence (AI) speech recognition algorithm.

I. INTRODUCTION

Smart speakers (SSs) are electronic systems designed to
respond to voice commands which are recognized by an
Artificial Intelligence (AI)-based natural language processing
algorithm. They are used as virtual assistants to control smart
home devices, search the web, set reminders, and perform
other tasks based on input voice commands [1].

In spite of their high functionality and convenience [2],
SSs raise some security-related concerns, since their operation
can be impaired by several types of interference attacks, like
dolphin or ultrasound attacks [3], laser pointer attacks [4],
and intentional electromagnetic interference (IEMI) attacks
[5]. In all these cases, an attack signal consisting of a carrier
modulated according to a malicious modulating signal in
the audio band is demodulated within the SS due to the
nonlinearity of the SS components. This leads to the malicious
audio content being added to the nominal signal, making
it difficult to distinguish between the two as their spectral
characteristics are similar [6]. Since the attack signal can be
designed to be audible to a SS but not to human ears, attackers
carry out their attack undetected [7].

Since this approach can be adopted to execute malicious
commands and gain the control of a SS-based system, several
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Fig. 1. Example of a Smart Speaker remotely controlled by an intentional
EM interference generated by an RF attacker signal radiated from an antenna
placed far away.

techniques intended to strengthen SSs against ultra-sound and
laser pointer attacks have been proposed in recent literature.

In particular, aiming to detect ultrasound attacks, references
[3], [8], [9] propose to use ultrasound receivers to search for
malicious content in the ultrasound band. In details, Mao et al.
use voice activity detection (VAD) to identify malicious voice
signals [8], Zhang et al. suggest to adopt low-pass filter (LPF)
to eliminate the attack signal band [3], and Iijima et al. employ
the presentation attack detection (PAD) method to identify
audio hotspots [9]. Another method described in [10] intro-
duces an active inaudible-voice-command cancellation (AIC)
technique. It employs a custom ”guard” signal transmitter to
create a suspicious spectrum within the microphone’s passband
by interfering with the attack signal, which is then neutralized
using software means.

In the case of laser attacks, Sugawara et al. introduce sensor
fusion and sensor-based intrusion detection techniques, and
also propose using barriers or diffracting films to reduce the
intensity of light beam reaching the microphone [11].

On the other hand, IEMI attacks exploit the demodulation
of RF signals in baseband analog integrated circuits to inject
malicious content into the audio acquisition chain [12]. While
ultrasound attacks and laser pointer attacks have inherent lim-
itations, since the first require a significant power to penetrate
obstacles [13] and the latter need the target to be in line-
of-sight [11], IEMI attacks represent a more serious security
threat, since EM waves can penetrate windows and walls with
a minimum loss and do not require the direct visibility of the
target [5] as illustrated in Fig. 1.

Various countermeasures have been proposed against IEMI
attacks. Standard hardware techniques, such as shielding,
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differential signaling, and filters, can be employed to attenuate
incoming attack signals [14]. The IEMI coupling to SS can
be reduced by strategically placing floating metal structures
farther away from the microphone and also by improving the
high-frequency connection of the microphone’s can structure
to the PCB return plane [15]. However, they do not entirely
eliminate interference, nor can they provide the system with
the capability to detect incoming attack signals. Addition-
ally, in [14], a digital adaptive noise-cancelling technique
is proposed. This technique requires a specialized hardware
component in the victim device to capture incoming attack
signals and subsequently suppress them, thus resulting in
increased cost and complexity. The detection method described
in [16] for sensor systems relies on the concept that when
the sensor is deactivated, the signal received by the micro-
controller connected to the sensor output should be zero. To
make the sensor output unpredictable to adversaries, sensor
is modulated secretly. Consequently, any deviations in the
sensor output detected by the microcontroller can indicate the
presence of an attacking signal. Although effective, it requires
complex design, suspends operation during an attack, and
lacks suppression capability. Another technique described in
[17] utilizes primary and reference nominal signals processed
through a differential comparator, which triggers an output
when an input exceeds a certain threshold. Subsequently,
a microcontroller analyzes this output for detecting attacks.
While this method is effective in detection, it lacks suppression
capabilities.

Furthermore, several application-level countermeasures to
SS attacks, which are potentially effective regardless of the
physical attack mechanism, involve the authentication of le-
gitimate voices only. Nonetheless, artificial voice synthesis
poses a challenge to these countermeasures [18]. One can
replicate legitimate voices using text-to-speech-based brute
force, concatenative synthesis, voice morphing [19], voice
masquerading [20], or voice squatting [21] tools. To protect
SS to these attacks, several improved countermeasures are
proposed. VAuth technique [22] matches the body-surface
vibrations of the user with the speech signal received by the
microphone. VoiceLive utilizes the individual characteristics
of the user’s vocal system along with the stereo recording
capabilities of smartphones [23]. VoiceGesture identifies users
by utilizing distinct articulatory gestures made while speaking
a passphrase [24]. Additionally, machine learning models, such
as context-sensitive detector [20] and Resemblyzer could aid
in differentiating fake and natural speech. However, all these
methods are designed either for wearable devices [23] or
can be bypassed by training a generative adversarial network
(GAN) using samples of the target user’s voice [18]. Further
challenges of application-level countermeasures include the
potential misinterpretation of real speech as fake due to a
limited number of voice samples [18], the requirement for
extensive datasets, and the limitation of addressing all real-
world attack cases [20], ultimately leading to reduced overall
recognition rates.

In this paper, a simple and cost-effective IEMI attack
suppression and detection digital technique to be adopted in
next-generation smart microphone integrated circuits (ICs) for

SSs is proposed, which takes the advantage of the method
presented in [25] within the context of EMI susceptibility
of analog amplifiers. The new approach effectively enhances
the robustness of SSs againts IEMI attacks without affecting
the SS nominal operation, ensuring no disruption in the SS
operation even during attacks. It overcome challenges posed by
existing software countermeasures. The Tab. I summarizes the
comparison of proposed method with existing methods. The
effectiveness of the proposed method is demonstrated through
experiments on a proof-of-concept prototype, specifically, a
microphone acquisition front end equipped with an AI speech
recognition algorithm.

This paper is organized as follows. In Sect. II, the block
diagram of a SS highlighting the nominal signal path and IEMI
attack coupling path is introduced. The spectral characteristics
of the nominal signal and of the IEMI attack signal are
analyzed, and the amplifier susceptibility to EMI is discussed
at the integrated circuit level. The proposed digital methods
to detect and suppress the IEMI attacks on SS are then
explained in Sect. III and Sect. IV presents a proof-of-concept
SS prototype implementing the proposed methods, and the
experimental test setup. The experimental results are presented
and discussed in Sect.V, where the effectiveness of the pro-
posed approach in accurately detecting and suppressing the
IEMI attacks over a wide range of EMI amplitudes and carrier
frequencies is verified. Finally, some concluding remarks are
drawn in Sect. VI.

II. VULNERABILITY OF SMART SPEAKERS TO IEMI

In this section, the general architecture of a SS and the
mechanisms which make it vulnerable to IEMI attacks are
described and traced back to the susceptibility to EMI of the
conditioning amplifier.

A. Smart Speaker Architecture

A smart microphone IC is composed of five essential blocks,
as illustrated in Fig. 2(a): a microelectromechanical system
(MEMS) microphone, an anti-aliasing low-pass filter (LPF), a
conditioning amplifier, which is implemented by operational
amplifier (opamp)-based circuits, an analog-to-digital con-
verter (ADC) and a microcontroller. The microphone generates
electrical signals proportional to the mechanical displacement
induced by acoustic waves in a miniaturized piezoelectric ele-
ment. Since microphones are designed to detect speech com-
mands in the audible frequency range, which is concentrated
below 4 kHz [26], the MEMS captured nominal signal, vmic(t),
is filtered by the anti-aliasing filter, whose cut-off frequency
is fmax = 4 kHz. The amplitude of the filtered signal, vin(t)
having frequency fin, is too weak to be directly processed by
the ADC, so a conditioning amplifier, with a gain Av1

and
a bandwidth fB,amp in the audio range, is used to amplify it,
that is vout(t) = Av1 ·vin(t). The N -bit ADC, whose reference
voltage is VREF, samples and quantizes the amplified signal,
yielding the sequence of samples yout[k] = vout(kTs)·2N/VREF
where Ts = 1/fs, is the sampling period and k is an integer.
The signal at each digital output line of the ADC is represented
as vADC,n, where n = 0, · · · , N − 1. The sequence yout[k]
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TABLE I
COMPARISON OF THE PROPOSED COUNTERMEASURE WITH EXISTING COUNTERMEASURES AGAINST ATTACKS ON SMART SPEAKERS.

Method Architecture type Attack type Detection Suppression Operation continuity Complexity Cost Processing
during attack speed

Proposed Hybrid IEMI ✓✓ ✓✓ ✓✓ ✓ ✓ ✓✓
Voice activity Hybrid Ultrasound ✓ ×× ×× ✓ ✓× ✓✓
detection [8]

Low-pass filter [3] Hybrid Ultrasound ×× ✓ ✓✓ ×× ×× ✓
Presentation attack Hybrid Ultrasound ✓ ×× ×× ✓ ✓× ✓✓
detection (PAD) [9]

Active inaudible-voice Hybrid Ultrasound ✓✓ ✓✓ ✓✓ × ×× ×
command cancellation [10]

Laser detectors, Hardware Laser ✓ ✓ ×× ×× ×× ×
& diffractors [11]

EMI coupling Hardware IEMI ×× ✓ ✓✓ × ✓× ✓✓
reduction [15]

EMI shielding [14] Hardware IEMI ×× ✓ ✓✓ ✓✓ × ✓✓
EMI filter [14] Hardware IEMI ×× ✓ ✓✓ ×× × ×

EMI hardening [14] Hardware IEMI ×× ✓ ✓✓ ✓✓ × ✓✓
Adaptive noise Hybrid IEMI ✓✓ ✓✓ ✓✓ ×× ×× ××

cancellation [14]
ADC sampling- Hybrid IEMI ✓✓ ×× ×× ×× ✓✓ ×

based detection [16]
Differential comparator- Hybrid IEMI ✓✓ ×× ×× ✓ ✓ ✓✓

based detection [17]
VAuth [22] Software Any ✓ ×× ✓✓ ✓× ×× ××

VoiceLive [23] Software Any ✓ ×× ✓✓ ✓ ✓✓ ××
VoiceGesture [24] Software Any ✓ ×× ✓✓ ✓ ✓✓ ××
Machine Learning Software Any ✓ ×× ✓✓ ✓ ✓× ××
Resemblyzer [18]

Note: (✓✓: Best), (✓: Better), (×: Worse), (××: Worst).

is first recognized by AI-based speech recognition algorithms
and then processed in the microcontroller to perform various
operations based on the user’s speech input.

B. IEMI Coupling paths in smart speakers

The operations of the SS could be compromised by the
occurrence of IEMI attacks. These attacks involve an RF
carrier signal, vc(t), that is modulated by a malicious audio-
band signal, va(t). This modulated signal is then amplified
using an RF power amplifier and transmitted with power PEMI
through an antenna towards the SS, as illustrated in Fig. 2(a).
The IEMI field is coupled to the smart speaker at various
points through multiple mechanisms, e.g., via PCB signal
and power supply tracks, via silicon substrate, via package
frame, and via non-ideal grounding [15]. All IEMI coupling
mechanisms can potentially result in IEMI-related voltages
being superimposed onto the nominal audio signals at virtually
any point in the audio acquisition chain, where they can
be demodulated by the nonlinearities of active devices. This
may lead to malicious audio-band content being added to the
legitimate signal.

In practice, the effects of IEMI at different points of the
acquisition chain can be very different, in consideration of
the different amplitude of the nominal signal on which it is
superimposed, and of the different degree of nonlinearity of
the different blocks: In the MEMS transducer (node 1 in Fig.
2(a)), the amplitude of the nominal signal is small (millivolts
to tens of millivolts) and easily comparable with the attacker
signal, but there is no effective demodulation mechanism due
to the substantial linearity of the transducer itself. In contrast,
IEMI that reaches the input of the opamp-based conditioning

amplifier (node 2 in Fig. 2(a)), can be effectively demodulated
due to the non-linearity of active devices such as bipolar or
MOS transistors [12], so that relevant audio-band demodulated
components are added at this point to the nominal audio signal,
whose amplitude is still small.

IEMI that reaches the input of the ADC (node 3 in Fig.
2(a)) can be also demodulated due to the ADC nonlinearities
and the aliasing effect, however, the demodulated components
originated at this point are easily negligible compared to the
amplitude of the nominal signal, which is quite high (in the
Volt range) after the conditioning amplifier. Lastly, IEMI may
be injected directly into the digital output lines of the ADC
(node 4 in Fig. 2(a)). However, RF voltages at these nodes are
not critical due to the inherent robustness to noise of digital
circuits [27].

In view of these considerations, the effects of IEMI in SS
will be discussed in the rest of the paper focusing on IEMI that
reaches the inputs of the conditioning amplifier, since only at
this point it can be effectively demodulated and can corrupt
the nominal audio signal in a relevant way.

C. IEMI on the conditioning amplifier input

The amplitude of IEMI on the conditioning amplifier input
can be expressed in terms of the forward power of the attacker
RF amplifier as vEMI · H(s), as illustrated in the equivalent
circuit diagram in Fig. 2(b), where vEMI =

√
PEMI ·Ro,

Ro = 50Ω and H(s) is the transfer function that captures
the overall coupling paths from the attacker to the input of the
conditioning amplifier.
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Fig. 2. Smart Speakers architecture (a) nominal signal path and IEMI coupling
points (b) equivalent circuit diagram and (c) simplified block diagram.

Applying Kirchhoff’s Voltage Law (KVL) in Fig. 2(b) gives
the input of the conditioning amplifier as

Vamp,in = Vin + VEMI ·H(s). (1)

Based on (1), the simplified block diagram of the SS under
attack is shown in Fig. 2(c).

The coupling function could be coursely estimated consid-
ering the situation depicted in Fig. 3, where a transmitting
antenna radiating electromagnetic field is located at a distance
d from a conductor. The power density, S, of a transmitter

h vi

+

-
d

Gt

isotropic radiation

directional antenna

conductor

PEMI

E, H

Fig. 3. Voltage induced in a circuit by electromagnetic field emitted through
antenna.

antenna with an antenna gain Gt and power PEMI at a distance
d is given by

S =
PEMIGt

4πd2
. (2)

Furthermore, it is known that the power density of a plane
wave is defined as the product of the E-field and H-field. In
a free-space it will be

S = |E ×H| = |E|2

Zo
(3)

where Zo = 376.7Ω is a free-space impedance. By equating
(2) and (3), we get

|E| =
√

ZoPEMIGt

4πd2
. (4)

The EMI voltage vi induced in a conductor of length h is
given by

vi =

√
ZoPEMIGt

4πd2
· h. (5)

It can be inferred, using equation (5), that an attacker has the
capability to induce peak RF voltage in the order of several
hundred millivolts into a victim circuit with a size typically
around 10−2 m. This can be achieved by employing an antenna
positioned at a distance of 5m - 6m, while transmitting power
levels around 50 dBm.

Various research investigations have demonstrated the fea-
sibility of IEMI attacks. According to [28], a highly directive
Vivaldi antenna transmitted an RF signal in the MHz range at
a power of 32.6 dBm (1.82W) towards an analog integrated
circuit containing a sensor and an ADC. The experimental
results showed that at distances of 0.1m and 1m, the induced
peak RF voltage within the circuit exceeded 1V and 100mV,
respectively. Another test in [12], involved a microphone cir-
cuit exposed to modulated EMI from a biconical antenna with
a 100MHz RF carrier frequency. The induced RF voltages
were measured to be in the range of several hundred millivolts
peak-to-peak, a significant level according to the European
standard EN55020 [29].

D. IEMI Demodulation

To gain a better understanding of baseband AM demod-
ulation of IEMI-based attacks, a sine wave RF carrier signal
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Fig. 4. Frequency Spectrum of (a) nominal signal and RF-modulated signal,
(b) nominal signal, attack signal and RF-modulated signal filtered.

[vc(t) = Ac sin(2πfct)] and a sinusoidal baseband modulating
attack signal [va(t) = M cos(2πfat)] having frequencies fc
and fa, respectively, with relation: fa < fmax ≪ fc, where
Ac is the amplitude of carrier signal and M is the amplitude
of modulating attack signal are considered in what follows. In
practice, va(t) is a vocal signal and needs not to be a sinewave,
but here we are just considering a sinewave for the sake of
illustration. The vEMI(t) is given by [30]

vEMI(t) = Ac sin(2πfct)[1 +m · cos(2πfat)]

vEMI(t) =
Acm

2
[sin(2π(fc + fa)t) + sin(2π(fc − fa)t)]+

+ Ac sin(2πfct)
(6)

where m = M/Ac is the modulation index.
The nominal signal, vin(t), is taking the nominal path, while

vi = |H(fc)| · vEMI(t) is injected through the adversary path
illustrated in Fig. 2(c). The spectra of both legitimate and EMI
modulated attack signals are shown in Fig. 4(a), which reveals
that the nominal spectral content, fin, lies within the LPF
bandwidth, while the EMI spectral components, i.e., fc ± fa
and fc exist at significantly higher frequencies than fmax. Due
to the nonlinear effects of EMI in an integrated opamps [31],
it not only generates the expected linear component but also
introduces a non-linear EMI-induced distortion component
expressed in (7),

vout(t) = Av1
vamp,in(t) +Av2

v2amp,in(t) +Av3
v3amp,in(t) + . . . .

(7)

By inserting (1) in (7), we get

vout(t) = Av1 [vin(t) + |H(fc)| · vEMI(t)] +Av2 [vin(t) + |H(fc)|·
· vEMI(t)]

2 +Av3 [vin(t) + |H(fc)| · vEMI(t)]
3 + . . . .

(8)

In the above expression, the most critical term is v2EMI(t),

which can be expanded as follows:

v2EMI(t) =
A2

cm
2

8
{2 + 2 cos(2π · 2fat)− 2 cos(2π · 2fct)−

− cos[2π · 2(fc + fa)t]− cos[2π · 2(fc − fa)t]}−

− A2
cm

2
{cos[2π(2fc + fa)t]− 2 cos(2πfat)+

+ cos[2π(2fc − fa)t]} −
A2

c

2
[1− cos(2π · 2fct)].

(9)

Eqn. (9) reveals the presence of baseband spectral compo-
nents at frequency fa in addition to fin, and additional high-
frequency components, i.e., 2fc ± fa, 2fc, 2faand 2fc ± 2fa
in the output. The intrinsic filtering effect of the conditioning
amplifier due to its bandwidth limitation removes the high fre-
quency components leaving the baseband (B.B.) components
as depicted in Fig. 4(b), i.e.,

v2EMI(t)|B.B. = A2
cm cos(2πfat) = Acva(t). (10)

Based on (8), the amplifier output voltage can be therefore
expressed as:

vout(t) = Av1
vin(t) +Av2

Ac|H(fc)|2va(t). (11)

which reveals that the attack signal is demodulated within the
nominal spectral bandwidth and can be executed.

E. Amplifier Susceptibility to EMI

The susceptibility to EMI of audio amplifiers based on
opamp integrated circuits has been extensively studied in the
literature [32] and will be briefly discussed in what follows,
considering the circuit model of the operational amplifier input
stage depicted in Fig. 5(a).

In the presence of EMI, both differential and common-
mode RF voltage components are present. Due to the parallel
admittance of the tail current source (M3 in Fig. 5(a)), which
is high at RF due to the presence of parasitic capacitance CT ,
common-mode disturbances are translated into RF fluctuations
is of the differential pair bias current Io. In these conditions,
the differential pair functions as an RF mixer, resulting in the
multiplication of the EMI components of vD and is, and the
output differential current can be expressed as

iD = gmvd + gpvdis (12)

where gm is the linear transconductance of the differential pair
and gp = gm/2Io.

This mechanism results in even-order non-linearity, that
demodulates high-frequency EMI giving rise to an equivalent
EMI-induced baseband error, ∆vEMI, that is superimposed
onto the nominal opamp input [33] as shown in Fig. 5(b).

Based on (11), the EMI-induced output voltage of the
conditioning amplifier in closed-loop, as depicted in Fig. 5(b),
can be expressed in terms of ∆vEMI as:

vout(t) = Av1
(vin(t) + ∆vEMI(t)) (13)

where
∆vEMI(t) =

Av2Ac

Av1

· |H(fc)|2 · va(t) (14)
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Fig. 5. CMOS Operational amplifier (a) simplified schematic view, (b) closed-
loop circuit.

and Av2Ac

Av1
is a constant that depends on opamp circuit param-

eters and parasitics as explained in [33]. Most importantly, it
has been shown in [34] that Av2

exhibits a positive (negative)
value in an nMOS (pMOS) input differential pair opamps.

III. IEMI ATTACK SUPPRESSION AND DETECTION

Taking advantage of the insight in the nonlinear mechanisms
which give rise to EMI demodulation in opamp-based circuits,
which have been revised in Sect. II, a novel smart microphone
IC architecture and a digital processing technique offering
inherent IEMI attack detection and suppression features is
presented in what follows.

A. Digital suppression method to mitigate IEMI attacks
According to the proposed method, the architecture of

the SS, as depicted in Fig. 2, is modified by replacing a
single conditioning amplifier with two conditioning amplifiers
having the same gain, bandwidth, and feedback network.
However, these amplifiers are based on opamps with different
input stages: one with an nMOS input stage and the other
with a pMOS input stage. Thus, they exhibit similar gain
characteristics but opposite susceptibilities to EMI. Based on
the analysis presented in Sect. II, the opamp output voltages
in the proposed structure (see Fig. 6) can be expressed as:

vout,i(t) = Av1
(vin(t) + ∆vEMI,i(t)) (15)
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Fig. 6. Proposed architecture of smart speaker.

where

∆vEMI,i(t) =
Av2,iAc

Av1

· |H(fc)|2 · va(t) (16)

in which, Av2,i(i = n(p)) is positive (negative) for an nMOS
(pMOS) input differential pair [34] as discussed above.

In the proposed solution, the output voltages vout,n(t) and
vout,p(t) of these two amplifiers are simultaneously sampled
at instant kTs using a sample-and-hold (S&H) circuit and
quantized by the same ADC via a multiplexer (mux), such that
yout,n[k] = vout,n(kTs) · 2N

VREF
and yout,p[k] = vout,p(kTs) · 2N

VREF
.

Based on (15), they can be represented in the digital domain
as:

yout,i[k] = xin[k] + nEMI,i[k] (17)

where

xin[k] =
Av1

vin(kTs)

VREF
2N (18)

is the input digital stream in an EMI-free environment, and

nEMI,i[k] =
Av1∆vEMI,i(kTs)

VREF
2N . (19)

Considering the weighted-sum of yout,n[k] and yout,p[k] with
weights α and (1− α) summing to one, that is

yout[k] = α · yout,n[k] + (1− α) · yout,p[k] (20)

and considering (17), the equation (20) can be expanded as

yout[k] = xin[k] + [α · nEMI,n[k] + (1− α) · nEMI,p[k]] (21)

which highlights the legitimate signal xin[k] and the EMI-
induced error term:

εEMI[k] = α · nEMI,n[k] + (1− α) · nEMI,p[k] (22)

which can be cancelled-out for a specific value of α = α∗,
i.e.,

εEMI[k] = α∗ · nEMI,n[k] + (1− α∗) · nEMI,p[k] = 0. (23)

For nEMI,n[k] ̸= nEMI,p[k], in particular:

α∗[k] =
nEMI,p[k]

nEMI,n[k]− nEMI,p[k]
. (24)
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By replacing (16) in (19) and then in (24), we get

α∗ =

Av12
N

VREF

Av2,pAc

Av1
|H(fc)|2va[k]

Av12
N

VREF

Av2,nAc

Av1
|H(fc)|2va[k]−

Av12
N

VREF

Av2,pAc

Av1
|H(fc)|2va[k]

=
Av2,p

Av2,n −Av2,p

(25)

which reveals that the value of α∗, resulting in a full cancella-
tion of the EMI-induced error, solely depends on the constants
Av2,p and Av2,n and is independent of the EMI incident power
amplitudes and frequencies, and of the discrete time instant k.

It follows that α∗ can be obtained by performing one-
point calibration in the presence of continuous wave EMI. The
corresponding nEMI,i[k], which are demodulated as a single
DC offset voltages, are computed based on the acquired yout,i
and for the known xin as

nEMI,i[k] = yout,i[k]− xin[k] (26)

are directly applied in (24) to get α∗. For a more effective
IEMI cancellation, α∗ can be evaluated by minimizing the
sum of square errors computed by (22) over the calibration
set encompassing various EMI incident power amplitudes and
frequencies, and nominal signal values within the input range
of the conditioning amplifiers [25], so that to have an optimal
EMI cancellation over the all practical IEMI amplitude and
frequency ranges even in the presence of higher-order effects
not captured by (22).

Inadequate calibration leads to insufficient suppression of
EMI-induced attacks. Although calibration remains valid in-
definitely, it is advisable to perform regular background re-
calibration to track the effects of temperature variations and
aging. This can be achieved by minimizing total noise power,
assuming that the attack signal and nominal signal are not
correlated [35]. Furthermore, since the signal path from the
microphone is split into two paths towards the input of the
amplifiers, it is advisable to keep the lengths of these paths
very short, exactly the same, and close to each other to
minimize the probability of unbalanced IEMI.

By utilizing α∗ in equation (20), we can suppress the EMI-
induced attack signal by digitally processing the corrupted
signals without impacting the SS nominal operation, thus
ensuring no disruption during attacks, even when both attack
and nominal signals are present simultaneously.

B. Attack detection

The same hardware architecture in Fig. 6, which has been
introduced in Sect. III-A for IEMI suppression, can be conve-
niently exploited to detect IEMI attacks in SSs.

For this purpose, it can be observed that the quantity

z[k] = yout,n[k]− yout,p[k] (27)

which can be easily calculated in the digital domain from the
ADC output stream, can be expressed from (17) as:

z[k] = nEMI,n[k]− nEMI,p[k]

=
Ac|H(fc)|2va[k] · (Av2,n −Av2,p)

VREF
2N

(28)

which is independent of the nominal signal xin[k] and in which
the demodulated IEMI contributions nEMI,n[k] and nEMI,p[k]
are effectively summed due to the opposite sign of Av2,n and
Av2,p .

Based on that, a value of |z[k]| exceeding the noise floor is
a clear indicator of an ongoing IEMI attack, and the Boolean
flag

F [k] = |z[k]| > ϵ (29)

where the threshold ϵ is chosen so that to be slightly larger
than the noise floor of the system, can be introduced as an
IEMI warning.

If no attack is being performed, the attack signals are
zero, resulting in F [k] = 0. It should be noted that some
levels of noise may be present during practical use, but
the output amplitude is usually negligible and considered as
zero. However, if an attack occurs, the amplifiers will pick
up the attack signal, resulting in a non-zero signal greater
than ϵ, which allows the microcontroller to detect the attack
(F [k] = 1).

It can be observed that detection method operates inde-
pendently of the suppression method and do not necessitate
calibration. This ensures that an attack will be detected even if
it cannot be completely suppressed by the suppression method
described in Sect.III-A for any reason.

IV. EXPERIMENTAL VALIDATION

The effectiveness of the proposed technique, that is intended
to be embedded in next-generation smart microphones ICs,
has been experimentally validated by a PCB proof-of-concept
prototype. The prototype includes the main building blocks of
an audio acquisition front-end, similar to the one adopted in
[12] for EMI susceptibility analysis, and has been tested under
IEMI injection with reference to amplitude and frequency
ranges similar to those expected in a real SS microphone
undergoing IEMI attacks based both on the IEMI coupling
analysis outlined in Sect. II-B and on experimental results on
EMI coupling presented in [12] and also in [5], [14] and [15].

Our prototype includes an EMI-robust PCB test circuit and
a peripheral board. The PCB test circuit is designed as in Fig.
6, and its detailed schematic can be found in [25]. The circuit
is specifically designed by using two different precision opamp
circuits available in market, i.e., the OPA2277 opamp [36] and
the TLC272 [37]. These feature an nMOS and a pMOS input
differential pair, respectively, and show opposite EMI induced
offset voltage under continuous wave EMI excitation. The
PCB test circuit contains an LC network so that to superimpose
RF-modulated attack signal onto the legitimate signal that
needs to be processed. The simplified schematic diagram of
the test PCB considered in this work is shown in Fig. 7(a),
while Fig. 7(b) presents a photograph of the PCB.

A Texas instruments c2000 microcontroller peripheral board
containing an onboard 16-channel 12-bits ADC module with a
3V input range, equipped with two S&H units and a 150MHz
TMS320F2833X processor [38], is chosen for digitization
and to implement the digital EMI-suppression and detection
method presented in sect. III.
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Fig. 7. PCB Test Circuit (a) part of schematic diagram (b) photograph of the
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A. Experimental test setup

The block diagram of the whole test setup is depicted in
Fig. 8(a) while its photograph is presented in Fig. 8(b). The
audio signals, both legitimate (vin(t)) and attack (va(t)), are
generated by a PC sound card and retrieved from the PC
audio output (line-out) by a jack connector. The nominal input
vin(t) is fed to the PCB test circuit at IN, by a stereo-to-BNC
cable. Similarly, va(t) is generated by a different PC sound
card and is fed to the modulation channel input connector of
the RF signal source HP-8648C [39], through a conditioning
circuit to ensure the compatibility with the input swing of the
RF modulator. The RF signal source is capable of producing
a modulated RF signal with a carrier in 1MHz -3.2GHz
bandwidth and generating an incident power of up to 20 dBm
for EMI injection. The RF signal, vEMI(t), which is modulated
by va(t), is then fed to the PCB test circuit at RFIN, by an
SMA cable. The DC power supply is used to provide a supply
voltage of +2.5V and -2.5V, relative to the reference voltage
of the input signal (0V) to PCB test circuit.

The outputs of the conditioning amplifiers vout,n(t) and
vout,p(t) taken at OUTn and OUTp, respectively, of the PCB
test circuit are connected to two independent input channels of
ADC module, which are configured to simultaneously sample
both signals at fs = 8kHz, N = 12-bits and VREF = 3V.
Consequently, the digitized signals yout,n[k] and yout,p[k] are
made available to a processor where the attack detection
(F [k]) and suppression (yout[k]) strategy is implemented. The
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Fig. 8. Experimental setup (a) block diagram and (b) picture in the lab.

calibration process in sect. III-A yielded an optimal coefficient
of α∗ = 0.37, and attack detection flag threshold value
described in sect. III-B specifies the ϵ = 6 LSB for the
conditioning amplifiers considered in this test.

B. Speech Recognition Algorithm

To validate the proposed IEMI detection and suppression
strategy, the digital output streams yout,n[k] and yout,p[k] ob-
tained converting the OPA2277 and the TLC272 output volt-
ages, respectively, and the stream yout[k] obtained applying
the proposed IEMI suppression as in (20) are transmitted to a
PC through UART and are processed by a speech recognition
algorithm, which enables a SS to accurately identify different
words. A comparison has been made between proposed EMI-
suppressed output by setting α = α∗ and the output obtained
in a traditional acquisition front-end featuring a conditioning
amplifier based on the OPA2277 opamp only [without sup-
pression (α = 1), OPA2277] or based on the TLC272 opamp
only [without suppression (α = 0), TLC272], with reference
to the nominal signal and attack signal.

The speech recognition has been performed using an open-
source algorithm based on a Convolutional Neural Network
(CNN) implemented within MATLAB environment [40]. The
CNN was pre-trained on a publicly available large dataset
containing 2000 training files and 300 validation files for
each word, such as down, go, up, no, yes, left, right,
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Fig. 9. Results obtained under attack command modulated with EMI
excitation of 50MHz and incident power of 0dBm.

stop, and on, [41] with no customization made by us. As
reported by [40], the training enables the algorithm to process
audio signals, extract relevant features like the centroid and
kurtosis of the Bark spectrum, as well as the pitch of the
audio signal. These features are then matched with accurately
identified speech commands, resulting in accuracy rates of
97.28% on the training data and 93.61% on the validation
data. This ensures that the SS can effectively recognize and
respond to speech commands with a high level of accuracy.
The misclassified speech is categorized as unknown.

V. RESULTS AND ANALYSIS

The results obtained to validate the proposed method for
detecting and suppressing IEMI attacks in SSs are presented
and analyzed in what follows.

A. IEMI Attack Detection and Suppression

The architecture has been tested by applying 10 s-long audio
sequences as a nominal signal vin, and the same, just shifted
by 1 s stream, is applied as an attack signal va. The audio
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Fig. 10. Results obtained when both legitimate and attack commands
(modulated with EMI excitation of 50MHz and incident power of 0dBm)
occur simultaneously.

streams consist of five commands: left, right, up, stop and
yes in a sequence of one command after each two seconds as
shown in Fig. 9. The attack signal has been modulated with an
EMI excitation frequency of 50MHz and an incident power
of 0 dBm (equivalent to a peak-to-peak voltage of 630mV).

The results in Fig. 9 show that the signals obtained by
directly digitizing the output voltages of OPA2277 (yout,n[k])
and TLC272 (yout,p[k]) contain both legitimate and attack
commands, since their audio contents are interpreted using a
recognition algorithm. The amplitude of the attack commands
differs, having a root mean square (rms) amplitudes of 14.33
LSB and 7.16 LSB for OPA2277 and TLC272 opamps,
respectively, due to their different susceptibility to EMI.

These attack commands are accurately detected by the
proposed detection method, denoted as F [k] in Fig. 9.

When the proposed digital suppression method is applied,
the attack commands are effectively suppressed, represented as
yout in Fig. 9, resulting in a rms value of 4.09 LSB, equivalent
to the noise floor level. This translates to a power suppression
of more than 19 dB compared to OPA2272. Thanks to the
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TABLE II
PROPOSED METHOD ACCURACY RATE COMPUTED FOR ATTACK SIGNAL

MODULATED WITH EMI 50MHz AND 0dBM.

Architecture rms
[LSB]

Std. dev.
[LSB]

Attack
success rate

Detection rate
(proposed)

with digital supp.
(proposed) 4.09 0.16 0.4% >99.8%

without digital-supp.
OPA2277 14.06 1.81 88% >99.8%

without digital-supp.
TLC272 6.96 0.61 61.3% >99.8%
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Fig. 11. Computed rms values of attack commands obtained by system with
and without digital suppression applied for (a) attack commands modulated
with EMI excitation frequency of 50MHz and incident power ranging from
−7dBm to 5dBm and (b) with incident power of 0 dBm and frequency
ranging from 10MHz to 100MHz.

proposed suppression algorithm, the amplitude of the attackers
is reduced below the noise floor and the malicious vocal
commands are no longer recognized by the SS. This confirms
the effectiveness of the proposed suppression method.

Furthermore, when both attack and legitimate signals are
applied simultaneously, the commands in yout,n and yout,n
cannot be recognized, thus resulting in their categorization as
unknown, as depicted in Fig. 10. In such case, our approach
allows for the suppression of only the attack signal, as shown
in yout, ensuring that the legitimate signal remains unaffected
and thereby preserving the nominal functioning of the system.

B. Accuracy Rate of Attack Detection and Suppression

To conduct a statistical comparison, the test presented in
Fig. 9 is replicated 100 times. The architecture is characterized
with attack suppression and detection, considering parameters
such as the mean rms value, standard deviation, attack success
rate, and detection rate. The attack success rate represents
the rate of attacks successfully recognized by the recognition
algorithm, while the detection rate indicates the rate at which
attacks are detected by the detection method.
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Fig. 12. Success rate of attack commands recognized by system with and
without digital suppression applied for (a) attack commands modulated with
EMI excitation frequency of 50MHz and incident power ranging from
−7dBm to 5dBm and (b) with incident power of 0 dBm and frequency
ranging from 10MHz to 100MHz.

The computed results are presented in Tab. II. Without
digital suppression, the rms amplitude for attack commands
in the outputs of both opamps corresponds to 14.06 LSB(6.96
LSB) with a standard deviation of 1.81 LSB (0.61 LSB) for
OPA2277 (TLC272) opamp, respectively. Correspondingly, the
attack success rate is found to be 88% (61.3%).

After applying the digital-suppression method, attack com-
mands are successfully suppressed, resulting in rms amplitude
of 4.09 LSB with a standard deviation of 0.16 LSB. Con-
sequently, the attack success rate is significantly reduced to
0.4%.

The proposed detection method, operating independently,
detects all the attacks in our 100 test cases, i.e., it is effective in
more than 99.8% of the cases, irrespective of whether they are
recognized by the recognition system or not. This capability
allows identification of malicious commands in the system,
even in the rare cases (0.4% in our experiment) when attacks
are not completely suppressed and have succeeded.

The architecture underwent extensive testing using the same
signals under various conditions. The attack signal is modu-
lated with EMI excitation at a frequency of 50MHz, with inci-
dent power ranging from −7 dBm to 5 dBm (corresponding to
a peak-to-peak voltage of 0.283V to 1.1247V). Additionally,
it is modulated with an incident power of 0 dBm and a
frequency ranging from 10MHz to 100MHz.

The corresponding rms values with standard deviations are
reported in the barplot shown in Fig. 11. The attack success
rates are plotted in Fig. 12. These results indicate that the
proposed digital suppression method effectively reduces the
components of the malicious signal to a maximum rms of 4.91
LSB and a minimum of 3.82 LSB, compared to a maximum
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of 45.61 LSB (32.91 LSB) and a minimum of 7.64 LSB (4.08
LSB) for the OPA2277 (TLC272) opamp. This reduction leads
to a maximum attack success rate of 6.2% and a minimum
of 0.2%, compared to a maximum of 96.2% (93.4%) and
a minimum of 20.2% (12.4%) for the OPA2277 (TLC272)
opamp, across the entire range of EMI incident powers and
frequencies.

Based on the experimental results, the proposed IEMI sup-
pression method provides satisfactory results over a wide range
of EMI incident power amplitudes up to 5 dBm. At higher
IEMI amplitudes, the suppression method may not completely
cancel the malicious content, but, at least, such high-power
attacks are very effectively detected by the proposed detection
method.

VI. CONCLUSION

In this paper, a technique has been proposed to detect
and suppress the IEMI-modulated attacks appearing at a
particularly critical node within the audio acquistion front-end
of a smart microphone integrated circuit. The approach has
been experimentally validated using a proof-of-concept smart
speaker prototype equipped with an AI speech recognition
algorithm to interpret input speech commands. The effective-
ness of the approach is assessed by testing multiple attack
commands modulated with EMI incident powers amplitudes
ranging from -7 dBm to 5 dBm and frequencies ranging from
10 MHz to 100 MHz. The proposed technique is able to
suppress the power of the malicious signal in the audio band
down to 19 dB and detect malicious commands in more than
99.8% of cases. The results indicate significant improvements,
confirming the efficacy of our approach. The preliminary
results obtained from our proof-of-concept prototype can be
conveniently exploited to develop new smart microphone ICs.
An IC implementation, provided that the effects of parasitics
and process tollerances is properly taken into account, is
expected to further reduce IEMI coupling and hence to en-
hance the robustness of the proposed approach. Moreover, the
technique can be used synergistically with other methods, such
as EMI shielding, ADC sampling-based detection, and various
software techniques, to further enhance its effectiveness.
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