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1 Introduction

The main research project on Post-Quantum Cryptography (PQC) is the NIST
PQC Standardization Process [1], which focuses on selecting post-quantum Key
Encapsulation Mechanisms (KEMs) and Digital Signature Schemes.

Public-Key Encryption (PKE) schemes will not be standardized since, in general,
the submitted KEMs are obtained from PKE schemes and the inverse process is
simple. However, there are cases for which this is not straightforward, like the NTRU
submission [2].

This work focuses on solving this problem by introducing a PKE scheme obtained
from the KEM proposed in the NTRU submission, while maintaining its IND-CCA2
security (indistinguishability under adaptive chosen ciphertext attack).

2 The NTRU submission

NTRU [2] is a finalist in the NIST PQC Standardization Process that presents a
KEM in which the security is based on the Shortest Vector Problem (SVP) on the
NTRU lattice [6] (several variations and generalization exist, see e.g. [8,4,5]).

The proposed KEM achieves IND-CCA2 security by exploiting an OW-CPA
(one-wayness under chosen plaintext attack) PKE scheme with either of two sets
of parameters: NTRU-HPS and NTRU-HRSS-KEM. Because of its larger range of
addressed security levels, we focused on NTRU-HPS.

More precisely, let Zg = {—4,...,0,...,2 — 1} and Z3 = {-1,0,1}, given

(n,q) € {(509,2048), (677, 2048), (821, 4096) }

corresponding to three different security levels, with p = 3 and d = { — 2, and
considering ¢, (z) =1 +x + ... + 2" € Zs[x] or ¢,,(z) € Zy[x], all polynomials
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are represented as arrays in the three following rings:

- Ry = Z,[«]/(a" 1),

- Sy = Z,[x]/(60),

- T = Za[a]/(n)-
Moreover, T'(d) = {22:12 tixh e T|#{t; = 1} = #{t; = —1} = d/2}.
The OW-CPA PKE scheme consists of the following algorithms.

OWCPA .keygen(seed) OWCPA .encrypt(h, (r, m))

1. seed > feT l.returnc=r-h+me R,

2. seed — g € T(d) OWCPA decrypt((f, f5, h,), c)
3.f,=f'es, l.a=c-feR,

4 h=3g-f,e R, 2m=a-f3eT

5h,=h"'es, 3.r=(c—m)-h,eSs,
6.f5=Ff'eT 4.if (r,m) € T x T(d) return (r, m,0)
7. return h, (f, f3,h,) 5. else return (0, 0, 1)

Since the message m € T(d) is ternary and constrained, and the security is only
OW-CPA, this is not directly suitable for PKE.

3 Obtaining a PKE scheme from NTRU

In order to obtain a PKE scheme using the OW-CPA PKE scheme from NTRU
[2], another work is considered: NTRUEncrypt [3], a first round submission that
inspired NTRU-HPS in NTRU [2].

NTRUEncrypt exploits a padding function to encode the message in a ternary
polynomial with at least 256 bits of entropy and a message masking to achieve
IND-CPA security (indistinguishability under chosen plaintext attack). Then, the
NAEP transformation [7] is adopted to obtain an IND-CCA2 PKE scheme.

3.1 Message padding function

The padding is an invertible map Pad : (Zs)%' x{0, 1}* — T(d) with Pad(msg, seed) =
m, where the seed allows to add bits of entropy. Since in NTRU-HPS m € T'(d),
while in NTRUEncrypt it has no constraints, a new padding is required. Our defi-
nition uses an encoding function to obtain a ternary polynomial, and then exploits
the seed to add bits of entropy and achieve the constraint.

Considering a bijection ( : (Z)® — (Z3)* with outputs among the permutations
of the elements of the arrays (0,0,1,—1), (0,1,1,—1), (0,1, —1,—1), our encoding
function is ¢ : (Zgs ) — (Z3)321/5, with

C(ma,...,mp)=C(mq[1:5])[¢(ma[6:8]|me[1:2])]|. .. ¢ (mL[4:8]).
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In the encoded message
8 - L/5 < #{1's},#{-1's} <16 - L/5,

so that the maximum length of msg is L € N such that 5 divides L and 16 L/5 < d/2,
ie. L =5|d/32].

The last r = n — 1 — 32 L/5 coefficients are generated through the seed, while
reaching the constraint and adding at least 256 bits of entropy. In the worst cases,
the missing 1’s and —1’s are ¢ = d/2 — 16 L/5 and b = d/2 — 8 L/5 (or viceversa).

T—a

Thus, the possible completions are (2)( b ) and the minimum entropy is

Hin = log ((Z) (r b a)) '

The obtained results are:
- for n = 509, ¢ = 2048, L = 35, Hyin = 301;
- for n = 677,q = 2048, L = 35, Hyin = 367,
- for n = 821,q = 4096, L = 75, H i, = 399.

Finally, Pad ™! takes the first 32 L/5 entries and applies the inverse of (.
Its output is always a byte array of length L.

3.2 Message masking

As in NTRUEncrypt, the IND-CPA security is achieved by masking the message.
However, the only way to mask m = Pad(msg, seed) € T(d) while maintaining
the constraint is to apply a permutation, which is not secure. Thus, the message
is masked before the padding function using the digest of the required random
polynomial r € T’ resulting in

m = Pad(msg ® Hash(r), seed) € T'(d) .

3.3 The PKE scheme

The algorithm for key generation is OW-CPA keygen from NTRU.
To encrypt msg € (Zys )Y using the public key h, the steps are:

— to sample r € T, obtain m = Pad(msg @ Hash(r), seed) € T'(d);
— to return ¢ = OW-CPA .encrypt(h,r,m).

To decrypt ¢ with the secret key (f, f3, hq), the algorithm procceds as follows:

— (r,m, fail) = OW-CPA.decrypt(f, f3, hq,c);
— if fail = 0 then return msg = Pad™* (m) @ Hash(r), else return L.
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4 Conclusions

In this work a IND-CCA2 PKE scheme is obtained from the KEM in the NTRU |[2]
submission to the NIST PQC Standardization Process. Inspired by NTRUEncrypt,
the NAEP transformation is used and two new functions are introduced: i) a padding
function that adds more than 256 bits of entropy and encodes messages of 35 or 75
bytes depending on the security level; ii) a message masking that gives IND-CPA
security to the resulting scheme. Performance and data-size of the obtained PKE
scheme are analogous to those of the KEM in NTRU (benchmarks available in [9]),
making the PKE scheme a valid post-quantum alternative.
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