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ABSTRACT

This paper describes Byron, an evolutionary fuzzer of assembly-
language programs for the test and verification of programmable de-
vices. Candidate solutions are internally encoded as typed, directed
multigraphs, that is, graphs where multiple edges can connect the
same pair of vertexes, with an added layer that defines the type of
information vertexes can hold, and constraints the possible kinds of
edges. Multiple genetic operators and a self-adaptation mechanism
make the tool ready to tackle industrial problems.
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« Theory of computation — Evolutionary algorithms; « Hard-
ware — Test-pattern generation and fault simulation.
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1 INTRODUCTION

Fuzz testing consists in creating pseudo-random sequences of input
data with the goal of exposing problems or triggering undesired
behaviors. In the past decades, fuzzing made it possible to detect
thousands of bugs and vulnerabilities in various applications, and
it is nowadays regarded as a necessary step in all security-related
contexts [2, 3, 7, 8, 13].

The origin of fuzzing may be traced back to “a dark and stormy
night” of 1990, when Barton Miller, Lars Fredriksen, and Bryan
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So sought an alternative to formal verification for assessing the
reliability of Unix utilities [9]. Incidentally, in the very same year,
John Koza wrote a 131-page technical report describing Genetic
Programming (GP), his new “paradigm for genetically breeding
populations of computer programs to solve problems” [6].

As fuzzing is based on simulation and random mutations, it is not
surprising that evolutionary algorithms (EAs) have been success-
fully exploited for this task. Scholars reports smart approaches to
create sensible inputs and to link the fitness value to the simulation,
such as Zhu et al. [13] or Eberlein et al. [4]. The ability of GP to
generate novel, original code by creatively combining and evolv-
ing structures has been used by Veggalam et al. [12] to generate
high-level code for validating JavaScript interpreters.

Just like software engineers, electronic engineers designing mi-
croprocessors and microcontrollers need to check their work too.
However, differently from most software products where specific
data inputs may uncover bugs, programmable devices require spe-
cific programs to check their functionality. Such test programs do
not perform human-recognizable functions: their specific purpose
is to make problems apparent, either in the high-level design (veri-
fication) or in the physical device (test). Thus, such test programs
need to be able to stress the different hardware features of the
devices, such as the addressing modes, the registers, or the alter-
natives ways to call subroutines, low-level details that are usually
masked by high-level languages.

It is thus apparent that, for example, fuzzing assembly-language
test programs for hardware devices requires highly structured con-
straints. Assembly languages are complex and often non orthogonal,
that is, only certain registers and operands may be involved in spe-
cific operations. While the fuzzer must be able to explore all possible
corner cases of the language, it is essential to reduce the number
of syntactically incorrect test programs, in order to avoid wasting
computational time.

This paper describes Byron, a tool designed to be an effective
fuzzer of assembly-language test programs. In Byron, the candidate
solutions are encoded as typed, directed multigraphs, that is, graphs
with an added layer of structure that defines the type of information
each vertex can hold and where multiple edges can connect the
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same pair of vertexes. Byron is Free and Open Software (FOSS), and
it is distributed under the permissive Apache 2.0 license!.

The rest of paper is organized as follows: section 2 introduces
Byron, detailing the internal encoding of individuals; section 3
describes the genetic operators, and the self-adaptive mechanisms;
section 4 shows the results of preliminary experiments; section 5

concludes the paper.

2 BYRON

Byron is an optimizer based on an EA: as its main purpose is to
generate Turing-complete assembly programs, it may be ascribed
to the family of GP. Byron is a successor of the C++ tool MicroGP
(uGP) [10], as they share the same goal and several key ideas. The
tool, however, has been redesigned to maximize usability, flexibility,
and expandability; and re-implemented from scratch in Python.
Byron is available as a package from PyPi?, while the development
is hosted on GitHub3.

In Byron, candidate solutions are encoded as typed, directed
multigraph. The type system defines what data can be stored into
vertexes and what the valid kind of edges are, while the multigraph
data structure encodes the program’s control and data flow.

2.1 The Multigraph

Individuals are encoded as a typed, directed multigraph G, that is
an ordered tuple G = (V, T, E, e, e;,t), where V is a set of vertexes;
T is a set of types; E is a set of edges; es : E —» Vande; : E -V
are two functions that assign to each edge respectively its source
and its target vertex; t : V — T is a function that associates each
vertex with its type. Similarly to a programming language, vertexes
in individuals can be seen as instances of specific classes, that is,
the type of the vertex completely specifies the possible attributes
of the vertex.

In more detail, a solution is encoded as a forest, that is a set of
disjoint trees, with additional edges connecting leaves both inside
the same tree or belonging to different trees (Figure 1a). Edges in the
former set, that is the ones defining the forest, are called structural;
referring to structural edges only, it is possible to use the standard
terminology of successor/predecessor and parents/descendants. Edges
in the latter set are called references, and are used to store parameters
in macros (see section 2.2). The structural successors of a given vertex
inside a tree are ordered, while vertexes connected through reference
edges are not; however, each reference edge has its own unique
label.

Each individual contains at least one tree; this special tree repre-
sents the standard entry point of the program, like the procedure
main in some programming languages. Other trees are created
when needed, according to the type system.

2.2 The Type System

The type of each vertex in a Byron multigraph is either a macro or a
frame, and users can define their own different macros and frames.

!https://cad-polito-it.github.io/byron/
Zhttps://pypi.org/project/byron/
3https://github.com/cad-polito-it/byron

1692

Squillero et al.

A macro is the element used to generate programs: each macro
represents a parametric fragment of code, that is, a fixed part com-
posed of one or more lines of text with variable parameters, along
with the specification of the type of parameters.

When the type of a vertex in the graph is a given macro, its at-
tributes stores the parameters of the macro according to the defini-
tion. For instance, a simple assembly instruction may be represented

by:

(1)
in macro 1, the reg is a categorical attribute: a constant string taken
from an unordered set of possible values, such as {ax, bx, cx, dx};
while imm16 is a 16-bit integer, that is, a value between 0 and 65, 535.
For example, the vertex could contain reg < ax and imm16 « 42

mov reg, imm16

as attributes.

References to other elements in the source code, such as the
target of a call or the use of data at a specific memory location,
are encoded by an edge in the multigraph. For instance, calling a
subroutine may be represented by:

@)
in macro 2, the attribute proc stores the target vertex. The frames
make it possible to restrict the candidate targets according to the
valid syntax, by classifying the types of vertexes. It is important to
note that a macro may also specify a variable or a memory location.
Frames are like empty containers that provide a hierarchy. Ver-
texes of these types do not generate any code, but their purpose is
to group their successors, assign them a label, and possibly enforce
constraints. In version 0.8, Byron supports 3 types of frames:

call proc

e Macro bunch. A vertex of this type is the predecessor of a
variable number of vertices whose types are selected from a
given set of macros. For example, the body of a subroutine
may be a sequence of math instructions with two register
operands and math instructions with one 16-bit immediate
parameter. Both the minimum and the maximum number of
successors of a macro bunch may by specified.

Frame sequence. A vertex of this type is the the predecessor
of a fixed number of vertexes of the types specified in a list,
in the specified order. For instance, a subroutine may be
described with a sequence of header, body, return statement,
while the body may be described by a macro bunch.

Frame alternative. A vertex of this type is the the prede-
cessor of a single vertex whose type is randomly selected
from a set of valid types.

Hence, the vertexes of type macro are the leaves of the trees com-
posing the forest, while the vertexes of type frame are their internal
nodes. The extra edges connecting the leaves are the parameters of
type reference that can be found in the macros.

2.3 The Evaluator

AsByron is designed to be used as a test-program generator in indus-
trial contexts, it allows for considerable flexibility during individual
evaluation. Candidate solutions are written as text strings, and then
evaluated by calling a user-defined Python function or by invoking
a shell script that may use external proprietary tools. Different
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(a) Internal representation of a candidate solution as a multigraph.
Square vertexes are frames, round vertexes are macros. The frame
representing the subroutine n10 is a sequence containing the header
n11, that is the target of the reference from né, the macro bunch ni12,
and the return statement n15.

(b) Same candidate solution, seen as a linear GP representation.

Figure 1: Candidate solution containing 12 macro nodes and
2 references.

types of parallelization are supported out of the box, from sim-
ple multithreading to the creation of temporary directories where
multiple subprocesses are concurrently spawned.

The individual is linearized into a text file by writing all the
leaves, that is, all the nodes of type macro, following a depth-first
visit from the root of the trees in the forest. Visualizing only the
macros, in the correct order, linked by arbitrary edges, generates a
result resembling an individual generated with Linear GP [1] (Figure
1b); however, while this view may be user-friendly for engineers,
it ignores a part of the internal structure and might impair the
interpretability of the constraints.

3 GENETIC OPERATORS

Byron v0.8 supports both mutation and crossover operators.

3.1 Mutation Operators

¢ Single parameter mutation: generates a new individual by
randomly modifying a single, randomly chosen, parameter
of a random vertex of the parent. Byron also implements
specific versions of this operator to handle specific data types,
such as arrays.
e Add macro to bunch mutation: generates a new individual
by adding random vertexes as successors of a randomly se-
lected macro bunch of the parent, respecting the constraints.
Remove macro from bunch mutation: generates a new
individual by removing random vertexes from the successors
of a randomly selected macro bunch of the parent, respecting
the constraints.
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3.2 Crossover Operators

e Array parameters uniform crossover: generates a new
individual by performing a uniform crossover between two
randomly selected compatible arrays inside the two parents.
Node crossover: generates a new individual by swapping
randomly selected compatible nodes between the parents.
Several versions of this operator have been implemented,
differing on how the nodes are considered to be compatible.
Leaf crossover: generates a new individual by swapping
compatible leaves. Several versions of this operator have
been implemented, differing on how the leaves are consid-
ered to be compatible.

3.3 Self Adaptation

Byron is a self-adaptive evolutionary algorithm, attempting to
tweak its internal parameter during the execution to maximize
efficiency. The temperature is used to determine, in the case of a fit-
ness target, the proximity of the best individual in the population to
the desired value. The temperature influences the operators’ strength

€ [0, 1], that is, a qualitative indication of how much parent and
offspring should differ after a mutation (e.g., the average number
ny of bits flipped in an array by a mutationis ny = (1 - o) ~1 when
o < 1, while a new random array is generated from scratch when
o = 1). Plainly, a higher strength pushes towards exploration, while
a lower ones push towards exploitation.

Moreover, as different genetic operators are available, it is useful
to detect under-performing operators and use them more sparingly,
while applying more often the ones that deliver the best individuals.
Byron keeps track of the performance of every operator, recording:

o Number of calls to the operator: how many time the operator
was used

Number of complete failures of the operator, i.e., every time
no valid offspring has been generated (abort)

How many valid offspring the operator has created in total
Number of new individuals whose fitness value was worse
than the fitness values of both parents (failure)

How many new individuals have a better fitness than at least
one of their parents (success)

To measure the performance, operators receive a reward ry for every
success and a reward ry for every valid offspring, with r; > ry. No
explicit penalization is given for failures and aborts, since the lack
of rewards is a form of penalization per se.

The concept of regret was introduced by Slivkins et al. [11]. Let
y(op) be the mean reward of 0p, where 0p € O, with O being the
set of available operators, with cardinality |O| = K. It is possible
to define i = max(p(op) : Yo, € O) as the best mean reward.
Randomly selecting T times an operator from O and using it, it is
possible to compute the regret

T
R(T)=fi-T= )" op, 3)
t=1
This makes it possible to compare the cumulative reward ob-
tained by the algorithm against the reward obtained by using a
hypothetical optimal strategy.
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To deactivate the under-performing operators, Byron adopts the
Successive Elimination Algorithm by Even-Dar et al. [5] with regret
R(T) < O(yKTlogT); a confidence radius of r;(0p) = %,
where n¢(0p) is the number of times an operator has been selected.

The Confidence Interval [ (0p) =7+ (0p), it (0p) +7¢(0p), Ut (0p)]
represents the interval where it is assumed that the mean reward
of an operator will fall.

If, at a given time, the best operators start to fail, the overall
L margin will decrease. Therefore, other operators previously dis-
carded could be considered valid again. The ratio is the following:
if too many failures start to suddenly appear, the active operators
may be not suited to the current structure of the genome anymore,
and previously discarded operators could become more successful.
In order to try to anticipate this kind of event, every quarter of
execution, every operator is tested, regardless if it is active or not.

3.4 Aging

By default Byron adopts a steady-state strategy (u + A), that is,
offspring and parents compete for survival. However, this behavior
can be tweaked using the age parameter: all individuals die at the
age of AT, but the best Ap individuals do not age. Tuning At and Ap
can provide the full spectrum of possible behaviors: either AT = co
or Ag = oo, corresponding to a pure steady-state approach; At =1
and Ap = 0 corresponds to a pure generational approach, (g, 1);
while AT = 1 and Ap = 1, to a classical elitist strategy.

4 EXPERIMENTAL EVALUATION

As Byron is still in alpha and under active development, it has
not been used in any commercial projects, yet. It has, however,
been tested on benchmarks, loosely based on the classical One
Max problem. Details are available in the GitHub used for the
development®.

e Classical One Max: The classical test problem, with the
individual defined as a frame of type macro bunch with
exactly N macros, each one with a single parameter encoding
1 bit; alternatively, with exactly N//m macros, each one with a
single parameter encoding an array of m bits. Individuals are
evaluated by a pure Python function, with the best possible
individual being {1, 1, ..., 1}.

Assembly One Max (desktop): Byron is asked to generate
an assembly program that set all the bits of a given register
to 1, both using a 64-bit version of the x86 assembly and
the newer ARM 64-bit assembly. Individuals are evaluated
on the host computer by assembling and linking the code,
and eventually executing it, respectively, on an Intel i7 CPU
(Windows) and on an Apple M1 CPU (OSX).

Assembly One Max (simulator): like in the previous bench,
Byron is asked to generate an assembly program that set all
the bits of a given register to 1. Individuals are evaluated by
calling an architectural simulator of the RISC-V ISA.

“https://github.com/cad-polito-it/byron/tree/alpha/examples/onemax
5An open standard based on established reduced instruction set computer (RISC)
principles. See https://en.wikipedia.org/wiki/RISC-V
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e One Max Go: Byron is asked to generate a high-level Go®
function using sub functions, global and local variables, that
returns precisely 18,446,744, 073,709, 551, 615, that is, an
unsigned 64-bit integer with all bits set at 1. Individuals are
evaluated by compiling and running the code on the host
computer.

The tool managed to succeed in all these simple benchmarks,
finding the optimal solution. Indeed, performances where not rel-
evant, as the purpose of the evaluation was to check the ability
to handle different structures, from a flat bit string to a complex
high-level program; to generate different types of assembly lan-
guages, the [A64, ARM64, and RISC-V; and to test different types
of evaluators, from a Python function to an external simulator, on
different operating systems.

5 CONCLUSIONS

This short paper described Byron, a GP-based tool designed to
be an efficient assembly-language fuzzer, which can be used for
test-program generation by electronic engineers designing, verify-
ing, or testing programmable devices such as microprocessors and
microcontrollers.
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