
29 June 2026

POLITECNICO DI TORINO
Repository ISTITUZIONALE

Drift Detection for Black Box Deep Learning Models / Piano, L., Garcea, F., Cavallone, A., Aparicio Vazquez, I., Morra,
L., Lamberti, F.. - In: IT PROFESSIONAL. - ISSN 1520-9202. - 26:2(2024), pp. 24-31. [10.1109/MITP.2023.3338007]

Original

Drift Detection for Black Box Deep Learning Models

IEEE postprint/Author's Accepted Manuscript

Publisher:

Published
DOI:10.1109/MITP.2023.3338007

Terms of use:

Publisher copyright

©2024 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any
current or future media, including reprinting/republishing this material for advertising or promotional purposes, creating
new collecting works, for resale or lists, or reuse of any copyrighted component of this work in other works.

(Article begins on next page)

This article is made available under terms and conditions as specified in the  corresponding bibliographic description in
the repository

Availability:
This version is available at: 11583/2987595 since: 2024-05-09T08:51:29Z

IEEE



Drift Detection for Black Box
Deep Learning Models

Luca Piano
Dipartimento di Automatica e Informatica, Politecnico di Torino, Turin, 10129, Italy

Fabio Garcea
Dipartimento di Automatica e Informatica, Politecnico di Torino, Turin, 10129, Italy

Andrea Cavallone
Data Science Center of Excellence, Reale Mutua Assicurazioni, Turin, 10122, Italy

Ignacio Aparicio Vazquez
Data Science Center of Excellence, Reale Seguros, Madrid, 28002, Spain

Lia Morra
Dipartimento di Automatica e Informatica, Politecnico di Torino, Turin, 10129, Italy

Fabrizio Lamberti
Dipartimento di Automatica e Informatica, Politecnico di Torino, Turin, 10129, Italy

Abstract—Dataset drift is a common challenge in machine learning, especially for models trained
on unstructured data, such as images. In this paper, we propose a new approach for the
detection of data drift in black box models, which is based on Hellinger distance and feature
extraction methods. The proposed approach is aimed at detecting data drift without knowing the
architecture of the model to monitor, the dataset on which it was trained, or both. The paper
analyzes three different use cases to evaluate the effectiveness of the proposed approach,
encompassing a variety of tasks including document segmentation, classification, and
handwriting recognition. The use cases considered for the drift are adversarial assaults, domain
shifts, and dataset biases. The experimental results show the efficacy of our drift detection
approach in identifying changes in distribution under various training settings.

ARTIFICIAL INTELLIGENCE (AI) and espe-
cially machine and deep learning (ML/DL), has
become increasingly pervasive in our society
as the number of AI-based products and ser-
vices skyrockets. Since training requires expertise
and computing infrastructure, many companies
choose to outsource the design and implemen-
tation of DL models or rely on commercial Au-
toML APIs; the resulting black box models can
be less transparent and controlled than models de-
veloped in-house. Despite the impressive results
achieved by DL techniques, there are growing

concerns about the potential risks associated with
their use, with an increasing need to regulate
their development and deployment. Compliance
with emerging AI regulations will require a post-
market monitoring plan for medium- and high-
risk AI systems to ensure that they operate cor-
rectly and consistently throughout their life cycle
[1].

A significant issue that arises with ML/DL
systems is dataset drift [2], i.e. a change in the
distribution of the data over time that can lead to a
degradation of model performance (model decay).
Without suitable metrics, retraining is usually
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triggered either by empirical evidences, without
proper oversight by data scientists, or on a fixed
time schedule. Both of these solutions may lead
to premature or late retraining, with the former
resulting in a waste of time and resources, and
the latter to performance drops. If the AI solution
is deployed in a business-driven environment, this
may lead to important consequences for both the
company and the customers.

Drift detection tackles this issues, by pro-
viding consistent evidences for optimal retrain-
ing. Most drift detection techniques are based
on monitoring the error rate, thus assuming the
availability of labels at inference time (supervised
setting). This approach may be costly to imple-
ment if, e.g., labels are manually annotated; in
some applications, labels could become available
weeks or even months after the model prediction,
thus incurring in delayed drift detection. For these
reasons, there is an increasing interest into unsu-
pervised drift detection, which shifts the focus to
monitoring the statistical distribution of the input
data. In the case of unstructured data, such as
images, data samples must be transformed into
a compact embedding space [3], [4], [5]. State-
of-the-art techniques achieve this goal by either
requiring access to the model and its internal
features [4], [6], or by requiring access to the
training set to train an auxiliary model [7], [8].

In this paper, we relax these constraints and
simulate a model-agnostic scenario in which the
architecture of the ML model is not known and its
inner features are not accessible (black box set-
ting); additionally, the user may not have access
to the training dataset (or an equivalent dataset in
terms of size and distribution). An embedding or
feature vector must be extracted without relying
on the internal features computed by the model,
and any auxiliary model should be either pre-
trained or finetuned on a small reference set
collected at the beginning of the operating phase.
This reference sample would, in any case, be
needed to establish the reference distribution, if
the model is not trained in-house.

This paper extends our previous methodology
primer on concept drift detection [4] by exper-
imentally comparing different ways to achieve
this goal. Empirical results on three different use
cases, including document segmentation, image
classification, and handwriting recognition, show

that unsupervised drift detection is feasible even
within this very challenging setting. The sug-
gested strategy is expected to be beneficial to AI
practitioners as well as IT professionals who need
to integrate black box models into production
environments.

INTRODUCING DATASET DRIFT
Dataset drift is a change in the distribution

of source and/or target data that can degrade
the performance of ML/DL models trained on
historical data [2]. Dataset drift can limit the
generalization capabilities of the models when
deployed in the field, and detecting it is crucial
to trigger a model update. For a more detailed
introduction to the topic, the reader is referred to
previous work [2], [4], [9].

Techniques to detect dataset drift can be
broadly categorized into supervised [10], [11] and
unsupervised methods [2], [5], [12]. The latter
detect drift by checking whether the distribution
of the input data differs from a reference one,
computed on the the training set, representative
of typical operating conditions or collected at
the time of model deployment [5], [12]. Several
works have tackled how to efficiently and ef-
fectively compare high-dimensional multi-variate
data distributions. To this aim, distance measures
[12], [4], [5], [6] were shown to be more practical
than multi-variate statistical testing [3], as they
are faster to compute and scale better to higher
dimensional feature spaces.

For unstructured data such as images, how-
ever, it is necessary to first reduce the dimen-
sionality of the input data before drift detection
techniques can be applied [3], [4]. In this respect,
existing approaches to drift detection often as-
sume that the architecture of the model, the data
used to train it, or the model itself are known.
The most common and straightforward approach
is to exploit the inner features computed by
the model [4], [6], [3]. Other techniques exploit
model-specific information, such as explanations
computed by XAI techniques, to detect data
changes [7]. Several recent studies required train-
ing an additional auxiliary model. For instance,
the embedding space could be computed by an
auto-encoder [3], [13] or by a teacher-student
model [8]. The auxiliary model could be used to
compute the embedding space directly; alterna-
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tively, its predictions could be used to determine
whether a given instance is consistent with the
training set distribution by, e.g., measuring some
form of reconstruction errors [13]. However, these
approaches were always investigated assuming
that a suitable training set is available; in some
cases, they even require modifying the model or
the training procedure [14], [15].

DEFINITION OF THE USE CASES
We investigated three different use cases: two

standard benchmarks from the literature [3], and
one dataset that was previously proposed for
drift detection in business scenarios [4]. Each
use case is characterized by a source task on
which the black box model was trained (classi-
fication, semantic segmentation, recognition), a
source dataset used for training, a data drift model
used to simulate datasets with known drift, and
a set of suitable techniques used to compute the
embedding space for drift detection and correlate
it with performance degradation. Combined, these
use cases include a variety of situations in which
adversarial attacks, domain changes, and dataset
bias may pose challenges for ML/DL models.
Datasets are available for download at https://
gitlab.com/grains2/concept-drift-benchmarks.

Use case 1: CIFAR10 versus Adversarial
The first use case models adversarial attack

as the source of drift, using CIFAR10 as base
dataset and FGSM as the attack model [16].
The latter uses backpropagation to produce ad-
versarial samples that are misclassified by the
model, although they are indistinguishable from
the original data by a human observer, as shown
in Figure 1(a). To generate the Out of Distribution
(OOD) adversarial samples, we set the intensity
parameter (ϵ) to 0.05.

Use case 2: MNIST vs Colored
For the second use case, In Distribution (ID)

images were sampled from MNIST and OOD im-
ages from Colored MNIST, in which the samples,
originally in grayscale, have the background and
the number colored (Figure 1(b)). The colored
samples were generated by choosing two col-
ors that satisfied the requirement of the WCAG
WAI AA guideline, which defines an acceptable
contrast for reading online. This use case allows

(a) Example of adversarial examples generated by FGSM[16].

(b) MNIST vs Colored MNIST.

(c) Example of documents.

Figure 1: Examples from each of the selected use
cases.

to easily create datasets affected by systematic
biases. Specifically, in this use case the network
was trained on grayscale images and tested on
colored ones. It is also possible to generate
datasets affected by systematic biases by, e.g.,
associating specific colors to individual digits.

Use case 3: Document segmentation
The focus of the third use case is docu-

ment segmentation. The DL model, described in
previous work [4], was trained on synthetically
generated data. New invoice templates with previ-
ously unseen attributes were produced to evaluate
the ability of the model to manage deviations
from the training data. Specifically, background
color and background pictures were introduced
as new features. A dataset of 30,000 invoices was
created, with 10,000 documents for each scenario
(Figure 1(c)): without new features, feature A
(background color), and feature B (background
image). A DL model was trained to identify
invoice components (logo, header, table, footer,
and background). Briefly, the DL model is an
encoder-decoder which takes as input the images
along with a binary mask generated by running
optical character recognition (OCR), which rep-
resents presence or absence of text. The baseline
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model and dataset are described in greater detail
in [4].

Drift simulation
For all the use cases, we simulated 11 time

windows where the percentage of OOD samples
increased linearly from 0% to 100% with 10%
steps. We randomly sampled N = 1, 000 sam-
ples, without repetitions, from both the ID and
the OOD sets in each window, where the window
size N can be adjusted based on the expected
workload of the model and the drift detector
sensitivity.

Methodology
Drift detection for unstructured data usually

follows a two-step approach: first, the raw input is
compressed by applying a dimensionality reduc-
tion technique, then the distribution at the current
time is compared against a reference distribution
[4], [5], [12]. Once a measure of diversity is
obtained, drift can be detected using a fixed or
adaptive threshold [17]. In this paper, we assume
that the Hellinger distance is used to compare
the current and reference time windows. The
Hellinger distance is a widely used metric for
comparing distributions and is known to perform
well in drift detection [4], [12]. Existing libraries,
such as TorchDrift [17], are based on multi-
variate statistical models and do not scale well
with the size of the embedding. This choice is
also supported by recent work on textual data,
using BERT as feature extractor, by Greco et al
[6].

We focus here on the problem of projecting
raw data onto an appropriate embedding space
that is lower-dimensional and semantically rich.
Model-aware techniques (which assume that the
model, trained on the source task and being
monitored, is known and can be inspected at
inference time), and model-agnostic techniques
(which assume that the model being monitored
is unknown and that only its input and output
will be accessible at inference time) can be
used to extract these embeddings. Model-agnostic
techniques may need to choose and/or train a
surrogate model to project the input data into a
small embedding space, and this surrogate model
may differ from the model being trained, both in
terms of structure and training data.

In this paper, we experimentally compare dif-
ferent model-agnostic techniques under the fol-
lowing experimental settings:

• Both the original model architecture and the
training dataset are unknown;

• The original model architecture is known,
whereas the dataset is unknown;

• The dataset is known, whereas the original
model architecture is unknown.

Moreover, we consider two families of archi-
tectures to extract model-agnostic embeddings:

• Pretrained ResNet: The excellent perfor-
mance of ResNet in image classification tasks
and its capacity to serve as a pretrained model
for transfer learning make it a commonly
used neural network architecture. ResNets
can effectively extract features from high-
dimensional input data as a feature extractor,
resulting in a semantically rich embedding
space that can be applied to downstream tasks.

• Autoencoders: In this form of unsupervised
learning, the autoencoder learns the repre-
sentations (embeddings) of data samples by
compressing the input into a low-dimensional
latent space representation (encoder) and re-
constructing the original image as output (de-
coder) [18]. This is achieved by minimizing
a reconstruction loss Lr(x, x̂) between the
original input and the reconstructed output.
After unsupervised training, the encoder can
be used as an auxiliary model to extract data
representations in place of the black box source
model.

RESULTS
We investigate different techniques to com-

pute model-agnostic features, and compare them
against a state-of-the-art baseline in which the
features are those computed internally by the
model.

In the first use case (CIFAR10 vs. Adver-
sarial), we assumed that the training dataset
is known, but the model architecture is un-
known. A ResNet50 model was used as the
black box model, and a ResNet18 model as a
feature extractor for the drift. Both the networks
were trained on CIFAR101, and the source model

1Weights are available at https://github.com/huyvnphan/
PyTorch CIFAR10
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(ResNet50) was used to create the adversarial
samples. Interestingly, as shown in Figure 2, a
different model pretrained on the same dataset
detects changes in the distribution due to ad-
versarial examples. In fact, adversarial exam-
ples were shown in the literature to be dataset-
dependent and, thus, transferable across different
architectures, despite being generated to disrupt a
specific target model [19]. We further calculated
the model performance (measured by the AUC
per class and the accuracy) for each time window,
and detected a clear link between the introduction
of adversarial examples and model performance,
which dropped by more than 0.17. Thus, it may
be possible to identify a drop in performance due
to adversarial sample using the drift revealed by
a different, and smaller, architecture.

In the second use case (MNIST vs. Colored)
we investigated a scenario where the training set
is unknown or unavailable, but the black box
architecture is known. Therefore, we employed
a ResNet18 pretrained on CIFAR10 as the feature
extractor and a ResNet18 pretrained on MNIST
as the model to monitor. Again, as shown in
Figure 3, the Hellinger distance increased. We
verified that the the target model performance
dropped (by more than 0.21) when the drift was
present.

For the third use case (document segmenta-
tion), we considered a setting in which neither
the architecture nor the training dataset is
known. In this case, we considered as feature
extractor a ResNet18 backbone pretrained on Im-
ageNet. The encoder of a Variational Autoencoder
(VAE) model pretrained on LAION-5B [20] was
tested on all datasets2.

We measured the ability of the proposed
drift detectors to discriminate time windows in
which drift is present from those sampled from
the training distribution by using the Hellinger
distance between the current and reference time
windows as a “driftiness” score, as done in pre-
vious work[4]. The resulting corresponding Area
under the ROC curves and selected ROC curves
are reported in Table 1 and Figure 4, respectively.

In simpler benchmarks (CIFAR10 and
MNIST), almost all the feature extractors are

2The model is available at https://huggingface.co/CompVis/
stable-diffusion-v1-4

(a)

(b)

Figure 2: Distribution (violin plots) of the
Hellinger distance on CIFAR10 vs. Adversarial,-
black box model ResNet50, feature extractor
ResNet18. No drift (a), Linear gradual concept
drift (b). The Hellinger distance measures the
distance between the current time window and
a reference time window without drift (p = 0).
Z = 100 time windows are sampled for each drift
scenario and for each fraction p of OOD samples
to generate the distribution.

capable of detecting drift with good performance
(AUC > 0.8 with at least 20% OOD samples)
and progressively match the baseline as the
percentage of OOD samples increases to 30%
or greater. At low rates of OOD samples (10%),
pretraining on a very different dataset (e.g.,
pretraining on CIFAR10 to detect drift in the
MNIST scenario) reduces the ability to detect
drift (e.g., from AUC = 1.0 to AUC = 0.590).
When extracting the features from the black box
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(a)

(b)

Figure 3: Distribution (violin plots) of the
Hellinger distance on MNIST vs. Colored - Black
box model: ResNet18 MNIST - Feature extractor:
ResNet18 Cifar10. No drift (a), Linear gradual
concept drift (b). The Hellinger distance measures
the distance between the current time window and
a reference time window without drift (p = 0).
Z = 100 time windows are sampled for each drift
scenario and for each fraction p of OOD samples
to generate the distribution.

model itself, the Hellinger distance of different
time windows sampled from the training dataset
is on average smaller than when using features
trained on different datasets, hence the lower
separability between drift and no-drift windows.

In the document segmentation task, two
types of drift were injected. We found that the
ResNet18 pretrained on ImageNet was capable of
detecting both type of drifts, but with substantial
differences when compared to the embeddings

extracted from the original encoder: the ImageNet
model was more sensitive to drifts caused by
the introduction of the background image (AUC
= 0.752 vs. 0.503 at OOD sample rate of 10%),
and slightly less sensitive to drifts due to changes
in the background color (AUC = 0.822 vs. 0.975
at OOD sample rate of 10%). Indeed, in previous
work it was shown that the performance of the
segmentation model was marginally affected by
the presence of background images [4]; we pos-
tulate that this feature is effectively attenuated by
the segmentation model and, by extension, by the
drift detection built on top of this model.

Finally, despite being trained in an unsuper-
vised manner, the results obtained with the VAE
are in line with those obtained using the other
feature encoders. Interestingly, the VAE model
detects adversarial examples with superior accu-
racy than the original model, even though the
training dataset was different (AUC = 0.603
vs. 0.648 and AUV = 0.887 vs. 0.836 at 10%
and 20% OOD sample rate, respectively). In the
document segmentation task, the behavior of the
chosen VAE is similar to that of the original
document segmentation, which is also based on
an encoder-decoder model, at very low OOD
sample rates (AUC = 0.503 vs. 0.500), but then
rapidly increases (AUC = 0.536 vs. 0.817).

To conclude, all the causes of drift can be
accurately identified as long as more than 20% of
samples are taken from the new distribution. The
optimal threshold for the Hellinger distance could
be selected based on the ROC curves in Figure 4,
depending on the desired level of sensitivity.

CONCLUSIONS
Black box models are commonly used in

ML/DL due to their high accuracy and ability
to handle complex problems. However, moni-
toring their performance can be challenging, as
the training data and model architecture may be
unknown, and the internal model may not be
accessible. This lack of transparency can prevent
the detection of model degradation in cases of
changes in the data distribution. In general, based
on the outcomes of the current and previous
studies [4], the inner features of the model en-
sure better correlation with the observed model
degradation. Nonetheless, a variety of encoders
can be successfully used to detect drift whenever
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Percentage of OOD samples
Dataset Model Pre-trained 10% 20% 30% 40% 50% 60% - 100%

CIFAR10
ResNet50† Cifar10† 0.603 0.836 0.936 0.983 0.999 1.000
ResNet18 Cifar10 0.654 0.856 0.979 0.999 1.000 1.000

VAE LAION5B 0.648 0.887 0.989 0.999 1.000 1.000

MNIST
ResNet18† MNIST† 1.000 1.000 1.000 1.000 1.000 1.000
ResNet18 Cifar10 0.590 0.839 0.954 0.990 0.998 1.000

VAE LAION5B 0.988 1.000 1.000 1.000 1.000 1.000
Document

segmentation
(Color Drift)

Custom [4]† Documents [4] † 0.975 1.000 1.000 1.000 1.000 1.000
ResNet18 ImageNet 0.822 0.997 1.000 1.000 1.000 1.000

VAE LAION5B 0.878 0.995 1.000 1.000 1.000 1.000
Document

segmentation
(Image Drift)

Custom [4]† Documents [4]† 0.503 0.536 0.606 0.649 0.763 0.832 → 0.959
ResNet18 ImageNet 0.752 0.983 1.000 1.000 1.000 1.000

VAE LAION5B 0.500 0.817 0.992 1.000 1.000 1.000

Table 1: Drift detection performance (AUC) as a function of the fraction of OOD samples. For
each scenario we report the target dataset/drift model, the architecture of the feature extraction and
the dataset on which the feature extractor was trained. The best performance for each use case is
highlighted in bold. Rows indicated by † correspond to the standard model-aware baseline in which
the drift detector operates on the internal model features.

the inner features computed by the model can-
not be inspected. In particular, general-purpose
models, pretrained on large scale datasets such
as ImageNet or LAION-5B, were shown to be
effective and generalize across various types of
drift, including adversarial attacks. Such solutions
are simple to implement and incur in minimal
computational costs. Better alignment between
the black box model and the drift detector could
be achieved, in principle, by training an auxiliary
model under the teacher-student framework [8],
[21]. Further studies are needed to understand if
this approach is feasible under the constrained
setting we considered, in which the student model
should be trained on a few hundred samples. Ad-
ditionally, when the black box model is provided
by a third party, legitimate concerns related to
model reverse engineering could arise.

Nevertheless, the rich general-purpose rep-
resentations computed by the feature extractor
employed by the drift detector may be sensitive
to changes in the input distribution that do not
directly impact the performance of the black box
model, thus potentially raising false alarms. The
opposite is also possible, albeit less prominent
in our experiments. Differences may be induced
both by the different training set or by the ar-
chitecture and learning paradigm (supervised or
unsupervised). Further studies are needed to in-
vestigate these aspects from a theoretical, as well
as empirical, standpoint. The investigation could
be extended to other types of inputs (e.g., text,
video), to features extracted from self-supervised

or language-supervised models, as well as to
other scenario and dataset drifts (e.g., datasets
collected within autonomous driving exhibit dis-
tinctive drift patterns). Finally, it would be inter-
esting to explore the proposed feature extractors
in combination with other distance measures [6]
to better understand the interplay between the two
components.

ACKNOWLEDGMENTS
This work was supported by a grant from

Reale Mutua Assicurazioni.

REFERENCES
1. L. Floridi, M. Holweg, M. Taddeo, J. Amaya Silva,

J. Mökander, and Y. Wen, “capAI – A procedure for

conducting conformity assessment of ai systems in

line with the EU Artificial Intelligence Act,” Available at

SSRN 4064091, 2022.

2. J. Lu, A. Liu, F. Dong, F. Gu, J. Gama, and G. Zhang,

“Learning under concept drift: A review,” IEEE Trans-

actions on Knowledge and Data Engineering, vol. 31,

no. 12, pp. 2346–2363, 2018.
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