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Abstract. Deploying convolutional neural networks (CNNs) on resource-
constrained, embedded hardware constitutes challenges in balancing task-
related accuracy and resource-efficiency. For safety-critical applications,
a third optimization objective is crucial, namely the robustness of CNNs.
To address these challenges, this paper investigates the tripartite opti-
mization problem of task-related accuracy, resource-efficiency, and adver-
sarial robustness of CNNs by utilizing multi-bit networks (MBNs). To
better navigate the tripartite optimization space, this work thoroughly
studies the design space of MBNs by varying the number of weight and
activation bases. First, the pro-active defensive model MBN3x1 is iden-
tified, by conducting a systematic evaluation of the design space. This
model achieves better adversarial accuracy (+10.3 pp) against the first-
order attack PGD-20 and has 1.3× lower bit-operations, with a slight
degradation of natural accuracy (-2.4 pp) when compared to a 2-bit
fixed-point quantized implementation of ResNet-20 on CIFAR-10. Simi-
lar observations hold for deeper and wider ResNets trained on different
datasets, such as CIFAR-100 and ImageNet. Second, this work shows
that the defensive capability of MBNs can be increased by adopting a
state-of-the-art adversarial training (AT) method. This results in an im-
provement of adversarial accuracy (+13.6 pp) for MBN3x3, with a slight
degradation in natural accuracy (-2.4 pp) compared to the costly full-
precision ResNet-56 on CIFAR-10, which has 7× more bit-operations.
To the best of our knowledge, this is the first paper highlighting the
improved robustness of differently configured MBNs and providing an
analysis on their gradient flows.

Keywords: Adversarial Robustness, Neural Network Quantization, Multi-Bit
Convolutional Neural Networks
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1 Introduction

Convolutional neural networks (CNNs) have become prevalent in the field of
computer-vision, tackling a wide-range of complex problems with unprecedented
task-related accuracy [18,35]. Despite their rise in popularity, several drawbacks
have limited their adoption in embedded, safety-critical settings [9–11]. Most
prominent of these drawbacks are their increasing demand in memory and com-
putational complexity [18], as well as their susceptibility to edge-cases and adver-
sarial attacks [2]. This has led to extensive research into CNN compression [1,16,
17,20,21,26,30,31,37,38] and defensive adversarial training [13,25,33,40]. Among
the wide-range of techniques in both research domains, binary neural networks
(BNNs) have been shown to effectively tackle both challenges by constraining
the parameters of the CNN to B ∈ {−1, 1}. This highly discrete representation
of the parameters allows for the execution of the costly arithmetic operations
of a CNN by simple boolean XNOR operations on inference hardware [7, 31],
and requiring 1-bit of memory to store the CNN’s parameters and intermediate
activations. The discreteness of BNNs necessitates a complex training scheme
involving gradient approximation to allow gradient-descent-based training over
the discrete binarization functions [8, 27, 31]. As first-order adversarial-attacks
try to exploit vulnerabilities of the latent weight representations, the binarized
weights used during inference show higher resilience to the produced adversar-
ial example [12, 29]. Through this gradient approximation at training-time, the
severity of gradient-based adversarial attacks is reduced. Although BNNs partly
tackle both problems of resource-constrained, embedded inference and adversar-
ial robustness, their learning capacity is hampered due to the low-information
representation of their parameters, resulting in lower task-related natural accu-
racy. To address the low task-related accuracy of BNNs, research into multi-bit
networks (MBNs) increased the number of binary representations a single layer
can have [26]. A single full-precision weight filter or input feature map can be
represented with an arbitrary number of binary tensors, called bases.

Considering all three aspects of parsimonious inference, robustness of BNNs
and improved natural task-related accuracy of MBNs, the design choices involved
in producing the deployed neural network become a balancing act of maintain-
ing all three desired targets in a tripartite solution space. This work navigates
this solution space and builds an understanding of the interactions between the
three target optimization criteria, which is tested empirically on a wide-range
of possible MBN configurations. To the best of our knowledge, this is the first
paper highlighting the improved robustness of differently configured MBNs and
providing an analysis on their gradient flows. The contributions of this work can
be summarized as follows:

– Performing a thorough investigation of the design space of MBNs by varying
the number of weight and activation bases. With the correct choice of bases,
a model with +10.3 pp better adversarial accuracy against the ultimate first-
order attack PGD-20 and 1.3× lower bit-operations can be found when com-
pared to a 2-bit fixed-point quantized implementation of ResNet-20 trained
on CIFAR-10, with a slight degradation in natural accuracy (-2.4 pp).
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– Showing that the defensive capability of MBNs can be increased by adapting
a state-of-the-art adversarial training (AT) method. With different architec-
tural setups, various practical trade-offs can be achieved, such as an improve-
ment of adversarial accuracy (+13.6 pp) for MBN3x3, with a slight degra-
dation in natural accuracy (-2.4 pp) compared to the costly full-precision
ResNet-56 on CIFAR-10, while providing a 7× improvement in bit-operations.

– Supporting the empirical evidence by formulating an understanding of the
gradient flows of full-precision, fixed-point quantized, and multi-bit networks,
relating to different levels of adversarial robustness.

2 Related Work

2.1 Quantized and Binary Neural Networks

Quantization relies on representing a CNN’s parameters with a discrete, con-
strained set of values. This typically requires complex training schemes to enable
standard stochastic gradient descent (SGD) to update the model parameters.
In [42], Zhou et al. limit the magnitude of the latent weights and activations
between [0, 1], where the latent datatypes are deterministically quantized such
that the straight-through estimator (STE) [4] is required. Choi et al. aim to im-
prove the training scheme of quantized neural networks (QNNs) with PACT [6]
by learning the optimal clipping level for the activations of each layer at training
time. Thus, the representational capability is increased, leading to an increase
in task-related accuracy.

Binarization represents the most drastic form of quantization, where the
parameters of a CNN are constrained to either {+1,−1}. A common solution to
train BNNs is to maintain full-precision latent parameters θ used during training
to update the highly discrete model parameters θb with gradient information.
For the forward pass, the latent model parameters are deterministically mapped
to either {+1,−1} through the sign function. However, this creates a gradient-
vanishing problem during backpropagation, as the derivative of the sign function
is mostly zero, causing all the gradients of parameters before the sign to take the
value of zero. To tackle this issue, Bengio et al. [4] propose the straight-through-
estimator (STE) which passes the identity if the argument is positive. This can
be seen as passing the gradients through the piece-wise linear activation function
hard tanh (htanh). This ensures sufficient gradient flow during backpropagation
to update all the BNN parameters, bypassing the sign operation.

With BinaryNet [7], Courbariaux and Bengio presented the first BNN with
binary weights and activations. Building on top of basic BNNs, Rastegari et
al. introduced XNOR-Net [31], a scheme to train BNNs with latent weights by
approximating the convolutions of input feature maps Al−1 and weights W l of
the layer l by a combination of XNOR operations and popcounts, multiplied
with a trainable scaling factor α, resulting in: Conv(Al−1,W l) ≈ (sign(Al−1)⊕
sign(W l)) · α. This introduced a significant improvement in accuracy, as the
added trainable scaling factor could allow more information to be learned by the
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BNN. To further mitigate the accuracy degradation of BNNs, Lin et al. [26] ex-
tended BNNs by approximating the full-precision convolutions in CNNs by using
linear combinations of multiple binary bases for both weights M and activations
N , resulting in Accurate Binary Convolutional Neural Networks (ABC-Nets).
Thus, the convolutions of multi-bit networks (MBN) can be implemented by
computing M ×N bit-wise convolutions in parallel.

2.2 Adversarial Robust Compression

Szegedy et al. [36] first proved the existence of adversarial attacks in the domain
of image classification. Adversarial examples are generated by adding some im-
perceptible perturbation δ to some given original input images, fooling the net-
work into changing its prediction. Carlini et al. [5] proposed three characteristics
that specify a defined threat model τ of the adversarial attack. First, the adver-
sary goal defines a successful attack. Second, the capability of adversarial attacks
can be formulated as a set of allowed perturbations S : D(X,Xadv) ≤ ϵ, where
some distance D between the original and the adversarial image does not extend
some perturbation budget ϵ. Third, the degree of accessibility of the adversarial
attack to the underlying neural network defines the adversarial knowledge. For
white-box attacks (e.g. PGD), the complete model parameters are exposed to
the adversary. In general, Carlini et al. [5] describe the problem of finding an
adversarial example Xadv for a given model f(·) and the label Y as maximizing
the loss L for a given perturbation budget ϵ as shown in Eq. 1.

E
(x,y)∼D

[
max

Xadv∈S
L (f(Xadv), Y )

]
(1)

In the work of Goodfellow et al. [14], a simple and fast method of generat-
ing adversarial examples is introduced, namely the Fast Gradient Sign Method
(FGSM). FGSM performs a step into the ascent direction of the gradient of the
loss function, scaled by the perturbation budget ϵ. Madry et al. [28] use a more
powerful adversary to maximize the loss by introducing the multi-step variant of
FGSM, which represents Projected Gradient Descent (PGD). Inspired by Tramér
et al. [39], Madry et al. initialize the PGD attack by randomly choosing starting
points inside S. This ensures varying explorations of the non-concave and con-
strained maximization problem by the PGD attack, which is able to converge
to local maxima. As stated by Madry et al. [28], this renders the PGD attack
as the ultimate first-order adversary. A more detailed description is provided in
Sec. 4.1. In the following sections, we apply the PGD attack to full-precision
CNNs, QNNs, BNNs, a wide range of MBNs, as well as adversarially-trained
networks. We leverage our understanding of the different gradient flow charac-
teristics in these types of neural networks (presented in Sec. 2.1) to explain their
robustness (or lack thereof).

Recent works addressed the simultaneous optimization with regard to net-
work compression and adversarial robustness. In [13], Goldblum et al. leverage
knowledge distillation to distill adversarial robustness onto a smaller student
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from a larger teacher network. In [15], Guo et al. investigated to mitigate po-
tential threats of adversarial examples through robust neural architecture search
(NAS) techniques. With [24], Kundu et al. aim for highly compressed CNNs while
maintaining their robustness through robust pruning. Galloway et al. [12] evalu-
ated and interpreted the adversarial robustness of BNNs. The reduced memory
consumption and faster inference of BNNs is complemented with adversarial ro-
bustness, by demonstrating an improved or at least on par robustness against
several attacks compared to full-precision models. The introduced discontinu-
ity and approximated gradients of BNNs account for the improved robustness
over the full-precision networks. Building on this knowledge, our work aims to
exploit the increased representation capabilities of MBNs to boost natural ac-
curacy compared to BNNs, while utilizing the resilience of binary parameters
against adversarial attacks. With [25], Lin et al. jointly optimize the efficiency
and robustness of DNNs by robust quantization.

In Tab. 1, we summarize the exploration and investigations performed in ex-
isting literature. In this work, we holistically consider the tripartite optimization
space by using multi-bit networks and analyse the effect of MBN design decisions
on all three optimization targets.

Table 1: Classification of related work explorations of the tripartite optimization
space, considering the natural accuracy, the HW efficiency and the robustness
against adversarial attacks.

Exploration [6, 26,31,42] [28, 40,41] [12, 13,15,25] [This Work]

Accuracy ✓ ✓ ✗ ✓

HW-Efficiency ✓ ✗ ✓ ✓

Robustness ✗ ✓ ✓ ✓

3 Methodology

This paper navigates the tripartite optimization problem by studying the design
space of MBNs. In this section, the considered design space of MBNs is formu-
lated with varying number of bases for weights and activations (Sec. 3.1). Fur-
thermore, we aim to analyse the gradient flows of multi-bit networks to achieve
different levels of adversarial robustness, and compare them to floating-point
and fixed-point networks along with addressing the gradient obfuscation prob-
lem known in literature when assessing the robustness of quantized and binarized
CNNs [3](Sec. 3.2). Lastly, the number of bit-operations (BOPS) is formulated,
allowing an evaluation and comparison of the complexity of neural networks,
such as BNNs, QNNs, MBNs and full-precision representations (Sec. 3.3).
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3.1 Design Space of Multi-Bit Networks

As noted in Sec. 2.1, the accuracy gap between full-precision networks and BNNs
can be mitigated by approximating the full-precision convolutions as a linear
combination of multiple binary basesM for weights andN for activations (shown
in Eq. 2). Although each convolution of two individual binary bases m and n still
has a limited information capacity, the learned linear combination of the M ×N
binary convolutions is collectively more capable of representing the information
of a full-precision convolution more accurately.

Conv(W,A) ≈
M∑

m=1

N∑
n=1

αmβnConv(sign(Wm), sign(An)) (2)

The multiple binary activations Ab,n = sign(An), their corresponding scaling co-
efficients βn and the multiple binary weight approximations Wb,m = sign(Wm)
along with the weight scaling coefficients αm result in the whole convolution
scheme. Each convolution of a weight and activation base-pair can be computed
bit-wise independently from other convolutions. More specifically, the multi-bit
convolution operation can be parallelized by up to M×N convolutions, requiring
the end-to-end latency of a single, standard binary convolution. It is important
to note, that parallelizing bit-wise computations of an equivalent QNN is not
possible due to the data dependencies among the bits belonging to the same
elements of the convolution operands. We can intuitively expect that increas-
ing M × N up to a certain extent, increases the accuracy of the MBN, at the
cost of more bit-operation computations. However, to understand the effect of
increasing (or decreasing) the number of bases (for weights and/or activations)
on adversarial robustness (naturally or adversarially trained) is a complex prob-
lem, requiring more in-depth analysis and experimental evaluation. Throughout
this work we follow the notation of MBN M × N representing a multi-bit net-
work configurations with M number of weight bases and N number of activation
bases.

3.2 Analysing Gradient Flows

In this section, valuable insights into the tripartite optimization problem are
extracted, by analysing the differences in the forward pass and the gradient flows
in the backward pass of convolutions with different numerical representation
methods i.e. fixed-point, multi-bit, and floating-point networks (see Fig. 1).

Multi-Bit: The forward pass of multi-bit networks follows a linear combination
of multiple binary bases M and N , described in Eq. 2. In the backward pass, the
gradients of the weights gW l of the layer l and the gradients of the activations
gAl−1 are computed as a concatenation of scaling coefficients and the identities
of the gradients of the binary bases, as shown in Eq. 3.

gAl−1 =

N∑
n=1

βn1A≤1
δAl

δAl−1
b,n

; gW l =

M∑
m=1

αm1W≤1
δAl

δW l
b,m

(3)
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Fig. 1: Comparison of convolutions with different numerical representation meth-
ods i.e. multi-bit (left), fixed-point (middle) and floating-point (right).

Here, each binary base for weights Wb,m and activations Ab,n has separate train-
able scaling parameters, αm’s and βn’s respectively, increasing the learning capa-
bilities with increased number of bases. For multi-bit convolutions the individual
discrete sign function is bypassed with the STE to allow gradients to flow, rep-
resenting a coarse approximation. This induces an increased degree of gradient
approximation (i.e. between latent and actual binary parameters), producing
large discrepancies between forward and backward pass.

Fixed-Point: Considering the approximated convolutions of fixed-point CNNs,
the round() operand is used to map from full-precision latent parameters (Al−1

and W l) to the fixed-point quantized representations (Al−1
q and W l

q), as shown
in Eq. 4.

Conv(W l, Al−1) ≈ αβConv(round(W l, qW ), round(Al−1, qA)) (4)

The scaling and shifting happens before round(), such that W ∈ [0, 1]. Note that
the number of bits used to represent weights and activations is denoted by qW
and qA respectively, ranging from integer values q =[1; 8]. The gradients in the
backward pass follow as in Eq. 5.

gAl−1 = β1A≤1
δAl

δAl−1
q

; gW l = α1W≤1
δAl

δW l
q

(5)

Convolutions of fixed-point networks rely on a single trainable scaling factor α for
weights and β for activations, collapsing into one scaling factor. In the backward
pass, the round() operation is bypassed with the STE for weights and activations.
This bypassing represents a closer approximation of the gradients compared to
the bypassing of the sign as done in multi-bit convolutions, leading to smaller
discrepancies between forward and backward passes for fixed-point networks.
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The well-established computations of floating-point DNNs do not induce any
discrepancies, as they do not require any discrete operations. Analysing the
forward and backward pass of the convolutions of different numerical represen-
tations, the gradient analysis points to the following implications:

– First, the multi-bit convolution introduces large discrepancies between the
forward and backward pass, due to the harsh approximation of the sign

function with the STE for each binary base. The huge gradient approxima-
tion demands stronger gradient-based attacks with larger perturbations to
change the output of MBNs. This implies an improved inherent resilience of
MBNs compared to floating-point and fixed-point networks.

– Second, as the number of binary bases of MBNs increase, the approximation
gap to the floating-point convolution and its respective gradient flow de-
creases. This implies that an increased number of bases reduces the inherent
robustness against gradient-based attacks.

– Lastly, adversarial training methods demand an increased learning ability,
due to the additional examples provided by the attacks. This suggests that
training MBNs with adversarial examples requires an increased number of
binary bases to improve the trade-off between natural accuracy and adver-
sarial robustness.

Obfuscated Gradients: In general, iterative optimization-based attacks (e.g.
PGD (see Sec. 2.2)) require gradient information of the underlying model to
create strong adversarial attacks. A main concern in literature are false defense
mechanisms exploiting the effect of gradient masking, or the special case of ob-
fuscated gradients [3]. The phenomenon of obfuscated gradients can lead to a
false sense of security against adversarial attacks by not providing enough gra-
dient information. We are highlighting the fact that our investigations on dif-
ferent quantization techniques in this work neither exploit shattered gradients,
stochastic gradients nor vanishing/exploding gradients, representing the three
types of gradient obfuscation. This work follows the common practice to use
the STE [4] to ensure gradient flow over all non-differentiable operations (e.g.
round(), sign()). This is ensured for both training the neural network and the
process of generating the adversarial attack for the underlying model. This is
also detailed in Fig. 1, showing CNN layers of different numerical representa-
tion methods, all allowing the backward pass to bypass the non-differentiable
quantization functions with the STE.

3.3 Compute Complexity

Hardware arithmetic computation units can be classified as either being bit-serial
or bit-parallel (vectorized) in their processing of the input operands. To fairly
compare the computational complexity of low-precision and binary neural net-
works, they must be evaluated on hardware architectures which can exploit their
respective benefits. In this paper, we refer to bit-serial based HW improvements,
as they are able to flexibly process any bit-width inputs, albeit with an added
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latency as the input bit-width grows. Bit-serial computation units break down
the operands and perform the computation bit-by-bit until the bit-width of both
inputs is exhausted [34]. In principle, two 1-bit (binary) operands need 1 cycle
of computation, whereas two 16-bit operands require 256 cycles to complete an
arithmetic operation. As such, we use the Bit-OPs (BOPS) metric to evaluate
and compare the complexity of neural networks, for all BNN, MBN, QNN and
full-precision representations.

4 Experiments

Breaking CNNs can be achieved by simply adding large perturbations onto the
input. However, finding the minimum necessary input perturbations is more
practical to understanding the robustness of CNNs [29]. Choosing ϵ for PGD
is based on breaking the full-precision version of ResNet [18], as we aim to
compare floating-point, fixed-point and multi-bit networks and their resilience
against PGD. If the classification accuracy drops below random guessing, the
target model is considered broken. The PGD threat model τ INPGD={ϵ=2, α=0.5}
is used to assess the inherent (IN) robustness of the target models, representing
the worst-case threat model for the mentioned numerical representations and the
considered perturbation budget ϵ = 2. The process of identifying the worst-case
threat model for all considered models is described in Sec. 4.1. For adversarially
trained (AT) models [40], τAT

PGD={ϵ=8, α=2} is considered to further stress
the target models. The reported PGD accuracies are averaged over five runs,
ensuring varying explorations of the set of allowed perturbations S, as described
in Sec. 2.2.

Experiments are carried out on CIFAR-10/100 [23] and ImageNet [32]. For
CIFAR-10, 50K train and 10K test images (32× 32 pixels) are used to train and
evaluate the multi-bit configurations of ResNet-20/56. ImageNet consists of ∼
1.28M train and 50K validation images (256×256 pixels), on which ResNet-18 is
trained and evaluated as well as various multi-bit configurations of ResNet-18 are
trained and evaluated. If not otherwise mentioned, all hyper-parameters defining
the training or the attacks are adopted from the reference implementations.

First, the worst-case PGD threat model is identified for different network
configurations by varying the step size α (Sec. 4.1). Second, the design space of
MBNs is systematically evaluated by (1) naturally training the networks on origi-
nal image data, (2) evaluating the resource-efficiency of the configurations based
on the number of BOPS and (3) assessing the inherent adversarial robustness
against the ultimate first-order adversarial attack (PGD) (Sec. 4.2). We train and
evaluate the multi-bit configurations of ResNet-20 , ResNet-56, and ResNet-18
on CIFAR-10, CIFAR-100, and ImageNet, respectively. Third, combining MBNs
with state-of-the-art adversarial training methods (e.g. FastAT [40]) can fur-
ther increase the defensive capability, showing the learning capabilities of larger
MBNs (Sec. 4.3). We adversarially train and evaluate multi-bit configurations of
ResNet-56 on CIFAR-10/100. To assess the performance with respect to the tri-
partite optimization space, we report the prediction accuracy on original images
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(Top-1), attacked images (PGD-20/50) and the number of bit-operations (BOPS).
Note that for floating-point networks, we report the BOPS of the 8-bit version
since we expect no natural accuracy degradation [22], however, the respective
Top-1 and PGD experiments are still performed on classic 32-bit floating-point
CNNs.

4.1 Worst-Case Threat-Model

The iterative multi-step PGD attack, introduced by Madry et al. [28], maximizes
the problem of finding adversarial examples. PGD performs iterative steps into
the ascent direction of the gradient of the corresponding target model’s loss
function, scaled by the PGD step size α, and projected π onto the legal set S,
see Eq. 6.

Xi+1
adv = πS

(
Xi

adv + α · ∇L
(
Xi

adv, Y, θ
))

(6)

Inspired by Tramér et al. [39], Madry et al. initialize the PGD attack by
randomly choosing starting points with uniform random noise U(−ϵ, ϵ) inside
the defined legal set S, with S : D(X,Xadv) ≤ ϵ. This ensures random starting
points on the highly non-concave maximization problem of finding adversarial
examples, where PGD is able to converge to local maxima. The local maxima
represent possible worst-case adversarial examples for the target model. Hav-
ing the non-concave loss surface in mind, starting from random starting points
results in subsequent varying exploration of potentially varying local maxima,
representing different worst-case scenarios. As stated by Madry et al. [28], this
renders the PGD attack as the ultimate first-order adversary. Therefore, we fol-
low the relevant literature [24,25] which suggests using PGD attack, an iterative
optimization-based attack, to evaluate the adversarial robustness of CNNs.

The threat model for PGD τPGD comprises of the perturbation budget ϵ,
the step size α, and the iterations i. As stated by Carlini et al. [5], adapting the
adversarial threat model of state-of-the-art adversarial attacks is a compulsory
step to demonstrate an upper bound of adversarial robustness. Therefore, the
following performs an exploration of the PGD attack configuration to identify
the worst-case threat model τ∗PGD over a variety of numerical representations
i.e. floating-point (Fig. 2), fixed-point (Fig. 3) and multi-bit (Fig. 4).

Identifying the worst-case threat model τ∗PGD for various compressed CNN
variants relies on two metrics. First, the overall accuracy level after converged
attack for a specific τPGD, where the worst-case results in the lowest accuracy
after attack. Second, the required number of iterations i of PGD to break the
model. Having the metrics in mind, the goal of the PGD threat model exploration
is to empirically identify a value for the step size α such that it results in the
worst-case PGD attack for the underlying model. In general, the PGD step size α
balances out convergence speed and the characteristic of escaping local maxima.

Versions of ResNet-20 and ResNet-56 are naturally trained on CIFAR-10,
followed by exposing them to the PGD attack with ϵ = 2, while varying the
PGD step size α = {0.1, 0.5, 1} to find the most suitable value. The PGD attacks
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Fig. 2: PGD attack accuracy over PGD iterations for ResNet-20 (left) and
ResNet-56 (right) with floating-point representation averaged over five runs on
CIFAR-10 with a fixed perturbation budget ϵ and varying step size parameters
α.

perform 1, 000 iterations i to ensure convergence of the multi-step optimization-
based attack, as proposed by Carlini et al. [5]. However, it is worth mentioning
that the following results are shown up to i = 100, since the attack convergence
is observed in that range. Additionally, each variant is exposed to all threat
models τPGD five times to utilize the described uniform random initialization of
the attack. The results reported in this experiment are then averaged over the
five runs.

Fig. 2 visualizes the threat model exploration for floating-point versions of
ResNet-20 (left) and ResNet-56 (right). Similarly, Fig. 3 shows the threat model
exploration for fixed-point quantized versions of ResNet-20 (left column) and
ResNet-56 (right column). In detail, PACT-2bit [6] (top row) and PACT-4bit [6]
(bottom row) are exposed to the defined PGD threat models. Lastly, Fig. 4
contains the threat model exploration for various multi-bit versions of ResNet-
20 (left column) and ResNet-56 (right column). MBN1x3 (top row), MBN3x1
(middle row) and MBN3x3 (bottom row) are exposed to the PGD attacks as
defined in the experimental setup.

The worst-case threat model was identified for all investigated CNNs and
numerical representations as τ∗PGD = {ϵ = 2, α = 0.5}. First, τ∗PGD results
in the highest PGD attack effectiveness over all numerical representations (i.e.
floating-point, fixed-point, multi-bit) for ResNet-20/56. Second, τ∗PGD requires
an adequate number of iterations to break the target models, rendering PGD-
20/50 as a valid assessment of inherent robustness of the target models.

4.2 Inherent Robustness of Multi-bit Networks

We compare the inherent robustness of MBNs to full-precision (ResNet [18]),
fixed-point (PACT [6]), binary (XNOR-Net [31]), and pruned (AMC [19]) net-
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Fig. 3: PGD attack accuracy over PGD iterations for ResNet-20 (left column)
and ResNet-56 (right column) variants with fixed-point representations averaged
over five runs for PACT-2bit (top row) and PACT-4bit (bottom row) on CIFAR-
10. Similarly, the perturbation budget ϵ is fixed while step size parameter α varies
for the threat model.

works, showing the increased resilience of multi-bit networks to the gradient-
based PGD attack, implied in Sec. 3.2. To better understand the gradient flows
for MBNs and the influence of varying the number of bases M for weights and
N for activations on the tripartite optimization, various MBN configurations are
systematically evaluated. The extensive exploration of the design search space
is presented in Tab. 2.

In general, MBNs provide an increased adversarial accuracy against PGD,
compared to other numerical representations. Particularly, the pro-active de-
fensive model MBN3x1 achieves better adversarial accuracy (+10.3 pp) against
PGD-20 and has 1.3× lower BOPS , with a slight degradation of original accu-
racy (-2.4 pp) when compared to a 2-bit fixed-point quantized implementation of
ResNet-20 on CIFAR-10. Similar trends hold for the ResNet-56 and ResNet-18
versions of MBN3x1, trained on CIFAR-100 and ImageNet respectively. This
highly supports the theoretical implication, provided in Sec. 3.2, that the in-
duced discrepancies between forward and backward pass of multi-bit networks
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Fig. 4: PGD attack accuracy over PGD iterations for ResNet-20 (left column) and
ResNet-56 (right column) variants with multi-bit representation averaged over
five runs for MBN1x3 (top row), MBN3x1 (middle row) and MBN3x3 (bottom
row) on CIFAR-10.
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Table 2: Comparisons of naturally trained (inherent robustness) multi-bit, full-
precision, fixed-point and pruned networks of ResNet-20/56/18, on CIFAR-
10/100 and ImageNet respectively.

Model/ Method Number of Bases/Bits BOPS Top-1 PGD-20 PGD-50
Dataset Weights Activations [108] [%] [%] [%]

R
es
N
et
-2
0

C
IF
A
R
-1
0

ResNet-20 [18] 8 8 25.95 92.49 1.02 0.81
AMC W. Pr. [19] 8 8 12.98 88.71 0.82 0.69
AMC Ch. Pr. [19] 8 8 12.98 89.71 0.77 0.62
PACT-4 [6] 4 4 6.70 92.21 1.49 1.27
PACT-2 [6] 2 2 1.89 89.63 3.94 3.33
XNOR-Net [31] 1 1 0.68 83.98 9.93 8.28

MBN [26]

1 1 0.68 84.44 11.10 9.59
3 1 1.49 87.19 14.28 12.54
1 3 1.49 87.54 9.09 7.96
5 1 2.29 87.01 14.13 12.55
1 5 2.29 89.02 8.68 7.71
7 1 3.09 86.88 14.29 12.80
1 7 3.09 89.49 6.49 5.74
3 3 3.98 89.03 10.00 8.78
5 5 10.31 90.86 7.60 6.57

R
es
N
et
-5
6

C
IF
A
R
-1
0

ResNet-56 [18] 8 8 80.31 93.89 4.75 3.54
PACT-4 [6] 4 4 20.29 92.98 2.43 2.01
PACT-2 [6] 2 2 5.29 92.08 2.46 2.03
XNOR-Net [31] 1 1 1.53 85.61 17.23 15.47

MBN [26]

1 1 1.53 87.39 9.04 7.63
3 1 4.03 89.82 11.07 9.67
1 3 4.03 90.76 9.83 8.50
5 1 6.54 89.77 11.08 9.47
1 5 6.54 91.78 8.83 7.56
7 1 9.04 89.78 10.55 9.16
1 7 9.04 92.25 7.48 6.35
3 3 11.54 91.96 10.99 9.73
5 5 31.54 92.68 9.52 7.58

R
es
N
et
-5
6

C
IF
A
R
-1
0
0

ResNet-56 [18] 8 8 80.31 72.62 0.90 0.82
PACT-4 [6] 4 4 20.29 70.44 0.95 0.88
PACT-2-4 [6] 2 4 10.29 70.40 2.42 2.19
PACT-2 [6] 2 2 5.29 67.79 1.56 1.46
XNOR-Net [31] 1 1 1.53 58.46 6.76 6.25

MBN [26]

1 1 1.53 60.67 4.08 3.49
3 1 4.03 65.41 3.94 3.47
1 3 4.03 66.21 2.76 2.48
5 1 6.54 66.23 4.13 3.49
1 5 6.54 68.10 2.62 2.33
7 1 9.04 64.75 4.88 4.22
1 7 9.04 69.23 2.24 1.97
3 3 11.54 68.40 3.00 2.63
5 5 31.54 69.74 2.64 2.30

R
es
N
et
-1
8

Im
a
g
eN

et

ResNet-18 [18] 8 8 1259.6 69.01 0.07 0.07
PACT-2 [6] 2 2 149.8 60.04 0.04 0.03

MBN [26]

1 1 94.3 43.52 0.39 0.32
3 1 131.3 56.18 0.75 0.64
1 3 131.3 57.12 0.41 0.34
3 3 242.3 60.49 0.64 0.48
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provide an increased resilience against PGD compared to other numerical rep-
resentations. We notice that limiting the number of bases for the activations
N = 1, while choosing the number of weight bases M > 1, produces more ro-
bust MBN configurations compared to MBN configurations with weight bases
M = 1 and activation bases N > 1. This behavior is associated with the struc-
tural characteristics of the activation bases, where the number of activation bases
determine the gradient flow to the next layer. Since the activation bases serve
as “gates” of information flow to the next layer, increasing the number of gates
enables the attack to exploit more information about the gradients. Considering
the tripartite optimization space, MBN3x1 is a favourable solution, providing a
practical trade-off between the three objectives. Similar trends hold for various
model complexities of ResNet, across multiple datasets.

4.3 Adversarial Training of Multi-bit Networks

The defensive capability of NNs can be increased by adversarial training (e.g.
FastAT [40]). We train a variety of full-precision, fixed-point, pruned and multi-
bit networks, to show the learning capabilities of MBNs in detecting both original
and adversarial images (see Tab. 3).

In general, MBNs achieve better resilience against PGD, compared to floating-
point, fixed-point quantized, and pruned versions of ResNet over various model
complexities and datasets. The multi-bit configuration MBN3x3 improves the ad-
versarial robustness (+13.6 pp) against PGD-20 and has 7× lower BOPS, with a
slight degradation of original accuracy (-2.4 pp) when compared to the costly full-
precision implementation of ResNet-56 on CIFAR-10. Unlike fixed-point models,
increasing the number of binary bases for MBNs further scales the original ac-
curacy and robustness against PGD. This empirically supports the implication,
that adversarial training demands large learning capacities, as provided by MBNs
with increased number of binary bases for weights and activations.

5 Conclusion

This work aims to find the balance among the three objectives of task-related
accuracy, resource-efficiency, and robustness of CNNs by utilizing MBNs. The so-
lution space is navigated, performing an analysis and thorough evaluation of the
design space of MBNs by varying the number of weight and activation bases.
Their inherent robustness is assessed against the gradient-based PGD attack
and their learning capabilities in the context of adversarial training, compared
to floating-point, fixed-point, and pruned networks. To the best of our knowl-
edge, this is the first paper highlighting the improved robustness of differently
configured MBNs and providing an analysis on their gradient flows. The pro-
active configuration MBN3x1 improves the robustness by +10.3 pp, providing
1.3× fewer bit-operations, with a slight degradation in natural accuracy by -
2.4 pp, compared to a 2-bit implementation of ResNet-20 trained on CIFAR-10.



16 L. Frickenstein, S. Sampath, P. Mori et al.

Table 3: Adversarial robustness comparison of multi-bit to floating-point, fixed-
point and pruned networks of ResNet-56, adversarially trained on CIFAR-10 and
CIFAR-100.

Model/ Method Number of Bases/Bits BOPS Top-1 PGD-20
Dataset Weights Activations [108] [%] [%]

F
a
st
A
T

[4
0
]

C
IF
A
R
-1
0

ResNet-56 [18] 8 8 80.31 84.03 38.45
AMC W. Pr. [19] 8 8 40.16 83.94 41.04
PACT-4 [6] 4 4 20.29 85.56 40.48
PACT-2 [6] 2 2 5.29 81.80 45.98
XNOR-Net [31] 1 1 1.53 75.64 44.15

MBN [26]

3 1 4.03 77.01 51.98
1 3 4.03 79.42 51.00
5 1 6.54 75.27 50.10
1 5 6.54 80.76 50.02
3 3 11.54 81.65 52.02
5 5 31.54 82.01 50.71

F
a
st
A
T

[4
0
]

C
IF
A
R
-1
0
0

ResNet-56 [18] 8 8 80.31 56.17 23.64
PACT-4 [6] 4 4 20.29 58.32 22.14
PACT-2 [6] 2 2 5.29 54.86 22.53
XNOR-Net [31] 1 1 1.53 42.52 27.25

MBN [26]

3 1 4.03 47.23 25.88
1 3 4.03 50.35 26.09
5 1 6.54 49.14 27.46
1 5 6.54 52.70 25.50
3 3 11.54 53.49 26.70
5 5 31.54 55.25 26.56
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