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Analysing "Human-in-the-Loop” for Advances in Process Safety: A Design of Experi-
ment in a Simulated Process Control Room
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Control room operators are crucial to ensuring safety in safety-critical environments, as major risk process plants,
especially when addressing critical process deviations that could lead to process disruptions or accidents. These
operators face increased cognitive loads being more involved in tasks that exert their cognition with less manual
or physical engagement. Therefore, process safety analysis should integrate key dynamic elements, including the
operators’ cognitive states, to allow better predictions. We aim to investigate the impact of the human system
interfaces, in this case, two conditions of alarm design (prioritized and non-prioritized) and intervention procedures
(paper vs. computer-based), on the operators’ cognition (e.g., situational awareness, mental workload) given a set of
scenarios and how these impact operators’ performance and process safety. We also assess how other performance-
shaping factors, such as task complexity, communication, and more during the process operations (alarm handling
and intervention), contribute to managing safety. Therefore, we present a design of an experiment and a case study of
a simulated formaldehyde production plant with which we plan to investigate the operators’ and systems’ behavior
during abnormal process operation. Results are yet to be obtained from this study. Subsequent work on modeling
process safety for early warnings and optimizations can benefit from this experimental design and the data to be
collected and, even so, from including the data on operators’ cognition during analysis.

Keywords: control rooms, process safety, design of experiment, human-in-the-loop, cognitive science

1. Introduction tries have shown that human error is a major
contributor, with statistics for process industries
at about 70% Bhavsar et al. (2017). This is mostly
associated with control room operators who mon-
itor plant operations and intervene in process up-
sets. These accidents have led to excluding hu-
mans as much as possible from the loop and in-

Process industries are major-risk safety critical
process plants because of the type of materials
being handled and the adverse impact a process
safety event can have on the environment, health,
safety, and cost. Accident reports in these indus-
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troducing more process automation.

Efforts to reduce human error in control room
operations have included assessing error proba-
bilities during design and installation. However,
it is important to consider the impact of human-
machine interaction on operators’ cognitive states,
performance, and safety during normal and ab-
normal process operations. To improve safety, ex-
perts have recommended matching operator sup-
port to workload levels and increasing situational
awareness while reducing cognitive fatigue. Fur-
ther suggestions are for decision-makers to evalu-
ate how supporting elements, such as the human-
machine interfaces, procedures, and more, con-
tribute to safety in human-in-the-loop configura-
tions.

This study aims to develop an experimental
setup that simulates control room operation to
test human-in-the-loop conditions during alarm
handling and process control of abnormal situ-
ations in a formaldehyde production plant. To
support the operators in this setup and test the
impact of the element of support and interaction,
a simulated human-machine interface, procedure,
and alarm rationalization support is developed
following guidelines HPOG (2021), ISO (2022).
This study considers two procedural guides: pa-
per vs. screen-based procedures and a case of
alarm vs no alarm prioritization. The impact of
these two mediums of procedural guidance, alarm
design, and other performance-shaping factors is
to be observed through this study. Also, the aim
is to see how such a setup can advance human
factors analysis and how insight from this can
address in-practice activities in process plants,
such as during training or emergency drills. The
study is set up in a university environment. The
operators’ psycho-physiological data would be
collected with qualitative data from surveys and
process data from the simulated plant. Available
monitoring tools like eye trackers and electroen-
cephalogram (EEG) caps would be used to acquire
the psycho-physiological data.

2. Methodology - Design of Experiment

A between-subject design will be adopted in this
study to test two key conditions of the human

system interfaces: alarm prioritization (with and
without) and procedure (screen vs. paper-based),
and a within-subject design to test three scenar-
ios (that is, all groups test these three scenarios).
Other independent variables are also considered as
inputs for this setup.

2.1. Case study

The present study uses a simulated interface of a
formaldehyde production plant with modifications
to the actual plant design in Demichela et al.
(2017). The plant produces around 10 000 kg/hr
of 30 percent formaldehyde solution, operating
the partial oxidation of methanol with air:

1
CH30H + 5 Oy — CH50 + HyO

Also, a secondary reaction occurs, which com-
pletes the oxidation to carbon monoxide and re-
duces the yield of formaldehyde in the reaction:

CH3OH + % 02 — CO + HQO

The modified simulator comprises six sections
(Tank, Methanol, Compressor, Heat recovery, re-
actor, and absorber), as shown in Figure la. The
developed simulator has 80 alarms, having dif-
ferent prioritization levels: 1 (low - in yellow), 2
(medium - in orange), and 3 (high - in red), in-
cluding nuisance alarms. Scenario-based simula-
tion of different process safety-related events is an
approach taken for this study. Here three scenarios
(S), 1 to 3, lasting 15, 15, and 17 minutes, respec-
tively, have been selected to be simulated by the
participants. The scenario complexity increases as
the participants progress from 1 to 3.

S1: failure of a pressure indicator control
(Tank Section). Hazardous event: Implosion of a
methanol storage tank Goal: prevent the activa-
tion of pressure switch PSLOI within 7 minutes
after initial alarm

S2: failure of nitrogen valve primary source
(Tank section). Hazardous event: Implosion of a
methanol storage tank Goal: prevent the activa-
tion of pressure switch PSLOI within 7 minutes
after initial alarm

S3: failure of temperature indicator control
(Heat Recovery section). Hazardous event: Over-
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(b) Support display - right interface

Fig. 1.: Interface 1 and 2

heating of the reactor. Goal: prevent the activation
of temperature alarm high high (TAHH14) within
the 18 minutes of the test.

The interfaces have also been designed to sup-
port operators using standard color schemes to
provide cues on meters and the color scheme
for alarms after prioritization (red color: critical,
orange: medium, yellow: low, white: alarm inac-
tive). In addition, the operators will be provided
with the intervention procedures designed in this
study for handling abnormal situations. The au-
thors further discuss the experimental methodol-
ogy and subsequent sections in this paper using
scenario one as a case study.

2.1.1. Scenario 1: S1

Scenario 1 simulates the failure of a pressure in-
dicator controller PICO1 in the tank section. The
PICOL1 signals the primary nitrogen valve the need
to open and close. Therefore, due to the failure of
PICO1, the operator has to control the opening and
closing of the valve. Figure 2 shows a timeline of
events and tasks simulated for this scenario. The
process is simulated with a ramp of the primary
nitrogen flow, which is to be followed by an alarm
on FALO1 (which has been made faulty in this
study). To simulate a more process safety situation
and observe the support of alarm prioritization,
the operator must wait to hear and identify the
critical alarm (PALO1), activated with a high noise
level alarm (LAHO1). The operator is to follow the
intervention procedure for PALO1 and recover the
process within the available time.

2.1.2. Assumptions

e one assumption is that (PICO1) is faulty,

.- Events and task timeline for Scenario 1

o the flow alarm low (FALO1) is faulty,

e the pressure safety valve (PSVO1) is
faulty, and

e the operator can only start intervention
on the first critical alarm.

2.2. Setup

The experiment is set up in a lab located in a
university environment and organized to replicate
similar conditions in a process control room as
closely as possible. Three interfaces are to be used
in this study. Interface 1 is the central monitoring
interface with a display of the plant overview.
The second interface shows trends of critical pro-
cesses in the reactor and absorber, specifically
the formaldehyde concentration and inlet water
into the absorber, including the maximum reactor
temperature. It also displays the alarm list and
the procedures for each alarm within the different
plant sections. The participants are also provided
with the operating procedures and intervention
procedures on paper which would be used by
the control group and a second group that will
assess the impact of both alarm prioritization and
paper-based procedural support. Finally, the third
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interface would display any of the mimics of any
plant sections opened by the participants during
the test.

Fig. 3.: Human System Interfaces Setup

2.2.1. Participants and Experiment procedure

The participants to be recruited for this study are
chemical engineering students and researchers at
the university. The participants will be divided
into three groups; a control group with only paper-
based procedures and no alarm prioritization, a
second group that tests alarm prioritization and
paper-based procedure conditions, and the last
group with alarm prioritization and screen-based
procedures. Each group tests the different scenar-
ios (S1 - 3) with increasing levels of complexity
to effectively capture the impact of the supports
as task complexity increases. Initially, the par-
ticipants will be given an information sheet to
be informed about the experiment and the data
collection type. This would be followed by a form
to sign-up for the experiment and indicate their
availability. On the day of the experiment, they
will sign the consent form and complete a ques-
tionnaire on personal information such as age,
vision issues, and dominant hand in use. These are
important for collecting objective measures using
the eye tracker and EEG. They will be informed
that this data will be anonymized and only ac-
cessible to the researchers whose emails are also
indicated on the information sheet.

This would be followed by training on the oper-
ating procedure and simulated interfaces, includ-

ing the type of available support. After this, the
monitoring tools (eye-tracker and EEG) will be
worn and calibrated. The participants then test the
three scenarios (each 15 - 17 minutes), during
which data on their psycho-physiological state
are collected. To assess the effects of the proce-
dures on instantaneous situational awareness and
task load, the operators, through a think-aloud
approach, are asked two questions each at the 6th,
8th, and 12th minute of the 15 to 17 minutes
available to assess their situational awareness dur-
ing the process operation. After each experiment,
the operators are asked to rate their overall situ-
ational awareness and workload using SART and
NASA-TLX. They are also asked to rate their task
load and the supports (intervention procedure and
alarm design).

This same process is followed for all three
scenarios. At the end of all scenarios, based on
observation and the need for clarification, the par-
ticipants are further shown specific interface activ-
ities to understand the reason for certain actions at
those points. The participants are debriefed after
the experiment.

2.2.2. Tasks

The participant’s tasks include following both op-
erating and intervention procedures. Both pro-
cedures are integrated based on a control room
human-in-the-loop task flow and are broken
down into four phases; Monitoring, Alarm Han-
dling, Recovery Planning, and Intervention (Trou-
bleshooting, Control, and Evaluation). This sub-
sequently enables a critical cognitive safety task
analysis approach to evaluate the overall proce-
dures or tasks and understand tasks that are bot-
tlenecks to overall performance and safety. The
breakdown of tasks and sub-tasks is also orga-
nized around macro-cognitive functions (Detec-
tion, Understanding, Response planning, and ex-
ecution). This is important because breaking these
procedures into subtasks, specifically the interven-
tion procedures usually classified as action tasks,
further reveals a combination of different levels
of macro cognitive functions Chang et al. (2014).
Figure 3 shows the intervention procedure for
PALO1. The failure or success of the participant on
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the subtasks is based on time and the error (wrong
or incomplete diagnoses or actions). The variables
taken into consideration in this setup are discussed
below:

2.2.3. Independent variables

The key independent variables in this study are the
alarm design (prioritization), intervention proce-
dures, and task complexity. However, other vari-
ables like noise, communication, simultaneous
actions/Interactions, and time available are mea-
sured in this study.

Alarm prioritization: Alarm rationalization is a
crucial practice in control rooms where alarms are
identified, assessed, and ranked to minimize their
quantity and guarantee that they provide relevant
and useful data to operators ISA and ANSI (2009).
This simulation study will assess the impact of
two alarm configurations on the operator’s mental
workload, situation awareness, and performance
in responding to critical alarms. In the three sce-
narios, the level of nuisance alarms will differ,
with the third scenario having a high number of
nuisance alarms, creating a flood of alarms. An-
other configuration is alarm prioritization, repre-
sented by priority indications in the alarm list and
a visual cue that distinguishes critical, medium,
and low alarms. Figures 4 and 5 show the alarm
and no-alarm prioritization conditions for scenario
1. Group 1 will test without alarm prioritization,
whiles groups 2 and 3 will test with alarm priori-
tization.

A - Fricery s T .y britun
3 Actve 0O:05:03 LAMD1 Tank

CE T ke s pam ek
Fig. 4.: List of alarms with prioritization

e [ Py e Teme ) [
1. Active LAMOT Tank

PALOY Tank

1 Active

Fig. 5.: List of alarms without prioritization

Procedures: Intervention Procedures are key
supports for control room operators to manage
safety. The intervention procedure in this study
is written for each alarm as a hierarchical rule-
based task representation format. It is further pre-
sented on both paper and screen for the operators.

Proceedings of the 33rd European Safety and Reliability Conference (ESREL 2023)

Each intervention procedure is written under three
broad task contexts; troubleshooting, control, and
evaluation. An example is shown in Figure 6. In
this study, two mediums of procedure presentation
are studied; paper-based procedures and screen-
based procedures. Here, Groups 1 and 2 will test
the paper procedures, whiles Group 3 will test
with the screen-based procedure.

1. Check the Pressure v
mesl Pres

] &n e graph {see Geaph on tank mimic), Cross
e [1 atal

Fig. 6.: Screen-Procedure for PALO1

Task complexity: The task complexity corre-
sponds to the selected process safety events (sce-
narios). Three scenarios are considered here; each
represents one level of complexity: low, medium,
and high. Task complexity combines the number
of task steps, control actions, and the number of
alarms. These increase from scenarios 1 to 3.

2.2.4. Dependent variables

Mental workload: The impact of mental work-
load on cognitive performance is a crucial re-
search area in aviation, chemical, and nuclear
power plants, where operational alertness and at-
tention are vital. Particularly in process industries,
where operator intervention is often necessary to
keep the plant stable. Operators rely on mental
process models, prior knowledge, and experience
in process control rooms to maintain this stability.
When the task demand exceeds the capabilities of
a human, it can result in human errors. On the
other hand, a discrepancy between an individual’s
expectations and the available mental resources to
perform a task leads to cognitive workload. Three
methods are commonly used to evaluate men-
tal workload: subjective methods, performance-
based methods, and methods based on psycho-
physiological measurements. Subjective methods
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rely on the user’s self-report of their sense of
the task conditions. One widely used subjective
method is the NASA-TLX load index assessment
method Hart and Staveland (1988), which as-
sesses physical and mental demands Fernandes
and Braarud (2015).

Situational awareness:  Optimal Situational
awareness levels (perception, comprehension,
projection) are essential for control room oper-
ators to perform effectively during normal op-
erations and, even more importantly, given ab-
normal events. This becomes apparent in current
interaction configurations where the operator is
kept outside the loop due to automation and in-
creased complexity with lots of information to
process. Therefore, understanding operators’ sit-
uational awareness helps adapt proper supports
that enhance decision-making during process op-
erations and in designing training plans. Different
methods and metrics have been used to assess situ-
ational awareness. Subjective methods, such as the
situation present assessment method (SPAM) and
situation awareness global assessment technique
(SAGAT), are used for situational awareness as-
sessment Endsley (2021). Objective techniques
such as eye-tracking are used through experimen-
tal setups to assess situational awareness Bhavsar
et al. (2016).

There have been concerns about using these
metrics as a standalone, and recommendations are
to combine them with other objective and sub-
jective methods for better situational awareness
classification or predictions Endsley (2021),Gao
et al. (2013). In this setup, a few subjective and
objective methods have been selected to address
these concerns as applicable to this experimental
study.

2.2.5. Control Variables

The following variables are controlled in this
study, the time of day (for which the participants
of the different groups are randomized), demo-
graphics, and training.

2.2.6. Control Performance:

The participant’s performance on the task
(ToT)/response time will also be collected, with a
record of the error on the macro-cognitive levels.

3. Data Collection and Selected Metrics

Both subjective and objective data are considered
in this study. Objective measures will be collected
using monitoring sensors that can help infer the
cognitive states of operators to predict their work-
load or SA ahead of an accident. According to
Bhavsar et al. (2016), this has not been explored
well in the chemical process industries. To ensure
good data quality during collection precisely for
the EEG, the participants will be asked to move as
little as possible, including head movements.

3.1. Objective measures

A. Process Measures - Electroencephalogram:

Electroencephalography, or EEG, captures the
brain’s electrical activity caused by neural oscilla-
tions. In human factors-related research, primarily
in aviation, nuclear power plant, and petrochemi-
cal industries, EEG signals have been shown to
provide information about the relative amounts of
mental effort expended to perform a task Costa
(1993), workload Staal (2004), Igbal et al. (2020)
among other cognitive measures. This experiment
will collect EEG data using the semi-dry 24-
channel SMARTING mbt device (MbrainTrain,
Serbia), a head-mounted system with a semi-dry
and wireless electrode layout. The data is recorded
in real-time and can be monitored through the
device-supported SMARTING app either on a
smartphone or laptop via Bluetooth. The cap will
be mounted on the head of the participant before
the start of the experiment.

B. Process Measures - Eye Tracking:
Tobii Pro Glasses 3 will be used in the data col-
lection. The sampling rate is 50 Hz. The glasses
come with wide-angle scene cameras and can pro-
vide comprehensive and accurate gaze data. Tobii
Pro 3 enables data collection on gaze and pupil
metrics used as workload, situational awareness,
and fatigue metrics.
Before the simulation runs, after the participant
has worn the glasses, a 1-point calibration is done
to ensure the validity of eye-gaze data. It also
enables focused observation of areas of interest
(AOI) on specific tasks. Based on the Overall task,
there are 6 AOIs (1 on Interface 1, 4 on Interface
two, and one on Interface 3). However, this further
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varies depending on the sub-tasks.

The selected eye tracking and EEG metrics for
SA and workload are shown in Figure 7. A com-
bination of these monitoring tools and the other
selected measures will be helpful in subsequently
assessing both temporal and overall situational
awareness and mental workloads and better classi-
fying these cognitive states as compared to having
just one data collection mode, as also emphasized
by Gao et al. (2013). A summary of these mea-
sures already used for similar process industry-
related studies can be found in a review by Amazu
et al. (2022).

Objective data is further collected on the interac-
tion from the system, including data on the pro-
cess during the simulation runs.

C. Direct SA measures - SPAM:

SPAM is an objective SA measure used to assess
operators’ knowledge of a situation in real-time
and verbally at specific points during the task.
The questions developed in this study to assess
the situational assessment of the participants at
three points during each scenario run are asked
without a simulation freeze but using a concurrent
think-aloud approach. The responses, response ac-
curacy, and time to respond will be recorded.

D. Direct task load and overall procedure sup-
port assessment:

The participants are asked to rate the task load
on a scale of 1 - 5 just after the action task, after
assessing the support of the intervention strategy
(SA level 3 question). The participants are further
asked to rate the overall support of the paper or
screen-based procedure and the alarm prioritiza-
tion using the same scaling at the end of each
simulation round.

3.2. Subjective Measures

The subjective metrics used are the Nasa-TLX
for workload and SART for overall situational
awareness assessment.

A. Nasa-TLX

The assessment technique needs to be sensitive,
diagnostic, selective, non-intrusive, reliable, and
easy to implement to assess workload. The NASA
Task Load Index (TLX) has proven to meet these
criteria Rubio et al. (2004). It is the most com-
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monly used self-report index of mental workload
and is often used as a reference point to evaluate
the effectiveness of other measures, theories, or
models. To derive an overall workload score, the
NASA-TLX is used. This subjective technique
considers six subscales, including mental demand,
physical demand, temporal demand, performance,
effort, and frustration level. These subscales have
been found to reduce variability and provide di-
agnostic information about workload sources Cao
et al. (2009).
B. Direct SA measures - SART:

The major limitation of subjective metrics is that
they can only access the overall workload or sit-
uational awareness from the impact of the factors
and cannot reflect changes in workload during the
execution of operations Gao et al. (2013). And this
overall approach for subsequently performing task
analysis on the intervention procedure does not
give us insight into a peak or critical steps that can
influence system performance. Hence the need to
integrate objective measures and, even so, multi-
psycho-physiological metrics.

Technicalfmatrics Personal factors/metrics.

Organisational

Fig. 7.: PSFs and metrics considered in this setup

4. Discussion and Future Work

In this study, situational awareness would be mea-
sured using the metrics within the allocated box
in Figure 7. Likewise, the mental workload would
be assessed using the metrics assigned in Figure 7.
Results will show the influence of emergent events
and the applicable condition of procedural design
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principles and alarm management to supporting
operators. Using statistical analysis, the subjective
and objective measures will be used to understand
the influence of the different performance-shaping
factors (PSFs) and support tools on each experi-
ment group. In further work, the authors intend to
use this data to classify workload and situational
awareness, understand and build predictive mod-
els of human behavior, and update prior error rate
estimations for process safety data modeling.

5. Conclusion

In conclusion, the present study proposed a
methodology for assessing the impact of human
system interfaces and associated performance-
shaping factors on cognitive states of situational
awareness and mental workload and how this
impacts process safety in the context of process
control rooms. This experimental study setup is
proposed to be adopted by process plants and
other safety-critical related domains for more ef-
fective and efficient optimization of human system
interfaces that provide the necessary support to
enable operators to make better decisions, reduce
errors, and manage safety. Furthermore, the re-
sults of this study will provide insights into the
performance-shaping factors and how they impact
different HITL configurations, specifically for the
study groups in this research. It will also provide
data and context for informed human performance
and process safety predictive models.
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