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Abstract. Out-of-distribution detection has become an important theme
in machine learning (ML) field, since the recognition of unseen data
either “similar” or not (in- or out-of-distribution) to the ones the ML
system has been trained on may lead to potentially fatal consequences.
Operational data compliance with the training data has to be verified
by the data analyst, who must also understand, in operation, if the au-
tonomous decision-making is still safe or not. In this paper, we study
an out-of-distribution (OoD) detection approach based on a rule-based
eXplainable Artificial Intelligence (XAI) model. Specifically, the method
relies on an innovative metric, i.e., the weighted mutual information, able
to capture the different way decision rules are used in case of in- and OoD
data.

Keywords: Out-of-distribution detection · eXplainable AI · mutual in-
formation · open data.

1 Introduction

Nowadays out-of-distribution detection (ODD) is an important theme in ML,
consisting in a comparison between the training and working conditions of a
model. In case of divergence, the autonomous system should trigger an alert
because the model may no longer be as performing as it was during the training
stage (even if generalization is still acceptable4).

The problem constitutes a fundamental challenge in the field of Safe AI, which
means individuating all the conditions under which autonomous decisions may
lead to hazards. The impact of the ODD is then to make AI systems aware of
this, thus understanding under which conditions the model may operate without
dangerous effects to humans and/or the environment. In this context, recently,
4 Generalization bounds, see, e.g., [17], quantify the gap that exists between the em-

pirical risk, calculated on the data actually available (on which the model is trained)
and the theoretical risk, calculated on the distribution of probability that represents
the data; this probability distribution is unknown in closed-form and, in the ODD
context, represents the "in-distribution".
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standards were introduced in different fields, such as avionics [6,5], automotive
([22,9] and ISO/IEC) or medical informatics [2], stating the guidelines to identify
all the operating conditions that can have an impact on safety. OoD can actually

Fig. 1: Illustration of the work domains as reported in [6]. From central green
bar to side yellow/orange/red bars, the nominal domain shifts and the severity
of the OoD increases in parallel.

occur with different degrees of severity, as depicted through colored bars in Fig.
1 from EASA. First, the in-distribution is realized when the system working
conditions are the same seen during training, which is referred to as nominal
work domain and depicted through the green bar. When data start to diverge
from such a distribution, several levels of OoD can be identified, as well as their
relationship with the possible degradation of the underlying machine learning
algorithm functioning. Starting from the lower risk level, the yellow bar reflects
a situation where the model is still able to perform accurately enough; orange
color bar indicates an OoD level in which a failure of the autonomous decision is
observed, but the consequences on the system are not dangerous (the surround-
ing conditions of the environment are still compatible with safe actuations);
finally, red bars express a high probability of the autonomous system to en-
counter dangerous conditions (if guided by the autonomous function). Including
all the mentioned severity levels is thus essential in testing autonomous safety-
critical systems and the ODD is therefore necessary to properly acknowledge the
different zones. In particular, the study of the OoD according to distributional
assumption-free and OoD-agnostic methods is an open research problem and is
still little investigated 5.

1.1 Related work

Most of the existing solutions to address the problem of the ODD are based
on strong distributional assumptions of the feature space [13] or assume the
knowledge of the in- and out-of-distribution probability density functions (pdf)
5 Distributional assumption-free means no closed-form expressions of in- and out-

probability distributions are considered. OoD-agnostic means no information about
ODD conditions is considered. Another important issue, which is related with the
assumption of probabilistic Gaussian or mixed-Gaussian functions, is to avoid cal-
culating the covariance matrix from data, which can be numerically unstable.
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[1], although this is not always true in practice. Moreover, several statistic tests
often fail to estimate the real distribution of training data (data are not enough
and the pdf are too coarse). Some methods, widely used across OoD detection are
the Maximum Softmax Probability [10] which is one of the simplest but strong
OOD detection method, being based on the tendency of maximum softmax prob-
ability to reach higher values in presence of out-of-distribution samples. Another
approach, the OoD detector in neural networks (ODIN, [14]), is based on the ob-
servation that using temperature scaling and adding small perturbations to the
input can separate the softmax score distributions between in and out. Energy-
based OoD Detection [16] uses energy scores to better distinguish in and out
than the traditional approach of softmax scores. Other important benchmarks
are: model-based methods [25], [3], [8] and threshold-based methods [15], [11],
[26]; label shift in deep learning is also considered in [7]. Our method is part of
distributional assumption-free hypothesis models, as the work proposed in [24],
but with the advantage of the eXplainability on its foundation.

1.2 Contribution

In this paper, we propose a distributional assumption-free method based on
the evaluation of the histogram generated by the frequency of validation of a
rule-based model by the data themselves. The histogram defined during the
training phase constitutes a fingerprint to be verified at runtime. If the data at
runtime generate a histogram “significantly different” from the training one, it
means that the data are OoD. The purpose of the proposed approach is thus to
quantify such a difference by introducing weighted mutual information WµI, i.e.,
a modification of mutual information able to consider the structure of the rule-
based model. Also, unlike other approaches like K-NN [24] or Neural Networks
distance [4], where a single metric is used for the ODD, we here infer the OoD
through multiple metrics, namely WµI and more traditional vector norms. This
offers support to the tests mentioned by EASA, since the proposed method
measures incremental cases of departure from in-distribution.

2 Logic Learning Machine

The rule-based model adopted in our work is called Logic Learning Machine
(LLM), an efficient implementation of Switching Neural Networks [20], developed
and available in Rulex software platform 6. However, we remark that the methods
for OoD detection presented in the paper can be easily extended to any other
kind of rule-based model, such as decision tree or tree ensembles like random
forests or Skope-Rules 7.
Given some input data, the LLM provides a classification model represented
by ruleset R = {rk}k=1,...,Nr

, with each rule rk expressed through the follow-
ing structure: if <premise> then <consequence>. The <premise> is made up
6 https://www.rulex.ai
7 https://github.com/scikit-learn-contrib/skope-rules

https://www.rulex.ai
https://github.com/scikit-learn-contrib/skope-rules
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of the logical conjunction (AND) of conditions on the input features and the
<consequence> constitutes the output of the classification rule.
Rule generation process occurs in three steps. First, a discretization and bina-
rization of the feature space is performed by using the inverse-only-one coding.
The resulting binary strings are then concatenated into a single large string
representing the considered samples. Shadow clustering is then used to build
logical structures, called implicants, which are finally transformed into simple
conditions and combined into a collection of intelligible rules [21].
Covering C(rk) and error E(rk) metrics can be computed to evaluate the per-
formance of each rule, being defined as:

C(rk) =
TP (rk)

TP (rk) + FN(rk)
, E(rk) =

FP (rk)

TN(rk) + FP (rk)
(1)

where TP (rk) and FP (rk) are the number of samples that, respectively, correctly
and wrongly verify rule rk; TN(rk) and FN(rk) are the number of samples that,
respectively, correctly and wrongly do not verify the rule. The covering is also
proportional to the relevance of the rule, therefore the larger it is, the higher is
the probability that the rule is valid on new unseen samples. On the contrary, the
error E(rk) measures how much wrongly covered is the rule and its maximum
value is usually fixed as a model hyper-parameter (by default, it is of 5%).

3 Rule-based ODD

3.1 Notation and List of Acronyms

TR Training set
OP Operational set
tri i-th training subset
opi i-th operational subset
ns number of data samples in a split
Nr Number of rules
Ntr Number of training splits
Nop Number of operational splits
Rtr Training reference ruleset
ri i-th rule
hj
i j-th hit for the i-th rule

lp lp norm
µI Mutual information

WµI Weighted mutual information
H Entropy

3.2 Rule hits histograms

Given a training dataset TR, we train the LLM on it and define a reference
ruleset Rtr. Also, we consider to split TR and the operational set OP into Ntr

and Nop portions, called splits, respectively, thus obtaining Nh = Ntr + Nop

total splits. Let also ns be the number of data samples present in a single split.
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For each split, samples 8 may (or not) verify each rule in Rtr a certain amount
of times. We denote this number as the number of hits for the considered rule.
Therefore we derive Nh vectors, considering this value scaled by the split size
ns:

hj =
{
hj
i

}
, hj

i ∈ [0, 1], i = 1, . . . , Nr, j = 1, . . . , Nh (2)

Each vector hj can be thought as a histogram.

3.3 Data splits and metrics

The Ntr splits, available in training for the dataset TR = {tr1, . . . , trNtr
}, be-

come the reference for building the in-distribution histograms, as per Eq. 2. As
anticipated, they represent the numbers of hits obtained by testing the rules
in Rtr on each considered split. Regarding the operational setting, we consider
Nop = 1, which is a suitable scenario when operational data are scarcely avail-
able, besides allowing to simplify the calculations.

The metrics driving ODD are the weighted mutual information WµI and
both l1 and l2 norms. For all metrics, the idea is to compare values computed
in operation with the ranges achieved in training (baseline). An ODD occurs
whenever the value in operation falls outside the baseline. The reason behind
the choice of WµI with respect to the classical µI is clearly explained in section
7.

3.4 Weighted mutual information

In this Section, we present the algorithm to define Weighted mutual information,
first for defining a baseline on the training domain and then to perform the OOD
while being at operational.

Table 1: Training numbers of hits table. Each column refers to a training split
tri ∈ TR and each row to a rule ri ∈ Rtr.

tr1 .... trNtr

r1 htr1
1 ... h

trNtr
1

r2 htr1
2 ... h

trNtr
2

... ... ... ...

... ... ... ...
rNr htr1

Nr
... h

trNtr
Nr

In the training settings, as to Eq. 2, the matrix-like structure shown in Table
1 arises, where each column refers to a training split, each row represents a rule

8 Samples can satisfy multiple rules and there may be operational samples satisfying
none of the rules.
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and the values are the numbers of hits obtained when rules are applied on the
splits.

Based on that table, training baselines for weighted mutual information, as
well as for l1 and l2 norms, are computed as described in Algorithm 1.

Algorithm 1: Weighted Mutual Information and Norms at Training Stage

i, j=1,. . .,Ntr, i ̸= j
Input: Table 1
Output: Training baselines WµIbase and lp

base

1a. Define the weight associated with tri and trj , αi,j ∈ (0, 1), ∀i, ∀j:
αi,j = 1

Nr

∑Nr
r=1 (|h

tri
r − h

trj
r |)

1b. Compute the weighted entropies H(tri), H(trj), H(tri, trj) , ∀i, ∀j:
H(tri) = −

∑Nr
r=1[αi,jP (htri

r ) · log(αi,jP (htri
r ))]

H(trj) = −
∑Nr

r=1[αi,jP (h
trj
r ) · log(αi,jP (h

trj
r ))]

H(tri, trj) = −
∑Nr

r=1[αi,jP (htri
r , h

trj
r )·log(αi,jP (htri

r , h
trj
r ))]

2. Compute the weighted mutual information (WµI):
WµI(tri, trj) = [H(tri) +H(trj)−H(tri, trj)], ∀i,∀j

3. Compute the baseline WµIbase:
WµIbase

.
= [mini,j(WµI(tri, trj)),maxi,j(WµI(tri, trj))]

4. Compute lp (p=1,2) norms:

lp(tri, trj) =
[∑Nr

r=1(|h
tri
r − h

trj
r |)p

] 1
p
,∀i,∀j

5. Compute the baseline lp
base (p=1,2):

lbasep
.
= [mini,j(lp(tri, trj),maxi,j(lp(tri, trj))]

Similarly, considering the operational setting we can build the training-operational
matrix as in Table 2.

Table 2: Training-operational number of hits table with Nop = 1. Columns refers
to the training splits tri ∈ TR and the operational split op1, each row to a rule
ri ∈ Rtr.

tr1 .... trNtr op1

r1 htr1
1 ... h

trNtr
1 hop1

1

r2 htr1
2 ... h

trNtr
2 hop1

2

... ... ... ... ...

... ... ... ... ...
rNr htr1

Nr
... h

trNtr
Nr

hop1
Nr
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Weighted mutual information and norms are then computed and compared
to the training baselines, as described in Algorithm 2.

Algorithm 2: Weighted Mutual Information and Norms at Operational Stage

i = 1, . . . , Ntr, p = 1, 2
Input: Table 2; baseline ranges WµIbase and lp

base

Output: ODD through WµI and lp

1. Compute the weighted entropies H(tri), H(op1) and H(tri, op1) as
done in the Algorithm 1 (steps 1a-1b) ∀i

2. Compute the weighted mutual information (WµI):
WµI(tri, op1) = [H(tri) +H(op1)−H(tri, op1)], ∀i

3. Compute lp norms:

lp(tri, op1) =
[∑Nr

r=1(|h
tri
r − hop1

r |)p
] 1

p
, ∀i

4.OoD detection:

IF WµI(tri, op1) /∈ WµIbase for the majority of i THEN flag is on
IF lp(tri, op1) /∈ lp

base for the majority of i THEN flag is on
IF {at least one flag is on} THEN op1 is OoD

4 Platooning case study

The OoD detection methodologies proposed in this work have been tested on
a case study addressing collision avoidance in vehicle platooning [18], which
is one of the most celebrated applications in autonomous driving. A group of
vehicles is interconnected via wireless, based on the Cooperative Adaptive Cruise
Control [23]. The behavior of the platooning system is synthesised by the physical
quantities pointed out in table 3. The physical quantities correspond to the
features of the problem, which identify potential collisions in advance after a
sudden brake.

Fig. 2 shows speed (left) and reciprocal distance (right) of three vehicles
when braking force changes from 1000 N (no collision) to 1300 N (collision). We
consider two datasets: the first one (LOW), is obtained by fixing an upper bound
on the communication delay, i.e., d ≤ 0.4 s; conversely, the second one (HIGH)
is characterized by d > 0.4 s. LOW is chosen as the training domain (trLOW ,
in-distribution) and the reference ruleset is denoted with RtrLOW

; HIGH dataset
constitutes the operational domain instead. A typical ODD problem is thus posed
(between LOW and HIGH) as d has a significant impact on performance.
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Table 3: Platooning features.
Symbol Description

N Number of vehicles
F0 Braking force applied by the leader

PER Probability of packet loss
d0 Initial mutual distance between vehicles
v0 Initial speed
d Communication delay in the inter-connection of vehicles

Fig. 2: Trend of the initial speed v0 (left) and initial mutual distance d0 (right)
between three cars, when a different braking force F0 is applied. Image from
[19].
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The ODD has here a safety preserving role as it recognizes if the delay in
operation is larger than the one in training. However, the algorithms are unaware
that delay is the key to discriminating the datasets and they understand the
ODD through the operational hits on RtrLOW

.

5 Results

In this Section, we show the results of the proposed approach for the platooning
case study. The first row of Tables 4 and 5 reports the baseline ranges of the
norms and mutual information metrics, respectively, which constitute the refer-
ence to infer possible OoD in operation. An even partial overlap between ranges
in training and operation leads to a missed detection, i.e., a false negative (FN).
A false positive (FP) consists of a wrong ODD for a training (in-distribution)
bunch of samples.

The operational sample (column) of Table 2 constitutes a FN in case no OoD
is declared; a sample (column) of Table 1 constitutes a FP in case OoD is de-
clared. Tables are built as follows. Each column refers to a bunch of ns=500 sam-
ples, with values reflecting the number of hits for the reference ruleset. We con-
sider Ntr = 50 and Nop = 1 in Table 2. The total repetitions of the experiments
for computing FNR and FPR is 2500. Example code and data for the experi-
ments are available at the following link: https://github.com/giacomo97cnr/
Rule-based-ODD.

As pointed out from Tables 4 and 5, good performance is registered for both
WµI and norms while µI runs worse.

Table 4: Algorithms 1 and 2: platooning. Norms.
Couples l1 FNR (l1) FPR (l1) l2 FNR (l2) FPR (l2)

trLOW − trLOW [0.02, 0.12] 0% [0.01, 0.04] 0%
trLOW − opHIGH [3.80, 3.90] 0% [1.37, 1.39] 0%

Table 5: Algorithms 1 and 2: platooning. µI and WµI.
Couples µI FNR (µI) WµI FNR (WµI) FPR (WµI)

trLOW − trLOW [0.87,2.73] [0.02,0.06] 0%
trLOW − opHIGH [0.04,0.97] 8% [0.51,0.73] 0%

https://github.com/giacomo97cnr/Rule-based-ODD
https://github.com/giacomo97cnr/Rule-based-ODD
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6 Groupwise in operation

6.1 Incremental technique

The method collects a bunch of operational data before processing and classifying
them as in or out of distribution. For this reason, it falls in the category of
groupwise methods [12]. Differently from pointwise, groupwise confirms a type
of situation (in or out), without relying on a single point that could be a spike
in a steady trend. The collection phase in operation does not imply that one
would wait for new ns samples to register a new split and to provide the ODD.
Splits are generated continuously, as soon as new samples are collected. Like
in incremental techniques, once a new sample is available, a new (operational)
bunch of ns samples is built, by adding the new sample and by disregarding the
most far away point in the past (of ns positions). In turn, the bunch leads to
the split collection, by computing the inherent hits on the ruleset. The process
assumes a sample-by-sample incremental time window, over which the following
operations are performed. A new data bunch is firstly registered, a new split is
calculated and a new ODD is then derived.

6.2 Incremental groupwise in operation

(a) Incremental groupwise - WµI (b) Incremental groupwise - µI

(c) Incremental groupwise - l1 (d) Incremental groupwise - l2

Fig. 3: Trends of the metrics when operational data arrive sample-by-sample, in
an incremental way.
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The following experiments highlight the ODD when replacing in-distribution
data with out-of, in a sample-by-sample incremental way. The analysis is relevant
to the tracking of the OoD drift with both precision and measurement of dis-
tributions proximity. Every figure in the following contains the baseline derived
at design time; the curves represent the behaviours of the metrics in operation.
Increasing time windows with ns = 5 · 103 and ns = 104 samples are used to
emphasize the speed of the drift inference over time. The time size of the win-
dows depends on the time granularity of the arrival of the points in operation;
for this reason, the x-axis is not time, but it refers to the progressive identifier
of the operational samples. The drift starts at time zero, that means the first
operational sample derives from the OoD and previous points (of the window)
are compliant with training conditions. As soon as the window collects more
data (over the last ns points), it senses more information about the OoD. As to
the WµI metric, the results confirm that the shorter the window, the faster the
detection. On the other hand, the µI metric experiences a noise that can have
different meanings as detailed later on. In the case of platooning WµI and both
lp norms (p=1,2) (Fig. 3a, Fig. 3c and Fig. 3d) need at least 150 samples to exit
the baseline with ns = 5 ·103 and twice as many samples with ns = 104; so these
metrics match the ODD and are coherent with previous results (table 4), while
µI is stuck in the baseline (Fig. 3b).

7 Rationale of mutual information modification

When comparing two histograms, mutual information (µI) is useful to identify
their dependence but it does not capture the differences among their values.
Suppose we get these three histograms A, B and C (Table 6)

Table 6: Example of WµI against µI
A B C

r1 0.156 0.171 0.314
r2 0.172 0.186 0.329
r3 0.328 0.314 0.171
r4 0.349 0.329 0.186

According to µI, histograms A and B are dependent in the same measure as
A and C are; but B and C are completely different (they have same values but
in different positions). Since each row of the tr and op histograms corresponds
to a rule, using µI may have a detrimental effect as the rule hits contain the
information peculiar to the OoD. Introducing weights we can overcome this dis-
advantage both capturing the dependence and the differences between values.
The correction consists of weighting the probabilities (used in entropy calcu-
lations) through the average of hits differences in each rule/row; this leads to
αi,j quantities in algorithm 1. In the case of weighted mutual information the
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more the vectors are dependent and similar, the more WµI goes towards zero.
In the specific case of platooning situations in which similar values of training
and operational were discovered in different positions were over 300 times (Table
7).

Table 7: Example of a training and an operational histogram in platooning; some
values are roughly the same, but in different positions: r7-r6; r9-r13; r11-r8; r13-r3
(evidenced by the colors in the table).

tr op

r1 0.1666 0
r2 0.1689 0
r3 0.1495 0.2535
r4 0.1423 0.7914
r5 0.1382 0.2379
r6 0.0598 0.0999
r7 0.0903 0.1918
r8 0.0845 0.4262
r9 0.0499 0
r10 0.0303 1
r11 0.4210 0
r12 0.3383 0.0443
r13 0.2516 0.0498
r14 0.1117 0
r15 0.0860 0.0171
r16 0.717 0.0444

8 Conclusion

The paper introduced an innovative technique for the detection of out-of-distribution
based on explainable AI. The approach has been validated through measures of
proximity between in and out of distribution and it is corroborated by a real-
world scenario. Future extensions comprise further testing on image datasets,
including alternative ways to infer in-distribution behaviour.
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