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On Two Modifications of the McEliece PKE and
the CFS Signature Scheme

Giuseppe D’Alconzo
giuseppe.dalconzo@polito.it
Department of Mathematical Sciences, Politecnico di Torino

Abstract

This paper analyzes two schemes from a 2019 work by Liu, Yang,
Han and Wang, namely, adapting the McEliece cryptosystem to obtain
a new public-key encryption scheme, and designing an efficient CFS-
like digital signature. It is shown that the new encryption scheme based
on McEliece, even if it has longer public keys, is not more secure than
the standard one. The security gap between the original scheme and
its modification is presented. Moreover, while the proposed parameters
for the digital signature scheme lead to a significant performance im-
provement, however, they introduce a vulnerability in the protocol. A
key-forgery attack using the Support Splitting Algorithm as a subrou-
tine is described, with a study of the computational cost of retrieving
the secret key from the public one.

Keywords— Code-Based Signatures, CFS, McEliece

1 Introduction

Post-quantum cryptography. With the emergence of quantum computa-
tion, there is the urge of replacing cryptosystems used nowadays, based on the Fac-
torization Problem and the Discrete Logarithm Problem, with quantum-resistant
alternatives. Because of this, in 2016 the National Institute of Technology and Secu-
rity (NIST) started a call to evaluate and standardize quantum-resistant cryptosys-
tems'. There are two categories of primitives under evaluation: Key-Encapsulation
Mechanisms (KEM) and Digital Signatures. In 2022, the first post-quantum al-
gorithms have been chosen for standardization [AAC+22]: CRYSTALS-KYBER
[BDK+18] in the KEM category and CRYSTALS-Dilithium [DKL+18], FALCON
[FHK+18] and SPHINCS+ [BHK+19] in the Digital Signature one. However, the
evaluation of three code-based KEMs (BIKE [ABB+17], Classic McEliece [BCL+17]

INIST Post-Quantum Standardization process webpage:
https://csrc.nist.gov/Projects/post-quantum-cryptography/
post-quantum-cryptography-standardization, Accessed: 2023-02-14


mailto:giuseppe.dalconzo@polito.it
https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization
https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization

Giuseppe D’Alconzo On Two Modifications of McEliece and CFS

and HQC [MAB+18)]) is still ongoing. A new call for digital signature schemes
started in 20232

Code-based signatures. As we have seen above, three code-based Key-Encapsulation
Mechanisms are still under evaluation for standardization. Unfortunately, the situ-
ation for signatures is very different: standardized algorithms are both lattice-based
or hash-based and there were no code-based schemes among the last round propos-
als. Previous trapdoor schemes are either not secure, for example KKS [KKS97], or
impractical, like CFS [CFS01]. In particular, a big effort has been done to improve
the performance of CFS-like schemes, leading to dangerous vulnerabilities, like in
[DMP21; BHLP17; ALP+18]. However, new constructions are emerging, for exam-
ple Wave [DST19], which uses a new approach for the decoding problem, and LESS
[BBPS21], based on the hardness of the Code Equivalence Problem. Other pro-
posals are based on LDPC (Low-Density Parity-Check) codes [BBC+13] or codes
in the rank metric [ABG+19; LT20]. The Zero-Knowledge proofs approach and
the “MPC-in-the-head” paradigm are very promising [FJR22; FJR23; GPS22] and
they seem to be the new frontier of code-based signatures.

Our contribution. In this work, we cryptanalyze the two schemes presented in
[LYHW19]: the first one is a public-key cryptosystem, a modification of McEliece,
that we call Modified McEliece (MME). The second scheme is a CFS-like digital
signature using the MME scheme, denoted with LYHW19. Our main results are
two. First, we show that MME has the same security, up to a polynomial factor,
of the original McEliece, but the former has worse performance. In particular, we
show that the adoption of two public matrices in MME does not add any additional
security layer with respect to McEliece. Our second result concerns the security
of the LYHW19 signature scheme, claimed, in [LYHW19], to be more efficient than
the CFS one [CFS01]. We show that, for the proposed parameters, this scheme
can be broken in practical times by the fact that the cardinality of a certain class
of polynomials, and consequently the secret keys space, is too small. If larger
parameters are used to establish security, there is a drop in performance.

This work is organized as follows: after recalling some preliminaries in Section 2,
in Section 3 we present the public-key encryption scheme MME and we analyze its
security with respect to textbook McEliece cryptosystem. In Section 4 we recall
the digital signature LYHW19 and we show how to recover, using the proposed
parameters, the secret key from the public key.

2 Preliminaries

Notation. Let N and Rx¢ be the sets of natural and non-negative real numbers,
respectively. We denote with A the security parameter. A function € : N = R>¢ is
negligible if there exists ng such that for every n > ng we have ¢(n) < 1/p(n) for
every polynomial p. A function not having this propriety is called non-negligible. A
probability is overwhelming if it is equal to 1—¢, where € is a negligible function. For
a prime power ¢, F, is the finite field with ¢ elements, and (F,)" is the n-dimensional

2Post-Quantum Cryptography: Digital Signature Schemes https://csrc.nist.gov/
Projects/pqc-dig-sig, Accessed: 2023-02-14
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vector space over F,. The Hamming weight of a vector x is the number of its non-
zero coordinates, and it is denoted by w(z). With || we denote the concatenation
of strings or vectors. The probability of an event A is denoted with P [A] and, in
the rest of the article, the “big-O” notation O is used.

Linear codes and Goppa codes. An [n,k,d] linear code C over Fy is a
k-dimensional vector subspace of (Fy)" such that d = mingce\ (o3 {w(z)}. The
parameters n,k and d are respectively called the length, the dimension and the
minimum distance of the code C. Given a basis B of C, a generator matriz for C
is a k X n matrix with coefficients in [F; having elements of B as rows. The error
correction capability of a code is given by t = |951|. Given a vector ¢ in C and
a vector e in (F,)" of weight at most ¢, the decoding of a given y = ¢ + e is the
procedure of recovering ¢ and e. For the rest of this work, we use the convention
that given a decoding algorithm D¢ and a vector y = ¢ + e, the decoding of y is
given by ¢ in C. For a random code, the decoding is a hard problem [BMV78], but
there exist families of codes having efficient decoding algorithms.

For cryptographic constructions, a relevant family of efficiently decodable linear
codes is given by binary irreducible Goppa codes [Ber73]. A binary irreducible
Goppa code is a code over Fom defined by a monic irreducible polynomial g(X) in
Fam [X] of degree ¢t and by an ordered set L = {ay,...,a,} in Fom called support.
Usually, we set n = 2™, that is, the support is the whole field Fom. The Goppa
code I'(g, L) is an [n,n—mt,d > 2t+1] linear code over Fom. Given the polynomial
g(X) and the support L, there is a polynomial time decoding algorithm Dpy 1.
For this work we do not need more details on the construction of I'(g, L) or on the
decoding algorithm Dr (g 1); the interested reader can see [Ber73; Pat75; MS77].

Code equivalence. Given two [n,k,d] linear codes C and C’ generated by G
and G’ respectively, they are permutation equivalent if there exist an invertible
k x k matrix S and a n X n permutation matrix P such that G’ = SGP. The
problem of deciding if two codes are permutation equivalent is called Permutation
Code Equivalence Problem, and it is shown to be harder than Graph Isomorphism
[PRO7]. However, the Support Splitting Algorithm [Sen00], on input two codes,
returns, if any, the permutation between them. For a larger class of codes, and
most notably on random codes, the Support Splitting Algorithm runs in polynomial
time.

Public-key encryption schemes. A public-key encryption scheme is a tuple
of polynomial-time algorithms (KGen, Enc, Dec): KGen takes as input a security
parameter A in unary and returns a pair of public-secret keys, while Enc and Dec
are the encryption and decryption algorithms. We want that for every A, given
(pk,sk) = KGen(1*), then Dec(pk, sk, Enc(pk,m)) = m holds with overwhelming
probability for every suitable plaintext m.

A key-recovery forger F for a public-key encryption scheme is a probabilistic
polynomial-time algorithm that, on input the public key pk, returns the secret key
sk with non-negligible probability.

Many code-based public-key encryption schemes can be found in literature:
the most notable are the McEliece (Section 3) [McE78] and the Niederreiter [Nie86]
cryptosystems.
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Digital signatures and CFS. A digital signature algorithm is a scheme com-
posed by three algorithms (KGen, Sig, Verify): KGen takes as input a security pa-
rameter A in unary and returns a pair of public-secret keys, while Sig and Verify
are the signature and verify algorithms. If (pk,sk) = KGen(1*) and o = Sig(sk, m)
, then Verify(pk, o, m) accepts the signature o with overwhelming probability for
every message m and security parameter A.

We adapt the key-recovery forger in the case of digital signatures. A key-
recovery forger F for a signature scheme is a probabilistic polynomial-time algo-
rithm that, on input the public key pk, returns the secret key sk with non-negligible
probability.

The CFS scheme [CFS01] is a code-based digital signature based on the hash-
and-sign paradigm. The public key is a randomly scrambled binary irreducible
Goppa code C, while the secret key is the decoding algorithm D¢. This scheme is
highly impractical: in the signing algorithm, we compute the hash h(m, i), where
m is the message and ¢ a nonce, until the digest is a decodable vector for C. This
operation requires a huge number of hashes and decoding, roughly ¢!, where ¢ is the
error correction capability of C. The construction presented in [LYHW19] is based
on CFS and a modified version of McEliece, to reduce the computational effort of
the signing algorithm.

3 Modified McEliece Cryptosystem

In this section we recall the textbook definition of the McEliece public-key cryp-
tosystem and the modified version from [LYHW19], proving that this modification
does not improve the security of the scheme, even if it pays the cost of having longer
keys.

3.1 McEliece and the modified version

The following is the textbook version of McEliece [McET78], the starting point of
the modification given in [LYHW19]. Alternative versions of this scheme use differ-
ent techniques to achieve higher levels of security and/or more compact keys. The
public-key encryption cryptosystem McEliece (ME) is composed of the following
three algorithms.

o KGenye(1*): generate a Goppa code C over Fam with parameters [n =
2™ k,2t + 1] according to A. Let G be a generator matrix of C and let
D¢ be an efficient decoding algorithm. Sample two random matrices with
coefficients in Fo: a k x k invertible matrix S and a n X n permutation matrix
P. Set Gpup = SGP. Return (Gpub, t) as public key and (S, P, D¢) as secret
key.

o Encme(m, (Gpub, t)): the ciphertext of a message m in F% is given by mGpub+
e, where e is a randomly chosen vector in F3,. of weight t.

e Decve(c, (S, G, P,D¢)): given the ciphertext ¢, compute cP~! and apply the
decoding algorithm D¢, obtaining the vector x = m.S. The plaintext is given
by 2871 = m.

We recall that this scheme is not IND-CPA secure [NIKMOS], for stronger vari-
ants achieving this security level and others see [DDMN12; Per18]. Moreover, the
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state of the art uses matrices in systematic form as public key to reduce their size,
an example can be Classic McEliece [BCL+17] (even if it is based on Niederreiter
[Nie86], a cryptosystem equivalent to McEliece).

Now we recall the modified version of the cryptosystem above from [LYHW19].
We refer to this scheme as Modified McEliece (MME).

o KGenyme(1*): generate a Goppa code C over Fom with parameters [n =
2™k, 2t + 1] according to A\. Let G be a generator matrix of C and D¢ an
efficient decoding algorithm. Sample two random k X k invertible matrices
A and B and a n x n permutation matrix P, all with coefficients in F5. Set
G' = AGP and G” = BGP. Moreover, set

-1
p=(A+B)"'B and ’y:(AJrB(AJrB)*lB) ;

if such matrices are non-invertible, pick different A and B. Return (G',G",t)
as public key and (P, p,~,D¢) as secret key.

o Encume(m, (G',G",t)): given a message m in F%, split it as m = my + ma,
where m; is chosen at random. The ciphertext of m is given by (c1, ¢3) where

c1 =mG +maG’ + e and co = mG +m1G” + es

with e, eo random elements in F3 of weight ¢.

o Decume(c, (P, p,7,Dc)): given the ciphertext ¢ = (c1,¢2), compute ¢ P4
and caP~!. Decode these vectors with D¢ and obtain z, 2. The plaintext
can be reconstructed by

m = (z2 + 21p)7.

The major difference between this scheme and the original McEliece one is the
randomization in the encryption procedure. This is achieved generating two random
messages my and my from the plaintext m and using the two randomly generated
public matrices G’ and G” to encode them. For an analysis of the correctness of
this scheme, we refer to the original work [LYHW19].

3.2 Security analysis

The main point of the modification of MME is the use of two different public
matrices G’ and G”, as well as the randomization in the encryption procedure,
splitting the message into two random additive shares m = m1 + ms.

In the following result we reduce the security of MME to the security of ME.
The main observation is that, in the algorithm KGenyve(1*), the matrices G’ and
G" generates the same linear code generated by the matrix GP. Moreover, the
codes generated by G’ and G” are the same and hence, there exists a change of
basis sending G’ to G”. In this way, the link between matrices G’ and G” is used
to reduce the key-recovery attack of MME to the one of ME.

Proposition 1. Let Fye be a key-recovery forger able to retrieve the secret key for
the scheme ME, then it is possible to design a key-recovery forger Fume for MME
that uses Fue as a subroutine.
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Proof. Let (P, p,~,D¢) be the secret key of the public key (G', G”,t) of the scheme
MME. By hypothesis, let Fme be a forger for ME: given a public key for ME, it
returns, with non-negligible probability p, the corresponding secret key. In formulas
we have P [Fume(pk) = sk] = p.

Note that, by construction, the pair (G’,t¢) can be viewed as a public key of ME,
relative to the secret key (A, P,D¢). Moreover, observe that G' = AGP and
G" = BGP are generator matrices of the code generated by GP, a permutation
of C. In other words, the rows of G’ generate the same linear space of the one
generated by the rows of G”. This implies that there exists a k x k change of basis
matrix ¥ such that G” = XG’. The computation of such ¥ can be performed in
polynomial time using matrix operations and we call this subroutine ChangeBasis.
The forger Fymme for MME is given in Figure 1.

FMME (G/, G/', t) :
(A,P,D¢) + Fue(G',t)
¥ < ChangeBasis(G', G")
B+ XA

p+— (A+B)'B

N (A+B(A+B)’1B)_1

return (P7 P75 DC)

Figure 1: Key-recovery forger for MME

The success probability of Fyme is given by
P [Fume(G'.G".t) = (P, p,7,Dc)] = P [Fue((G', 1)) = (A, P,Dc)] = p

and hence, it is non-negligible. Now we analyze the time complexity Cz,,,. of FmmE-
Suppose that C'z,, is the time complexity of Fyve. The subroutine ChangeBasis uses
standard techniques from linear algebra and has complexity O(n?); similarly, all
the computations involving matrices can be performed in polynomial time, more
precisely in O(£3), where £ is the dimension of the matrices. Since in this scheme
we have £ = k and k < n, this implies

C]:MME = C]:ME + O(n3)

We can conclude that the key-recovery forger Fyume has the same complexity of Fue
plus a negligible polynomial term O(n?), and non-negligible success probability. [

pk [pk|
ME | (Gpub,t) | nkm+ [logy(t)]
MME | (G',G",t) | 2nkm + [logy(t)]

Table 1: Comparison of the public key sizes (in bits).

The previous proposition shows how the security of the secret key of MME is at
least as weak as the one of ME. We highlight that we do not propose an attack to
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MME or ME but, forging the two schemes requires essentially the same effort and
a set of parameters that is secure for MME, it is secure for ME and vice versa. If
we take into account that the size of the public key of MME is roughly twice of the
one of ME (Table 1), and the fact that the major drawback of ME is the size of the
public key, the adoption of MME does not solve this problem.

4 The Signature Scheme

In this section, we report and analyze the CFS-like signature scheme presented
in [LYHW19]. The protocol, that we call LYHW19, is the following:

) KGenLYHng(lA): generate a Goppa code C over Fom with parameters [n =
2™k, 2t + 1] according to A\. Let G be a generator matrix of C and D¢ an
efficient decoding algorithm. Sample two random k x k invertible matrices A
and B and a n X n permutation matrix P, all with coefficients in Fy. If the
matrix (A + B+ AB*IA) is singular, pick different A and B. Set G’ = AGP
and G” = BGP. Choose two hash functions hq,he : {0,1}* — {0,1}".
Return (G',G",t, h1, hs) as public key and (A4, B, P,D¢) as secret key.

e Sigivuwio (M, (A, B, P,D¢)): given the message M, compute d = hy (M) and
find two nonces i1, iz in N such that y; = hy(d||i1) P~ and yo = ha(d||iz) P!
are two decodable vectors using De. From y; we obtain messages x; =
Dec(y;), for i = 1,2. Set e; = y1 + x1 and e3 = ya + x2. Now set

my = (22 + 2B A) (A+ B+ AB1A) 7",
my = 21B"' + (25 + 11 B ' A) (A+ B+ AB'A) " AB™".

Return the tuple (i1,42,m1,ma,e1,e2) as a signature for M .

o Verify yuwio(M, 0, (G',G",t,h1, ha)): given the signature o for the message
M, parse o as (i1,%2, m1, M2, €1, e2) and check that

1. mlG’ + mgG” +e = hl(hl(M)”Zl), and
2. (m1 + mg)G/ +m1 G ey = h2(h1(M)||7,2)

The signature is valid if both checks pass, otherwise reject.

This scheme uses the CFS construction [CFS01], using brute-force hashing to
find a decodable digest. While CFS does this process for a single decodable digest,
LYHW19 searches two of them. The probability of finding a single such digest is
~ % and then, the number of hashes and decoding attempts in Sig;ypwig is roughly
2(t)).

The authors of LYHW19, in their work [LYHW19], propose some small parame-
ters to improve the signing time of the scheme. Since they assume that the security
of the signature scheme is based on the security of the MME encryption scheme,
they propose to set ¢ between 1 and 3. In this way the number of decoding attempts
is very low, instead of 10! as proposed in the original CFS signature [CFSO01].

Observe that, as shown in Subsection 3.2, the two matrices G’ and G in the
public key generate the same code, that we call C’. This code is the same of the one
generated by GP. Therefore, we have that C’ and C, the secret code generated by G,
are permutation equivalent. Recall that the code C is a Goppa code and it is defined
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by a monic irreducible polynomial gc(X) in Fom[X]. A possible attack on the
secret key of LYHW19 is to guess the polynomial g(X) and check the permutation
equivalence between the Goppa code generated by g(X) and the code C'.

A small ¢, as used in [LYHW19], improves the performances and the number
of hashes/decodings in the signing process, but leads to some security issues, as
shown in [LS01]. We show how to design a practical key-recovery attack.

Proposition 2. The signature scheme LYHW19, with parameters proposed in [LYHW19],
that is t equal to 1, 2 or 3, admits a key-recovery forger.

Proof. A key-recovery forger Fiypwig can be defined as follows. Given the public
key (G',G",t), we can enumerate all the monic irreducible polynomials in Fam [X]
and store them in a list L. Then, for each g(X) in L, check if the irreducible Goppa
codes C defined by ¢(X) is permutation equivalent to the code generated by G’
(or, equivalently, by G”). When we find an equivalence via the permutation matrix
P returned by the Support Splitting Algorithm, we use P to compute the secret
matrices A and B with standard techniques from linear algebra, as done in the
proof of Prop. 1. Then the forger returns the secret key (4, B, P,D¢).

Let us analyze the overall complexity of this attack. The cardinality of the list
L is O(2™/t) [LN97, Th. 3.25]. Then, the number of irreducible Goppa codes
to check is O(2*/t). This number can be decreased up to O(2™(¢=3)/(mt)) using
techniques from [LSO01], even if this step is not crucial in our proof.
Let Cssa be the complexity of the Support Splitting Algorithm. Then, the overall
complexity of Fiynwie is given by

om(t—3) 5
@ ( CSSA) + O(n°),
mt

where the second factor refers to the matrix operations to retrieve A and B from P
and the generator matrix of the Goppa code C. The Support Splitting Algorithm
has average complexity O(n?) [LS01] and then the forger will achieve average com-

plexity
2m(t—3) 2m(t—3)
o ( n3> +0n*) =0 ( n3> .
mt mt

Since by definition n = 2™, we can conclude that the forger has average complexity
0@ | (mt)).

When we take into account the parameters suggested for LYHW19, that are
t =1,2,3, regardless of the choice of m, the forger becomes polynomial in n = 2™,
having complexity O(23™/(3m)) = O(n?). O

The previous result shows how the balance between security and efficiency is
very subtle. For any n = 2™, in Table 2 we show how the number of hashes and
decoding attempts in the signing process of LYHW19 and the complexity of the
attack showed in Prop. 2 are affected when t is increased.

We want to highlight that the LYHW19 signature scheme is not itself insecure
with the appropriate choices of parameters, however, it inherits the drawbacks
of CFS. To achieve 80 bit of security, a ¢t equal to 33 should be used, while for
128 bits of security, it is needed ¢t = 56 [BLP08]. These two parameters imply
a highly impractical number of hash and decoding computations (2!?* and 2250,
respectively).
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t | number of hashes/dec. CFivmwio

3 12 O(n?/(3logyn))
5 240 O(n3/(5logyn))
8 80640 O(n®/(8logy n)
10 7257600 A 223 O(n'%/(10log, n))

Table 2: Comparison between the expected number of hashes and decoding
attempts in the signing procedure of LYHW19 and the average complexity
CFiyuwio Of the forger.

5 Conclusions

We analyzed the two cryptosystem proposed in [LYHW19]|, the MME public-
key encryption scheme and the LYHW19 signature scheme. These two schemes are
modification of the well-knows construction McEliece (ME) and CFS, respectively.
We showed that the adoption of these new alternatives does not bring any advan-
tage, even if their security level is roughly equivalent to the one of the scheme they
try to improve. In particular, MME is not weaker than the standard scheme ME,
but the adoption of a longer public key does not bring any additional security, while
LYHW19 has the same issue as CFS: for a reasonable level of security, it becomes
impractical. The field of code-based signature schemes is very prosperous, and the
research is still looking for other solutions which maintain the original security of
CFS but also decrease the computational complexity of the signing algorithm.
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