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Chapter 2

Introduction to Formal Methods
for the Analysis and Design of
Cryptographic Protocols

DANIELE BRINGHENTII, RICCARDO SISTOI, FuLvIo VALENZAI,
JALOLLIDDIN YUSUPOV?

This chapter introduces formal methods, and how they can be applied to cryptographic
protocols, in order to detect their weaknesses early and achieve high assurance about
their correctness. Both design and implementation phases will be covered. The chapter
starts with an introduction to cryptographic protocols in section 2.1, and to formal
methods in section 2.2. Then, section 2.3 presents the various ways formal methods can
be used throughout the cryptographic protocols lifecycle. Afterwards, in section 2.4,
the different types of formal models that can be used for cryptographic protocols are
detailed, while the next two sections focus, respectively, on the main formal verification
techniques that can be used for cryptographic protocols at design level (section 2.5) and
the frameworks for cryptographic protocol engineering (section 2.7). Finally, section
2.8 draws conclusions.

2.1 Cryptographic protocols

A communication protocol is a set of rules about communication, designed to achieve
some goals in a distributed system. Such rules govern, for instance, the format of ex-
changed messages, and the procedures that each process in the system should follow
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to reach the goals, leaving other implementation details free. If each process in the
system follows the protocol rules, the goals should be reached, independently of the
implementation choices made when implementing each process (this property is called
interoperability).

Cryptographic protocols aim to guarantee security proprieties in a distributed sys-
tem against the antagonistic actions of attackers who threaten the system. Many of these
security properties have been defined in recent years. The standard X.800 [29] classifies
such proprieties into five macro categories and fourteen sub-categories. Tables 2.1 and
2.2, summarize this classification. A precise definition of these and even other proper-
ties can be found in the RFC-2828 [77] glossary. In addition to the 5 macro-categories
defined in X.800, a sixth one is worth to mention, which is deserving incresing atten-
tion. It is the class of privacy-related specific properties, i.e. security properties that
aim specifically to guarantee privacy, i.e., ’the right of individuals to control what in-
formation related to them may be collected and stored and by whom and to whom
that information may be disclosed”’[77]. The most notable examples of such properties
are anonymity (i.e., the concealment of a user’s identity) and untraceability (i.e., the
concealment of the identity of who made some action).

As their name suggests, cryptographic protocols usually reach their goals by means
of cryptography. However, the more general term security protocols is also in use in
literature.

Table 2.1: Macro Categories of Security Proprieties (as defined in X.800)

Authentication: guarantee that a communicating entity is who it claims to be (e.g.,
making sure that the other peer engaged in a point-to-point communication is who
it clims to be or that the origin of some data is the claimed one). Several mech-
anisms/technologies can be used for authentication like passwords, tokens, signa-
tures, challenges.

Access Control: protection against unauthorized use of resources. This is usually
achieved by authenticating the user who is trying to use a resource and checking
that user’s authorization before granting access.

Data confidentiality: protection from unauthorized disclosure of data; (e.g., guar-
antee that confidential information is only available to the authorized partners of a
communication). This is usually achieved by encrypting data.

Data integrity: protection against unauthorized changes to data, including both
intentional change or destruction and accidental change or loss. This is usually
achieved by making unauthorized changes to data detectable (e.g., by means of di-
gest checking or signature checking).

Non-repudiation: protection against false denial of involvement in an association
(e.g., assurance that a signed document cannot be repudiated by the signer). This is
usually achieved by employing digital signatures.
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Table 2.2: Sub-categories of security proprieties (as defined in X.800)

Peer entity authentication: confirmation of the identities of one or more of the
entities connected to one or more of the other entities.

Data origin authentication: corroboration of the source of some data.

Connection confidentiality: confidentiality of all user-data exchanged on a connec-
tion.

Connectionless confidentiality: confidentiality of all user-data exchanged in a sin-
gle connectionless message exchange (e.g., confidentiality of a single block of data,
like a packet).

Selective field confidentiality: confidentiality of selected fields within the user-data
exchanged on a connection or in a single connectionless message exchange.

Traffic flow confidentiality: confidentiality of the information which might be de-
rived from the observation of traffic.

Connection integrity: integrity of all user-data exchanged on a connection or de-
tection of any modification, insertion, deletion or duplication of any data.

Connection integrity with recovery: integrity of all user-data exchanged on a con-
nection or detection of any modification, insertion, deletion or duplication of any
data with recovery attempted.

Selective field connection integrity : integrity of selected fields within the user data
exchanged on a connection or detection of any modification, insertion, deletion, or
duplication of the data in a selected set of fields.

Connectionless integrity: integrity of a single connectionless data exchange or de-
tection of any modification, insertion, deletion, or duplication of the single message.

Selective field connectionless integrity: integrity of selected fields within the data
in a single connectionless data exchange or detection of any modification, insertion,
deletion, or duplication of the single message.

Non-repudiation with proof of origin: protection against any attempt by the sender
to falsely deny sending the data or its contents.

Non-repudiation with proof of delivery protection against any subsequent attempt
by the recipient to falsely deny receiving the data or its contents.
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We use cryptographic protocols in everyday computing, like log in to a system (e.g.,
Kerberos authentication), or conduct a secure e-commerce transaction (e.g., TLS).
Such real-life protocols are often specified as international standards, but not always:
sometimes, custom protocols are defined and used for particular purposes. Real-life
cryptographic protocols are characterized by the full complexity of a real protocol, in-
cluding all the aspects that are necessary for interoperability (e.g., precise defintion
of message formats, options, etc.). In the world of research, instead, it is common to
focus on more abstract and simpler protocol models, where some details, such as the
precise binary message formats, are left out for simplicity (this is the case, for example,
of the Needham-Schroeder Public Key Authentication Protocol that will be presented
below as an example). Such models, that we can call theoretical protocols, catch only
the essence of the protocol rules, and they can be used to reason about the basic pro-
tocol mechanisms and the security properties they can enforce, before defining the
full-fledged protocol specification intended for real applications. In 1978, Roger Need-
ham and Michael Schroeder initiated a large body of work on the design and analysis
of cryptographic protocols with their proposal of two theoretical authentication proto-
cols [64], one based on symmetric encryption, and the other one based on asymmetric
encryption. Later on, it was discovered that both these protocols were flawed, and new
theoretical protocols were proposed to fix them. This process of error and fix contin-
ued, witnessing how difficult it is to detect flaws in these protocols, finally leading to
the standard real-life protocols Kerberos [65] (based on symmetric keys, and widely
used in the Windows and mac-OS OSs) and SSL/TLS [39, 73] (based on asymmetric
keys and certificates, and widely used in the web). A classical survey of such theoret-
ical protocols was produced by Clark and Jacob [30]. The survey presents not only a
description of the classical theoretical protocols but also the known attacks that were
discovered after their publication.

The standard real-life cryptographic protocols are typically reviewed many times by
academy researchers, industry experts, and standards organizations (e.g., IETF, ETSI,
ISO, IEEE) before being standardized. New protocols are subjected to security threat
modeling and analysis to ensure that they offer protection against commonly known
attack patterns. When these protocols are deployed in practice, their robustness is mon-
itored, and over time their security issues are worked out. When one of these standard
protocols is evaluated as insecure, a more secure version is made available (e.g., TLS
1.1/1.2/1.3 to replace TLS 1.0), or new protocols are designed to replace the aging ones
(e.g., AES replaced the aging DES/3DES).

A cryptographic protocol uses communication and cryptographic primitives to
achieve its goals. A cryptographic protocol involves two or more communicating ac-
tors, in literature commonly named as principals. Their communications may occur on
communication channels of various kinds (e.g., Ethernet, Wi-Fi, TCP/IP communica-
tions, public/private networks) by message exchanges. Multiple sessions of a crypto-
graphic protocol can run concurrently.

One or more roles are associated with each principal, depending on the reasons
why the principal participates in the protocol. For each role, the protocol defines a
set of rules that all the principals playing that role have to stick to. When a principal
executes a role during the effective communication, it is commonly named agent in the
literature.
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Figure 2.1: Needham-Schroeder Public-key Authentication Protocol

One significant yet simple example of a theoretical cryptographic protocol is one of
the two authentication protocols proposed by Roger Needham and Michael Schroeder
in 1978 [64] and known as the Needham-Schroeder Public Key (NSPK) protocol. Many
existing protocols are derived from the NSPK protocol, including the widely used Ker-
beros authentication protocol suite.

The aim of the protocol is to establish mutual authentication between principals A
(the initiator) and B (the receiver). In the original formulation of the protocol, A and B
obtain each other’s public key by interacting with a public key server. Here, we present
a simplified version, in which it is assumed that A and B already know each other’s
public key. As shown in Figure 2.1, the protocol is composed of three messages:

1. in the first step, A creates a random value (i.e., a nonce or a challenge) N4 and
encrypts this value along with its name A with the public key Kp of B;

2. when B receives such a message, B decrypts it, generates another random value
Np and responds to the challenge by encrypting both nonces, with the public key
of A (i.e., K4), in order to show to A that B was really able to decrypt the original
message;

3. in the last step, A sends back Np to B, encrypted by Kp, in order to show that it
was able to decrypt the second message.

At the end of the session, A should have the guarantee that the other party is really B,
and B have the guarantee that the other party is A. Moreover, the two nonces Ny and
Npg should be shared secrets, only known by A and B, and can be used to establish a
session key to encrypt further messages.

Simple cryptographic protocols are usually described by means of the so-called
Alice and Bob notation, which specifies the sequence of messages exchanged, with the
indication of who is the sender and who is the intended recipient of each message. For
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the NSPK protocol, this description reads as follows.

A—B {A,NA}KB
B—A {NA,NB}KA
A—B {NB}KB

A second simple example of a theoretical cryptographic protocol is the one-way au-
thentication based on X.509 certificates, which is described in the X.509 standard
[49, 48]. This protocol can be used when a principle A sends some data to another
principle B, in order to provide the following security guarantees to the recipient B:
(a) the received data were generated by A, were not modified, and are timely (i.e. they
are not a reply of already sent data) (b) the received data were intended for B (c) a
certain identified part of the received data is confidential (i.e., only known to A and
B). The protocol starts from the assumption that A and B know each other’s public key
(which can be obtained securely by means of X.509 certificates) and it includes a single
message sent from A to B:

A—B ZA,TA,NA7B,X,{Y}KB,{h(TA,NA7B,X,{Y}KB)}KX1

where T4 and N4 are, respectively, a time stamp and a nonce, generated by A, X
represents the non-confidential data to be sent, Y the confidential data to be sent, Kp
is B’s public key, KXI is A’s private key, and /() is a cryptographic hash function.
Here, the encrypted hash is a signature that will be checked by B before accepting the
message as valid.

In the execution of a cryptographic protocol, an actor is legitimate if allowed to
execute it, illegitimate if not allowed to. Besides, an actor is honest if he/she does not
deviate from the protocol specification, dishonest he/she deviates, possibly preventing
the protocol from reaching the expected security goals. Dishonest actors may be legit-
imate: dishonest because deviating from the protocol specification, legitimate because
allowed to execute the protocol.

It is possible to divide attackers into two classes: passive and active. Passive at-
tackers just intercept, copy and inspect protocol messages, while active ones can also
interfere with the protocol, by deleting, altering, reordering and redirecting protocol
messages, as well as by forging new protocol messages and inserting them into the
conversation.

It is also possible to categorize the attacks on security protocols depending on the
weaknesses they exploit [71, 45, 27]. Table 2.3 reports a non-exhaustive list of the
most common classes of attacks. Moreover, it is important to underline that the above
classification is not a partition in a mathematical sense, i.e., that some attacks may fall
into several classes.

As an example of an attack on a cryptographic protocol, in Figure 2.2 we show the
man-in-the-middle attack to the NSPK Authentication Protocol, which was discovered
by Lowe in 1995 [56], 17 years after the protocol was initially defined! In the mean
time, the flawed version had been used as the basis of commercial products, which,
of course, were vulnerable to this attack. In order to break the protocol, an attacker E
persuades A to initiate a session with it. Then, it relays the messages to B and convinces
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Table 2.3: Most common classes of attacks

Cryptographic flaw attacks: attacks that try to break idealistic properties of cryp-
tographic operations by exploiting weaknesses of the cryptographic algorithms. An-
alyzing an encrypted message to extrapolate the secret key is an example of a cryp-
tographic flaw attack. These attacks can be refined to take collateral information
into account, leaked by a cryptographic primitive or by its particular usage within a
security protocol [51].

Internal action flaw attacks: attacks that exploit the absence of some protocol
operations that are crucial to guarantee a security property. This kind of weakness
falls within the so-called internal action flaw class and may be due both to protocol
design errors or to implementation mistakes [24].

Type flaw attacks: attacks based on the absence of proper message type checking.
In this kind of attack, the attacker sends a protocol actor a message of different type
than what expected, and the actor fails to detect the type mismatch, so misinterpret-
ing the message contents or behaving in an unexpected way [40, 47].

Replay attacks: attacks that are based on re-sending an intercepted message, ex-
ploiting the weakness that some actor is not able to distinguish between a fresh
message and an old message that is being re-used [50].

Man-in-the-middle attacks: attacks where the attacker stands in the middle be-
tween two honest actors and breaks the protocol while relaying messages from one
actor to the other [32].

Oracle attacks: attacks where the attacker uses a protocol actor as an oracle to
get some information that the attacker could not generate on its own. Then, this
information can be used by the attacker to forge new messages that get injected into
another parallel protocol session [81].

B that B is communicating with A, by executing the following steps (as illustrated in
Figure 2.2:

1. A sends Ny4 to E, who decrypts the message with Kg;

2. E relays the message to B, pretending that A wants to communicate with B;
3. Bsends Np

4. E relaysitto A

5. A decrypts Np and confirms it to E, who learns it;

6. E re-encrypts Np, and convinces B that she’s decrypted it.

At the end of the attack, B falsely believes that A started a session with B, and that
Ny and Np are known only to A and B, while in fact A started a session with E and E
knows Ny.
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{ArNA}KE {AvNA}KB

{Ns, N}k, {Ns,Ns}k,

{Ng}kp {N}ky

— — ——

Figure 2.2: Man-in-the-middle attack on the Needham-Shroeder Public Key Authenti-
cation protocol

Focusing now on the standard, real-life cryptographic protocols, a significant ex-
ample widely spread in applications such as web, email, and instant messaging, is the
SSL/TLS protocol, which aims primarily at providing authentication, privacy and data
integrity between two principals. This protocol will be referenced throughout the chap-
ter.

The Secure Sockets Layer (SSL) protocol was firstly defined by Netscape in 1994.
However, the first official release of SSL, version 2.0, was out in 1995, because version
1.0 of SSL was never released because it had serious security flaws. While, the updated
and final version of the SSL protocol, SSL 3.0, was released in November 1996.

In 1999, the Internet Engineering Task Force (IETF) introduced the Transport Layer
Security (TLS) protocol as an upgrade to SSL v3. The TLS 1.0 RFC document (RFC
2246) states the differences between TLS 1.0 and SSL 3.0, while the TLS 1.1 RFC
document (RFC 4346) describes minor updates to TLS 1.0 released in April 2006. In
August 2008, the TLS 1.2 (RFC 5246) was released with the following main changes:
(i) adding cipher-suite-specified pseudorandom functions (PRFs); (ii) adding AES ci-
pher suites; (iii) removing IDEA and DES cipher suites. The current version of TLS,
TLS 1.3, was released in August 2018 (RFC 8446), where several unsafe technologies
were removed, and the protocol was streamlined for better performance.

The SSL/TLS protocol runs in the application layer. It is composed of two parts: the
TLS Record and the TLS Handshake protocol. Specifically, the cryptographic parame-
ters of the session state are produced by the TLS Handshake Protocol, which operates
on top of the TLS Record Protocol. When a TLS client and server first start commu-
nicating, they agree on a protocol version, select cryptographic algorithms, optionally
authenticate each other, and use public-key encryption techniques to generate shared
secrets.

In this chapter, for simplicity, we focus only on the TLS Handshake protocol, with
reference to TLS 1.0. This Protocol involves the following phases:

» Exchange hello messages to agree on algorithms, exchange random values, and
check for session resumption.
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Exchange the necessary cryptographic parameters to allow the client and server
to agree on a premaster secret.

Exchange certificates and cryptographic information to allow the client and
server to authenticate themselves.

Generate a master secret from the premaster secret and exchanged random val-
ues.

Provide security parameters to the record layer.

Allow the client and server to verify that their peer has calculated the same se-
curity parameters and that the handshake occurred without tampering by an at-
tacker.

Specifically, the full handshake protocol messages of TLS 1.0 are presented below
and in Figure 2.3, in the order they must be sent. The only message which is not bound
by these ordering rules is the Hello Request message, which can be sent at any time,
but it should be ignored by the client if it arrives in the middle of a handshake. The
character * is used to flag optional or situation-dependent messages that are not always

sent.

A full specification of each message and of the protocol state machine would be too
complex to be reported here. They can be found in the protocol standard (RFC 2246).

1.

When a client first connects to a server it is required to send the client hello as
its first message;

. The server will the server hello in response to a client hello message when it

was able to find an acceptable set of algorithms;

The Server sends certificate, whenever the agreed-upon key exchange method is
not an anonymous one. This message will always immediately follow the server
hello message;

. The server key exchange message is sent by the server only when the server

certificate message (if sent) does not contain enough data to allow the client to
exchange a premaster secret;

. A non-anonymous server can optionally request a certificate from the client, if

appropriate for the selected cipher suite;

. The server hello done message is sent by the server to indicate the end of the

server hello and associated messages. After sending this message the server will
wait for a client response;

The Client certificate is only sent if the server requests a certificate. Client key
exchange message will immediately follow the client certificate message, if it is
sent. Otherwise it will be the first message sent by the client after it receives the
server hello done message;
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8. The Certificate verify message is used to provide explicit verification of a client
certificate;

9. A finished message is always sent immediately after a change cipher spec mes-
sage to verify that the key exchange and authentication processes were success-
ful. It is essential that a change cipher spec message be received between the
other handshake messages and the Finished message.

2.2 Formal methods

Formal methods [82] are rigorous, mathematically-based techniques used to analyze,
design and implement computer-based systems (hardware, software, complex ICT sys-
tems). Their mathematical foundation stands in the mathematical models used to rep-
resent the systems to analyze, design, or implement. Such models use mathematical
concepts, such as sets, functions, relations, etc., to represent system structure or behav-
ior, finally providing unambiguous and precise representations. Formal methods are
generally contrasted with informal methods, i.e., the ones that do not employ mathe-
matical models at all, relying on empirical approaches for design, implementation, and
verification. Examples of informal methods are the development techniques based on
expressing security assumptions, requirements, and algorithms as a mix of English text
and time diagrams showing the most typical behavioural scenarios, and that include,
as verification techniques, tests manually derived from the requirements, and manual
reviews. There are also intermediate methods, classified as semi-formal, that combine
rigorous mathematical models with informal ones. For example, UML [66] is a semi-
formal modelling language because it includes parts that are formal (e.g., state charts),
and parts that are not (e.g., use case diagrams).

One of the main reasons for using formal methods is that they enable mathematical
proofs of the correctness of the employed system models, thus finally providing high
correctness assurance for the systems that are designed and implemented based on
them. Another reason is to provide unambiguous specifications of systems or their re-
quirements in the various stages of development. In fact, an informal model, not having
a mathematical model behind, may be subject to slightly different interpretations. Hav-
ing an unambiguous reference point is particularly important when different parts of the
system are developed by different persons or when different stages of the development
are performed by different developers. Accordingly, formal methods include formal
specification techniques, i.e., mathematically-based languages or notations that can be
used to describe systems or their properties unambiguously through formal models,
and formal verification techniques, i.e., algorithms that can be used to formally prove
the correctness of such models and of the development process.

Developing a system by means of formal methods usually consists of developing
several formal specifications. For example, the starting point can be a high-level for-
mal requirements specification, i.e., an unambiguous specification of the requirements
of the system to be implemented. From this specification, a high-level system speci-
fication can be derived, which provides a high-level description of how the system is
organised and works. Then, this high-level description can be refined into other, more
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detailed, formal descriptions of the system, its components, and their properties. The
refinement process continues until the formal models finally obtained are so detailed
that an implementation can be directly derived from them.

In such a development process, formal verification can be used to check the correct-
ness of the models that are developed and of the process itself. This is done by analysing
each formal specification, in order to check its internal consistency, i.e., absence of
contradictions in the model, as well as by comparing different formal specifications
in order to check that they are correctly related. For example, the high-level system
specification must satisfy the high-level formal requirements expressed by the formal
requirements specification. Checking that this is true is an example of formal verifica-
tion. If both specifications are formal, i.e., formulated in unambiguous mathematical
notation, it is even possible to obtain a formal proof of this fact. Another example is
when we have two different formal models of the system, at different detail levels.
In this case, formal verification can be used to check that the more detailed model is
coherent with the less detailed one, i.e., it does not diverge from the corresponding
higher-level description.

Formal models are key references not only for formal verification, but also for
other development activities. For example, a formal requirements specification can be
used as a reference for building a set of tests that aim to check that the system imple-
mentation fulfils the system requirements (requirements-based testing). Or, a detailed
formal specification of a system module can be used as a reference for developing
the implementation of that model. Usually, all these activities are performed automati-
cally or semi-automatically, in order to avoid human errors and to further increase the
confidence that the development process is correct, i.e., that the final implementation
satisfies the system requirements formulated initially.

2.3 Formal methods for cryptographic protocols

Formal methods are particularly important for protocols, for example as a way to enable
protocol interoperability, i.e., the possibility for different implementations of the same
protocol, developed by different software providers, to work together and to achieve
the protocol goals. When designing a protocol, a set of formal requirements is formu-
lated, expressing the goals the protocol is required to achieve. Then, a formal protocol
specification is formulated, describing the protocol features (messages and procedures)
unambiguously. The detail level of this description is chosen so that only the con-
straints that are strictly necessary for achieving interoperability and the desired goals
are expressed, while leaving all the other details free to be chosen by the developers
of implementations. Formal protocol specifications can be used as the reference pro-
tocol descriptions, e.g., when issuing the protocol standard (e.g., the EGP standard [1]
uses a state machine based formal specification). At this stage, protocol designers can
also perform a formal verification in order to prove that the protocol specification is
enough to guarantee interoperability of implementations and the fulfilment of the de-
sired protocol goals. Of course, a protocol implementation must be coherent with the
protocol specification, otherwise, if it deviates from what is prescribed by the protocol,
interoperability with other implementations may no longer hold, and the protocol goals
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may not be reached. In order to limit this kind of problem, an implementer can use
automatic code generation tools that perform the refinement from formal specification
to implementation automatically or semi-automatically [76, 78].

Formal methods represent an important opportunity especially for the design and
implementation of cryptographic protocols. In this section, the main motivations why
the application of formal methods can improve cryptographic protocol engineering are
first illustrated. Then, the effective ways how formal methods can be leveraged for
cryptographic protocols are discussed.

2.3.1 Motivation

The specification, design and implementation of a cryptographic protocol are complex
tasks, difficult to manage by human beings without the support of automated or semi-
automated tools. Two main reasons motivate why cryptographic protocol engineering
is characterized by such a high complexity. The first reason is common to all distributed
systems: it is the intrinsic parallel and asynchronous nature of cryptographic protocols.
The second one is more specific to cryptographic protocols: it is the large set of possible
different behaviors of the attackers.

Concerning the first motivation, cryptographic protocols have been defined as com-
munication protocols that ensure security properties among multiple parties. The con-
current nature of cryptographic protocols is explicitly implied from this definition. Mul-
tiple sessions of the same protocol might be active in parallel, one/more for each partic-
ipant to the communication, and these sessions may share data such as cryptographic
keys and other material. For this reason, attackers may exploit weaknesses by playing
with two or more parallel sessions, by injecting data obtained from one session into
another session. An example of attack that exploits this kind of bad interaction among
parallel processes of the same cryptographic protocol is the so-called oracle attack. In
this attack, the attacker would use one of the participants to the communications to gen-
erate some information that the attacker would not be able to get by itself. The attacker
could then create a new message, based on this information, and send it to a different
parallel process of the same protocol.

Therefore, the security of a protocol must be analyzed by considering what happens
when an arbitrary number of sessions are executed in parallel. It is well known that this
kind of analysis is difficult because the number of possible interleavings of actions from
multiple sessions blows up rapidly with the number of parallel processes involved. If
the implementation of a protocol is tested in a traditional way without the support of
formal verification, some vulnerabilities that might manifest only when some messages
are received in a specific order could be overlooked. Instead, formal methods guarantee
that all the possible cases are analyzed. Such an exhaustive analysis has thus become a
fundamental component for communication protocol engineering, and it is even more
important for cryptographic protocols, since security is directly involved.

The unconstrained behavior of an intruder is the second motivation for leveraging
formal methods in this field. Traditional testing requires to predict and manually sim-
ulate scenarios where an attacker might try to exploit some possible vulnerabilities of
a cryptographic protocol. However, a similar approach would never be able to con-
sider a large number of cases, as each one should be specifically planned and tested.
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Instead, in principle, only the computational complexity of what an attacker may do
can reasonably be constrained. All behaviors that are computationally feasible should
be considered, including those that do not follow the protocol rules, and the different
number of such behaviors is huge compared to what a test could exercise. Formal meth-
ods can consider all possible cases, or a large number of them, rather than just some of
them, so having more possibility to find the corner cases that an attacker could exploit.

2.3.2 Role of formal methods in cryptographic protocol engineer-
ing

Formal methods can contribute to cryptographic protocol engineering in four main

ways: protocol specification, protocol verification, protocol implementation verifica-

tion, and protocol monitoring. All these contributions apply to both standard protocols

(i.e, protocols that are developed when a new standard has to be established) and to
custom protocols.

Protocol specification

As already mentioned, a formal protocol specification can provide the necessary un-
ambiguous, complete, and consistent definition of the protocol rules, which is essential
in order to avoid possible misunderstandings of the specifications by different imple-
menters and consequent failure of guaranteeing the expected security properties. A
formal protocol specification can be expressed by means of any language that has a
formal, i.e. mathematically-based, syntax and semantics. Typical examples are state
machines, coupled with language-independent data representations, such as for exam-
ple the language accepted by the NRL protocol analyzer [60], or other formalisms
based on process algebras, such as for example the spi calculus [3] and the applied pi
calculus [22]. Protocol specifications can be expressed at different abstraction levels.
For example, one in which messages are expressed as abstract data types and one in
which messages are expressed as bit strings. More information about such different
types of models is provided in section 2.4

In addition to specifying the protocol rules, including the behavioral rules of each
protocol role and the rules for building the exchanged data representations, formal
protocol specifications provide an unambiguous and precise description of the secu-
rity properties that the protocol is expected to enforce, i.e. the protocol requirements.
While, as discussed, most of the properties belong to some standard classes, in order
to leverage formal methods it is not enough to just define the classes of properties en-
forced by the protocol, but it is necessary to give all the details of such properties, so
that they cannot be misinterpreted. For example, a single authentication property gen-
erally involves not only ensuring that when an actor A successfully concludes a session
of the protocol with another actor, A knows the identity of the other actor, but also that
the two actors agree on some data, which usually must remain secret. All this has to
be expressed by means of mathematical notation. For example, the Proverif protocol
verification tool [22] takes, as its input, a script that includes a protocol description writ-
ten in the applied pi calculus formal language, and security properties expressed in a
tool-specific formal language. Moreover, each security property may hold or not under
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certain environmental conditions and assumptions about what the attacker is supposed
to be able to do, which also has to be specified in order to have a fully formal specifi-
cation. The Proverif script, for example, also includes statements specifying what the
intruder is initially assumed to know.

The starting point for developing formal protocol (and requirements) specifications
is generally an informal idea, which itself is not yet suitable to the application of formal
methods. This idea gets formalized and encoded in the selected formal language. Of
course, formalization is a human activity, which is subject to errors. For this reason,
formal protocol specification is tightly coupled with formal protocol verification, which
is necessary to provide adequate correctness assurance.

Protocol verification

Having formally defined the protocol security requirements and the protocol rules, pos-
sibly at different detail levels, formal protocol verification checks that these specifica-
tions are internally consistent and coherent with one another. For example, one can
verify that each specification follows the syntax and semantic rules of its specification
language (internal consistency), and that if each honest actor of the protocol follows
the specified rules of the protocol, the specified security properties hold under certain
assumptions about what the attacker can do (coherence between requirements specifi-
cation and protocol specification). Another form of coherence verification is the verifi-
cation that a more abstract protocol specification is consistent with the corresponding
low-level specification.

A noteworthy observation must be made for providing a correct interpretation of
what verification represents exactly. In formal methods, the terms “validation” and
“verification” have different meanings. On one side, validation is the operation through
which it is checked if a model fulfills user requirements and it is never formal, since
user requirements are originally informal and subjective. On the other side, verifica-
tion checks the internal consistency of the model and compares the model with others
at higher level; it can be a formal process, if the involved models are formal as well.
To this end, in protocol verification the models are always compared to other mod-
els or the formal specification of the requirements, while the subjective and informal
requirements are not considered anymore.

Under this important assumption, protocol verification at this stage (i.e., design
stage, when abstract models are defined early before the actual real-world implementa-
tion) can be performed with different techniques. Some of the most common techniques
used for formal verification of cryptographic protocols are model checking [74], the-
orem proving [69], type systems [52, 44] and game theory [15]. Further information
about these techniques will be provided in Section 2.5. The advantage provided by per-
forming formal verification at this stage in cryptographic protocol engineering is that
the internal model consistency and the fulfillment of the security requirements are for-
mally verified before the development of the real-world implementation, thus saving
time and human resources.
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Protocol implementation verification

As it has been explained for protocol verification, the existence of intermediate levels
of abstraction between the formal representation of the requirements and the concrete
implementation allows to notice errors in the protocol formulation before developers
spend time on writing the source code. However, protocol verification at the model level
is not sufficient to have the guarantee of protocol correctness. The reason is that, when
the developers write the implementation, they might introduce programming errors and
bugs (e.g., errors due to the differences between high-level modeling languages and
the typical low-level programming languages), and as a result the expected protocol
behavior is altered, leading to protocol vulnerabilities.

Protocol implementation verification aims to fill the gap between protocol design
and implementation by avoiding inconsistencies between them. To this end, automated
or semi-automated tools are exploited. According to the categorization proposed by
Avalle et al. in [8], the two main techniques investigated in the literature are automatic
code generation and automatic model extraction. In the former technique, which fol-
lows the well-known software engineering paradigm of model-based development, an
abstract formal model is developed first, by hand, and the real-world implementation
is automatically derived from it on the basis of some user-specified implementation
choices. In the latter, the protocol implementation code is written first, by hand, even
without necessarily having a formal model yet, and a formal model is derived auto-
matically from the implementation code, enriched with some annotations that guide
the model extractor in understanding the protocol rules that are implemented. In both
cases, there is a formal model which can be used to perform protocol verification, and
to detect protocol flaws. In both cases, the typical human mistakes made in the im-
plementation phase are avoided, because the mapping between abstract model (which
is formally verified) and implementation is done automatically by a tool. Additional
information about protocol implementation verification is provided in Section 2.6.

Protocol monitoring

Formal methods can be used to perform runtime verification, i.e. to monitor the exe-
cution of a process implementing a cryptographic protocol. With respect to protocol
model or implementation verification, runtime verification has access to practical and
more detailed information on the runtime behavior of the process.

As for traditional protocol formal verification, the security properties and the pro-
tocol rules must be formally expressed. The specification languages that are used for
runtime verification in protocol monitoring generally allow for the possibility to ex-
press a temporal evolution of events (i.e., a security property might be guaranteed after
a certain sequence of events happened in the communication among the participants).
The most common family of specification languages used for this purpose is temporal
logic: examples are linear temporal logic , interval temporal logic, and signal temporal
logic. The survey by Cassar et al. [28] details how these three types of temporal logic
can be used in the context of protocol monitoring.

The typical protocol monitoring setup is made by three components: the process
running the protocol, the monitor and the instrumentation mechanism. The monitor
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is the process that observes the protocol execution and can establish if the security
properties formally expressed are satisfied, after its behavior has been observed for a
sufficient interval of time. The instrumentation mechanism, instead, records the infor-
mation related to the behavior of the process running the protocol, decides which pieces
of information should be made visible for the monitoring activity, and sends them to
the monitor in the form of an ordered stream called “execution trace”. The monitor
retrieves this ordered stream of events and applies formal verification techniques.
Another possibility is to derive automatically the monitoring specifications from
the same kind of protocol specification used as a basis for protocol implementation.

2.4 Types of formal models used for cryptographic pro-
tocols

This section focuses on how cryptographic protocols are modeled formally, and on the
different classes of models that are used.

The formal models used for cryptographic protocol engineering are characterized
by different abstraction levels. The more the model is abstract, the more it is simple to
analyze and easy to manage. However, at the same time, the more a model is abstract
the less number of possible attacks on the protocol it can take into account. For this
reason, different models at different abstraction levels are generally used in different
phases of a cryptographic protocol design and implementation lifecycle.

There exist mainly three kinds of models that have been successfully applied for
rigorously analysing and implementing cryptographic protocols: belief models, sym-
bolic models, and computational models. Belief models are the most abstract ones.
They are suited especially for analyzing the logic of a protocol in terms of the beliefs
that the principals can legitimately achieve through the protocol. Symbolic models rep-
resent the actual behavior of a cryptographic protocol in terms of states and actions of
the actors, using abstractions that preserve the most important logical flaws that may
affect the protocol. Finally, computational models are even more precise, being able
to represent a larger class of attacks on cryptographic protocols, but at the expense of
higher verification complexity. In the remainder of this section, the different flavors of
such classes of models will be detailed.

2.4.1 Belief models

Belief logics are logic systems that have been useful in the design and analysis of
cryptographic protocols, starting with the pioneering work done by Burrows, Abadi,
and Needham on BAN logic [25], and continuing with several related logics: GNY
[43], AT [5], SVO [80]. More details about these different logic systems can be found
in the survey by Syverson and Cervesato [79]. A belief logic is used to determine how
the legitimate beliefs of agents in a protocol run evolve when the protocol events occur.
For example, in BAN-like logics, statements like the following ones can be used:

* A said M (protocol agent A sent a message containing M in a protocol run);
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» A sees M (protocol agent A received a message containing M in a protocol run
and A could get M, e.g., by decrypting the message with a key known by A, and
use M);

A believes P (protocol agent A has right to believe that statement P is true);

* N is fresh (N has never been sent in any previous message of the protocol);
. KA (K'is A’s public key);
Al B (K is a shared key known only by A and B).

A logic of beliefs includes axioms and inference rules that describe how the beliefs
of agents may evolve, i.e. how each agent can deduce new legitimate beliefs. For ex-
ample, if {M} ;1 represents the encryption of M with the private key corresponding to
public key K, the following inference rule

A believes & B, A sees {M}
A believes B said M

2.1

specifies that if agent A has right to believe that K is B’s public key and A sees {M } 1,
then A is also entitled to believe that B said M (because, as K is B’s public key, B is the
only agent that could encrypt M with the private key corresponding to K).

The logic can be used to determine the set of legitimate beliefs that each agent can
deduce after a run of the protocol, starting from an initial set of assumed beliefs. For
example, if we assume that agent A knows B’s public key K, we can assume the initial

belief “A believes £> B”. Then, if the protocol prescribes that B sends {M}, 1 to A,
after A actually receives this message, we can conclude that “A believes B said M”,
because of inference rule (2.1).

Indeed, belief logics usually do not model protocol messages but rather the meaning
conveyed by such messages, considering only the encryoted ones (cleartext messages
can be forged or modified by the attacker hence they do not contribute to making le-
gitimate beliefs). More precisely, a protocol is modeled by what is called the idealized
view of the protocol, which includes the meaning conveyed by each protocol message,
and the encryption key, rather than the message itself. For example, this is the idealized
view of the NSPK protocol presented in [25]:

A—B : {NA}KB
Np
B—A {<A:B>NA}KA
N,
A—=B : {{A=B)}k,

where (X)y, is a statement that combines another statement X with N4, which is a

secret that is used to prove the identity of whoever utters (X)y,, while A é B means
that Y is a secret known only to A and B. In this view, the meaning of the first message
is that A communicates N4 to B, while the meaning of the second protocol message,
which is {Na,Ng}k,, is that B communicates to A that Np is a secret known only to
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them and Ny proves B’s identity to A. The last message has a similar meaning, but with
inverted roles.

The final beliefs can be compared with the expected ones in order to check whether
security properties are satisfied or not. For example, if the aim of the protocol is to
agree about a shared key, at the end we would like to establish the beliefs “A believes A
<£> B and “B believes A <5> B”, but also “A believes B believes A <£> B and “B believes
Abelieves A & B,

One of the advantages of this model is that belief logics are fairly simple and de-
cidable. Hence, when a protocol has been properly formalized, if its logic is correct,
it is possible to automatically prove the expected beliefs, and the resulting proofs are
usually short and simple. However, when a proof for a protocol cannot be found, there
is no evidence that an attack on the protocol is possible. Moreover, aspects such as how
messages are built and how they are processed when received, and which real cryp-
tosystems are used are not modeled. Hence, a protocol proved correct may still have
weaknesses in the unmodeled aspects. For this reason, belief logics can be used just to
get an initial assessment of a protocol, in order to validate its logic before continuing
with more sophisticated analyses.

Another issue with belief logics is that subtle errors may be introduced in the for-
malization of the initial beliefs and of the protocol itself, which is difficult to detect and
may lead to wrong conclusions about the protocol correctness. For example, the NSPK
protocol was proved correct using the BAN logic in 1990 [25]. However, later on, after
Lowe found a man-in-the-middle attack on the same protocol [57], Alves-foss showed
in [7] that this attack was not detected when developing the above cited BAN logic
proof because of a wrong formalization of the protocol used in that proof. In the same
paper, he also showed that the protocol properties could be proved by the BAN logic
under the fixed formalization. Similar errors when applying BAN logic are documented
in [23].

2.4.2 Symbolic models

The foundation for the symbolic analysis of security protocols was laid by Dolev and
Yao [36]. They introduced a model in which cryptographic primitives and other opera-
tions on data are represented as algebraic function symbols that are assumed to satisfy
certain properties, and the adversary has full control over the network but is constrained
to compute only through the defined function symbols.

In this abstraction, the protocol messages are algebraic terms built from the defined
function symbols. This model assumes perfect cryptography, which means making a
number of assumptions about the properties that cyptographic operations have. For ex-
ample, the only way to decrypt encrypted data is to know the corresponding decryption
key; encrypted data do not reveal the key that has been used to encrypt them; encrypted
data have enough redundancy so that decryption can detect whether a wrong key has
been used to attempt decryption; there is no way to compute the inverse of a crypto-
graphic hash function and different messages are hashed to different values.

For instance, by following this approach, shared-key encryption is basically mod-
eled by two function symbols, enc and dec, where enc(x,y) represents the encryption
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of x under key y, dec(x,y) represents the decryption of x with key y, and the following
equality holds:

dec(enc(x,y),y) =x (2.2)

As this is the only equality assumed about these functions, one can decrypt enc(x,y)
only when one has the key y, according to the perfect cryptography assumption.

The attacker’s capabilities include the possibility to eavesdrop messages transmit-
ted on public channels, and use any cryptographic function on the eavesdropped data.
In addition, an attacker can forge new messages and send them (i.e. insert) on public
channels. The attacker can also participate in the protocol as any other legitimate actor
and it can have its own keys.

The model can represent the behavior of an arbitrary number of parallel protocol
sessions involving legitimate actors and the attacker. Generally, the attacker is consid-
ered as the communication medium, to emphasise that it has complete control on the
communications (see Figure 2.4). Each protocol role is modeled by specifying its op-
erational behavior in the form of a state transition model where not only message send
and receive operations are represented, but also how received messages are manipu-

lated and checked.
(o e

Figure 2.4: Representation of a Dolev-Yao model with the attacker as the medium

For example, the A role of the NSPK protocol in one protocol session can be mod-
eled by the state-transition model represented in Figure 2.5. Then, the state-transition
models of the protocol roles in multiple sessions and of a possible attacker are com-
bined together to form the overall state transition model. When building this model,
some assumptions are made about what the attacker initially knows. Then, during the
execution of the protocol, the attacker may get additional knowledge from the eaves-
dropped messages. The overall state transition model is unbounded, because of the
unbounded number of parallel sessions that may be started and the unbounded num-
ber of ways the attacker has to manipulate messages (e.g., an attacker who knows m
and k may decide to send m encrypted with k any number of times, i.e., enc(m,k), or
enc(enc(m,k),k), etc., and all these messages are considered as different according to
the symbolic model).

In this kind of model, there are two different main ways of formalizing security
properties. The first way is to express security properties as trace properties. A trace



2.4. TYPES OF FORMAL MODELS 21

O send(enc((A,N4),Kg)) N

Start of role A session y&dec(xK,?)
with A, B, N,

y&dec(x,Ka™t)
receive(x)

(na,ng) <y
(failure) (success)
Session failed
Xa=Np
send(enc(ng,Kg))

Session successfully completed
with A, B, NA/ Ng

Figure 2.5: Symbolic model of A’s role in the NSPK model

is the record of a specific run of the protocol, i.e., a path in the overall state-transition
model graph. For each trace, a given security property is true or false, and the property
is considered to hold for the protocol if it holds for all its traces. For example, a way to
formalize the secrecy of a given N is to require that N is never known by the attacker.
If there is a trace which arrives at a state in which the attacker knows N, the property
is false for that trace, and, hence, for the protocol, and the trace shows how an attacker
can attack the protocol.

A second way to formalize security properties in symbolic models is to leverage
some concept of equivalence, i.e. state the unobservability of some differences between
different versions of the protocol. For example, the secrecy of N could be formalized
by requiring that an attacker cannot distinguish a version of the protocol in which N
is transmitted from a second version that only differs from the previous one because,
instead of NV, another value N’ is sent. This second way of expressing secrecy is stronger
than the previous one, based on trace properties: if a protocol satisfies the equivalence-
based secrecy of N, then, under the same assumptions, it also satisfies the trace-based
secrecy of N, but the reverse is not necessarily true.

Symbolic models are precise enough to detect a large number of protocol flaws,
including for example the possibility of man-in-the-middle attacks, replay attacks, and
oracle attacks. For example, a symbolic model was used by Lowe to find the man-in-
the-middle attack on the NSPK protocol [57]. Symbolic models are suitable for au-
tomated verification using different techniques, as it will be detailed in section 2.5.
However, their complexity (they are infinite-state) makes the usual security properties
undecidable on them, as it was shown by Durgin et al. in [37]. Although this theoretical
result implies the impossibility of building algorithms that can automatically decide
whether an arbitrary input protocol model satisfies a given security property, it still
admits the construction of automated procedures that can prove or disprove security
properties on symbolic models in some cases. Indeed, as it will be discussed in section
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2.5, the state-of-the-art verification techniques for symbolic cryptopgraphic protocol
models can prove or disprove the usual security properties in most cases, making this
approach the most used today.

Like belief models, symbolic models use abstractions that disregard some aspects
of a real protocol, such as the features of the real cryptographic operations, and for this
reason they do not consider possible weaknesses related to such aspects.

2.4.3 Computational models

Computational models were developed at the beginning of the 1980s by Goldwasser,
Micali, Rivest [42, 41] and Yao [83], laying their foundations on the computability and
computational complexity theories. Messages are modeled as bit strings, and crypto-
graphic primitives as functions from bit strings to bit strings. An attacker is modeled as
any probabilistic Turing machine having polynomially bounded resources to perform
an attack. This is the same model generally used by cryptographers.

In this kind of models, the impossibility of some operations (e.g., the compu-
tation of the inverse of a cryptographic hash function), which characterizes perfect
cryptography of symbolic models, is replaced by a probabilistic model, according to
which the probability that such operations are completed successfully by a probabilistic
polynomial-time Turing machine is negligible. This property usually is motivated by a
widely accepted computational complexity assumption, e.g., that a certain mathemati-
cal function cannot be computed in polynomial time. Consequently, security proofs on
computational models do not aim to prove the impossibility for an attacker to achieve
a certain goal, rather to prove that the probability that an attacker achieves the goal is
negligible. Such proofs generally exploit complexity-theoretic reductions, i.e., impli-
cations of the form: “if there exists an attacker that runs in polynomial time and has
non-negligible success probability, then there exists an algorithm that solves a hard
computational problem in polynomial time with non-negligible probability, which is
assumed to be false”.

Computational models are less abstract and, hence, more realistic, than symbolic
ones. For example, they can model cryptosystem-related weaknesses, in addition to the
weaknesses also captured by symbolic models. However, proofs turn out to be more
complex and difficult to automate. For this reason, proofs on computational models
have been traditionally developed manually, until Laud made a first attempt to mech-
anize them in 2003 [54], followed by more general techniques developed in the next
years [53, 18]. Another approach that has been developed to mechanize such proofs
is to infer security properties in the computational model from corresponding prop-
erties automatically proved in the symbolic model. This kind of inference is possible
under certain assumptions. The study of these assumptions started from the seminal
work done by Abadi and Rogaway in [4], and continued with other studies that led to
a number of approaches and tools to obtain security proofs in the computational model
indirectly from corresponding proofs automatically built for the symbolic model. A
survey by Cortier et al. [34] presents these techniques thouroghly. Another detailed ac-
count of the literature about direct and indirect techniques to automate security proofs
for computational models has been provided by Blanchet in [20].

Although today there are automated theorem provers that can build such proofs
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automatically, as computational models are more complex than symbolic ones, unde-
cidability affects them as well, and such provers may not reach a result in some cases.

2.5 Formal verification of cryptographic protocols at
design level

This section explains the main techniques used for formal verification of cryptographic
protocols.

Formal verification is an imperative step in the design of cryptographic protocols
and provides a rigid and thorough means of evaluating the correctness of cryptographic
protocols. There exists a number of different formal verification techniques to verify
cryptographic protocols. In this section, the main different approaches are presented:
model checking, theorem proving, type systems, and game theory. The next chapter of
this book will provide a more detailed analysis of formal verification techniques for
cryptographic protocols.

2.5.1 Model Checking

Model checking approaches to the analysis of cryptographic protocols have proved re-
markably successful [68]. Model checking [31] uses a state exploration technique, in
which the state space of a state transition model is defined and then explored by the tool
to determine if there are any paths through the space corresponding to violations of the
intended properties of the modeled system. For instance, Fiterau-Brogtean et al. [38]
formalized several security and functional properties drawn from the SSH RFC speci-
fications [55], and then they verified these properties by performing model checking on
state-transition models extracted from different SSH implementations. In the context of
cryptographic protocol verification, model checking is especially suitable for symbolic
models, as they are based on state-transition semantic models. By using this technique,
it is possible to look for the possible attacks on the modeled protocol [11, 74]. How-
ever, since the search space to be explored is infinite, because of the infinite different
ways an attacker can combine eavesdropped data and because of the unbounded num-
ber of protocol sessions, a naive approach to model checking is not exhaustive and this
kind of search alone cannot guarantee security when no attack is found. This problem
has been addressed by research in the context of Dolev-Yao models, and a number of
more sophisticated state exploration techniques have been developed that at least par-
tially remove this limitation. Such techniques exploit the fact that an infinite number of
different data or execution sequences are in fact equivalent. Exploiting this fact, under
certain circumstances, by using these techniques, it is possible to achieve even a proof
of security, but this is not possible in all cases, because, as already mentioned, the for-
mal verification problem in the Dolev-Yao model has been shown to be undecidable.
The application of model checking to security protocols has been surveyed exten-
sively by Basin et al. in [11]. For the formal verification of symbolic models, different
model checking techniques have been used. Initially, explicit state space exploration
by means of general purpose model checkers, such as FDR [57], murphi [62], and
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spin [58], was proposed. These first attempts were limited to models with a bounded
number of sessions and length of messages. Then, more sophisticated tools have
been developed, capable of analyzing models without these restrictions. For example,
OFMC [12] uses lazy, demand-driven search techniques to analyze even infinite-state
symbolic models, while Tamarin [61] analyzes the state space implicitly, leveraging
constraint solving based on satisfiability checkers. If the checker fails, Tamarin gives
the user the possibility to try to complete the proof interactively.

2.5.2 Theorem proving

A totally different approach to formal verification is theorem proving, which consists
of developing a security proof in a deductive system.

This approach is very obvious when using belief logics to model and verify pro-
tocols, because in that case the logic system is already defined by the belief logic and
by the protocol specification rules. As belief logics are decidable, theorem proving can
be automated and it always leads to a positive or negative result. For example, using
BAN logic, and the formalization of the NSPK protocol in that logic, as presented by
Burrows et al. in [25], a proof that the NSPK protocol satisfies some security properties
can be constructed.

For what concerns symbolic models, formal verification by theorem proving is pos-
sible by building a formal system that represents the protocol rules and the attacker’s
capabilities in a way that is equivalent to (i.e., sound and complete w.r.t.) the sym-
bolic model of the protocol. However in this case, apart from the difficulty of building
the logic system, which can be solved by doing it automatically staring from other
state-transition-oriented representations, the undecidability of the verification problem
prevents theorem provers to always find a proof or disproof of a security property.
Different solutions have been proposed to overcome this problem. One is to resort to
manual or semi-automatic theorem provers. For example, Paulson shows in [69] how
Isabelle, a general purpose higher-order logic (HOL) theorem prover can be used to
verify security properties in cryptographic protocols. Another solution, adopted for ex-
ample by Blanchet for Proverif [19], is to develop a proof search algorithm that is fully
automatic but only in some cases it provides a result (proof or disproof), while in other
cases it fails to return a result. In some cases (e.g., in the work by Havelund [46]),
theorem proving and state exploration techniques have been combined together.

One valuable advantage of using theorem proving for symbolic models is that, if
successful, it provides a formal proof of correctness. However, when the prover is not
automatic, an extremely high expertise is necessary in order to find proofs, while fully
automatic solutions exist but they sometimes fail to provide a result. Among the success
stories of theorem proving, we can mention that Paulson succeeded in 1999 to prove
some security properties of the TLS protocol using a symbolic model and his interactive
proving method [70], while more recently, in 2017, some security properties have been
proved on TLS 1.3 by Bhargavan et al. [14].
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2.5.3 Type systems

A type system is a lightweight formal method originally developed for reasoning about
programs. A type checker which exploits a type system is typically used within a com-
piler in order to prove the absence of some errors related to data types in the program.

In the early days of programming, type systems were used only to ensure certain
basic correctness properties of programs such as the arguments to primitive arithmetic
operations are always numbers and differentiating between a string and integer value
in the memory. Later on, type systems have been exploited to perform also other types
of verification, and not only for programming languages.

In the field of cryptographic protocol verification, the use of type systems has been
explored, for example, by Gordon and Jeffrey [52, 44], who developed a series of type
systems for verifying authenticity in security protocols, and by Cortier et al. [33], who
addressed privacy properties (e.g. anonymity) by means of a similar technique. These
approaches reduce the problem of verifying properties in security protocols to the type
checking problem. Intuitively, a type system can be used to over-approximate the be-
havior of a protocol, in such a way that a positive check of its types can be used to
prove some security properties.

A notable example of protocol verification performed by means of this technique
is the verification of an interoperable implementation of TLS, written in F#, by means
of the F7 type system [16]. In this work, TLS is implemented by a set of modules.
Initially, these modules are just typed interfaces, with types that capture the security
properties. Then, these modules are refined by adding their concrete implementations.

2.5.4 Game theory

Another approach, which has been used to find proofs automatically for computational
protocol models, is the automation of game-based cryptographic proofs. A game-based
proof is organized as a sequence (or tree) of games, sometimes also named experiments.
Each game is characterized by a certain probability an attacker has to win the game. On
one end of a chain of games we have a game that describes the competition between
a protocol to be verified and a computationally bounded attacker which tries to break
it. On the other end of the chain we have another game, for which the probability the
attacker has to win is known (e.g. it is known it is negligible). The games in the chain
are such that a transition from one game to the next one is characterized by a particular
relation between the win probabilities of the two games. For example, the probability
an attacker has to win the second game is less than the probability it has to win the first
one. Or, the difference of win probability between consecutive games is negligible. If
one such chain is found, it is a proof, based on reductions.

Even though cryptographic proofs based on game reductions are powerful, they are
complex, and can easily become involved and difficult to manage manually. For this
reason, their automation has been addressed by research, and tools that implement it
are available. Among them, we can mention cryptoverif [18, 21] and easycrypt [10].

Among the notable results obtained with this approach, we can mention the verifi-
cation of the TLS Handshake protocol [15, 14].
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2.6 Techniques for linking design models to implemen-
tations

Belief, symbolic, and computational models are characterized by a higher level of ab-
straction than the corresponding real-world protocol implementations. Therefore, this
existing gap between abstract formal models and their implementations might have a
negative impact on the security level that the usage of formal methods should guarantee
for cryptographic protocols.

Among the multiple potential problems derived from this gap, a first issue is that the
complexity of the control flow and data types for a real-world protocol implementation
is typically much higher than the complexity of the techniques that are used for the
definition of abstract models at design level. As such, logical and coding errors might
be introduced in the implementation of the protocol; if those errors are not identified in
the testing phase before release, they might create a discrepancy between the model and
the effective behavior of the protocol. Another problem is that programming languages
that can be used for the real implementation deeply differ from each other, e.g., in terms
of data structures and operations to manage them. These low-level mechanisms do
not find a direct correspondence to the high-level abstract models defined with formal
methods. This missing link might be another cause of errors that would not be easily
identified.

OpenSSL and OpenSSH are real-life examples where the implementation step in-
troduced errors on a protocol that has been proven secure when the abstract model
has been previous analyzed. They are open-source implementations of two widespread
cryptographic protocols, respectively SSL (i.e., the name that TLS originally had when
developed by Netscape Communications) and SSH. The original protocols have been
widely studied and formally verified in literature (e.g., Morissey et al. succeeded in
providing a modular and generic proof of security for the application keys established
through the TLS handshake protocol [63]). However, their implementations receive
several security patches per year, due to low-level implementation bugs that could not
be envisioned when designing the models. For example, a notorious OpenSSL bug
that has been exploited by man-in-the-middle attacks is the one described in [67].
Several functions inside OpenSSL incorrectly checked the result after calling the
EVP_VerifyFinal function, allowing a malformed signature to be treated as a good one
rather than as an error. This fault cannot be found by applying verification techniques at
design level, because in the semantics of the model the way the code handles return val-
ues is evidently overlooked. Instead, a user enumeration vulnerability flaw was found
in OpenSSH, through version 7.7 [35]. The vulnerability occurs because the bailout for
an invalid authenticated user is not delayed until after the packet containing the request
has been fully parsed.

These considerations clarify that the gap between language-agnostic abstract mod-
els and real-world protocol implementations with a specific programming language
cannot be easily filled through a manual translation of the model into the software
program. For this reason, automated techniques have been developed, so that the gap
between them is reduced, and the possibility to have flaws introduced in the imple-
mentation phase is also reduced. According to the categorization proposed by Avalle et
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al. in [8], these techniques are mainly classified into two families (i.e., automatic code
generation and model extraction), depending on the starting point for the automated
process: abstract model or code implementation. A more detailed presentation of the
research in this field can be found in the survey written by Avalle et al. in [9].

2.6.1 Automatic code generation
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Figure 2.6: Workflow of automatic code generation

Figure 2.6 depicts the general workflow that is followed by automatic code gen-
eration to link the abstraction of formal models and the specificity of a real software
implementation. As the workflow suggests, automatic code generation requires the def-
inition of an abstract model as first step, and later the code of the corresponding imple-
mentation is produced by an automated tool.

In more detail, starting from an informal description of the cryptographic proto-
col (i.e., a description of the expected behavior and the security properties that the
protocol must fulfill), the user designs a formal, abstract model (e.g., belief, symbolic
or computational model) which respects the description, and the model is formally
verified. Nevertheless, before a software implementation is generated by employing
an automatic tool, the abstract model must go though a refinement operation. More
specifically, it is necessary to enrich the model with the implementation choices that
will drive the generation of the code. The reason is that a design choice might corre-
spond to multiple alternative implementation choices, among which the programmer
typically chooses the most suitable one according to the protocol requirements. These
implementation choices must be thus provided to the tool, so that they can be followed
in the code generation. At that point, the abstract model enriched by these indications
is enough for the employed tool to automatically generate the protocol implementation.
An example that follows this procedure is the technique described by Cadé et Blanchet
in [26], where the source code is automatically derived from computational models.

Approaches based on automatic code generation must be characterized by two es-
sential features. The first one is that the function that is employed in the automatic code
generation for the mapping of the abstract model to the concrete implementation must
preserve the abstract security properties of the model. In fact, joining the formal proof
of soundness for the code generation function together with the proof of correctness
for the security properties of the abstract model (e.g., through other formal verification
techniques), then the correctness of the security properties is consequently proved on
the concrete implementation. The second feature, instead, is the variety and nature of
implementation choices that the user of the automated tool can express. The optimal
scenario would be the possibility to express a high range of implementation choices,
to guarantee the interoperability of the implementation generated by the tool with the
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other third party existing implementations. However, there might be cases where some
restrictions are placed so that certain aspects of the output software are bounded to
choices taken by the developer of the tool itself.

The automation provided by code generation brings over many advantages with
respect to naive approaches based on a manual programming of the concrete imple-
mentation. Firstly, a central problem related to the gap between abstract model and
real-world implementation, i.e., the introduction of programming errors and bugs in
the cryptographic protocol, is solved by construction. With the formal proof of the
soundness for the code generation function, in fact, the behavior that is shown by the
corresponding implementation is proved to be the same as expected, and no security
vulnerabilities due to the typical manual coding errors are introduced. Secondly, it is
possible to avoid information leakage through side channels by construction as well.
Finally, another benefit is that the human user does not have to know the low-level
artifacts of a programming language, since they are automatically managed by the tool.

At the same time, some drawbacks are present in this approach. The most evident
drawback is that the user is required to know the abstract modeling language that is used
for the formalization of the model. If on one side the user must deal with a language
at a higher level, on the other side reaching a good level of expertise on a modeling
language might be not immediate. Moreover, since the code is automatically generated,
all the optimizations an expert developer might introduce are absent, and the efficiency
of the resulting software might be not the most suitable one for the target application.

2.6.2 Model extraction
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Figure 2.7: Workflow of model extraction

Figure 2.7 depicts the general workflow that is followed by model extraction. The
starting and ending points of this process are the opposite of those that are present in
the approaches based on automatic code generation.

First of all, software developers write the application code, i.e., they directly write
the real-world implementation of the cryptographic protocol. The source code is later
enriched with annotations, whose purpose is to provide additional specifications about
formalisms that cannot be conveyed through the constructs of traditional programming
languages. Then, an automated tool performs the extraction of an abstract model from
this annotated source code, discarding the elements of the source code that are not rel-
evant for the security properties that must be guaranteed by means of the cryptographic
protocol. The extracted model is finally verified with a formal prover, so that the formal
correctness of the model is guaranteed. As an example, a technique that follows this
workflow is described by Aizatulin et al. in [6], where the abstract model is extracted
from a source code written in C language.



2.6. LINKING DESIGN MODELS TO IMPLEMENTATIONS 29

A characteristic feature of model extraction is the degree of coverage for the pro-
gramming language that is used to write the source code of the application. The degree
of coverage represents the percentage of programming language features that can be
used to write the application and that are handled by the automated tool for the extrac-
tion of the abstract model. Concerning this aspect, traditional programming languages
such as C, C++, C#, Java, or F# are characterized by a syntax with a high complexity,
so it is impossible that all the elements of their syntax are covered by techniques based
on model extraction. To this end, for each programming language a subset of features
has been identified as the features that are properly handled by the majority of this kind
of tools.

The most evident benefit of model extraction is that the starting point of the pro-
cess is the application code written by a human being. As such, an expert developer can
introduce manifold optimizations which can improve the efficiency of the protocol im-
plementation when employed in the real world; this was evidently not feasible for the
automatic code generation, where at most a limited number of choices could be speci-
fied to drive the generation of the code. Moreover, this technique hides the difficulty of
learning and managing abstraction languages to the users. Even though programming
languages such as C++ and Java themselves have a rich and complex syntax, the de-
velopers can limit themselves to learn these languages, because they can consider the
formalization of the abstract model as a black box represented by the tool employed for
model extraction. Additionally, the tools which are available for finding errors in the
definition of a high-level model are much less advanced than the debuggers for com-
mon programming languages. In light of this gap, the possibility to use state-of-the-art
analyzers of the source code of applications grants the developer a more user-friendly
and complete control on the product they are developing.

Nevertheless, model extraction is not exempted from some disadvantages. From a
theoretical point of view, this technique might be applied on legacy protocol imple-
mentations to get the corresponding abstract model. However, this possibility usually
collides with the language features that are used for the legacy application and the
restricted subset that is allowed for the effective employment of techniques based on
model extraction. In fact, it cannot be expected that legacy code was originally thought
for this purpose. Therefore, a manual intervention (e.g., elimination of constructs that
are not accepted, or introduction of annotations) is nearly always required in this con-
text. Furthermore, the principles on which model extraction is based are the opposite of
the traditional precepts of model-driven software engineering. In that field, the water-
fall model, where the code is derived from high-level descriptive requirements through
multiple stages of refinement, is the most common pattern that has been used for years
in software development. A reverse approach thus puts a bigger emphasis and complex-
ity on the coding activity, which is not guided by a recognized software engineering
standard.
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2.7 Frameworks for cryptographic protocol engineer-
ing

The development of a robust and strong cryptographic protocol is a burdensome chal-
lenge if it is completely managed in a manual way. The support provided by specialized
frameworks for cryptographic protocol engineering is the most suitable resource to re-
duce the presence of flaws and vulnerabilities in the protocol implementations, which
might be exploited by attackers to penetrate into a networked system.

In the following, two of the most important frameworks for cryptographic protocol
engineering are presented. The first one is SPEAR II, proposed by Saul and Hutchison
in [76] to enable a user-friendly interaction with multiple tools for formal analysis
according to a so-called multidimensional approach. The second is instead JavaSPI,
an environment proposed by Sisto et al. in [78] to allow the user to create a symbolic
model of a cryptographic protocol by using a subset of Java features that correspond to
the modeling language applied m-calculus [2].

2.7.1 Spear Il

Multidimensional cryptographic protocol engineering is a unified approach where mul-
tiple dimensions (i.e., classes of techniques and tools, characterized by a common goal)
are effectively combined in a single application, which provides a comprehensive way
to specify, develop and formally analyze a protocol. The main reason that led to the
birth of the multidimensional approach is that most of the available techniques for for-
mal analysis cannot detect all the flaws and vulnerabilities that might be present in the
design and implementation of a cryptographic protocol, if they are singularly applied.
Their combination could simply overcome this problem, because each technique would
compensate the drawbacks of the others, and at the end a protocol engineer would get
a higher assurance of the protocol correctness.

An example of framework that has been developed according to the principles of
multidimensional cryptographic protocol engineering is SPEAR 1II [76], acronym for
“Security Protocol Engineering and Analysis Resources II”’, and evolution of the orig-
inal SPEAR I proposed by Bekmann et al. in [13], which was just a proof-of-concept
lacking the user-friendliness and completeness that characterize its successor. A human
user can interact with the graphical elements of this framework, which offers a great
variety of techniques based on formal methods for each stage of the development of
a cryptographic protocol, i.e., from the specification of the security properties that it
must fulfill until the development of the real-world implementation. In the following,
the main dimensions, corresponding to the most important modules of SPEAR II, will
be described, so as to show how all the different stages of protocol engineering are
managed throughout a multidimensional approach with respect to the application of
traditional formal techniques.

Cryptographic protocol design. A dimension that is traversal to all the other com-
ponents of SPEAR 1I is the protocol design. The modeling phase is eased thanks to the
GYPSIE environment, better described by Saul and Hutchison in [75], which offers a
graphical user interface through which the protocol specification is performed at three
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different levels of abstraction, so that the user can perform operations of varied com-
plexity according to their expertise. More specifically, the high-level view describes
the complete flow of messages among the participants of the protocol communication,
and the user-friendliness is provided by graphical and textual languages such as SDL
(Specification and Description Language) and MSC (Message Sequence Chart). The
navigator view offers another high-level prospective of the message flow of the crypto-
graphic protocol, throughout a tree view which offers a full integration with the high-
level view, so that drag-and-drop operations between graphical elements of the two
views are allowed. Then, the component view works at a lower level of abstraction,
because it allows the formal specification of each message of the flow, with another
representation based on a hierarchical tree. Finally, the output of the GYPSIE environ-
ment is a protocol specification as simple text, LaTeX or a Prolog-like language.

Code generation. The code generation module can automatically generate the Java
source code of a real protocol implementation, starting from the output of the GYPSIE
environment, i.e., the abstract model describing the message flow of the protocol. Even
though such a technique does not present any novelty by itself, the integration of au-
tomatic code generation in a unified environment improves the quality of all the other
stages of protocol engineering. For example, the additional specifications driving the
generation of the source code might be specified with interactive menus in GYPSIE,
and if they do not result to be the most suitable ones according to performance and
bench-marking measurements, they can be easily modified.

Performance analysis. The performance evaluation of the cryptographic protocol is
based on a message rounds calculator. The input of this module is the protocol specifi-
cation, i.e., the message flow of the communication, which is produced by the GYPSIE
environment. Starting from this flow, the message rounds calculator establishes which
messages could be sent in parallel for improving the protocol efficiency. In SPEAR 1I,
the performance analysis can be carried out both on synchronous message rounds, if
a participant to the communication can send a message only if it has received all the
previous ones that were targeting it, or asynchronous (also called optimal) message
rounds, if the communication among the participants may be asynchronous. Overall,
the results of this performance evaluation can become one of the specifications driving
the development of the real-world implementation, because the source code would be
directly written considering not only formal aspects of the protocol, but also its future
performance. This feature represents an additional way to bridge the gap between the
model and its implementation.

Security logics. In SPEAR 1I, the formal analysis of the protocol model specified
through GYPSIE is performed with GYNGER, a Prolog-based analyzer proposed by
Mathuria et al. in [59], based on the GNY belief logic, whose access is eased by the
presence of a visual GNY environment. GYNGER exploits a forward-chaining ap-
proach for the application of GNY inference rules; as such, the GNY inference rules
that cannot be adapted for forward-chaining are not implemented in this framework.
In particular, 16 of the 88 GNY inference rules are not implemented because of this
restriction. However, their absence does not impact the outcome of the formal analysis,
because those rules are not needed to perform this type of analysis. Then, GYNGER
receives as input the message flow of the protocol (i.e., the model), alongside with the
GNY rule set, the initial assumptions and the target goals. If a target goal is success-
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fully reached, a formal proof is generated by the tool, with the indication of which
statements were used to derive that goal. This proof is expressed with an English-style
language, to further increase the user-friendliness of GYNGER.

Other dimensions. Other dimensions are related to the simulation of use cases
where the protocol might be effectively used. For example, the Meta-Execution di-
mension aids the user in correctly modeling the protocol by leveraging it in simulated
scenarios, so that the user can directly understand possible problems in the model be-
fore the generation of the code. Instead, the Attack Analysis dimension is composed
by an attack construction engine, whose purpose is to simulate cyber-attacks and help
the user understand if the security properties that the protocol should guarantee are
effectively guaranteed also under attack.

2.7.2 JavaSPI

JavaSPI [78] is a framework for cryptographic protocol engineering, based on a model-
driven approach for the automatic generation of the protocol source code. Inheriting
and extending the main characteristics of its predecessor Spi2Java developed by Pironti
and Sisto [72], the purpose of JavaSPI is to simplify the modeling of a protocol, allow-
ing the users to use the Java language for both the protocol design and implementation.
This also enables the possibility to simulate the execution of the protocol by running
a Java debugger on the model, before the development of the corresponding imple-
mentation. In the remainder of this section, the workflow of JavaSPI will be detailed,
with the aim to underline the improvements it brings over for the traditional protocol
engineering.

First, the specification of a protocol symbolic model is made by using a subset
of the Java programming language, corresponding to the features that are necessary
to reach the same expressiveness as applied m-calculus, a modeling language derived
from the Dolev-Yao abstraction. In greater details, two subsets of the Java language
are identified and incorporated in this framework. On one side, the “core language”
includes the minimum number of Java constructs that are really needed for the mapping
to m-calculus, and it is the language that is used by the internal modules of JavaSPI
for the derivation of formal proofs or the automatic management of the model, i.e., it
is not directly employed by a human user. On the other side, the “extended language”
extends, as the name suggests, the core language by introducing additional Java features
and it is the subset that is effectively exploited by the users for the specification of the
protocol model. All the additional features that are included in the extended language
can be reconduced to the subset present in the core language, though. Therefore, this
redundancy (i.e., the existence of two separate subsets of the Java language) might
be theoretically avoided, since the core language would be enough for the creation
of any model with a correspondence in 7-calculus. However, in that case the users
would have a more limited language to use, and this would impact the user-friendliness
of the framework, since experienced Java developers should excessively restrain their
knowledge and limit their capabilities.

The formal verification of security properties for the model specified in the core or
extended language of JavaSPI is performed by means of the automated and efficient
theorem prover ProVerif [17]. Since this theorem prover works on an abstract model



2.7. FRAMEWORKS FOR CRYPTOGRAPHIC PROTOCOL ENGINEERING 33

formulated with the applied 7-calculus language, a translation from the Java-based
specification is needed, and it is performed by the Java-ProVerif module of JavaSPI.
Nonetheless, the level of abstraction is the same for both the core language of JavaSPI
and the applied m-calculus required by ProVerif. Therefore, the translation is straight-
forward and consists in a simple conversion of the language syntax. However, the in-
put that is received by ProVerif is not exclusively made by the model expressed in
m-calculus. In fact, the user should introduce annotations to the Java-based model,
representing the security properties that the cryptographic protocol must enforce. In
particular, the user can specify two different types of security properties by means of
annotations: the first type is represented by secrecy properties for the data exchanged
by the parties involved in the protocol communications, whereas the second type is
called correspondence of events and includes properties such as party authentication.
These annotations are then translated into queries for ProVerif, so that ProVerif can
provide a formal proof of the corresponding properties if this proof can be reached, or
it can disprove them by providing counterexamples.

JavaSPI also offers a semi-automatic generator for deriving the protocol source
code from the abstract model. This module, called Java-Java generator because both
the model and the real implementation are written in the Java language, is not fully
automated, because a manual refinement of the abstract model must be performed by
the user. More specifically, some annotations must be added to the code. These anno-
tations have a different purpose with respect to those needed for the formal verification
of security properties: in particular, they consist in the implementation choices that
the Java-Java generator must take in the development of the application code. Within
this approach, information specifically focused on the implementation and information
exclusively related to the abstract model are separated. As such, during the specifica-
tion of the model, the user can avoid to care about the future implementation, since
additional details will be provided later on by means of annotations, and he can thus
only focus on the definition of a correct protocol behavior. The separation of the two
main tasks of protocol engineering, i.e., model design and protocol implementation, is
made even more evident thanks to the fact that the developers of JavaSPI have proved
a set of soundness theorems such that, if a security property is verified for the abstract
model by employing ProVerif, then the same property is guaranteed to be fulfilled in
the implementation derived with the Java-Java generator.

In light of all the analyzed features of JavaSPI, the conclusion is that this framework
optimally counterbalances the typical drawbacks of approaches based on automatic
code generation. Users are not required to know 7-calculus, and all the implementation
choices are separated from the model design because they are conveyed through anno-
tations. Finally, in the whole workflow, the users have the possibility to find problems
in the protocol specification in multiple ways before the generation of the source code
(e.g., symbolically executing the Java model with a debugger, or running the ProVerif
tool), so that protocol engineering becomes less troublesome than how it traditionally
was.
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2.8 Conclusions

Cryptographic protocols are widely used in many applications today. However, their
design and implementation are notoriously very difficult to get right. In this chapter we
have first outlined the main features of cryptographic protocols and analyzed the main
reasons for this difficulty. Starting from these considerations, we have showed how
formal methods can help cryptographic protocol designers and implementers to avoid
errors as much as possible, by enabling accurate verifications based on mathematical
models, and even proofs of correctness.

The typical engineering activities related to design and implementation of a crypto-
graphic protocol have been dissected, together with the support tools based on formal
methods that are available. Specifically, we have analyzed the typical lifecycle that
starts from the elicitation and formalization of security requirements, followed by pro-
tocol design and finally implementation. We have also shown how each phase can be
supported by verification tools that operate at different levels of abstraction, including
the capability of linking descriptions at different levels. Finally, we have illustrated
examples of frameworks that combine together different types of tools, operating at
different abstraction levels.
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