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Abstract—PALANTIR, an EU-funded Innovation Action pro-
ject, delivers tailored and pervasive resource protection through
the Security-as-a-Service paradigm. This demo presents the
architecture and validates the prototype against three threat
scenarios with botnet, data breach and tampering attacks.

I. OVERVIEW

Cybersecurity is increasingly important to the economy of
societies around the world. This is evidenced from both the
victims’ and attacker’s side: an estimated global expenditure
of $170.4 billion by 2022 to protect organisations [1] and the
evolving complexity of exploits and solutions used by cyber-
criminals to obtain revenue from their malicious activities.

PALANTIR intends to provide affordable Security-as-a-
Service (SecaaS) solutions to smaller organisations. SecaaS
solutions are special security services, named Security Capa-
bilities (SCs). These are instantiated with containers (Docker,
Kubernetes) and orchestrated through frameworks like Open
Source MANO (OSM); whilst considering different deploy-
ment scenarios depending on the resource constraints.

In addition, PALANTIR offers different centralised and
decentralised components, such as i) the Threat Intelligence
(TI), relying on sophisticated Artificial Intelligence (AI) tech-
niques and processes to efficiently detect specific threats and
activities, and ii) the Fault and Breach Management (FBM),
performing the recovering process once the threats affect
clients’ assets and procedures. As a whole, PALANTIR can
deploy in three delivery modes to approach light, cloud and
edge security solutions for adapting the infrastructure and
intelligence capacity to the end-user requirements.

II. INNOVATION

Both Small and Medium-sized Enterprises (SME) and
Micro-Enterprises (ME) constitute the backbone of most
countries’ economies, representing over 90% of the business
population, 60-70% of employment, and 55% of the GDP in

developed countries [2]. However, they usually lag behind
larger organisations in the adoption of more sophisticated
security practices, now facing major security challenges due
to their low investment in cyberesecurity tools, lack of cyber-
skills and relevant best practices aimed at protecting their
assets and the value-chain they are connected to. This, along
with the uptake of digital tools (especially after the dawn of the
work-from-home era), has rendered SMEs/MEs an attractive
target for a wide range of cyberattacks. As a result, they usu-
ally fall victims to cheap, replicable attacks by cybercriminals
leveraging “ransomware-as-a-service” as a means to extort
considerable ransoms from SMEs/MEs at a low risk; while
sometimes even acting as the weakest nodes in supply chains
and providing backdoor routes into larger organisations.

PALANTIR aims to bridge the cybersecurity gap between
large enterprises and SMEs/MEs by providing a multi-layered,
infrastructure-wide threat monitoring platform offering cyber-
resiliency and knowledge sharing in a heterogeneous ecosys-
tem. At the same time, these security services are marketed
to third parties in the form of SecaaS [3]. The PALAN-
TIR framework implements a coherent privacy assurance,
data protection, incident detection and recovery framework,
focusing on highly dynamic service-oriented systems and
networks; taking advantage of their inherent programmability
features and abstractions. PALANTIR also focuses on cyber-
resiliency, leveraging the features of service-oriented systems
by i) exploiting the Network Functions Virtualisation (NFV)
architecture; ii) employing scalable AI for multi-modal threat
detection, standardisation and threat-sharing techniques for
risk analysis, monitoring and network operation; and iii) ensur-
ing the SME/ME’s compliance with relevant data privacy and
protection regulations in the data breach age, implementing
the “Privacy by Default” principle to the collection, usage,
transfer and storage of personal data between third parties.

While the individual PALANTIR assets bring significant



innovation potential to threat intelligence, risk assessment,
cybersecurity response and service orchestration, the core
innovation capacity of the platform stems from the efficient
combination of the above, setting it apart from existing com-
mercial offerings. Specifically, PALANTIR combines innova-
tive aspects that distinguish it from the competition, including:

1) an extended value chain among stakeholders (service
developers, telcos, SMEs/MEs, GDPR subjects) mate-
rialised via three delivery modes (light/cloud/edge) and
multiple billing options to accommodate different needs;

2) a service catalogue that allows a commercial ecosystem
to be built around the aforementioned value chain;

3) hybrid cybersecurity and active response services, com-
bining approaches based on multi-modal machine learn-
ing and signatures, which are tailored to discover cyber
threats and complemented with live threat sharing;

4) a service-oriented risk analysis framework that removes
the need for expert users to operate complex tools for
the identification of attack surfaces and security risks,
leading to the reduction of operational costs;

5) the provision of security-based orchestration to simplify
the deployment of security capabilities based on end-
user feedback and identified cybersecurity needs; and

6) the alignment with ongoing standardisation efforts by
IETF [4] & ETSI [5].

III. RELEVANCE FOR MEDITCOM

The scope of the demo is directly relevant to several re-
search areas identified in the IEEE MeditCom call for demos,
including i) 5G/6G mobile systems; ii) network architectures;
iii) Big Data and Machine Learning for communications; iv)
network applications and services; and v) cybersecurity, pri-
vacy and trust. We believe the audience should be particularly
interested in this demo for two main reasons: i) the inno-
vative nature and technical merit of the PALANTIR SecaaS
framework integrating NFV, AI and Trusted Computing into
a novel enabler platform for SecaaS; bringing a direct socio-
economic impact via affordable and easy-to-use cybersecurity
for SME/MEs; and ii) the chance to learn about relevant open-
source solutions and their integration, e.g., coupling the Elastic
stack with Kafka and Spark (for data indexing, analytics and
visualisation) and OSM (for SecaaS orchestration).

IV. RELATED WORK

The provided demonstration is based on the PALANTIR
architecture [3]. Some of the investigated techniques for the
storylines are described in previous works on e.g., anomaly
detection [6] [7] and botnet detection [8] [9]; where the
techniques from the latter are currently in use along with a
refined dataset. The SecaaS approach, as implemented by the
lightweight delivery mode, is described in depth in [10] along
with the internal design of the SCs. It is also applied in the
context of 5G cybersecurity [11] and energy awareness [12].

V. DEMO SUMMARY

The PALANTIR framework aims to simplify the protection
for SMEs and MEs, alleviating to some extent their evident
expertise gap on cybersecurity knowledge with respect to
medium-sized and large enterprises. PALANTIR follows a
SecaaS approach under three delivery modes to better tailor its
behaviour to the capacity and needs of each organisation: i) the
cloud-based approach, based on a remotely hosted Managed
Security Services model (MSS); the ii) lightweight, all-in-
a-box approach implementing a virtual Customer Premises
Equipment (vCPE) MSS model that is deployed in the client’s
premises; and the iii) managed edge, adhering to the Multi-
access Edge Computing (MEC) paradigm and managed by the
network operator serving connectivity to the organisation.
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Fig. 1. Building blocks of the PALANTIR architecture

To that end, the PALANTIR architecture considers four
building blocks (Figure 1). From top to bottom and left
to right, these are the i) Portal; ii) Threat Intelligence; iii)
Security Capabilities Orchestration; iv) Trust, Attestation and
Recovery; and v) Risk Analysis Framework components. The
infrastructure hosts the SCs, key for ad-hoc deployment of
security features such as Intrusion Detection Systems (IDS),
Network Network Sniffers (NNS), Firewall and Router (FW)
functions, among others (e.g., for traffic analysis and backups).

The Portal consists of multiple tailored views of dashboards
and provides the user with sections related to security indica-
tions and status, sharing Indicators of Compromise (IoC) and
monitoring and billing. The TI component implements Ma-
chine Learning (ML) and Deep Learning (DL) techniques to
identify threat, ingesting data both from traditional signature-
based detection and advanced ML/DL techniques. The Se-
curity Capabilities Orchestration (SCO) keeps the SCs in a
searchable catalogue and manages their life-cycle, configu-
ration and monitoring. The Trust, Attestation and Recovery
(TAR) continuously assesses a subset of physical or software
nodes via remote attestation [13]. Upon integrity breaches,
adequate policies are applied to restore the system to its last
trusted state. Finally, the Risk Analysis Framework (RAF)
allows an organisation to perform a self-assessment (related



to the ENISA SME framework [14]) to identify the risks in
their infrastructure and take adequate measures.

Three storylines are considered for demonstrating the ca-
pabilities of the PALANTIR platform. The first one aims
at detecting botnet activity in the monitored network and
the mitigation of the attack via the isolation of the infected
machine(s). The second one attempts to detect a data breach
through the inspection and ingestion of system logs. Finally,
the third one showcases the remote attestation procedures and
the recovery of a previously compromised security service.

a) Storyline 1 (botnet activities): Involves the RAF,
SCO, TI and Dashboard. Figure 2 reports all involved sub-
components and their interactions in the different steps.
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Fig. 2. Workflow for storyline #1

In the first step, the RAF provides the end-user with ques-
tionnaires to perform a risk-based assessment, so to analyse the
attack surface and identify the assets part of the infrastructure.
After this, the user is presented a risk profile and recommended
remediation actions (in this demo, deploying a Filtering SC).

In the second step, the Service Matching (SM) subcom-
ponent receives the request for deploying a SC providing
a firewalling feature. Throughout a Constraint Satisfaction
Problem (CSP), it analyses the properties of the infrastructure,
the implementations of the SCs available from the catalogue
and their costs to find a compromise between the billing
models and the security features to be leveraged. The SM
returns a possible solution associating specific SCs to use,
the infrastructures to deploy them, and the delivery models
to apply along with a price quotation to be reviewed by an
operator. Finally, an effective deployment is triggered and the
Filtering SC is instantiated by the orchestrator, as confirmed
by a notification on the Dashboard.

In the third step, botnet traffic from the USTC-TFC2016
dataset [15] is replayed into the simulated network along with
normal traffic. A ping command from the Controller host
shows in real time the connectivity towards the victim. The
Monitoring SC forwards the traffic to the Data Collection &
Pre-processing (DCP) module which pre-processes it (e.g. IP
anonymisation) and passes it to the Multi-modal Anomaly
Detection (MAD) module. MAD includes a set of Anomaly
Detection algorithms running in parallel (Isolation Forest and

MIDAS [16]) and analysing traffic’s flow-level features. The
detected outliers are aggregated and passed to the Threat
Classification and Alarm Management (TCAM) module to
associate them with a specific threat label using a supervised
Random Forest model. TCAM provides an attack report to the
Recommendation and Remediation (RR) engine which uses
it, together with the current network landscape, to compute
a remediation measure for the detected threat. In the case of
botnets, it suggests a reconfiguration of the Filtering SC by
adding iptables rules to block the malicious traffic. The user
is informed in real time through the Dashboard both when the
threat is detected and once the generated remediation has been
correctly applied. Finally, the interruption of the ping output
acknowledges that the attacker can no longer reach the victim.

b) Storyline 2 (data breach detection): Involves the TI,
TAR and the Dashboard so to monitor the protected infrastruc-
ture and detecting a data breach attempt. Figure 3 presents the
involved subcomponents and their interactions.
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Fig. 3. Workflow for storyline #2

System logs with sensitive data are periodically transferred
from a customer server to DCP. A live SSH brute-force attack
(simulating a data breach attempt) runs against a database
server protected by PALANTIR. Then, TI pre-processes the
syslogs in real time, detects the anomalous behaviour (MAD)
and classifies it as a brute-force attack (TCAM).

RR proposes two policies based on the threat findings: i)
apply a FW rule to isolate the server, and ii) perform an instant
backup of the victim server’s data. A running SC (firewall) is
reconfigured with a newly added rule based on the RR policy
to block the brute-force attack.

Shortly after, the Incident Response (IR) subcomponent
within FBM successfully backups the SQL dump to a secure
node, following the RR policy. In the end, the user is informed
of the data breach attack and the remediation steps taken.

c) Storyline 3 (remote attestation and recovery): In this
scenario the Dashboard, SCO and TAR interact to deploy,
attest and redeploy (upon integrity breach) an IDS-based SC
implementing Snort; as shown in Figure 4.

First, the developer implements the logic of the SC (Snort)
and proceeds registering (or onboarding) it in the Security
Capabilities Catalogue (SCC), within SCO. Here, relevant



metadata is filled by the developer and persisted in the SCC,
which is later used to identify the optimal SC to deploy such
that it fulfils all security requirements.
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Fig. 4. Workflow for storyline #3

As a second step, and once the SC package(s) are registered
into SCC, the Security Orchestrator (SO) onboards them on
the NFV orchestrator. The SC is now ready for deployment. At
some point, the network operator accesses the Cybersecurity
Dashboard and instantiates a given SC. A few seconds later,
the SC spins up at the Kubernetes cluster. The SO fetches
relevant container runtime data to send to the AE, which
records the SC to start the periodic remote attestation.

In the third step a malicious insider accesses the physical
infrastructure, the Kubernetes cluster and, finally, the container
that runs the IDS SC (Snort). This user tampers a binary in the
container (e.g., disguising malware as an OS-provided binary).

Few moments after, in the fourth step, AE runs the periodic
remote attestation process and identifies an integrity failure on
this SC instance. It marks the container as untrusted, notifies
the Dashboard and informs the Recovery Service (RS), which
generates a relevant policy that requests the SO to terminate
the compromised Snort-related container and to redeploy a
new clean instance of the same type.

Finally, in the fifth step, a clean Snort version instance is
redeployed, notifying the network operator of the successful
recovery and restore to a integrity-compliant state.

VI. DEMO PROCESSING

The demo can be presented either live or commenting on top
of pre-recorded videos, where the latter is expected. It consists
of three scenarios, each commented by two contributors. Slides
are first presented to introduce the environment and kind of
attack. Then, either the video, with embedded subtitles and
live comments on top, or the live experiment takes place.
Finally, video material could be later uploaded publicly for
future consultation by attendees.

VII. MATERIAL

A table, a poster, two screens, access to power supply and
stable Internet connection are required for the demonstration.
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