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Summary

We are living today in the Internet of Things (IoT) era, with a multitude of
connected devices around us. These devices can be sensors, sampling every possible
aspect of our life, actuators, taking an action depending on our input or automatic
decision, or interfaces, such as computers and smartphones, presenting valuable
information in a way that enriches or simplifies our everyday tasks.

The field of IoT has been growing steadily since its conception, 20 years ago,
thanks to the technology improvements which made the devices used in this domain
cheaper and cheaper, enlarging the spectrum of possible users.

The key of the IoT framework are the data. Data are the new gold or new
oil of the Smart Societies era. Data can be used to better understand the current
situation of a certain environment or device under test, so that it is possible to
take the corresponding action in order to perform better at some particular task or
improve life quality conditions for humans.

To build a scientifically sound and efficient IoT device is not a simple task. It
may seem easy to retrieve, collect, store and analyze this kind of data. In reality,
these are tasks that require much attention from various perspectives.

In the literature it is possible to find a plethora of articles trying to do so,
but failing in one or more (or all) of these aspects. First, these data have to be
gathered by a sensor with a certain accuracy and has an output consistent with
the environmental conditions (i.e., it must not produce spurious data). Moreover,
depending on the desired quantity to sample, one needs also to determine the
correct sampling frequency, in order not to violate the Sampling Theorem. Second,
according to the constraints of the environment and the requirements in terms of
transmission timing, the data transfer protocol has to be carefully chosen. Third,
the data have to be stored in a certain structure depending on usage requirements
(CSV files, databases, Distributed Ledger Technology, etc.). This thesis reports
a detailed analysis of the most critical issues in the design and implementation
of an IoT device, taking into account: the correctness of the data gathered; the
optimization of the power consumption in relation to the signal to be sampled;
the analysis of different wireless technologies that can be used to transmit the
gathered data; the conjuncture of IoT and Blockchain paradigms for the sake of
data authenticity and safe storage of sensible data. As a side topic, this thesis

IIT



also discusses another breakthrough in the Computer Science domain: Quantum
Computing. This new computing paradigm is changing the landscape of a variety of
human endeavors, from computing, to physics, to chemistry. The basic concepts are
described, along with the possibilities this mindset entails and the consequences of
such advanced computing power, which could impact directly the IoT/Blockchain
implementation discussed.

Summarizing, the main contributions of this thesis are the following:

o Ensuring scientifically-sound data exploiting low-cost sensors
The topic is addressed by focusing on the case study of air pollution mon-
itoring. It is reported the design and development of a Particulate Matter
monitoring station via a rigorous evaluation of sensors and calibration pro-
cedures. The resulting platform serves as proof-of-concept for the creation
of densely deployed networks of low-cost sensors to work in synergy with
reference-grade devices in order to create finer-grade air pollution maps.

o FEuvaluation of wireless protocols for the task of indoor transmission of IoT
data
The topic is addressed by considering the task of indoor thermal monitoring.
In this context, two widespread wireless technologies, RFID and Bluetooth,
have been compared both theoretically and via a series of meticulous in-field
tests to assess their operating range, transmission efficiency, scalability, and
resilience to interference.

o Integration of IoT and Blockchain domains
This thesis reports the integration of the Blockchain Distributed Ledger Tech-
nology in the context of IoT. This implementation serves as the missing block
with which it is possible to make IoT devices communicate with an open
blockchain. This could enable true transparency in several manufacturing
processes.

o Analysis of new possibilities and threats posed by Quantum Computing
As a side topic, this thesis addresses the emerging field of Quantum Comput-
ing. The possible applications of such a new paradigm are reported, along
with new threats posed to encryption schemes used today.
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Chapter 1

Introduction

We are living in the era of the Internet of Things, or Internet of Everything
[1], surrounded by devices connected to the internet and performing a type of task.
These devices help us in everyday activities and can produce precious information,
which can be exploited for decision-making or lifestyle adaptations. The definition
of IoT goes back to a presentation Kevin Ashton gave in 1999 at a Procter and
Gamble event in the context of supply chain management [2]. As of today, the field
of application has expanded to healthcare, utilities, transport, home automation,
battlefields, environmental monitoring, and so on [3].

The IoT has made the domains of Computer Science and Engineering evolve
constantly since its inception, becoming every day less desktop and more pervasive,
ubiquitous. Computing itself is nowadays ubiquitous.

Embedded, or Ubiquitous computing is pervasive, yet not easy to see. One may
not think it has a direct impact on our lives since we cannot fully appreciate its
presence, but indeed it has an enormous impact. The aim of embedded computing is
to make life easier, safer, and more secure for all mankind, regardless of whether the
individuals are aware of it or not. The result is that these devices and frameworks
are going to be much more than simply "autonomous" systems. They are going to
yield valuable and(or) necessary information to us humans, like the possibility to
gather data in real-time, crunch it, and act accordingly.

Having internet-connected devices enables the possibility to delegate certain
activities - onerous, dangerous, or repetitive - to a dedicated device. It is a common
belief that in the future the houses we live in will be fully autonomous and requiring
little to no housekeeping at all.

The rising ramp for the spread of IoT platforms was made possible by three
different factors:

o The diffusion of open wireless protocols - Bluetooth, Bluetooth Low Energy
(BLE), Radio Frequency IDentification (RFID), Wi-Fi.

e The shift from IPv4 to IPv6.
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o The constant cost, size, and energy consumption reduction for all the com-
ponents.

As introduced before, the use case application spectrum for IoT is very large.
Tons of devices are being used every day to record a plethora of parameters of the
environment: temperature, relative humidity, sun exposure, atmospheric pressure,
air quality, etc. Logged data can be leveraged to create models to represent physical
phenomena and predict future conditions, from basic weather forecasts to more
catastrophic events. This is the reason why there are sensors placed everywhere
in the world, monitoring our seas and rivers, the movement of the soil, the air we
breathe.

1.1 Wireless Sensor Networks

The IoT in reality consists of a set of devices brought together to create Wireless
Sensor Networks (WSNs).

Sensing /actuating devices in WSNs are called nodes. A single node of the
network is usually built in a simple architecture, like the one shown in Fig. [L.1] It
is composed of a core board, a battery, a sensing device, a memory, and a radio
transceiver.

)

Transceiver

(" N
Microcontroller/ . .
Battery Microprocessor Sensing Unit ’
& J
External memory

Figure 1.1: Sensing Node Architecture.

Since these kinds of devices are relatively small, the most critical resources are
energy and memory. These constraints limit the frequency of the core board, which
operates at a much lower frequency with respect to the central processing units of
modern personal computers and workstations.

There are several kinds of network architectures, the most common ones are the
star and mesh network topologies, shown in Figg. [I.2a]

The choice of the network topology depends on the constraints of the final
system, there is no a priori best possible choice. The star network is simpler and

4



1.2 — Questions

(a) (b)

Figure 1.2: Network topologies: star network (a), mesh network (b).

faster since all sensing nodes are connected to the sink node. It is possible to
synchronize the transmission times for the various nodes in such a way that in the
network each node has a transmission time slot allocated. This could reduce the
noise and thus the need for retransmission, resulting in lower power for the sensing
node. This architecture, however, introduces a single point of failure for this kind
of topology, since the other nodes could not connect to the internet without that
central missing node. On the other hand, a mesh network is theoretically more
resilient, since there could be more than one sink nodes so that if one of them
is out of order for a certain reason, the packets can be redirected to the other
gateway node. This kind of architecture is characterized by a multi-hop routing
since a certain packet has to perform several jumps - hops - from a node to the
following, in its path to reach the gateway. This increased resilience is paid for by
the increased time for a package to reach the destination and the increased power
for all nodes for transmission of it (or re-transmission in case of noise).

1.2 Questions

In the context of 0T, this thesis addresses various aspects which are sometimes
overlooked when creating an IoT sensing device or a whole Wireless Sensor Network.
We want to answer a series of questions:

o Are we sampling a certain signal at the correct frequency?
e Does the sensor we use produce scientifically valid data?

o Is it possible to reduce the energy consumption and the logging of data in
certain circumstances? What are the consequences of this?

o What is the best wireless protocol to transmit sensed data?

e Are these data authentic?
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« Now that we were able to sample and transmit these precious data, how do
we store them in a way that they cannot be tampered with/altered?

In parallel with the work trying to answer these questions, a new topic of interest
emerged on the panorama: Quantum Computing. This new computing paradigm
has the potential to shake much of the knowledge we have built up to now, the
consequences of which are still to be understood.

In the following subsections, we are going to give an overlook of all chapters
included in this thesis.

1.2.1 Data Acquisition

Talking about data acquisition, it is not possible to start somewhere else than
the Sampling Theorem, formulated throughout the history by Harry Nyquist, Claude
Shannon, E.T. Whittaker, Vladimir Kotelnikov, which reads - in Shannon’s formu-
lation [4]:

Theorem 1. If a function f(t) contains no frequencies higher than B Hz, it is
completely determined by giving its ordinates at a series of points spaced 1/(2B)
seconds apart.

Reversing this sentence, if we need to sample a certain signal, we have to do
so at a frequency that is at least double the frequency of the signal itself. This
may not seem so significant in the IoT domain, but it actually depends on how
frequently the quantity you want to measure changes rapidly in time. There are
certain applications - and we will be seeing them throughout the whole dissertation
- in which sampling at a frequency that is lower than the defined threshold may
yield severe consequences for the monitored product or system.

As previously mentioned, one of the forces driving the spread of the IoT is the
low cost of these devices. Today it is possible to buy a certain sensor for a handful
of dollars/euros. However, what kind of precision characterizes these sensors? Shall
we take for granted the specifications of the datasheet? How do these devices age?
Before deploying on the field a sensing device embedding a certain sensor, we have
to actually evaluate up to what degree of confidence we can use that particular
sensor for that specific task.

The case study chosen for this topic is air pollution monitoring.

Air pollution is a critical phenomenon impacting many cities all around the
world. It has seen growing attention in recent years thanks to the awareness of
individual people and to the effort of influential figures.

Causes of air pollution are diverse: fossil fuel burning for vehicular transporta-
tion, coal energy plants, factory production, waste incineration, man-made con-
trolled burn for cattle farming, and so on, and so forth.



1.2 — Questions

One of the most harmful resulting materials of these activities is Particulate
Matter (PM), which is fine dust that can be split into two main categories, depend-
ing on the diameter:

o PM;jy made of particles smaller than 10um.
o PM, 5 made of particles smaller than 2.5um.

The smaller this dust is, the deeper it can get into the lungs, causing a series
of respiratory problems, and also cancer |5]. Recent studies have also linked PM
pollution to an increase of the severity of Covid-19 health-related issues, among
which, death [6].

The monitoring of PM concentration in the air is historically performed by
environmental agencies exploiting high-precision techniques based on S-attenuation
monitoring and gravimetric detection, as specified by the European Union in the
2008/50/CE Directive[7].

However, these high-precision sensors are also very expensive to build and main-
tain, with the result of a low spatial coverage due to the sparsity of the network.

A different approach is to use low-cost commercial devices to build monitor-
ing stations with the aim of creating much denser air pollution maps. Such high-
granularity maps could give a more detailed report of the ongoing situation through-
out the entire territory under test and near sensitive places, such schools and hos-
pitals. Having such maps could also be exploited by municipalities to address par-
ticular locations and possibly plan urban development according to air pollution
levels.

This new opportunity caught the interest of academia and several projects of
citizen science.

In certain cases, the mantra of these implementations is low cost at all costs.
Unfortunately, this can be greatly misleading, since the produced data are very far
from the actual PM concentration in the air, resulting in a wrong report of the
current situation. It is of central importance to carefully evaluate the performance
of these cheap devices and try to compensate for their technology imperfections by
taking into account the boundary conditions in which they operate.

In parallel to the calibration task, we also wanted to address the possible con-
current reduction of the energy consumed, the data gathered and transmitted, the
aging of sensors.

The deployment on an IoT system often entails the unmanned operation of the
device itself, i.e. it should be able to be as energy-efficient as possible in order to
have the least human intervention for maintenance or none at all.

The reduction of power consumption comes at the cost of a reduction of the
time in which the sensors are active. This directly translates to a reduction of the
volume of the gathered data. Please keep in mind that this is possible only in par-
ticular situations, where the frequency of the signal to be sampled is very low. In

7
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the case of PM levels, this subsampling could be carried out in environments with
low time variability, such as those away from vehicular traffic and other polluting
sources. If such conditions are in place, a reduction of the operating time of the
sensor is possible, with several advantages: the reduction of logging of redundant
information; the consequent reduction in the memory needed to store that infor-
mation or the need to transmit it; last consequence is the reduction of the strain
on the mobile parts of the sensors, with the outcome of an increased lifetime and
reduced maintenance needed. A great reduction in consumption could also result
in the possibility for the device to autonomously harvest energy from the sun by
means of solar panels and store it in a battery for applications in remote areas or
where a power socket is too far away.

In chapter [2] we thoroughly analyze the applicability of light-scattering sensors
to the detection of the level of PM;q and PMs 5 in the air. These sensors are put to
work in an open-air environment in the immediate surrounding of a reference sta-
tion of the Regional Agency of Environmental Protection (ARPA). We carried out
a long data acquisition campaign, 5 months during autumn and winter, to follow
the decline of temperature and the rise of pollution due to home heating. We did
not only log the values of Particulate Matter at high frequency (1 sample per sec-
ond), but also the temperature, relative humidity, and pressure of the surrounding
environment. These data enabled us to perform different calibrations on the sensors
and to study the effect of the boundary conditions on these low-cost devices. It
turns out that relative humidity is the factor most affecting the behavior of these
sensors, and a calibration using a Multivariate Linear Regression model is able
to compensate for the error in measurement with respect to the ARPA reference
station. The developed mobile air pollution monitoring stations, equipped with
calibrated sensors, have also been exploited to perform several tests to assess the
usefulness of such devices in real-time use case applications. The resulting system
proved to be very efficient in detecting the concentration of PM in the air not only
in a steady situation, but also in the presence of fast transient phenomena, which
could not have been detected by high-precision sensors, due to intrinsic construc-
tion limitations. Such a system could therefore be leveraged in the implementation
of a wide scale PM monitoring project carried out by a city municipality.

On the other hand, the analysis on the power consumption optimization is car-
ried out by means of studying the impact of applying a duty cycle on the operation
of the PM sensors. We want to assess if, under certain conditions, it is possible to
reduce the operating time of the sensors and how great an impact this activity has
on the quality of the gathered data. Our analysis explores several possible duty-
cycle sets, taking into account the information in the datasheet of the sensors in
the eyes of a critic. Our results show that it is possible to reduce the duty-cycle in
such a way that the energy required for the operation is more than halved, without
a significant impact on the quality of the gathered data. This applies of course
to deployments in which a fast transient of the PM in the air is absent, given the
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distance from the traffic or other polluting agents.

1.2.2 Data Transmission

Now that we gathered the required data fulfilling certain specifications, it is
time to transmit these data from the sensing site to the elaboration site.

However, how does one decide which is the best way of transmitting a piece of
certain information? Well, it depends.

There are several ways to transmit data: copper wires, optical fiber cables, and
wireless channels.

In the IoT domain, wireless communications are preferred, since this solution
avoids the hassle of cable placement, which can be difficult or even impossible in
certain environments.

There are however several different modes of realizing wireless transmission, the
most widespread of which is radiofrequency.

In the radio frequency domain, there are many wireless communication proto-
cols, operating at different frequencies, over different ranges, transmitting at dif-
ferent bit rates and with different latencies. Some protocols are simpler, others
are more complex and require more electronic circuits and different antennas to be
operational.

Therefore there is no one-size-fits-all wireless protocol for wireless data trans-
mission.

We, users, are used to thinking of wireless communication as the only three
protocols we use every day, so cellular connection (3G, 4G LTE), the WiFi network
at home or in the office, Bluetooth to connect to headphones or to play music
from a speaker. Indeed, these connections are a significant part of the whole data
transmission we actually see in the first person. However, there are yet a lot of
transmissions that we do not see since they are not carried out by our phone or
laptop.

In Chapter [3| we evaluate the applicability of two of the most widespread low
power wireless protocols - RFID and Bluetooth - to the task of indoor comfort
monitoring. The working environment is thus identified as an office building, where
people work and have to be productive, and to do so, they have to feel good in
that environment. It should be not too hot or too cold, not too dry or too wet.
Of course, granularity plays a role in this, so how densely do we place the sensors
in the environment. However, in certain cases too high granularity could mean
redundancy, that can be avoided in non-mission-critical situations such as the one
considered here. A dense-deployed network of temperature and relative humid-
ity sensors can effectively and inexpensively evaluate different ambiances inside a
building and give feedback to the Heating, Ventilation, Air Conditioning (HVAC)
system, which could also take into account user preferences. RFID and Bluetooth,
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while being wireless standards used in commercial electronics, result to be well
suited to be employed in IoT systems and HVAC systems in this particular case.

1.2.3 Data Authenticity and Beyond. "Hello, Quantum
World!"

Now that we have shown how it is possible to sample and transmit the data,
there are some other questions left: are we sure that the transmitted data are
authentic? How do we store these data in such a way that they cannot be tampered
with?

In a world where, as we have shown, it is very easy to produce a numeric
value representing a quantity that can be sampled from the environment with little
precision, we could be flooded by meaningless, spurious data. It is crucial to actually
determine if a certain sensor has a certain level of precision since it would be wrong
to implement some sort of decision-making mechanism based on data that are not
representative of the physical world.

It is a crucial requirement that these data stay secure, since they may be im-
portant for decision-making tasks - theoretically at building-, city-, state-level - or
log health parameters of individuals. In both these cases and in other situations it
is crucial for these data to be kept as they are and not modified by any malicious
entity.

A possible way to ensure that these data are authentic and tamper-proof is
to use Distributed Ledger Technology (DLT). The interest for humanity for DLTs
sparked right after the publication of the original Bitcoin paper with the obscure
signature of Satoshi Nakamoto [§] in 2008. After the advent of Bitcoin, several
different implementations of Blockchain have been proposed, targeting not only
crypto-currency and finance applications but also automation and certification of
business processes [9]. Several studies nowadays are exploring the possibility of ap-
plying the BC technology for product certification processes, especially in the food
industry, and most of them believe that this technology would represent a power-
ful partner for solving problems related to consumer’s trust in food products and
to implement a traceability system able to find possible sources of contamination
in-time, thus reducing the risks for citizens’ health [10].

Chapter section reports an in-depth analysis of the problems related to
the implementation of DLTs in the IoT framework, with the presentation of a
Blockchain-enabled IoT gateway that can be used to make the sensors sign the
transactions directly and send them to a remote node for the transaction to be
inserted in the chain.

As previously introduced, a side topic in this Doctoral Degree was the explo-
ration of the fascinating new topic of Quantum Computing. This new computing
paradigm presents new possibilities and threats to the world as we know it.
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Quantum Computing is expected to be a breakthrough not only in the com-
puting field per se, but also in all the other fields which intensively use computing
power to carry out calculations and simulations. This is due to the radically dif-
ferent way in which the information is represented inside a quantum computer.
The base of computation, the qubit (instead of a simple bit), presents two crucial
characteristics: superposition and entanglement. In some way, superposition means
that the qubit is both 0 and 1 at the same time (but actually it is not like that).
This results in the fact that, if you have an array of n qubits, you are actually
handling 2" states altogether, hence the so-called quantum speedup. Entanglement
instead means that two or more qubits are linked together in a peculiar quantum-
mechanical way. In fact, they have formed a bond, a special way to influence each
other, even if they are placed at a great distance. Albert Einstein referred to this
phenomenon as "spooky action at a distance”.

Thanks to this speedup, quantum computers are well suited for optimization
problems, such as the Travelling Salesperson Problem or the Max-Cut problem.
The main goal of optimization problems is finding the best solution to a problem
according to some criteria. The complexity and amount of data involved in solv-
ing them require the definition of more efficient solution approaches. The usual
quantum computation approach to optimization problems is to formulate them as
minimization problems, where the optimal solution corresponds to the minimum of
a cost or an error function.

As of today, two approaches are possible:

« quantum gate array, where all operations are implemented as sequences of
quantum gates, each one associated to a particular unitary evolution of the
quantum system;

e quantum annealing, a procedure for finding the global minimum of a given
function over a given set of candidate solutions, associated to the states of a
quantum system, mainly used for combinatorial optimization problems, where
the search space is discrete with many local minima.

It is our intention to explore these possibilities regarding the possible appli-
cations of quantum computing to the data analysis task in the activities we are
dwelling in, mainly the air pollution monitoring one.

The computational formalism for quantum computing was mainly defined in
the second half of the 1990s, when the quantum circuit model was formalized |11],
[12] and Lov Grover and David Shor proposed their quantum algorithms for search-
ing elements in unsorted databases [13] and prime factoring [14] respectively, which
were proved less computationally expensive than their classical counterparts. These
proofs of quantum advantages with respect to classical computers forced the neces-
sity of fabricating real quantum hardware.
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Unfortunately, this new computing power poses a great threat to security as we
know it. Shor’s prime factoring algorithm could, if executed on a QC with a suffi-
cient number of qubits, break the RSA cryptosystem, based on the Public/Private-
key pair. This possibility created an immediate call to arms by all cryptographers
around the world to design a quantum-resistant cryptosystem. It is a common opin-
ion that such a cryptosystem will find an application in securing Wireless Sensor
Network communications someday [15].

The prospects of the adoption of QC are discussed more thoroughly in Chapter
section [4.2] with analysis in particular related to the tampering of Distributed
Ledger Technologies.

QC has actually already found wnusual applications, such as in music com-
position. During IBM Qiskit Camp Europe 2019, the author of this thesis, with
other colleagues of Politecnico and other institutions, developed Quantum synth:
a quantum-computing-based synthesizer, which is an interface for controlling sound
synthesis parameters encoded on the basis states of a quantum computer [16|. This
sound synthesis is obtained from the potential measured outcomes of a quantum
circuit. The interface has been designed to be used by music performers and com-
posers in their creative process, and as a resource to both learn Quantum Comput-
ing and analyze the intrinsic noise of real quantum hardware. The project found
great success during the event, and was awarded "Community Choice Award" Prize.

1.3 Thesis Contributions

Summarizing, this thesis presents the following contributions:

o Ensuring scientifically sound air pollution data via thorough quality assess-
ment of low-cost sensors.

o Evaluation of wireless protocols for the task of indoor transmission of IoT
data.

» Integration of IoT and Distributed Ledger Technology frameworks.

o Analysis of the possible breakthrough in the field of computing thanks to
Quantum Computing and evaluation of threats to classical encryption schemes
and data vaults.
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Chapter 2
Acquiring data

Air quality, especially particulate matter, has recently attracted a lot of at-
tention from government, industry, and academia, motivating the use of denser air
quality monitoring networks based on low-cost sensing strategies. However, low-cost
sensors are frequently sensitive to aging, environmental conditions, and pollutant
cross-sensitivities. These issues have been only partially addressed, limiting their
usage.

In this chapter, we report the development of a low-cost particulate matter
monitoring system based on special-purpose acquisition boards, deployed for mon-
itoring air quality on both stationary and mobile sensor platforms. We explore
the influence of all model variables, the quality of different calibration strategies,
the accuracy across different concentration ranges, and the usefulness of redundant
sensors placed in each station. The collected sensor data amounts to about 50GB of
data gathered in six months during the winter season. Tests of statically immovable
stations include an analysis of accuracy and sensors’ reliability made by comparing
our results with more accurate and expensive standard [-radiation sensors. Tests
on mobile stations have been designed to analyze the reactivity of our system to
unexpected and abrupt events. These experiments embrace traffic analysis, pollu-
tion investigation using different means of transport, and pollution analysis during
peculiar events.

With respect to other approaches, our methodology has been proved to be
extremely easy to calibrate, to offer a very high sample rate (one sample per second),
and to be based on open-source software architecture. The gathered database and
developed software are available as open-source in [17].

In addition to the calibration of sensors, this chapter addresses challenges related
to IoT devices in the domain of air pollution monitoring: reduction of consumed
energy; reduction of data logged and transmitted; aging of sensors. This study
aims to understand if it is possible to reduce the duty cycle of an air pollution
monitoring sensor and still get meaningful data on the general behavior. This has
advantages from all perspectives: it enables less logging of redundant information;
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it reduces the strain of the sensor to extend its lifespan and to reduce maintenance
costs; it reduces the energy consumed by the sensor, essential in battery-powered
devices.

Some of the work described in this chapter has been previously published in
[18],[19] and some are currently being reviewed at an international conference on
the topic.

2.1 On the calibration of sensors

This chapter section reports the design and development of an air pollution
monitoring station, its calibration against reference values, and the performance
analysis in an extensive series of tests. The analysis shows the high applicability of
such a platform for the creation of fine-grained pollution maps, for the benefit of
municipalities and of citizens.

2.1.1 Introduction

Conventional approaches to the task of air quality monitoring are based on very
sparse networks of static reference-grade detectors, like the one in Fig. [2.1}

Figure 2.1: The ARPA Rubino monitoring station.

The spatial coverage of these networks has been limited by the high cost of
instrumentation. In Fig. a Map of the Metropolitan Area of Turin is displayed.
On the left (Fig. there are the locations of ARPA monitoring stations, while
on the right (Fig. @D it is possible to find the locations of sensitive places, such
as schools, hospitals, and care homes.

From the one side, these micro-balance Particulate Matter (PM) monitoring sta-
tions are very accurate, but they are large and cost on the order of 5K —30K€ .
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Figure 2.2: The Metropolitan Area of Turin. Map of only ARPA monitoring
stations (red pins) (a), Map of the location of schools (blue pins) and hospitals/care
homes (yellow pins) (b).

On the other one, portable light-scattering based PM detectors have varying ac-
curacy and costs between 300 — 2K € [21]. Moreover, air pollutant concentra-
tions often exhibit significant spatial variability depending on local sources and
features of the built environment, which may not be well captured by the existing
sparse monitoring networks. As a consequence, there has recently been a signifi-
cant increase in developing and applying low-cost sensor-based technology, which
could enable much denser air quality networks at a comparable cost to the existing
ones (see, for example, Giusto et al. ) These sensing nodes can be adopted
not only in city-wide applications, but they can also be used in more strategic,
location-aware deployments or even to monitor the conservation state of his-
toric buildings , . Furthermore, mobile monitoring enables participatory
sensing approaches, which in turn are well-suited to address many of the above
aspects, as they intrinsically involve empowering citizens by providing individuals
with low-cost measurement devices. Unfortunately, mobile sensing devices have
also several drawbacks. Among these disadvantages, we recall their necessity to be
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battery-supplied and their limited processing capability. These limitations present
challenges that can be overcome only adopting persistent engineering solutions [25],
[26].

Following the previous considerations, in this chapter section we present the
design, assembling, and evaluation of a low-cost, open-source air quality system
which is based on special-purpose acquisition boards, deployed on stationary and
mobile platforms, devised for participatory sensing strategies. In order to do so,
we follow article 18.5 of Italian Decree 155/2010 on the dissemination of air qual-
ity data, which absorbs EU directive 2008/50/CE. Therefore, we declare, in the
acknowledgment section, that our data cannot be considered as official.

First of all, we describe the design of our sensor platform. Each station contains
4 particulate matter (PM; and PM, 5) sensors plus single sensors for temperature,
humidity, and pressure. Each platform is powered by a Raspberry Pi Zero Wireless
board. The cost for the entire board, considering sensors, electronic components
and enclosure is around 200€, while the reference grade devices have a price in
the range 5K — 30K<€]20]. This configuration enables our application to work
with a quite high sampling rate (i.e., one sample per second) which is able to
accurately follow sudden atmospheric phenomena. We deployed about 100 sensors,
both on stationary and mobile platforms, for a period of 5 months, from October
2018 to February 2019. We focused upon the city center of Turin (located in the
north-west region of Italy) inside and outside the limited traffic area to reflect the
variation in traffic density, driving speed, and street configuration. For the sake of
completeness, we also included in our experiments a recreational area (i.e., a park)
with very low traffic density at its border. The monitoring hours cover the entire
day, with specific experiments running from 11.00 a.m. to 05.00 p.m. The collected
database amounts to about 50GB of data, corresponding to about 700-10° data
tuples.

Secondly, we describe the entire software architecture. Our application manip-
ulates a heterogeneous set of input data coming from our sensor stations and the
reference platforms. The public air quality station uses expensive instruments de-
livering very accurate measures. Unfortunately, these samples are available only
from very sparse locations and they are gathered only once per hour. We also
collect public weather data to study the relationship between the air quality as
assessed by our sensor stations and other weather information. To store multiple
kinds of data sources in a uniform format, we store them in a mySQL database.

Thirdly, once the database has been collected, we concentrate on data calibra-
tion and data validation. As far as calibration is concerned, accurate and precise
calibration models are particularly critical to the success of dense sensor networks
deployed in urban areas of developed countries. In these situations, pollutant con-
centrations are often at the low end of the spectrum of global pollutant concentra-
tions, and poor signal-to-noise ratio and cross-sensitivity may hamper the ability
of the network to deliver reliable results. Keeping in mind this consideration, we
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perform our calibration phase with great care, using both the Multivariate Linear
Regression Model and the Random Forest machine learning algorithm [27], [28].
The latter one, to the best of our knowledge, has been rarely applied to low-cost
air quality monitor calibration. Moreover, we compare the results gathered with
different calibration windows and we validate them over different periods to assess
the quality of the result in time.

Finally, we perform some mobile tests. These include testing a semaphore ca-
pability of managing traffic and the connection with pollution, the pollution level
to which dwellers are exposed during their daily mobility (using different means of
transport), and the effect of sudden events on the air quality (such as wind and
New Year’s Eve fireworks). Even if the results gathered in these scenarios often
seem to confirm common conjectures on pollution levels, in some specific case they
represent unexpected situations deserving further analysis.

Contributions

To sum up, the main contributions of this chapter section are the following;:

o The implementation of a special-purpose designed air quality monitoring sta-
tion, hosting several low-cost sensors, with simple hardware and software
architectures, and a quite high sample rate (one sample per second).

o A careful deployment of our monitoring stations in the city center, for a period
of over 5 months during fall and winter seasons, when air pollution is higher
due to home heating. This provides valuable training and testing data for
our models, enabling a long-term evaluation of the entire system.

o Results of several calibration strategies with related validation data over dif-
ferent periods of time.

e Several experiments to investigate the air quality on mobile and dynamic-
related events. These experiments are made possible by the high sample rate
of our platform, well suited to analyze fast transient phenomena such as the
pollution variation at the traffic light, or the dynamic pollution variation
during New Year’s fireworks.

o A completely open-source software architecture. The entire hardware archi-
tecture, software implementation, and the entire dataset collected during 5
months are made available [17].

Roadmap

The rest of this chapter section is structured as follows. Section describes
the related works on the topic of air quality monitoring. Section [2.1.3] presents an
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overview of our system hardware and software architecture. Section [2.1.4] describes
our acquisition methodology and our measurement sites. Section and Sec-
tion focus on the calibration and validation strategy adopted for our sensor
stations. Sections 2.1.7 and [2.1.§ illustrate the data gathered by stationary and
mobile station boards, respectively. Section [2.1.9| reports some final considerations
and discussion on the lessons that can be learned from our analysis. Finally, Sec-
tion [2.1.10] concludes the chapter section with some closing remarks, giving hints
on possible future works.

2.1.2 Related Works

Urban air pollution has attracted great attention in recent years as it has been
shown to be of a significant threat to the safety of city dwellers. Today, air pollution
concentrations are usually monitored by environmental or government authorities
using networks of fixed monitoring stations. Fixed stations obtain flawless air
quality data, as they can provide very accurate measurements at the deployment
locations. Nevertheless, these stations usually require significant investments in
terms of cost and human resources to be built, operated and maintained. Thus,
several low-cost alternatives have been proposed in recent years.

Randall [29] demonstrates that coarse-grained information about the air quality
of the Earth’s surface can be obtained by remote sensing using satellites. Although
a large-scale area can be easily covered by only one satellite, the accuracy of this
strategy highly depends on factors like weather conditions and land-use character-
istics. Following Kawamoto et al. [30], a satellite-routed sensor system can increase
accuracy, as data can be accumulated by a large number of sensor terminals, then
gathered by the satellite, and finally transferred to the ground station. The problem
of data collisions may be solved by adopting a “divide and conquer” approach to col-
lect data on demand. The method achieves efficient data collection from numerous
sensor terminals and minimizes all operational delays in the system. Nevertheless,
the cost of any solution exploiting satellites remains extremely high.

In order to find a cheaper alternative, many recent works concentrate on de-
ploying low-cost sensors. A large number of publications have reported the use of
stationary or mobile laboratories with low-cost sensors to collect air quality data
for specific purposes. For example, distributed or mobile personal measurement
devices equipped with cheap commercial off-the-shelf dust sensors can reach mean-
ingful accuracy at a cost one to two orders of magnitude lower than the one of
the current hand-held solutions [31]. The same study also shows that participatory
sensing, where co-located measurements are shared across different devices, can
help reaching a high measurement accuracy. Moreover, the participatory sensing
paradigm includes also subjective perceptions, such as posts by citizens on On-
line Social Network (OSN) platforms, which can enrich the mere sampling of the
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data [32]. Overall, two main research topics can be identified: Managing a dis-
tributed network for local sensing and developing low-cost sensors of air pollutants.
These topics are deeply investigated in the recent scientific literature, as discussed
in the following paragraphs.

A network of vehicles carrying sensors for flexible air quality monitoring is called
a vehicular sensor network (VSN). For example, a VSN may consist of a set of cars
equipped with gas sensors, wireless connection, and GPS receivers. Gathering big
data efficiently in such densely distributed sensor networks is challenging. Adjusting
the data sampling rates of cars can balance monitoring accuracy and communication
cost as it prevents the transmission of similar data collected from close positions,
thus alleviating network congestion [33]. Moreover, the wireless transmission should
be optimized to avoid excessive energy consumption. The network is usually divided
into sub-networks because of the limited wireless communication range. In this
case, a proper clustering algorithm increases energy efficiency of data gathering by
managing the mobile sink routing in the sub-networks [34]. Evidence shows that
there are other successful implementations of VSNs aside from cars. For example,
bicycles can carry sensors for air pollution monitoring [35], [36]. It is shown that
even a limited set of mobile measurements makes it possible to map locations
with systematically higher or lower ultra-fine particles and PM;, concentrations
in urban environments. Unfortunately, the use of semi-professional equipment to
monitor PMq levels makes this experiment unsuitable for low-cost urban sensing
scenarios. A different implementation exploits smart devices integrating sensors
to build an architecture for people-centric environmental sensing platforms [37].
Smart objects and virtual node technology establish closed loops of interactions
between people and physical devices. By aggregating on-demand user data from
smart devices, it is possible to measure the space-time distribution of particulate
matter. A case study of particulate matter exposure in New York City illustrates
the potential application of such a system.

There are several issues in developing low-cost sensors for air pollution man-
agement in cities, among which, reliability, sensitivity, selectivity (different gases
can contribute to the response of the sensors), stability, and longevity of operation
before replacement [38]. Low sensitivity and poor signal quality can be addressed
with sliding window and a low pass filter [39]. This approach is adopted in a real
case study, where a wireless network of low-cost particle sensors is deployed in a
woodworking shop. Data quality can be improved by identifying outliers in raw
measurement data and inferring anomalous events. This task can be achieved by
means of an anomaly detection framework composed of four modules [40]: Time-
sliced anomaly detector (detecting spatial, temporal, and spatio-temporal anoma-
lies in real-time sensor measurement data stream), a real-time emission detector
(detecting potential regional emission sources), a device ranker (providing a ranking
for each sensing device), and a malfunction detection (identifying malfunctioning
devices).
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Finally, particular attention must be paid to calibration, as this is a necessary
step to obtain accurate measures. Zimmerman et al. [28] propose a multi-pollutant
sensor package, which measures CO, NO,y, O3, and CO,, on which they compare
three different calibration methods: Laboratory uni-variate linear regression, em-
pirical multiple linear regression, and machine-learning-based calibration models
using random forests. The evaluation reveals that only the sensors calibrated with
random-forest approach meet the US EPA Air Sensors Guidebook [41] recommen-
dations of minimum data quality for personal exposure measurement. A similar
study by Bigi et al. [27] investigates the medium-term performance of a set of
NO and NO, electrochemical sensors using three different calibration approaches:
Multivariate linear regression, support vector regression, and random forest. The
behavior of the sensing devices over time and after relocation was studied. It was
noted that the performance of many algorithms strongly depends on the compara-
bility of calibration and on the deployment area. The suitability of the devices for
mapping intra-urban pollution gradients of NO and NOy was also studied. The de-
vices could not reliably map small intra-urban gradients, thus they are not suitable
for cleaner urban areas. Nevertheless, they can quantitatively resolve intra-urban
concentration gradients on an hourly basis in higher polluted cities. Time and cost
of the calibration of low-cost sensors can be reduced by firstly selecting sensors
with similar responses. Then, a single on-site calibration for one sensor could be
used for all sensors as the computed percent differences in the field are similar to
laboratory results [42].

Although mobile sensing can be successfully applied to measure the concentra-
tion of gases, such as ozone [43], and ultra-fine particles [44], it is more frequently
adopted in monitoring air pollutants like PMs 5. For example, AirCloud is a cloud-
based monitoring system for PM,5 concentration using affordable sensors [45].
At the front-end, two types of Internet-connected particulate matter monitors are
adopted, i.e., AQM and miniAQM, with a mechanical structure optimized for in-
let air-flow. On the cloud side, a novel air quality analytical engine calibrates the
sensed data to improve accuracy. Overall, the project enables the adoption of low-
cost sensors based on light scattering for public air quality monitoring. In Mosaic,
another low-cost urban P M, 5 monitoring system based on mobile sensing, monitor-
ing nodes are first built with a novel constructive airflow disturbance design based
on a carefully tuned airflow structure and a GPS-assisted filtering method [46].
Then, the buses are used for system deployment are selected by a novel algorithm
that achieves both high coverage and low computation overhead.

2.1.3 System Overview

This section includes a description of our architecture from several points of
view, going from the hardware and software architecture, to the communication
protocols.
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Figure 2.3: Architecture of the proposed system. The data coming from the sensors
are first stored in Raspberry Pi, and then transferred to a remote server over the

Wi-Fi network.

Hardware Architecture

We target the following key characteristics for our system: (1) rapid and easy
prototyping capabilities, (2) flexibility in connection scenarios, and (3) cheapness
but also robustness of components. As each board has to include a limited number
of modules, to facilitate our prototype development, we select the Raspberry Pi
(RPi) [47] single-board computer as the monitoring board. Due to our constraints
in terms of cost, size, and power consumption, we chose the Zero Wireless [48]
version based on the ARM® 11 microprocessor. A graphical representation of the
architecture is available at Fig. [2.3]
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Figure 2.4: ER-diagram of the database, in Crow’s Foot notation.

The basic operating principle of the system is the following:
e The data gathered from the sensors are stored in the MicroSD card of the
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RPi board.

o At certain time intervals, the RPi tries to connect to a Wi-Fi network and,
if such a connection is established, it uploads the newly acquired data to a
remote server.

e The creation of the Wi-Fi network is achieved using a mobile phone set to
operate a personal hotspot, while on the remote server the database storing
all performed measurements resides.

Software Architecture

Wi-Fi connectivity was one of the requirements for the system, but at the same
time, the system itself should not produce unnecessary electromagnetic noise, pos-
sibly impacting the operating ability of the host’s appliances. To reduce the time
in which the Wi-Fi connection was active, the Linux OS was set to activate the
specific interface at predefined time instants to connect to the portable hotspot.
Once connected to the network, the system performs the following tasks:

e Synchronization of the system and Real-Time Clock with a remote Network
Time Protocol (NTP) server [49],

« Synchronization of the local samples directory with the remote directory re-
siding on the server.

The latter task is performed using the UNIX rsync utility, which has to be
installed on both machines.

To gather data from the sensors, a C program has been implemented, which
runs continuously on a separate process reading from each physical sensor plugged
on the board and writing on the MicroSD card. It has to be noted that for what
concerns the PM sensors, since the UART communication had to take place using
GPIOs, a Pigpiod daemon [50] has been exploited to create digital serial ports over
the Pi’s pins.

The directories on the remote server are a simple copy of the MicroSD cards
mounted on the board. Data in these directories have been inserted in a MySQL
database with the structure depicted in Fig. [2.4]

Mechanical Design and Hardware Components

In order to easily stack more than one device together, a 3D printed modular
case has been designed. Several enclosing frames can be tied together using nuts
and bolts, with the use of a single cap on top. Fig. shows the 3D board design,
together with the final sensor and board configurations.

Each platform is equipped with 4 PM sensors (a good trade-off between size
and redundancy), 1 Temperature (T) and Relative Humidity (RH) sensor, and 1
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Figure 2.5: Board design, sensors, and final measuring station. The stackable
modular 3D printed case (a), a single sensor board with 4 sensors (b), the set of
boards used during the calibration phase (c).

Pressure (P) sensor. As our target is to capture significant data sampling for the
particulate matter we adopt the following sensors:

o The Honeywell® HPMA11550-XXX as PM sensor. As one of our targets
is to evaluate these sensors’ suitability for air pollution monitoring applica-
tions, we insert 4 instances of this sensor in every single platform. This sort
of redundancy allows us to detect strange phenomena and to avoid several
kinds of malfunctions, making more stable the overall system.

e The DHT22 as temperature and relative humidity sensor. This is very
widespread in prototyping applications, with several open-source implemen-
tations of its library, publicly available on the internet [53].

o The Bosch® BME280 as a pressure sensor. This is a cheap but precise
barometric pressure and temperature sensor which comes pre-soldered on a
small PCB for easy prototyping.

The system also includes a Real Time Clock (RTC) module for the operating system
to retrieve the correct time after a sudden power loss, i.e., the DS3231 module. The
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DS3231 communicates via I2C interface and has native support from the Linux
kernel.

As a last comment, a Printed Circuit Board (PCB) was designed to facilitate
connection and soldering of the various sensors and other components.

2.1.4 Data Acquisition and Measurement Sites

Our data acquisition campaign was carried out during Autumn and Winter
seasons, from October 2018 to February 2019, in the city of Turin in north-western
Italy. We deployed our stations to include a wide range of environments, such
as residential boroughs, commercial areas, and parks. Each location corresponds
to a particular GPS coordinate, POI (Point Of Interest), and sensor readings.
Fig. shows a map of the city of Turin. It represents the deployment positions
of the stationary stations of some of our sensors and the paths followed by a few
other sensor platforms during the analysis of dynamic and mobile events. Blue
pins represent stationary sensors outside and inside the limited traffic zone. The
orange pin represents the traffic light position in which we performed some dynamic
analysis. The green path shows the roadway followed by our sensors on a bus, in
a car, on a bicycle, and on foot. The red pin indicates the position of the ARPA
reference station.

0

Figure 2.6: The pins represent the following objects: The ARPA reference station
(red), the stationary sensors outside and inside the limited traffic zone (blue), the
traffic light (orange), the green path shows the roadway followed by our sensors
during the dynamic analysis.
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Fig. 2.7 focuses on the PMy 5 pollutant levels registered by all our stationary
sensors, when placed on top of the ARPA reference station, over a period of 5
months. The actual location of the sensors is 1.5 — 2m far from the air inlet of the
reference grade device on premises. Such a distance can be considered negligible
since the monitoring station is located in a public park, far from vehicular traffic.
Fig. plots the readings of all sensors before calibration but with all plots
vertically shifted to start from the same initial position. Plots consider our original
data sample rate, i.e., one reading per second. This sample rate is definitely high,
allowing us to analyze pollution levels both statically and dynamically, in terms of
air pollution spatio-temporal variation. Fig. [2.7b| represents the reference sensor
readings with the mean values of all our sensors and the mean standard deviation,
i.e., the mean values incremented and decremented by the standard deviation. To
make the graph more readable than the one of Fig. 2.7a] we report daily averaged
values. Fig. 2.8 reports the same data of Fig. i.e., the daily mean of the
reference readings and of our sensor readings, within a scatter X-Y plot. The
coefficient of determination (as computed by the SciKitLearn Python library [55]
r2_score) is equal to 0.8267.
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Figure 2.7: Collected data for all statically deployed sensors (in the ARPA station)
measuring PMs 5 (48 overall) for a period of 5 months (from October 2018 to
February 2019). All sensors are uncalibrated but their initial offset is modified to
make graphs coincide in the origin. Fig. [2.7a] reports the time series for all sensors.
Fig. plots the reference, the mean and the mean standard deviation (mean 4+
SD) for all our sensors.
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Figure 2.8: Scatter plot comparing the reference data with our sensor mean rep-
resented in Fig. [2.7b]

2.1.5 The Calibration Phase

The concentration of PM in the air and its measurement are affected by the
weather conditions [56]. For instance, high values of relative humidity (RH%)
make the particles tend to aggregate to water in the air, making them look big-
ger than they actually are. On the other hand, when it is raining or there is
wind, the air gets cleaned, since the particles are taken to the ground or brought
away. Low-cost light-scattering sensors are prone to such cross-sensitivities with
other ambient variables [28], while the reference-grade devices implement different
measuring techniques which, by construction, are not affected by such phenomena.
Given the limitation of low-cost devices, one of the main primary requirements in
open-air measurement is their calibration.

In general, linear regression has been identified as the main technique used for
low-cost sensors calibration, since temperature and relative humidity follow linear
patterns. Multivariate linear regression (MLR) analysis has been used to investi-
gate several aspects of the air pollution over the years. For example, Chaloulakou
et al. [57] used the regression models to investigate the complex relationships be-
tween the meteorological and time period parameters as factors controlling the PM
levels. However, even if a sensor is calibrated, non-linearities sometimes appear due
to the impurity and aging of low-cost sensing techniques. In these cases, accurate
and precise calibration models are particularly critical, and there has been increas-
ing interest in more sophisticated algorithms for low-cost sensor calibration [27].
Moreover, as reported by several researchers [58]—[60] artificial neural networks may
give more accurate results than the multivariate linear regression model, mostly for
PM;q forecasting, even though the difference is often not remarkable. As a con-
sequence, we experimented with three different calibration methods, namely Mul-
tivariate Linear Regression (MLR), Random Forest (RF), and the Support Vector
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Regression (SVR) model. As the last two methods delivered close results, we just
concentrate on MLR and RF in the sequel.

Calibration Strategies
The Multivariate Linear Regression (MLR) Model

In Multivariate Linear Regression Models, regression analysis is used to predict
the value of one or more responses from a set of predictors. Let (z1,xs,...,2,)
be a set of predictors (dependent variables) believed to be related to a response
(independent) variable Y. The linear regression model for the j-th sample unit has
the form

Y = bo+bi-zpn+Pe-xjot+ ...+ 0 xj+ €

where ¢; is a random error and the J; are unknown (and fixed) regression coeffi-
cients. The value (3 is the intercept. With n independent observations, we can
write one model for each sample unit or we can organize everything into vectors
and matrices as:

Y = X -f+e

The training data are used to calculate the model coefficients, and the model per-
formance is evaluated on withheld testing data. Separate MLR models are usually
developed for each sensor and each measure.

The Random Forest (RF) Model

A Random Forest Model is a machine learning algorithm for solving regression
or classification problems. It works by constructing an ensemble of decision trees
using a training data set. The mean value from that ensemble of decision trees is
then used to predict the value for the new input data.

To develop a random forest model, we must specify the maximum number of
trees that make up the forest, and each tree is constructed using a bootstrapped
random sample from the training data set. The origin node of the decision tree
is split into sub-nodes by considering a random subset of the possible explanatory
variables. The training algorithm splits the tree based on which of the explanatory
variables in each random subset is the strongest predictor of the response. This
process of node splitting is repeated until a terminal node is reached.

The user can specify the number of random explanatory variables considered
at each node, the maximum number of subnodes or the minimum number of data
points in the node as the indication to terminate the tree.

Our Calibration Process

As PM,y 5 is heavily influenced by meteorology factors, we exploit the depen-
dencies between the sensor error and meteorology factors. More specifically, the
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Honeywell® HPMA11550-XXX Particulate Matter sensor has a relatively high pre-
cision (£154g/ 3 from 0 to 100 pg/,.3), considering the extremely low price and
the technology used. Nonetheless, it is required to calibrate the collected data to
remove possible offsets and linearity errors.

For that reason, during the calibration period, all sensors have been placed near
the stationary ARPA station in the city of Turin, which exploits the g-radiation
technology to provide high precision measures. ARPA provides hourly average data
which have been used as a reference for all data collected from the sensor boards.
Please note that hourly average data, obtained with g-radiation approach, are fully
consistent with gravimetric sensor measurements.

As far as the boards are concerned, we first apply different filters to remove
outliers and possible undesired data. Then, we compute the window