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Abstract—Blockchain is a disruptive technology that can be
adopted in several business models. However, its applicability in
the Supply Chain and in the context of the Logistics 4.0 and
Smart Logistics revolution in particular, must still be proved
from both an economic and an efficiency standpoint. This paper
describes a Hyperledger Sawtooth-based framework for Supply
Chain and Smart Logistics. The performance evaluation tests are
performed on two Smart Logistics system settings. The results
underline the performance decay of the system when concurrent
transactions are submitted to multiple nodes.

Index Terms—Blockchain, Smart Logistics, Logistics 4.0, Saw-
tooth, performance measure

I. INTRODUCTION

Blockchain (BC) emerged as a leading technology layer
for financial applications. Nevertheless, in the past years, the
attention of researchers and practitioners moved to the appli-
cation of the BC technologies to other domains [17, 18, 23].
In this context, Supply Chain (SC) and Logistics are the topics
paying more attention to the BC, with the creation of several
startups and the introduction of the BC in the agenda of
countries and companies [1].

BC is a disruptive innovation, due to its capability of ensur-
ing data immutability and public accessibility of data streams.
Moreover, its decentralized and distributed infrastructure pre-
vents the problems of the present centralized approaches,
including trust issues, such as fraud, corruption, tampering and
falsify information, and their limited resiliency. Centralized
systems are vulnerable to collapse since a single point of
breakdown might lead the whole system to be crashed. One
of the more promising fields comes from the SC management,
and the Logistics in particular. In fact, Logistics is considered
by the different actors as the “reason to be” of each firm
belonging to a SC. Without Logistics, no raw material can
be extracted, transformed and delivered to the final user
[9, 26]. Logistics is evolving rapidly in the past decade, thanks
to the introduction of new management frameworks, as the
Physical Internet and Industry 4.0, and new technologies,
mainly ICT-based, as the Internet of Things (IoT), Business
Analytics, Artificial Intelligence, and BC companies [9]. All
these challenges have a common need: the benefits come
from the network effect, and this can be obtained only with
a proper sharing of the information. On the other side, the
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data sharing must be secured, distributed (e.g., for optimizing
the subsystems locally) and with some auto-mated actions
related to the different regulations and negotiations. Thus,
BC appears as a natural technology for implementing these
common issues. Presently, the main limits are the issues
related to the scalability and the costs of the BC and the
few use cases with clear costs/benefits analysis. Moreover, the
literature mainly considers the Business Process Modelling
and the Technology Design Process of a Block-chain-based
solution the reference frameworks lack in terms of standard
methodology to design, develop and validate the overall BC
solution at the Strategic level. The interested reader can refer
to [27, 23] for a more complete review of these issues.

However, since this technology is still in its early stages, it
presents some inherent defects and its deployment in factual
SC and Logistics applications is somehow problematic. In
particular, there is a general lack in the literature of BC.
Despite its importance, just a few papers deal with non-finance
implementations [23], with a specific focus in the food indus-
try, due to regulations and traceability issues [19, 22, 27]. More
in general, the literature mainly considers the Business Process
Modelling and the Technology Design Process of a Block-
chain-based solution [5, 6, 10, 24], while the main reference
for the design, development and validation the overall BC
solution at the Strategic level is the framework presented in
[27]. Aim of this paper is to present a solution for Smart
Logistics based on the Sawtooth BC, a verticalization of the
Hyperledger technology specifically developed for managing
logistic applications and to integrate them with IoT devices.
In particular, we will show the results of the tests on different
logistic configurations, discussing advantages and issues of the
solution.

II. LOGISTICS 4.0 AND BLOCKCHAIN

In the current economy “competition is no longer between
organizations, but among supply chains” [20]. For this reason,
it is crucial to improve the SC integration [31], defined as:

“the alignment, linkage and coordination of people,
processes, information, knowledge, and strategies
across the supply chain between all points of contact
and influence to facilitate the efficient and effective



flows of material, money, information, and knowl-
edge in response to customer needs” [16].

In Logistics, the core of the SC [27], customers are requiring
more customized products and lower delivery times, while
warehouses and carriers are often times half-filled and many
products never reach the market because “supply chains are
usually plagued with lack of both timely and correct informa-
tion” [31].

Fortunately, in the recent years the evolution of technology
has brought what is defined as the fourth revolution in the
industrial world, which is leading to the adoption of the
term ”Logistics 4.0” to describe the application of these new
technologies in Logistics [12, 29, 31, 35]. The main aspects
of this revolution are: the decreased size, imprecision and
expensiveness of sensors which allows to gather an enormous
quantity of data and to identify and locate every entity in the
system; the development of data mining and machine learning
techniques, which help to extract relevant information from the
gathered data; the Internet of Things (IoT) and Internet of Ser-
vices (IoS), which enable the communication of smart devices
and allow them to autonomously take decisions according to
the relevant information extracted. The combination of these
technologies creates a completely automated and self-adapting
system (cyber-physical system) [12, 15, 31, 35].

In other words, Logistics 4.0 is a revolution based on
information sharing and digitalization [29, 35]. For this reason,
while this revolution is particularly relevant in the context of
a single organization [29, 33, 35], its extension to the whole
Supply Chain introduces additional challenges. In fact, “there
is a shift from traditional supply chains to open supply chain
network, from long-lasting business relationships to short-term
business connections” [12] (Fig. 1), and sharing information
in such a context requires additional guarantees about the data
security, accessibility, reliability and distribution [27].

Among the available technologies, the Distributed Ledger
(DL) ones are particularly suited to solve the problem, because
they allow managing a distributed, append-only registry in a
shared way. Of all the DL technologies, this paper focuses on
the BC one, which provides the following properties:

« autonomy: because each entity (node) can submit trans-
actions without relying on trusted third parties [2, 21];

« authenticity: because transactions are digitally signed
[14, 27, 36];

« immutability: as a consequence of the hash mechanism
used to link blocks [2, 21, 37];

« transparency and auditability: because the ledger stores
the history of the data and not just its current value.
Moreover, each node has a private copy of the ledger,
so it has direct access to the data [2, 21, 36, 37];

o redundancy and persistency: because the ledger is
replicated in many nodes [36, 37].

« resiliency: because to corrupt the ledger it would be
necessary to coherently modify the majority of its copies
[14, 21].

As a consequence, BC would enforce the standardization

of a common interface to exchange authentic, transparent
and immutable data among non-trusting parties without the
involvement of any third one [27, 23]. In addition to the end-
to-end automation, the BC introduction may reduce paperwork
processing time and costs [14, 18, 34], reduce the number of
counterfeits [14, 34] and simplify the tracking of products,
which would make easier to track down contamination sources
or production defects [14]. Moreover, it would discourage
unethical or unsustainable actors’ behavior [28].

At the same time, both [28, 34] well identify the main
barriers that may negatively affect the adoption of the BC
technology in the SC and Logistics context, which may be:
intra-organizational, like the reluctance in replacing working
“legacy” systems and the costs of the migration toward the
BC solution; inter-organizational, like the concerns about the
information disclosure to non-trusting parties; system-related,
like BC’s immaturity and its related security flows; external,
like the lack of governmental regulations and the market com-
petition and uncertainty, which may not reward the investments
in the BC technology.

Fig. 1. While modern logistic chains are more similar to networks than
to sequential links, this paper considers a simplified version of them. In
particular, this figure shows the three use cases used for the testing of the
Full System: a single producer and a single consumer (red, use case 1); three
producers and three consumers (green, use case 2); three producers and five
consumers (blue, use case 3).

III. BLOCKCHAIN PLATFORMS

Many BC platforms support the definition of smart con-
tracts! and thus the implementation of a Smart Logistics
system:

o Hyperledger Fabric is neither fully decentralized nor
completely BFT? [30];

o Quorum offers only two consensus algorithms: Raft and
IBFT [7]. Raft is CFT only while IBFT has relevant
scalability limitations [11];

'A smart contarct is a tamper-proof program.

2In a distributed system, for consistency reasons, the nodes must reach an
agreement on the state of the system itself. A consensus algorithm is what
allows them to reach such an agreement, and it can be either CFT (resilient to
the crash of some nodes) or BFT (resilient to the crash or malicious behavior
of some nodes).



e Corda is mostly renowned in the financial sector [4],
and its peculiar implementation does not fit well in the
context of a single supply chain [13];

o Hyperledger Sawtooth integrates a consensus algorithm
that targets large distributed node populations with mini-
mal resource consumption, namely, the Proof of Elapsed
Time (PoET) and it allows the submission of groups of
transactions that must be executed as a whole (batches).
Moreover, specific templates and rules for Supply Chain
and Logistics are present.

In real Logistics and SC solutions the maturity level of the
code, as well as the possibility to have commercial support
are essential. Moreover, the presence of templates specifically
designed for Logistics and Supply Chain and the presence of
APIs for integrating IoT devices is another requirement. The
aforementioned issues restrict the choice to Hyperledger Fabric
and Sawtooth.

In our solution, we decided to adopt Hyperledger Sawtooth
for its PoET algorithm, which is suitable for large-scaled
Supply Chains and the templates for Supply Chain manage-
ment, even if Sawtooth is the only of the four that does not
allow to build private DLs between specific partners over the
main one [25]. Nonetheless, this platform is the best suited
for the purpose: overcoming the aforementioned limitation is
possible by integrating a system as the one described in [3],
specifically designed for sharing private data over public DLs
by cryptographic APIs.

IV. SMART LOGISTICS SYSTEM SETTINGS

In our application, we considered two different system
settings: a very basic one, named Simple System, and a more
realistic one, named Full System.

A. Simple System

The Simple System defines a minimal set of entities and
operations and it has to be consider as an essential (but
efficient) implementation of an exchange-based framework:

e actor: it is any entity that submits transactions to the
system. An actor could be a buyer, a seller, a company,
an IoT device and more;

o asset: it represents the general concept of exchangeable
property: it has a state and an owner;

e proposal: it is the smart contract that regulates the
exchanges of assets. The exchange takes place only when
both the buyer and the seller agree on it. In some
cases, this operation could be performed automatically
by IoT devices, for example in the case of shipments of
containers, as described in [8].

B. Full System

The Full System extends the simple one by defining new
entities and more complex operations:
e actor: it is any entity that submits transactions to the
system. An actor could be a buyer, a seller, a company,
an IoT device and more;

o asset: it represents the general concept of exchangeable
property, and it is described by many attributes that it is
possible to update: position, temperature, volume, owner
and keeper (the actor which has custody of the asset). A
tamper-proof IoT device could be in charge to update the
position or the temperature of the asset.

o delivery: it represents groups of assets that must be
moved together. It has a state and it tracks the assets
being moved and their position, as well as information
about its sender, its keeper and its receiver;

 carrier: it is the entity that performs the deliveries, and
it divides them between the ones that are completed and
the ones that are not. It is described by its position and
the quantity of fuel consumed and of COy emitted. These
values could be updated by a tamper-proof IoT device;

« warehouse: it represents a facility where the assets can
be stored. It is characterized by its available volume, the
number of carriers ready to be loaded and the number of
free docking spots. All these values could be updated by
IoT sensors;

« policy: except for the actors, all the entities in the system
are regulated by policy. A policy defines which actors can
perform which operations on which entities. It allows to
implement the concepts of shared property, custody and
operation delegation;

o proposal: it is the smart contract that regulates the
modifications of the state of the ledger performed by
groups of actors. Differently from IV-A, a smart contract
may be necessary not only in the case of exchanges of
assets but also for simple updates of the properties of an
entity, according to the policy that regulates it.

V. TEST OF THE SAWTOOTH-BASED BLOCKCHAIN
ARCHITECTURE

This section describes the tests performed on the two
implemented Smart Logistics systems. According to [32],
first the general system description is given, then the tests
performed on the Simple System are described, and finally
the ones performed on the Full System in three different use
cases.

A. Test environment

The tests are performed using a single computer and the
Docker platform to virtualize a BC network of five validators®.
The transaction processors are implemented in Go, while the
clients in Typescript.

1) Hardware configuration:

¢ MODEL: ASUS N56JK-CNO51H;

e CPU: Intel Core i7-4710HQ, 2.50GHz, octacore;
e RAM: 7,7 GiB DDR3, 1600 MT/s;

o DISK: 343,0 GB, 5400 RPM.

31n the context of the Sawtooth framework, a validator is a node which
participates to the consensus process. A node that can only submit transactions
is a client.



2) Software configuration:

o Ubuntu: 18.04.3 LTS;

o Docker: version 19.03.3, build a872fc2f86;

¢ Sawtooth: 1.0.5;

e Go: version gol.11.2 linux/amd64;

e Node: v11.0.0;

o Angular: 8.3.1;

e Google Chrome: 70.0.3538.77, launched with the -
disable-web-security” command line option to avoid
problems related to the CORS policy.

3) Network configuration:

¢ Consensus protocol: POET-CFT;

o Geographic distribution: co-located nodes;

e Network model: 5-node complete graph;

o Number of nodes involved in the test transaction: 5;

o Software component dependencies: none, other than the
default ones.

4) Blockchain properties configuration:

o sawtooth.poet.target_wait_time: 5;

o sawtooth.poet.initial_wait_time: 25;

« sawtooth.publisher.max_batches_per_block: 1000;

« sawtooth.validator.max_transactions_per_block: 1000;
o sawtooth.poet.ztest_minimum_win_count: 999999999.
5) Validators’ properties configuration:

e peering: dynamic;

 scheduler: parallel;

e network: trust;

B. Methodology

1) Test tools and frameworks: the tests are performed in a
local environment, thus the client is hosted on the same ma-
chine of the network of validators. Network load is generated
and captured using the Angular framework and the Google
Chrome web browser. The node used by the client to submit
the transactions changes in each test. This information is thus
provided with the description of each of the tests performed.

2) Workload: for the Simple System the workload is a
combination of almost CRUD operations. For the Full System,
the workload is composed of flows of assets from a producer
to a customer.

3) Finality threshold: the finality threshold is 100% of the
nodes: all the validators must consider a transaction committed
before it is considered as such by the client.

4) Measure type: the focus of this work is on the transac-
tion throughput measure (TPS), defined as: fotal committed
transactions / total time in seconds [32].

5) Observation points: the BC performance is measured
from the perspective of a client. The total time to calculate
the TPS measure is thus defined as: time the client reads the
transaction as committed on all the nodes - time the client
submits the transaction to one node.

6) Testing strategy: the tests are performed using a polling
strategy: the reads performed to poll the system help the
simulation because in a real-case scenario both transactions
and reads should be submitted by the clients. During the

TPS

tests, the network traffic quantity is kept almost constant, by
allowing only up no N batches to be pending. Various values
of N are used in the tests. All the batches used in each test are
prepared in advance so that they can be submitted immediately
without spending computational time on the client. Due to the
memory constraints of the computer used, this approach limits
the batch sizes used in some tests, as showed in Fig. 2.

7) Transactions characteristics: the transactions used for
testing purposes can all be considered small and simple: even
transactions that are linear in the number of entities defined in
the system can be considered simple as a consequence of the
limited amount of such entities. The dependencies and data
access patterns of the transactions follow the ones of a simple
production use.

C. Simple System
Three types of tests were performed on the Simple System:

o single batch tests: only one batch is submitted to the
system (N=1), and thus all the transactions are submitted
to the same validator. The results are reported in Fig. 2;

« batch dependency tests: the client submits each batch to
a different validator, in a round-robin fashion. Twenty
batches are submitted in total, each containing a different
number of transactions in each test. The client allows up
to three batches to be not yet committed (N=3). Each
batch is dependent on (can be committed only after) the
previous one, so a total order on the batches is enforced.
The results are shown in Fig. 2.

« batch concurrency tests: as for the previous type, but with
the differences that the client allows up to ten batches to
be not yet committed (N=10) and that the batches are
independent of one another. The results are shown in
Fig. 2.

80 ®Single Batch Test

#® Batch Dependency Test

50 & Batch Concurrency Test

40

30

35 70 140 350 700 994

Transactions per Baich

Fig. 2. Simple System: transactions per second (TPS) in the tests performed.

D. Full System

The Full System was tested in three use cases:

« the first use case presents a single producer, a single retail
company with two warehouses and a single customer



(Fig. 1). A total order is enforced among the batches.
All the batches are submitted to the same validator;

« the second use case presents three producers, a single
retail company with two warehouses and three customers
(Fig. 1). This use case is characterized by a greater
number of parallel deliveries with respect to the previous
one, because the assets can be produced by different
sources and can reach different destinations. The batches
are submitted to three different validators;

« the third use case presents three producers and five cus-
tomers (Fig. 1). As a consequence of the bigger number
of customers with respect to the previous use case, the
number of concurrent deliveries is also increased. The
batches are submitted to all the validators.

For each use case, a total of twenty batches is submitted
to the system, and each batch contains thirty-five transactions.
The client also counts the total number of reads it performs.
Each test includes a total of fifty repetitions. The results of the
tests are reported in Fig. 3. The read per second (RPS) value
represents the workload the system was subject to during the
tests, as a consequence of the polling strategy, and not the
maximum number of reads the system is able to process.

40
mTPS

35 | WRPS

Quantity

0
1 2 3

Use Case

Fig. 3. Full System: transactions per second (TPS) and reads per seconds
(RPS) in the three use cases for a network of five nodes.

VI. RESULTS HIGHLIGHTS AND CONCLUSION

This paper, after a brief discussion about the potential adop-
tion of the Blockchain technology as a tool to propagate the
Logistics 4.0 revolution to the whole supply chain, provides
some data about the performance of two Smart Logistics
systems implemented through the Sawtooth framework.

While the TPS values obtained are strictly bound to the
specific hardware, software and network configuration used,
some more general considerations emerge from a comparative
analysis of the results obtained in the various tests and between
the two systems.

In both the systems the TPS value decreases when the
number of independent transactions submitted concurrently
to different validators is too high. This behavior is prob-
ably characteristic of the PoET consensus algorithm, and

in particular it is probably a consequence of the “saw-
tooth.poet.target_wait_time” value. This setting expresses the
likelihood for a node to publish a block: a high value decreases
the maximum reachable TPS while a small one increments the
risk of the creation of forks. For this reason, it is probably
possible to improve the performance of the systems in the
batch concurrency tests (Fig. 2) and in the third use case (Fig.
3) by increasing the value of this setting.

Fig. 2 shows how the number of transactions in each batch
impacts the TPS value. The low performance of small batches
is probably linked to the batch encapsulation overhead and to
the low system load, while for the bigger ones it is probably
linked to the increased required processing time which slows
down the block propagation across the network, which makes
forks more likely. All these assumptions, however, should be
verified by further studies and tests.

Future researches could be aimed at overcoming some
limitations of the systems: a better management of the read-
ing and writing sets of the transactions could improve their
concurrency and a more use case specific design could allow
to trade some flexibility for performance.
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