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University of Stuttgart

Institute of Computer Architecture and Computer Engineering

Pfaffenwaldring 47
D-70569 Stuttgart, Germany

Abstract—This paper provides a methodology that leverages
state-of-the-art techniques for efficient fault simulation of struc-
tural faults together with transaction level modeling. This way it
is possible to accurately evaluate the impact of the faults on the
entire hardware/software system.

I. INTRODUCTION

Structural faults model the consequences of phys1ca1 S
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if a component is subj

II.

A TLM of the system is augmented by precise gate-level
models of components which are subject to fault simulation
and analysis. Fault simulation of a gate-level model determines
which faults cause errors at the outputs. For this subset of
visible faults, functional error propagation is performed at
transaction level. The propagated error is then evaluated at
system level to check whether the fault eventually results in a
system failure, i.e., an error observable in the application.

The system and target application are modeled at transaction
level. To investigate hardware blocks and cores, gate-level
fault simulator instances are created using gate-level models.
Transactions directed to these cores are handled by gate-level
wrappers which translate transactions into the appropriate pin-
and cycle-accurate communication protocol of the core and
vice versa. The data is then handed to the fault simulator.
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PLEMENTATION AND EVALUATION

[he system has been implemented based on the sequential
gate level fault simulator Hope [2], OSCI SystemC 2.2 and

! evaluation concentrates on the fault
s well as the run-time for two different
an AMBA based SoC with a LEON3
) ke lerator cores for Triple-DES (Data
% 1) ericryption and a two-dimensional dis-
anstormation core. As target hardware/software
Tripe-DES encryption of data blocks, and

llel execution of simulator instances, the experiments
wereTun on a multiprocessor system with 8 Intel Xeon CPUs
running at 2.67 GHz and with 48 GB of RAM.

To integrate the Hope fault simulator into the SystemC sim-
ulation environment, C++ wrappers have been implemented
for the cores. Separate instances of the Hope fault simulator
are dynamically created for the considered gate level models.
Experimental results gathered on several case studies showed
a match of 99.8
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