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Abstract—Nowadays, Systems-On-Chip are commonly
equipped with reconfigurable hardware. The use of hybrid
architectures based on a mixture of general purpose processors
and reconfigurable components has gained importance across
the scientific community allowing a significant improvement
of computational performance. Along with the demand for
performance, the great sensitivity of reconfigurable hardware
devices to physical defects lead to the request of highl
dependable and fault tolerant systems. This paper propos
an FPGA-based reconfigurable software architectur

implement fault tolerance mechanisms with a mi
on the system performance.

I. INTRODUCPI

stituted of reconfigurable hardware
Gate Arrays (FPGAs) represent

Examples of the [
the former, a FPGGA¢based coprocessor has been developed to
accelerate the simulation of a molecular dynamic’s application,
where the movements of atoms in a substance over the
time are modeled. The authors present an hardware/software
approach in which the most computationally intensive tasks
of the application are selected and accelerated directly on a
FPGA device, while the remaining part of the application
is still executed on a traditional general purpose processor.
In the latter, the authors propose the implementation of a
multi-objective evolutionary optimization algorithm on a re-
configurable hardware based system. Another example can be
found in [11], where a FPGA-based accelerator is used to
improve the performance of the process scheduler of a real-
time operating system.

Together with design and performance problems, the ad-
vance of the manufacturing technology and architectures

makes SoCs an

reconfigurable hardware more sensible to

ction into hybrid archi-

sxploits ha %
tectusges together with s canfiguration, to enable cost-
e ive implementafions of endable systems. Automatic

7 —conﬁgurablll g are1s utilized to design self-healing

| utohomous recovery from temporary
aults detected both into reconfigurable
and limited portions of general purpose mi-

ﬁguration mechanisms is used to pro-
a development kit to write programs
onfigure selected functionalities ev-

ery time a
detected-as

nterrupt services and Inter Process Communication (IPC)
mechanisms.

This architecture allows to recover from temporary errors
(e.g., errors induced by SEUs) and to repair permanent faults
(e.g., stuck-at faults) with a minimum impact on the system
performance. It therefore ensures very high data integrity and
availability without external intervention. These capabilities
make this solution useful for a variety of dependable appli-
cations including unmanned remote applications such as deep
space exploration, or mission critical ones.

The paper is organized as follows: section II gives a general
view of the proposed software framework, section III analyzes
the internal switching mechanism adopted for program re-
configuration, while section IV proposes experimental results.
Finally section V concludes the paper.

II. THE FRAMEWORK OVERVIEW

Due to their complexity, hybrid architectures require the
introduction of new programming models. For the sake of
simplicity, we consider in this paper a simple system composed
of a general purpose microprocessor (GPP), together with



its memory, coupled with a reconfigurable hardware module
based on a FPGA component (RH). This system includes
all peculiarities of more complex hybrid architectures, and
therefore allows us the development of a general methodology
that can be later extended to more complex designs. The hybrid
architecture considered in this paper is depicted in Fig. 1.
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Fig. 1. Hybrid system architecture
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purpose processor and a reconfigyr
posed of a hardware/software

allow programmers to
standard C language

or within a custpgi circuit on the FPGA. In the hthreads
design flow, programmers express their system computations
using traditional pthreads semantics. The main drawback of
this solution is the rigid distinction between the portion of
the application executed by specialized hardware, and the one
executed by the general purpose microprocessor. In order to
efficiently exploit software reconfiguration for implementing
fault tolerance systems, software applications should be able to
dynamically map the execution of different functionalities both
on the general purpose hardware, and on the reconfigurable
hardware. This in turns requires providing the application itself
with a structured description of the available reconfiguration
facilities that can be exploited at run-time to reconfigure the
computational tasks every time a fault is detected.

Software Based Self-Test (SBST) techniques executed on
GPP, as well as embedded hardware Built-In Self-Test (BIST)

facilities directly embedded into the hardware cores mapped
on RH are used to check the correct behavior of the different
hardware blocks. A monitor, either implemented as a hardware
component or a software routine, is in charge of collecting
test responses and generating proper reconfiguration events
into the system. The time required for the test execution and
the system reconfiguration has a limited impact on the overall
performance.

Figure 2 shows the structure of the software framework we
propose that can be logically split into two main parts: (i) the
exploitation package, and (ii) the software support package.

The exploitation package acts as a middleware layer, export-
ing software modules used to manage the underlying hardware
platform. In particular it exports information concerning the
hardware an ftware facilities availab the operating

's to take optimal decision
Ity hardware functions on RH

-time on how t
faulty units o

place

ased on the available replacement facilities,
entually replace the faulty functionality with a differ-
i atation, or with an equivalent software

ides the designer with a transparent mechanism to
access both software and hardware resources using a uniform
interface, thus giving a flexible way to split the application.

A. Exploitation package

The exploitation package resorts to four basic elements to
provide hardware virtualization at the application level: (i) the
hardware configuration files, (ii) the operating system drivers,
(iii) the function files, and (iv) the description file.

A hardware configuration file identifies a hardware compo-
nent that can be mapped into RH to perform a certain function.
FPGA devices, representing our target reconfigurable compo-
nents, can be configured by mean of a binary bitstream file
containing the mapping of the internal configuration facilities.
A library of these files can be therefore stored to form a
repository of available hardware functions. Each core should
be eventually provided with an embedded test mechanism and
a monitor block able to check the correct behavior of the core
itself, and to notify faulty conditions. In order to have a general
architecture, all available blocks should be provided with a
common access interface, e.g., a register file used to configure
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Fig. 2. The proposed high dependable and fault tolerant framework.
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Finally, the description file is used to provide a highly struc-
tured model of the available functionalities. The description
file is the main component of the exploitation package. It is
used to abstract the underlying hardware architecture. It is
described using a high level structured description language
such as the standard XML language [19]. The structure of the
file can be easily navigated by a software module and can be
used as a database containing the description of the available
resources. Each resource (i.e software, or hardware function)
is described in terms of access mechanism, performance, and
location within the software framework. Fig. 3 shows an
example of the internal structure of the description file for a
hardware function. The access mechanism is described through
the declaration of the input parameters required to correctly

execute the specific function and the output parameters used
to store the result of the computation. For each parameter the
type is provided. The performance is described in terms of
estimated execution time, which can be used to select the
optimal replacement for a faulty function, while the location
in the framework is given by the corresponding library that
specifies the behavior of the function and the software or hard-
ware function counterpart. A set of custom defined description
parameters for each function are also available.

<?xml version="1.0"?>
<Target core="Corel">

<Functions>
<Function name="HW_functionl">
<ver> </ver>
</owner>
</year>
</desc>

<§Q§> (EgFunction>
gLibrary>
</customFieldl>
</customField2>

rame="HW_function2">
</ver>

</Function>

Functions>
aZrget>

<Target corg Q
@ :; mple of the exported XML description file.

are support package

The software support package provides the software de-
signer with the possibility of writing in a simple and straight-
forward manner programs that can switch their execution from
the hardware context to the software one, and vice versa.

In principle, it is composed of a software library and
an Integrated Development Environment (IDE) (see Fig. 2).
The software library contains all functions used to perform
reconfiguration whenever a request occurs. These functions
are used by the operating system driver to correctly handle all
low level reconfiguration actions, starting from the selection
of the proper component, to the bitstream configuration into
RH.

The library also contains functions to access and navigate
the content of the XML description file. These functions are
designed to parse the content of the description file, and to
collect those information that are useful for taking optimal
decisions for the replacement (e.g., a faulty hardware function
can be replaced with a single equivalent software function or
using a set of hardware and software functions that minimize
the execution time).
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software versions of available functionalities, together with the
capability of the operating system to notify applications when Fig. 4. Execution context switching data structure.
reconfiguration events coming from a faulty core are detected.

The data structure is composed of three arrays of pointers
as depicted in Fig. 4. Each array element identifies a given faulty congitio
functionality as described in the XML description file. The sysiem. ’

& EXP

hardware executable context array stores pointers to available énts have begP e using the ML403
hardware functions while the software executable context Eviluation Rlagform equip rtex-4 FPGA™ in-
array stores pointers to the software ones. A null point tegrating a 32-bit Powe croprocessor running at
in one of these arrays indicates that the given versi 300MHz, a FPGA, 64Kb/ of embedded RAM (BRAM)
the function is not available in the current impleme the same die, orm is equipped also with 64Mb of

DDR SDRAM 2-bit interface, a RS232 port imple-

mented provided core, an Ethernet communication

ystem ACE compact-flash-support core. Fig.

proposed software framework has been implemented
» of the MontaYista Linux ™ operating system with
24.26 kernel version, specifically designed for embedded
lash card provided together with the
reference bgi § beer, split in three blocks used to store
the configurati i of the different FPGA components

GPP and RH.
Test sessions of the hardwar
ically scheduled during the

isyBox [21] system. Moreover an optimized version

Whenever a fault is dete: i¥“generated to notify o operating system kernel has been compiled after the
the event to the operating syste a fault is notified, the configuration of the board.

faulty function entry in'the current execution context array is The AES encryption standard has been mapped on the
selected and th ing pointer is replaced with the reconfigurable area of the FPGA device. This core is based on
one of a differe iware implementation if available or the testable architecture proposed in [20] where an additional

wafe version. The replacement is based on SELF-TEST operating mode is used to detect faults into the
the result of the exploration of the available resources through core. At the same time, an equivalent software implementation
the XML description file. In this way the next call to the of the AES cryptographic function has been adopted, recurring
faulty function will execute a different version not involving to a standard cryptographic library written in C language. For
the faulty detected core. the experiments the core has been designed to allow fault
The proposed mechanism assures a high level of efficiency injection by writing a specific fault injection register. Injections
(only few assembler instructions are generated from the com- are directly issued by the operating system driver whenever a
pilation of the application) thanks to the fact that only a pointer  user signal sigusr/ is generated.
copy is involved in the replacement process. Both software and hardware cryptographic functions have
been integrated into a single application, recurring to the
proposed software abstraction mechanism. The application
The proposed approach as been implemented into a system performs a loop that continuously executes the encryption
for encrypted data transmission. A testable AES-128 crypto- of 128 bit data blocks. Whenever the application accesses to
graphic core mapped on a reconfigurable device is used to the cryptographic functions a test session is performed before
increase the system performance. Periodic test sessions are executing the function, checking the presence of faults in
executed on this core, and injected faults are used to simulate the core. Fig. 7 shows the execution time of the encryption

IV. EXPERIMENTAL PLATFORM AND RESULTS
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At about 12010 iterations, a fault is detected and the
software is reconfigured. This is clearly visible in Fig. 7 as
there is a peak in the execution time equal to 1750.0us, caused
by the detection of the fault and by the reconfiguration of the
system.

After the reconfiguration phase, however, the system per-
formance increases again and the system continues to perform
its functionality, even if with reduced capabilities. The per-
formance measured with the pure software execution is two
order of magnitude slower than the one measured with the
acceleration enabled (i.e., the software encryption has been
performed with an average time equals to 700.04s).
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V.CONCLUSION

fTto design high performance software applications, and to
ensure fault tolerance. A switching mechanism is provided as
a recovery method after the detection of a fault . The approach
allows the implementation of a highly dependable system
with a minimum impact on the performance, and without the
interruption of the executed task.
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